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Trojan.Android.KRBanker

1712

£7) ADIY OHHUS 2 HIZ0J=() OOICIO) B3 TE XIS S5101 HHREEIACL £7(0li= ATL PN WISH 5, Aoy
SIS |7X] B OB AJZH0] ZUTH Ot QHISO] BHIR OHARNOY THEH CiA HE3PH CHHIZY| THROITE 01 B0t RIS
A0 Cifst CHEES: SRI] 5101, A ISYS S WA 5101 M2 4 QU= THSRIAS ZESICE T2AK ADY OpUSE

ZIStSI7| AERHCE 27| 20| oI HIsH 7[S0| HE=ULD, 29 H WEES =017| A2 20| =R, 2211 24
MARISS 2l | Aol H=a), Z2E|E|, Ii7H S0| HEX|7| AIZC

Ol 41 B TMOANS ADIA XYY 5 apkprotect® HEEH= OIS EMGIES SHACL 24 QIS 20|=8 HE0| AFBdts
H3IIESS 4T BAL 2 E57|#0) o2t OhSt 20| 2R EH, 2422 SF2 OhEdt 20

CERIE! 53 =
- AF2EIX| 2= FE HA - XHIEo 2 et
- 2BUMS S5 Est U HUss s -sEzHE
Obfuscator - Proguard 7|$1Q 2 7
Dexguard - 7424 $650 ~ $1300
- 72 $290
ALLATORI
- op7tHRle 2
- T2} RAISHH Y RES $H510] - E30M
Protector ST K| AR 8 4 ol TS MY Apkprotect - Of2] 7FX| I B ZXY
- O|S3[0[E| K| ZE So| 4 jn| F= MG - S20|7L} IS B[ BE0| HE 2 ZX)
— UPX2H QAL MKl FESS o3sise] 7|goz 2t HOSEDEX2JAR - “POC” I
ZQICE AlR| A8l A| 21X =7} E715101
220l HxH PANGXIE - &332 0ofl e
—— - g0l ZX| A= 59| £ S TS N - 7hAE A SR B
- 23010 20t MH|A
BANGCLE == %H AVE2 FISk Hl%g .:III
- 71242 M3t5| YR QK| QK|S
04 HjutCH

[BE1ZEES 7YY E

=4 i ME2 APKPROTECTE AFZ5I0] DEX S8t T E W AEY ASSHE MBS TS EAGIUL 0| HEH2 FX EAMS
8151517 | 2i5H Entry Point 2822 AE7} U453} £|0] MSE|X| LTS SHE| UM, A3 A| Entry Point =7} libapkprotect.so
DE0| 2fs SOt 2|30 XHE ZE LM ABEl= AEYSS AS 3610 248 O 0EAH st QUL
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2. APKPROTECT &4

Ol OpSITIE 4 B TIAE OhAR0] ‘WONEICH OHINO) HBE TRHEC| ‘SN| §2 42 SHE ZEQICt LY
D2EE7} MRE ONUS BAGH| AL, HSE LI DRSS SR ZEL HOIEIS SRS 2OH TS 24|
275 517101 2A1S YioH BIEA| 7 2HZ HROF B,

2N ME0| MHE= 31} ZL
. 11H5’III‘§ : com.google.xps.gfcfc
- MD5 : 4af4bfeee29f61847c4a7294bad8228c

AEZR0|= A2l B H= apkIFH2| S SHHIE AR 2 5104, Ii7 |X| LiF0| ZXots 2t MUSS & = £ ijUHAE}
DEXE CIHII 5l ZEZMS TIMGI== it

APK =4
I [X| TR 24

apkis zip EYOZ UEEI0] QUOM, U RIS So10] N7 |X| L TES ATHES 132} 22 SO NDK 240|=242| Ifig
32 % STk 210]=212) Trel 00l & 4= QU 0] apki= apkprotect HS ST QICk

4-|3| 4afdbfees2961847c4a7294bad8228c.apk S
: libAPKProtect.so

(33 1] W7|X12) M7=

libAPKProtect.so= 2l5A S AldH Ihl ToHOI E| F(Excutable Linking Format) Z8H0|0{ armE2.2 It E|0{QICt 0= IDA%}
22 I MY E2 0|1251 I = % 1S SSI7LE OIZ2|0]E == AA| CIHIO|AM Y AXISHT S5 CIHHE HESH
ClHZS 88t 4 Tk

W OLTAE 24

THLTHA E= HOA] AFRSH= S ZEAE(HEHIE], MH|A, 2IAH)E 7|&510 QUCH, el AEZ| HQIE FESH 7|a3k Tt
THLUTHAE 249| 7P SR HQIEE HIEZ| HQIES 2015H= Z10ICt CHS 32 MEC] iUTAE LI F L2l “application”
EN12t “activity” Ei12] &4 B android:nameO|2ts £43 QI8 4= QT Application0ll 7|&E £-42 42| AIER| ZOIET}
AIBHE|7| 00| BE&)= TEZ F2 WOl Ao LRFHH|0IE2| =7 |3t S HYSICL 1 CHS activity0il 7|28 42 ¢l HEZ]
TOIEQ|H Y A3l A| Z|E 2 AdHEl= FE0|C
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<application
android:theme="@android:0103000F"
android:label="@7F050000"
android:icon="@7F020001"
android:name="APKPMainAPP1345F"
android:debuggable="true”
android:allowBackup="true"
>
<activity
android:label="@7F050000"
android:name="com.google.xps.gfcfc.MainActivity”
>
<intent-filter
>
<action
android:name="android.intent.action.MAIN"
>
</action>
<category
android:name="android.intent.category. LAUNCHER"
>
</category>
</fintent-filter>
</activity>

(23 2] HUHAE W

mf2fA 2{2 DHLIHA E L0 T=H APKPMainAPP1345F 22HA 7} com.google.xps.gfcfc.MainActivity ECH HX| AHECE
I8 2 29| M SE2 APKPMainAPP1345F S2HAE EA5t & MainActivity SeHAE EA510] 0|1F S&E&= SHAS
A2 240] 0|F0{ & Ao|ct,

M Dex 24M

U AE £4 01 = 2M4S ?lol dex LtYUS CIAMIA 5t A=EMS TSI CHF 32 TAETIASH dex2| LIZO|C.
M 2 @M0fl M2t APKPMainAPP1345F 22A0| FEE HA HTHEQICE

package com.gocgle.xps.gfcic:
import android.app.ipplicacion;

public class APKPMainAPP1345F
extends Application
{
public APKEMainAPP1345F()
{
I System. loadlibrary("APKProtect”): I
i
}

(22 3] APKPMainAPP1345F S24A
? J8S 2 APKPMainAPP1345F S2i2= APKProtect2h= 2H0|22{2|E 2E06k= A 0]2/0fl O X AUT +-UGHK| Y= XS L =+
QU 22)31 DfUTAE| 7| AEZ] ZRIEQ! MainActivity S22 E4S Mol | 2lch SHAS HUKIT EXHSIX| = A4S &2l

& 4 IO, MainActivity2] inner SHAQ! MyClickORHs SHAT EXfishs 2 2 4 Lt
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- H3 android.supportvd
B - com
rﬂ g8 android.internal telephony

3... APKPMainAPP1345F
- [J] App$i
o-(1] App

¢-[J] BuildCenfig

7-[J] Common

-[) Config

7 [f] Connect

i) [J] Contact$1

- [J] Contact

- [J] CoreService$l

5-[J] CoreService$atnClicks1
i [J] CoreService$BtnClick
i-[J) CoreService$CommRunnable
2-[J] CoreSenvice$HTRunnable

i [J] CoreService$MyClick

i-[J] CoreService$MyOrderRunnable
5-[J] CoreSenvice$MyRunnable

g [J] DownLoad

k

[

C

£

k

[

i

i

3

[

o

k

[

@-[J] CoreService$MyBroadcastReciver
¢

k

[

k£

- [J] FileUtils
i

PhoneListener$2
R

SMS5151

o-[J] SMS$1%2

i [J] SMs$1

| APKPMainAPP134SF.class | MainActivity$MyClick.dass > | Download.class | BuidConfl

package com.google.xps.gfcfc;

@import android.content.Componentiame;

—

class MainActivicysMyClick I
amplements Dialoglateriace.OnClickListener

{

MainRctivity§MyClick (MainActivity paramMainActivity)
£
}

public void onClick(DialegInterface paramDizlogInterface, int paramint)

{
PackageManager localPackageManager = this.thiss$0.getPackageManager():
ComponentName localComponentName = this.chissl.gecComponentiame () ;
localPackageManager, secComponentEnabledSetcing (localComponentiame, 2, 1);
this.thiss0.finish()

[23 4] Dex CIZMWY LS

AE| ZOIE= HO| AAE|T| 2foiM YAl ZEXH5HOF Shs ZEL1C), 212 LAY LIZ0AE AES| Z2IE
UACtE WS L == AL (F10fIM = 5= AX0| APKProtect= 2R TEE S 21610 2 AIFM & 715 ZE= #BFsk= 7I1S01

UCh= AS & == AUCL) 12|30 AR TE2| 55218 HEoks 20| 7 |X| 24 Al EUH libAPKProtect.so YIS Atz ZALE S510
2 AL, AX| ZE FFE Flol0] 2{0|22{2|E 2M6l== SHICL

=]
22} o= 20| Sy T2t 8 4= U,

(R e L=/ - 1

Z apkprotectOfl 2lef S &=
&

FETH A0

FE9| 57101 Tt 7HE =0 T23iat 20| DEXS| Y7 23t FE:

A Al

Memory

ODex m}&!
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Libapkprotect.so 241

WollM Z[Z= Aglizl= T =21 APKPMainAPP1345F class Ife| 3 EE AMTHEM (ibAPKProtect.so 2f0|E2{2|E 2E5H= T E0HS
EoIgt 4= It

ELF ZoHo| 210|=242]2! [ibAPKProtect.so= CH TER RAME| armE2 2 ZAMUE|QICE 240|E242)7t 2 E%[% JNI_OnLoad &7}
FE2 M)

% 5= JNI_OnLoad &4 ZEE H0F11 QUCt JNI_OnLoad &-0IM XS SEK|= ptracegt= AHI0| AL JU=XE
EOIt= ZEZ, O &1 QUCHH ofl2f7 hMlist T2 MIATF SZ El= anti-debugging 71810] HEE|Ct (GDBZ C|HAH2)
H2AE 0|50 HI22|0f| 2K 25I== 5Ht)

signed int __ fastcall JHI_OnLoad{int a1, int a2, int a3)
{

int v3; // ro@2

int vh; // r1@2

int v5; /7 r2@9

signed int result; // re@12

int v7; /7 [sp+un] [bp-Ch]@1

int v8; /7 [sp+8h] [bp-8h]@1

v8 = a3;
w7 = 93
if ( (»(wal + 28))(al1, &u7, Bx10006u) )

result = =13
H
else
{
u3 = ptrace(8, 8, 8);
if { byte_5523 || byte_5524 || byte_5525 || byte_5526 )
u3 = Check_Dex();
if { byte_5529 || byte_552a || (v5 = byte_552B, byte_552B) || byte_S52C )
u3 = Check_qgemud();
Patch_Dex(u3, uvh, us);
result = Bx10006u;
¥

return result;

3 6] libAPKProtect.so 2 JNI_OnLoad &4 2=

JNI_OnLoadUioi A &&= 82 ZMHE S oA, 2} 82| 0|52 EA42| H2AE ?Iot 7[S0i| Tt 2ile] OIS Argst
Zo|ct, 78 72 T EE Jtoks ZE2| 358 26| E3ig /HE =0,

libAPKProtect.so

/proc/self/maps

XHAIo| DEX %7

2lo|Ee|2|Ljo] He 2
ODEX TJj4|

Q371 ZEE7 B HEE
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M Check_dex

Check_dex&ts=0llA= /proc/self/mapsOll 2510 HI22]0fl 2EE XA Q] HIA 2XIE Sh=L}. /proc/self/mapss $1XH A|AEI0)|A]

AT T2 NAS2| FEIH Ao, H22(0 2=F A O|0[X|2| FEE Zefoty UCt HIZ2{0|A dex2| #X|

= A= HIHS

pingE HIZ2| 4 S7H0|A dex AITIUX AEZS AMGIH IFLE FAE A2 £, TE F20A optimized Dex 2| AIZIHZQ!
dey'2t Dex2| A|IZZUXQ! ‘dex’E 2HQISHC, OIFA| H22|0flM Z2 odex?t XHel2| ZRIX| 2121517 | #{5H dex SHICILHOY ZXHoh= sha-1

A|ZLIXE H| @510 XHAIC| odex DIUAS SHOISHY (odex : omptimize dex)

Odex &= =ME He2lotH Ch31t 2Lt

1. /proc/self/mapsOilA H22] LIE 2

2. A|TILAQ! ‘dey’ 2} ‘dex'E 012510 odexI 2| AEIX| A
3. 7KK A dex ZEE sha-1 U4S 553t

4, BME dex SICILHS| sha—12k2t H|w

s1 = 9;
u9 = 9;
vi1 = _stack_chk_guard;
nemset(s, 8, 0x15u);
if ( Load_odex(&s1, &u9) )
{
vl = s1;
if ( s1)
{
ul = u9;
if (v9)
{
if ( tmemcmp(si, “deykin™, 4u) )
{
u2 = ={uld + 2);
if (w2 < ul)
{
ud = (uvd + v2);
vl = memcap{v3, “dexkn", 4u);
if ( tus )
memcpy(s, (v3 + BxC), 2Bu);
while ( 1)
{
uS = byte S4FB[ui];
u6 = s[us] ~ byte_5504; /7 Bx19
if ( uSs t= ub )
break;
++ulis
if ( vk == 20 ) // s = B1363ES501BSABS7SEC3862DEABESBACBBFG6610ESB
goto LABEL_11;
>
Create_Thread_Sleep(uv5, v6, byte_5504);
H
H
b
H
H
e

[238] Check_dex &2 pseudo =

23535104 Lt 240| XHA12| DEXLHM| ZXHSH= sha-1 AL 20byte 240} SUEHS &1Q18H 4= QICH
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&) classes.dex

Offset (h)

00000000

ooooo010 [EJENER
00000020 88 EA 05
00000030 16 00 00
00000040 98 02 00
00000050 B7 03 00
00000060 67 01 00
00000070 A9 42 05
00000080 3E 39 04
00000080 SF 80 04
000000R0 69 C1 04
000000B0 4D 8C 04
000000CO 33 90 04
000000D0 EZ 8C 04
000000EO0 C9 &F 04
000000F0 87 6F 04
00000100 70 3F 04
00000110 DO 8D 04
00000120 4D 38 04
00000130 E4 55 04
00000140 00 58 04
00000150 OB S5A 04
00000160 C3 4B 04

75 EC 38 62
00 70 00 00
00 C4 E9 05
00 20 3D 00
00 AC 6F 00
00 34 04 01
00 65 5B 05
00 81 3B 04
00 SB 8A 04
00 38 C1 04
00 C7 90 04
00 87 290 04
00 A8 8D 04
00 41 6F 04
00 9F 6F 04
00 93 73 04
00 7A 85 05
00 25 TF 04
00 B8 56 04
00 BD 58 04
00 13 64 04
00 07 64 04

00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
64 65 78 04 30 33 35 00 22 E1 8F 43 [ERE={i-Ti

DE 20 Eg8 AC B8 Fe 61 OE EB

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

78
2C
59
DA
74
62
23
24
AF
8D
7F
75
5C
50
24
86
2D
0D
2D
Fz2
A%

56
OF
03
0E
B9
5B
3C
90
8B
3B
84
8C
6F
6F
95
60
55
57
59
94
3B

34 12 24 00
00 00 70 00
00 00 80 47
00 00 64 8D
04 00 14 31
05 00 98 3B
04 00 EC 8F
04 00 96 C1
04 00 EF 8B
04 00 03 90
04 00 CC 8C
04 00 33 6F
04 00 06 8B
04 00 1E B8R
04 00 CE 76
04 00 9F 41
04 00 FD 72
04 00 A9 74
04 00 81 58
04 00 6E 95
04 00 7D BF

00
00
00
00
01
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

dex.035."a.
.Z..ui8bP &-,0a.<

TR P XS S
see Al ey v D s
M e S, e

'...‘10..6...(‘1...
g...4...t*...1..
@B..e[..b[..™;..
p ot SRS IR — (Rt KR
_sgrma] B i aas e
18 8ALT ki
T
o R S (R [
4€.."...uE..30..
Eo..RBo..\O0...<..
t0..%0..Po...5..
Dzt gen o i
Dosczana b i VA
ME8..%...-U..vr..
av..,v...W..etc..
XK. JX, L -Y. LY.,
L.Z...d..6"..n"..
AK.ondoi@naiYes

[32 9] 2t dex| sha-1 2t
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M Check_gemud

Check_gemud &=0lA= porc/[PID)/cmdlinedfl E2510 T2MA AlHS Q5 MEEl HEH0| QIXIE 7KL} 0] QIXt= Alsl
0| Ef= Z2MIAL| 2 AZE 7K|1 QUCL O] FS 02510 T AIAH MO1|*1 SEOI U= TEM|A BS 7182 2, MD5,

(RCHEACE ST T2 A FS AQUSH, 20l 21t /system/bin/gemud0[2k= AEZS EXlok= Zs & + U Ol AETS
Zh= 0|F= SIXY 0| MHE|= $HZ0] Of|23|0|E] QK|S TTHEE7| LISHAOICE Qemud 22 AER W74 A| Y IR ZZEICH

ull = &byte_5584;

fornat = byte_5506; // /proc/%d/cndline
while ( 1 )
{

sprintf(&u21, format, v2);
uil6 = access(&v21, 4);
if ( vi6 )

goto LABEL_15;
u3 = Fopen(&u21, &unk_3AAG);
if ( w3 )

goto LABEL_15;
if ( fgets(&ui2, 58, u3) )
{

vl = strlen{&vi2);
if (ua > 3)

{
if ( ulh <= 48 )
{
if ((vi2 == '/ )
{
_android_log_print(4, "JHILog", &ui2);
uS = strlen{&ui2); // /system/bin/qenud
Gen_HD5(&v18, &ui2, ub); // 52dcab148b9cf1ded2081634decBabB
sub_235C(&u18, &u19);
ub = uls[24]; // byte_551C(0x48)
u? = vib;
do
#(&U19 + u7++) "= u6;
while ( v7 *= Bx10 ); // 1a%u4ec5cc3d4b9969ak85e7c?688e3c?
u2@ = @;
if ( Check_CRC32(&u17, &u19, 0x16u) == dword_5518 )// Ox8B0627F0
break;
H
H
H
H
fclose(u3d);
ABEL_15:
++u2;

if ((v2 == 101 )
goto LABEL_16;

u8 = fclose(v3);
Create_Thread_Sleep(us8, v9, vif);

[3& 10] Check_gemud &2 pseudo 2=
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M patch_odex
patch_odex &f=0ilAM= HIZ20f S27IR}= odex TS| FAE HOQIA odex LIS IX[SH= Z=0|C IX == == AN

IHU0| FES OIX|X| L2, HI22J0 M2 MEEICE Check_dex0llM 22 odexe] HIZ 2| XIS 01850 LS 3H=(0] QUE AEL
HQIE FEE JSHSHH, 0] = AN ZE S8 AYS ol A2 7F st et & 4 UL

vi3 = a3;
addr = BLL;
if ( Load_odex(&addr, &Gaddr + &)
&b addr
&& HIDWORD(addr)
& (byte_5029 << 8) | byte 5028 | (byte_S02a << 16) | (byte_502B << 24)
&& tmprotect(addr, HIDWORD(addr), 3) )

u3 = Bbyte_5040;
vl = addr + 0%x28;
us = Bbyte_5828;

while ( =uS ) // 0x35728 Ox3acfc Ox3c1Ff8 Ox3c33c Ox3d1ak  Ox3fFbfc
{ /1 + 0x28
ub = ul + wyS; // Bx35750 ©Ox3ad24 0x3c220 0x3c364 Ox3dicc Bx3IFC24
nenset{{uvd - 12), 0, OxCu);
vl = B;
fFor ( i = B; i € #(uSs + 1); ++i ) // Gx1D4 ©Bx1b® ©x22 Oxcc Ox1ad 0x138

w9 = ul & =(u? = 16 = (((u7 = 16) >= 1) +« v7 = 17));// B~ 15

vil = uS[v9 + B]; // 1C B7? BD 89 BE C1 DD 32 29 AC 9C E2 66 DD 28 B2
// B2 AF 94 21 FB 66 94 69 B2 66 DD 20 B2 AF 94 21
/4 21 FB 66 94 69 B2 66 DD 20 B2 AF 94 21 FB 66 94
/7 9% 69 B2 66 DD 20 B2 AF 94 21 FB 66 94 69 B2 66
// 66 DD 28 B2 AF 94 21 FB 66 94 69 B2 66 DD 20 B2
// B2 AF 94 21 FB 66 94 69 B2 66 DD 20 B2 AF 94 21

u7 = u9 + 1;

#{y6 + i) "= vin;

nemset{(vH + i - 12), 0, 6xCu);
ys = y3;
U3 += 243
H
nprotect{addr, HIDWORD(addr), PROT_READ);

return addr;

[3& 11] patch_odex &42| pseudo =

libapkprotect.so2| £ =20 T = IHX[0f ELSt GIO|E7H ZXHOHH THX| AJXf Z=4, AFOIZ, XOR 240] M=/ QUCE OF2f 232
F2 SAPHIHR] AEF 34, T2HAH0] AJO|Z, =AH0] XOR ZH0ICt,
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) libAPKProtect.so

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF

00003FCO 84 10 00 00 84 10 00 00 84 10 00 00 84 10 00 00 .,evemeccmeanmens
00003FDO 84 10 00 00 84 10 00 00 84 10 00 00 84 10 00 00 .. emssomessmess
00003FEOQ &84 10 00 00 84 10 00 00 84 10 00 00 84 10 00 00 ... ermevomennmesns
00003FF0 84 10 00 00 84 10 00 00 84 10 00 00 84 10 00 00 .evvmeccmennmens
00004000 00 00 00 00 23 7C TE 53 6F 23 TF 59 60 GA 23 61 ceouF|~cof. i IFa
00004010 6D 7C 7F 0C 00 00 00 6F mle.o... o'm..i."

00004020 68 69 74 OC 00 00 00 00[28 5? 03 00|D4 01 00 0 | hit..... (w..0..

00004030 |iC B7 BD 89 0OE C1 DD 32 29 AC 9C E2 66 DD 20 B2 i ﬁxz)ﬁes:? #
00004040 [EC_AC 03 00'30 01 00 00[{B2 AF 94 21 FB 66 94 69| @-..°...* ”'uf”
00004050 |B2 66 DD 20 B2 2F 94 21(F8 CJ1 03 Qﬂlzz 90 00 00 +fY T 1R,
00004060 |21 FB 66 94 69 B2 66 DD 20 B2 AF 94 21 FB 66 94| 'Qf~iff¥ = ”’ﬁt”

00004070 |3C_C3 03 00lcc 00 00 00 <A..I...7i5£7
00004080 |94 21 FB 66 4 69 B2 ssw TIQfricEni. . ...
00004090 |66 DD 20 B2 AF 94 21 FB 66 94 69 32 66 DD 20 B2| £Y =~ #i1af~i*fy¢ =
000040A0 |EC EB 03 00|38 01 00 00|B2 AF 94 21 FB 66 94 69| wf..8...5 ~1af”i
00004080 |B2 66 DD 20 B2 AF 94 21|00 00 00 00 00 00 00 00 <£¥ =
000040CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........
000040D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....
000040E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .+uvevevenernonns
000040F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .uvvenenvnenanns
00004100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +.vevrvveveenanns

(28 12] 2= 25310 YF HO[E

T E 27 HO| MainActivity T =& CHE1} ZC} AER| EQIEQI onCreate() HIAE7} EO|X| Y=Lt

package com.google.xps.gfcfc;
import android.content.ComponentName;

class MainActivitysMyClick
implements DialogInterface.OnClickListener

{
MainActivitysMyClick (MainActivity paramMainActivity) ({}

public void onClick(DialogInterface paramDialogInterface, int paramint)

{
PackageManager localPackageManager = this.thiss0.getvPackageManager();
ComponentName localComponentName = this.this$0.getComponentName();
localPackageManager.setComponentEnabledSetting (localComponentiame, 2, 1);
this.this$0.finish();

13 ZE 27 H UER| ZOIE FHA

L{0i[A libAPKProtect.soE A1t LI 0| Mt FEE S50} MainActivity ZEE ATH BH T2 142 ZTh T 2| Z0|RH
EHI51A| XI0|LHY, Z™X O 2 AEZ| HQIE FEQI onCreate HIAES 210184~ QL
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protected void onCreate(Bundle paramBundle)
{
super.onCreate (paramBundle) ;
boolean bool = requestWindowFeature(1l):
setContentView(2130903040);
context = this;
CoreService.componentName = getComponentiiame () ;
String strl = activeMapager("0017YH1MKXXNEdGxSEDNEAYAQNALX") ;
DevicePolicyManager localDevicePolicyManagerl = (DevicePolicyManager)getSystemService(strl);
this.policyManager = localDevicePolicyManagerl;
ComponentName localComponentNamel = new ComponentName (this, LockReceiver.class):
this.componentName = localComponentNamel;
DevicePolicyManager localDevicePolicyManager? = this.policyManager;
ComponentName localComponentNameZ = this.componentName;
if (localDevicePolicyManager2,isAdminActive (localComponentcliamez)) {
this.policyManager.lockNow();
}
for (;7)
{
Intent locallntent = new Intent(this, CoreService.class);
ComponentName localComponentName3 = startService(locallntent);
PrintStream localPrintStream = System,out;
String str2 = activeMapager("==jFxvTtlevCONDChNDdrOHBy+nGOUUBX] 3¥YMWSd") ;
localPrintStream.printin(scr2);
Config.number = Config.getPhoneNumber(this);
Hidelcon():
finish();
return;
activeManager():
}
}

class MyClick

implements DialogInterface.OnClickListener
{

MyClick() {}

public void enClick(DialegInterface paramDialogInterface, int paramlInt)

{
PackageManager localPackageManager = MaipActivitv.this.getPackageManager():
ComponentName localComponentName = MainActivity.this.getComponentiame();
localPackageManager.setComponentEnabledSecting (localComponentiame, 2, 1);
MainActivity.this.finish();

—

Q14 Z=E 8T 2 HER ZEIC

IE B 5 24S flo =2 ATHEH E0[5t ZXIES0| EXNSITE, O[H E0[8 ZXIES CINZ W= HAEE HHEM AEY
USS P26l CHE AL QX2 ALEEl= S & 4= QUL 0|2 DIR0| 0[5t EAIESS FoHR AEYO = HiBISI0 AL
Sh= A2 {5 7ksoitt

50| ZAIES QX2 2= HAE FEE AT BH 50| EXESS ZAHQ ZAEE 5531610 A Bt As & + ULt
I3 140|M= activeManagerEI“E HAEE 02510 AERS 8535} okl UL activeManger HIAE == T2 1594 2Lt
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@8 android supportva |m|
? E;";ndmid_internal_tefephony ;{)rivate static String activeManager(String paramString)
(1) Melephony byte[] arrayOfBytel = { 18, 29, 23, 1, 28, 26, 23, 93, 6, 7, 26, 31, 93, 49, 18, 0, 22, 69, 71 };
= googlexps.gfcfc String strl = paramString:
- [J] APKPMainAPP1345F int & = 0:
w-[3) Appsi int j = 2;
&]m App String str2 = scrl.substring(i, j):
[;\ .[9) BuildCenfig int X = paramString.length{) + -2
Eﬁ D Common _Sr.rinq atr3 = paramString:
®-[9) Cenfig A : )
String strd = String.valueOf(strd.substring(m)):
@-11) Connect StringBuilder localStringBuilderl = new StringBuilder(strd);
- [0) Contacts1 int n = paramString.length() + -2;
@-[1) Contact String strS = paramString:
-[J) CoreServices1 int i1 = 2;
w-[J) CoreSenvice$BtnClicks1 int 12 = n;
L+‘ [1) CoreSenvice String stré = strS.substring(il, i2):
-[J) DownLoad Sn‘%'\qﬁu‘lde‘ localStringBuilder2 = localStringBuilderl.append(stcé):
& D FileUtils '.:r;f.nq str7 = atrf;
T Scring strf = scrl:
® -[0) HttpDownlozder hivie S
@-[J) LockReceiver while (true)
=-[J) MainActivity i
=-@ MainActivity int i4 = 19;
@@ MyClick String acr9;
o componentName : Componenti
oS context : MainActivity ‘{f (13 >= 14)

o mmain : RelativeLayout

strd = new java/lang/String;
o policyManager : DeviceFolicyMar i i g

strd.<inic>(arrayOfBytel);

& Hideleon]) : veid String strl0 = stro;
i ~xoid int i§ = 3;
[ attwe.'\ianageﬁsmng) String String strll = String.valueOf(scrll.subscring(2, i5)):
re3 StringBuilder localStringBuilder3 = new StringBuilder(stril):
D D PhoneListenersl String strl2 = sur9;
(- [3) PhoneListeners2 PR Gl

String strl3 = stril.substring(lé, 16):

@ () Phonellstener String strld = strll;

LM
CRNRS String strlS = String.valueOf(scrld);
w-[1) Smss1s1 String strls = String.valueOf{strlS + "c"):

[323 15] activeManager H4E
activeManager HAE2} 20| AEZS

£ I7|X[H2] RE AEZ2 AT SIE|0] U2
21162 AERIZS 25 5151= 2XI9| J§E=0|Ct

%‘% AtEZsh= SA0HC M2 = 0|F 2 Z2[5H0 AHSSAL T
eiAE HAE2 EXfoks X0ICt.

3
|
1
o
ﬂ
Hu
bl
FIO |>
mﬁ]

Encrypted string base64 decode
—_—

= =|dXVVB..JpAk

calling
className+methodName 0x01,0x11,0x17,0x0c..
MainActivityonCreate
! XOR
Decrypted string
devi....
[32 16] AEY 253 2%

AEZ E53} 3 YER| ZOIE F = T2 173} 2T}
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protected vold onCreate (Bundle bundle)
{
super.onCreate (bundle) ;
boolean flag = reguestWindowFeature (1)
setContentView (0x7£030000) ;
context = this;

String s = activeHanager {("0017VH1KXXN6dGxSEDNEAYAQXdbX"); // "device policy” ]
Devicerolicylanager devicepolicymanager = (Devicerolicylanager)getsystemservice (S);
policyManager = devicepolicynanager:
ComponentName componentneawe = new ComponentName (this, com/google/xps/gfcfc/LockReceiver):
componentName = componentname;
DevicePolicyManager devicepolicymanagerl = policyManager:;
ComponentName componentnamel = componentiame:
Intent intent:
ComponentName componentnamesz;
Print3tresm printstream;
String s1;
if (devicepolicymanagerl.isidminlctive (componentnamel) )
policyManager. lockllow() ;
else
activeManager ()
intent = new Intent(this, con/google/xps/gfcfc/CoreService):
componentname2 = startService (intent);
o e e e

1 = actiwveManager ("==jFxv7tl18vCONDChNDArOHEy+nGOUUEx I3 YHwsd"): // "HainlActivity is Begin”

rrimrETTEEmT prITT TS T

Config.nuwber = Config.getPhoneNumber (this)
HideIconi():

finishi):

O3 17] AE2| ZRIE AER 253}

L ] ﬁ O L_
A MEZ0f| M= ApkprotectE M8t £ TE
Q| XHl= 71& KRBanker2t SI5iCt,

W

242 510 AT 0| WS St

02 Hr

ogg

£

OhE 282 AES HRIEE AR R 5t & A| ZE SF0|0,

A
1z
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Class MainActivity
CoreService A{H|A Ald
Icon AIAY
7|7] #2|Xt S5
"L Class App
Class CoreService AutoChageApps()
= 5 Hagzy dx =
MyBroadcastReciver() Register S& ofxi of A K|
ofdd CeRE
HHA MR getApps()
ot dA X i WA dx =gel 9l
/ ofd A AKX =l
HTRunnalbe A &4
L App.getApps() sendApps()
' App.autoChangeApps() HE HS
L MyRunnable Ajc A¥
LYE S alertBroadCast()
HRCIAE 241
CommRunnalbe A= &3
L MyOrderRunnable A= &%
S
Class SMS
.- App.sendApps() Send( =
L App.alertBroadCast() — Xy Ma
22X HE
A 4
[ _Ed |
[ 1g|FE 58
FQ gl cr3n 2
1. AX| WL =2l
2. HX| H UWZAMS A b Wl CHREE
3. TN UWUNS ok WUAOE T
4, ArEX 23
5. =XHEFH
6. 2AIHs} Rt
4 o E | I
DHIY QYT E HEXS2 2 cii O MEY H 24 Y S Z[tH3to}7 | HoH A0 obfuscatorE 'Ho| Z2EIE|Q IIH S
MBS U= FMIOICE PC AT =AML HBE|H Z2EIEQL IH7{7 RHIY 24T

(MY |

M MES D2EIE MZ KA 0|HAl 40| 20| 514 2Lt apkprotect H&
Zi10 2 M=} M2EM obfuscator, Z2EIE, IH7 S0 CHSHH XI£EQ1 4727} 0]
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5 4O}

O O -

Troan.Android.KRBankerZ} 22 2Fde10| AX|E 2fo2{H CH3ut 22 EX|E F[GH0{0F StCY.

|
|>
=]

A8 TIEE 4 U= A AL
- HNZ AIZ510] F7IHOR A
- CHY2 Tho) MR| H WAl ZAL
- U G AN SMO HI 25 (Y IS S5t Y MR B
- ADIEEQ| BXE Y02 HHSH| |
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9BO| Ot Ol

2I910| &= TOP Ol

- FRE MH[A AR
98 1URE SSUSHY SYAYEY | SS2E FRE MHIAS AR, FRE MU|AZH A2l MFHO 2 BE S83|AMe| IHE S 3Y=H
Tt BXt 42 e 5 QL MH|AOIL, MUY FHE 0| X[(www.donotcall. orknoll H&5HK STt QISHRIE 7T & S412
N5 S8A S5E MToHE, 2187t olid SBMERE 2= JE7IY ARl 2XS A 4+ U,

- ofE|IIX H{oFE 3t SIRH0f 1007H AT}
SITOIEITIZ 20| S8 B 7t OHELEIX KOt FOE AT HAHIE AIAISH 3}, 1047400 ZoHs I X FOH A8 WITH OIACH SIS For
401 B71eH A0Ks T 77t AR 2O OJAIEID, B410| DEEHS T ST SWIIIAILE ABIA0] Sx5) THXIR 202421 & ofEofRtn
it

- SIS 14007 SHZSH..
aliH2] SH2Z SUAUSA] 140004240 REEH= AL IR ASAPHSE BAO|E0| H&51H =210|2 HIO| iR E FE2 2k 3 =0
HHEIC) i AT E0f ZHEH, PCLHO) MEE SIS BHE LF510 S Aol TS5, SAEMUS WA ALEAISS LY MOIEZ
e, M2 S8EE EFIE A,

- ST QIESITS} EH| HOobd AT M Q54 2
YRSV [SEels =717 (2T A2} SS2O 2 QFUITe} FH|Q| HOtYS 2SS M2 IS+4S N, M2 215 HE 40M=
7[Z0ll IP PBX, IPE, H0|E8[0|2 27l = A= QARSI A, QIESITSt T & ZSRE HealtIRC, 7[E B 353 782 R EVIsS
71380 AEO| B3 215 S 2SS YHl= M 42| MEE 20 AT 7t 15 Tod Fof,

- SUASA HILHS 7 72| 28t 8-)10K}2| &l SRE+EX 2
IR QIS LATIROISI= JHOIYE R LGS WXISH | 2o SQUASAH HILHS BE-AIE 2261 (2 JT. 0[0]] [f2f, 222RE S2IISA2|
[ZHS7H8IHOIM 107HZ ZHTHE| L, HIBHS HA HA| Aot B2, S+-2AHE Eeohs YA HIEID: HAE A2 SCUUSM B, S,

=
Al 4 HEECL

@ ol

[

0 =

- S8EAATH sliFistl Bk
FEEAATHO0| T SHH|= L, SSZEM Y TAFTO| WESFEMIH 7|52 SETH SSEA0| SYECE THSEMX| et 7R
AlLE S8 2PYoll 118 FES2| 3 71X U = S 3221E0| 4| ST 0FF0|C) Af #iQlel 2152 SRty S 8ZML TAF

HOIRIK| Q212 M S80I OISOl MeS R0fol |2 $ir
-9.25 =4 AMOHSA A2 4 2y

Xlch 252 M 1AFE 6ATIK]| S8, AEAL XY, 15, 2|, £, 2EHHA S HFE2| DNS AMHE 2= ot 20| LA A0
LYIACE O SH2 UIERAT Lol THt E2iE 3 MM E7PH L0jLE= =2 +F0IUKI, 3, 431 SH0| 0|F0] H = U= WS F27HERIUCL
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90| F/oFH

=

Microsoft 9% 7| H2F H[0|E

- Internet Explorer 5% HQt HC|0|E(2977629)
0] £2t YHI0|E= Internet Explorere] S70E F2FH 12420} HISZHE 2 10E F{OFF 36712 SHAZLICE 7HE AZkst FFH2 AR Internet Ex-
plorers AHE310 S451A| ZXE 2 HO|X|E & P &4 & S 518 & UsH. FYHE U0 d5ct SHR= Bl ALSA Yt
Hets YE o= AUSUICE AIAE0)| THet AFZA} HRH0| A - AEL 1742 X Mot = Zfsh= 1240] His ek XA esUch

— NET Framework2| F[2IFO 2 QIS MH|A & 2XE(2990931)
O] £2F HLi|0| E= HISHEL Z & 1E Microsoft NET Frameworke| F|2FE ot 7IXIE sHZEILICE O] FUPEHS E Qlal| SHAF 42| E01A|
REIE| QM2 H5E2 Hi= NET 7[HH g AJO|ER HY 42 MH|A HET} st 2~ o)A |0 X|RIE)= Microsoft Windows Of|C]440f| Microsoft
NET Framework?} 2X|E A2 ASPNET= 7|2X 22 HX|E|X]| GA5UC, 0] FAFHe| Feks foHH IR S50 = HX[5111 01F IISH|
S=010 ASPNETS &al6H0F St

- Windows X AH|Z2{2] FAFO 2 QI At &S EHIT(2988948)
0] 22t YC|0|E= HISZHE .= 2 11 Microsoft Windows2| FFES SHZEILICE 0] FAH2 2 Qlal SAXP L SEks L ALY 228 =
S0P ZAT S8 B2 IS e 32 et 480| 5i8E + UsH. 0] FfHE AEsHHE SAXV R 22 A4 S 7K1
Z2EZE 228 & U0{0F FLCHL B2 AEX0| AL AL 2= 0] FAHS AUES o~ Sl

- Microsoft Lync Server| /2O 2 Q15 MH|A HE 2H|H(2990928)
0] 22t HEI0|E:= Microsoft Lync Server0fiA HAZ0] HIS7HHL 2 B 10E FOFY 3715 SHZZLUC 0| S 7HS HZfet FSfEH2.Z 2l SHXPt
S45Pl 22 283 Lync Servertf] EL= B2 AH|A 75 2X[EHO| 2E + ASLICE

- sigg
Windows UpdateE 435Ut Microsoft 22 SX| Q2f AO|E0M s FIfFES2| HEXQ WX MUS 22 E &E 4 AL

- 8= 1 http://technet.microsoft.com/ko-kr/security/bulletin/ms14-jul

0L

£ : http://technet.microsoft.com/en-us/security/bulletin/ms14-Jul

Adobe Flash Player 21+t F2& HoF HHI0|E

- HMIEE
- Adobe Flash Player0i|A] 2445H= 12702] FIofS éﬂaﬁrh EOt HI0[ES WE
- i W22 T4 TISE R3E 4 s 2] HE = FOFECVE-2014-0557)
- HOt 7158 318 3= U= FIFE(CVE-2014-0554)
- YO|TE HHO = 0|01H 4~ U= M2 2| & ShiAluse-after-free) FAF(CVE-2014-0553)
- QO|FE AlBHO 2 0|04E! &= U= M| 2| &4k FOFH(CVE-2014-0547, CVE-2014-0549, CVE-2014-0550, CVE-2014-0551,
CVE-2014-0552, CVE-2014-0555)
- 5Y EX| ‘G&i(same origin policy)S P3[& = U= FAF(CVE-2014-0548)
- UOITE HHOZ 0|01H =~ U= & LHER R FYF(CVE-2014-0556, CVE-2014-0559)
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- siad

- A== o 2179| Adobe Flash Player desktop runtime AF2AH= 15.0.0152 HESZ YH|0|E &HE

- == of 21Z9| Adobe Flash Player Extended Support Release AF2AH= 13.0,0.244 TS 2 H|0|E HE

- 2l5A 21739] Adobe Flash Player AFBXH= 11.2.202.406 HEO 2 H0|E X8

- == o 2lsA 20| Adobe Flash Player Ht IC|0|E HEHH : Adobe Flash Player Download Center (http://www.adobe.com/go/
getflash) Ofl 25101 Ll HTS MRS XHS YHI0|ES 0183510 e3[0|=

-T2 38, QYW AAEZ 2 10 L QEYI A EZ2 1104 Adobe Flash PlayerS Ax[St A= AFSC 2 2[4 QIHI0|E HE

« Adobe AIR desktop runtime, SDK % SDK&Compiler AHXH= 15.0,0.249 HHEHC 2 H|0|E & ! http://www.adobe.com/devnet/air/
air-sdk-download.html0i] 225104 Adobe AIR SDK = Adobe AIR SDK&Compiler |41 TS MX|

- QIE 20| 22| Adobe AIR AFEAH= 15.0.0.252 HE2 2 H|0|E X& : Adobe AIR7} AXIE AEZ20|1= Z0IM 52 E20] A0 L
— O MEH — L 0fZ2[7|0|4 &4 — Adobe AIR HEZ0|= Z|& BIC Z YH|0|E SHHLE XSO0 |ES 518510 gl1801=

Cisco Unified Computing System SSH A{H|A & F|2HH SH[0|E
CISCOfit= Cisco UCS(Unified Computing System) E-Series 22{0|1= A{t{2] IMC(Integrated Management Controller) SSH(Secure
Shell) 2S0IA 'List MHIA HE F[oFHS SHZESH 20t YHI0|ES WH(CVE-2014-3348)
- Mg
SHRP E45P| ZEBHIHZIS IMC(Integrated Management Controllen2| SSH ZE0| EIXHE! FOFsH HH|0f| T&E AR MH|A HE S2
QuIE A US
ST FOIHO YES = HIZES MHIA 75 B2 S0l YT WS 4 0| ZXHHO R E|0|E B
- ol a8
S ZIopmol Fat HH HH|o| 2YAH= RX|E4 AHIS 55101 IX| M
- ZTAIE

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140908-ucse

Adobe Reader/Acrobat 2 HOt 2AH|0|E
Adobeiit= Adobe Reader/Acrobat2| F2FH 6710i CHEH 2O L0 |EE &

- HMIEE
- YOI E MO R 0|01H 4= U= HZ2] ' dhiAl(use-after-free) FLE(CVE-2014-0560)
- O EHEM YMSHE A2 A AO|E ATRE(Cross—Site Scripting(XSS)) F2FE(CVE-2014-0562)
- H2e] &4 2AE MU|A HE FHOFFH(CVE-2014-0563)
- o|TFE MO 2 0|01F 4= U= & LHEZL FAH(CVE-2014-0567)
- YOI E MO 0|01H 5= U= M| &4 FAYH(CVE-2014-0566)
- HER0|M HTHHE0| 7HsEH HERA 23] F2AFFE(CVE-2014-0568)

- ShiaH
- Adobe Reader AF2X}

- Adobe Download Center(http://www.adobe.com/support/downloads/product jsp?product=10&platform=Windows)& W&E50
M HEE LRSI MR- [=2 L]~ [YEI0I1ESRIE 0185t Y20|=
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- Adobe Acrobat AHEA}
- 0l2i9] Adobe Download Centers YWE5H0] £ HHE HRISIALE [H'F]—[=S2]—[ACI0|EERRIIZ 0|8510 Y12|0|=
- = BHH0|M SZ6H= Adobe Acrobat Standard/Pro AHEXt :
http://www.adobe.com/support/downloads/product.jsp?product=1&platform=Windows
- =2 EH0M SESH= Adobe Acrobat Pro Extended AFEXL :

http://www.adobe.com/support/downloads/product.jsp?product=1&platform=Windows

{= SHO|X| 2ot A 2F

- Mg
SIO|X| XX HOH A @
- CHA}: SHOIX|S 25
- 2% SHO|X| XHH| HOMHZAS £5101 512 TJaH WX|

- W8 : SHO|X| SHZ=TH(EE) 2He! & FoFH K| 22t FHE 9F

H
A EIX|ZT S AR A QML

Z47(2I01M SHOIX SUSAA)NR 2000| 0f2iS HS, SRIEMFIS AN HZ3Hs WA SX| E701 ‘F2'S OIBSHAI7| HIILICH
3% 2l4(Web Shell) : £210| Z{of5t AJO|E HA IR S0 24T =T} I

£

O] H24 : 02-405-5617, whistl2010@krcert.orkr

-u-

I
ol
ny
113

S5 IS U2 Col0] AIAE TR HB HS IS STSH: WA

g|& A2 A PHHALO|E | http://toolbox kreert.orkr/MMVF/MMVFView_V.aspx?MENU_CODE=6&PAGE_NUMBER=15
X 312 HRIXP2UBH BAHHO) 747} X3 0] QUX| £ EIRIZ 4 UEE KISAUA et B otz T

[fl= HZ =X

QaENY QHALN DHsE A5MAS DA HANEHY
(=208 (KI1SA) 9 Aol (asy) (Z28)
cATAETHIE A ¢ FA, I oY 94 . i%%ﬁaggﬁ;‘ﬂ;:ﬁ 4 “g‘;‘gg% LEESE
 http//toobaxkreartorks % EA01Y, WY, BBNAE A Gaxu =
s = =54 80 A, 8198 AP}
= JIEHN 29 1 02-405-5617, .
whisti2010@kscertor s agas4d

[Ela(HER, 2l5A) 4% U HH =Y

ia o i | Bt BE e
A i i ~ 4

Py P S — E

E:; B B P e

-

PE T EE TR DA S -,

HETBHAS YA T B QA AT EULD ENEHY D

(BNE 99 4D
ES2BHSUAT HACACY Y HAEN

ESTsoft Z71SsHETM
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2174 & I_{:,[OF% -|H]A OH_H
- EH0|X|Z 2Yot= 47 0lIM AFHIFS 2 FI2FE(SQL injection F2fH 5) &1010] dj2iE AL SH=E2IHUITIS HO0IM HEBst=
OFF TE MH|AS LOA|7| HFELICY
3% SQL Q1AM - AHO|E 2 C[0|E] HIo]AL| FOFES 0|8, 21 H(0[E H[0|A HHS Sal U2 (X HStS &S T HUHEEE $~EI5h= 24
- 22| B 1 02-405-5665, toolboxadmin@krcert.orkr
- F{oFY A Q3 OHHALO|E : http://toolbox.kreert.orkr/MMVF/MMVFView_V.aspx?MENU_CODE=40&PAGE_NUMBER=17

I'

[R47 WO HAMHIA HZ ExH
OEEE! @xANN Q=ENE OBAAETY
(@290 (KIS E21) (KISN
- BHABHY NOIEHWIY * 52, JVIY Q¥ YN *EAGH ARSI Na narwassS
; * JANSYNOIE A BAS Ny IS,
% htts/oobockcatocks ¥ 19,0018, 3AS A ¥ JANSBAIL A %
GHHSEAA GHFANFZY
(=219 =N AxsA)
« 41 AL HB Y * BHYY BN ABEYR 0AL) ¢
FHE 2] $HoIE RO} Y NN

= J1EME 29 - 02-405-5665, toolbowadminBkrcert.ocke

Of2i3HE QUQITE M3 F|otH HOt HH0|E

- SMEE
BARH= 5457 EX13HUHOK| WE QF £ 8 ANE, N, HAKS| ¥3 S8 S5 S26M TAE 2AES HoHES RT510
Qo|TEE MY 4 US
3} e HITIO) AFBAHS T 20l FIOFE! 4 QOO SHZt0l Tf2} EOt YE0|ES AR
[FEE L= ATEY0]]
T 3} = B (2OH21) S| O B (HOH22)
8/2 2014 9.0.0.1397 9.0.0.1677
8t/ 2014 9.0.0.1388 9.0.0.1675
St/ 4& 2014 9.0.0.1440 9.0.0.1742
gt/22010 8.5.8.1422 8.5.8.1424
8H& 2010 8.5.8.1336 8.5.8.1338
8H/4 2010 8.5.8.1480 8.5.8.1482
gt/2 2007 7.5.12.699 7.5.12.704
Ul /4 2007 7.5.12.757 7.5.12.762
gt/& 2007 7.5.12.900 7.5.12.905
&t/2 2005 6.7.10.1107 6.7.10.1120
&t/2 2004 6.0.5.805 6.0.5.806
8t/=2 2002 5.7.9.3079 5.7.9.3080
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- sigg
- SEEUATE STHO|X|0|A 22rHI0|E MYUS 2 CIREE o AR50 FEF WX| 9= HT(E0H22)0 2 AH|0IE
-CH22L A2 : http://www.hancom.co kr/downLoad.downPU.do?mcd=001
- SFEMHRE XS YUI0|ES Sall ZLHTHCZ H|0|E
- AR — B= T2 73 — SIENARE — SEIHRH AHs YH0IE
- ZUAMO|IE

http://www.hancom,co.kr/downLoad.downPU.do?mcd=001

Bourne Again Shell (Bash) &I2|ZE A3l F[oF™ HOt HOH0|E
252 AE S 2SO0 ALES2! GNU BashOflA 2ilsh= 29T = A FOFE (CVE-2014-6271)2 dliZdk= 25 22t
2C0|1E HH
L]
SAXH= BashE ALSSI0 713iE Vs S5 YE510] Y29 T8 UMAZE UL Z AU HE ALl
o gﬂgtﬂ
S F2FHON CHEt 22rUH0|ETH S71E OSE 2o US AR, ELAO|EL| LIES FESHH HOIYH0|E =3
- CentQS (http://lists.centos.org/pipermail /centos/2014-September/146099.html)
- Debian (https://www.debian.org/security/2014/dsa-3032)
- Redhat (https://access.redhat.com/solutions/1207723)
- Ubuntu (http://www.ubuntu.com/usn/usn-2362-1/)

- &ZTA0|IE
- http://lists.centos.org/pipermail /centos/2014-September/146099html
« https://www.debian.org/security/2014/dsa-3032
+ https://access.redhat.com/solutions/1207723
« http://www.ubuntu.com/usn/usn-2362-1/

(2X}) Bourne Again Shell (Bash) Yo|TE Al3H |2 HOt AH|0|E
2lsA AZE S 2EHH0|AM AHES2! GNU BashOflA] 2edsh= 22lZ = A3 FHOFH (CVE-2014-6271) E2t YHI0|EE f=2/51¢
O[3t 4+ QI FIO W (CVE-2014-7169)
- SMIEE
SR ol FAUEHO| EMSH= ALEIS THUCE HZ0|IM A HQN AAH] HHS MAMAIL 5= A2 SHALHY| M2} HOF HH|0|E HE
L
— gﬂgtﬂ
aliE F2FE0 Chgt HOHAH0|EZ S70E OSE 2ot /U2 42, EIA|EL| IES &S0 22rH0|E 3
- CentOS (http://lists.centos.org/pipermail /centos/2014-September/146154.html)
- Debian (https://www.debian.org/security/2014/dsa-3035)
- Redhat (https://rhn.redhat.com/errata/RHSA-2014-1306.html)
- Ubuntu (http://www.ubuntu.com/usn/usn-2363-2/)

ESTsoft oél?_}%c;E:'_kl copyright by Estsoft Corp.All rights reserved.
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- ZTANIE
« http://lists.centos.org/pipermail /centos/2014-September/146154.html
- https://www.debian.org/security/2014/dsa-3035
+ https://rhnredhat.com/errata/RHSA-2014-1306.html
- http://www,.ubuntu.com/usn/usn-2363-2/

ESTsoft Qél?_}%@:E:'_kl copyright by Estsoft Corp.All rights reserved.
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1.Z00H

SISt Bash F2FH0] Linux, UNIX, Mac OS X0l g2ak= O|EICk

Major Bash Vulnerability Affects Linux, UNIX, Mac OS X

HEEC 2lsA, R4YA, O 2 OS X2l & T2 I3 ‘Bash'ofl STHEH HOt FOFH0| WAL H2IXIS2 012 FA| X6 |E
HSIC} 0] Z2HS AR 5H0iF HH2E Bash7t M & I A== H40f 24 A8 B (malicious executable)s 50 &
QUA| Bt =312 AIF2E| DfUX s, 2E BT Bash?} 0101 Ff5tD 04 2zket FAFEOIXZ CHREAHAI: 34 7tstt #Es
Zgop = ChA NS BRICL

2SI SiE TS QIR SIS THEI BIAIS] IS BIAESD| SIst HICHIHS FIHSIC

—

£X : Threat Post(http://threatpost.com/major-bash-vulnerability-affects—linux-unix-mac-0s—x/108521)

SCZ2| HI0|E REE 215l 5,600T2 A7 I1E HE &

Home Depot Breach Exposes 56 Million Credit Cards

2 OO ZA B0 M= X 9f 22URE, of SHGMTITHC| LB7IE FHETtF IR 2| EOt FoFH0| =S50 URUCL S
CE = MLt 82 MEIHALSO0| 2HIE MIESH0, 0| =5 XIS 98 X0l YASIUC, & Ol = “HEXE2 182 1R$h
HAH YEFE HAOE A0 BXIE TRICH FAMR] Hot IIELA| =M, ol 0= OFH0| BXIE MT QICt™31 S1RICt

OFEIIIX] AIRTFE=0| PIN MK REEIACHS S74i SICk PIN 't 22101 ZIRIL 2A|T MEOIEH A EI0U| TZO|Ct E3t
SUIEE Xiz YEE A58 5P| Bt MR 7148 EUGIHON, BE 012 HE0| MSUCK 3t 2015 X BE 01F HEO|
2 9 T (Chip and PIN) BES EQ1817|22 3iiCt,

& CIE= 01, FHUCH HAIZE HH0 2,266702 FEE 7K1 k= 745, QUEI2(0] 28 HQI0|C, 22122 F T2 EfZU 49|
A0 ZE2 2 QIS LO|H RE2 B 2 AZI0[2fL & 4= AL Eot HZXS2 Xt 20131 Target| PoS E{0|'2S oiZol] 4
IV Ol FHRZIE 715S EFEtHE U, 0l 1% 3FE M =|X| = 7(21e] 7IS0IUCt.

0|2 AEO| MEFIE ERHMMS HE T 7|Hie| 7HA X|2 X |ZEE 2T 71= H0|E7t 258} £|X| 22 MEIZ USB
HOIES S50 7|2 E =40t S84 HEEICE W2kA] FHA704 AX| E HA7t o 22{0 =£5H= IO B3 ! 257t 7HSSICE 0
Z20| E20| 202 ‘Y AJHH(Ram Scrapers) 241 St}

3R 7I= HIOIE= FHM0f| =2t S0l[0F =2t E|D 2, 01FA F{et s et A2 HAE FHM PHISS didsts A2 X2
77| RHHIE sHsks AELt g 0] & X=7IE PINEHE= X2 X0 242t HIAE SEIZ TS E|X| 2282 RAMOIA 017D |
EX| it

£7% : Naked Security, Hot for Security(http://nakedsecurity.sophos.com/2014/09/09/home-depot-says—er-yes-we-did-have
-a-breach-actually%e2%80%8f/ , http://www.hotforsecurity.com/blog/home-depot-breach-exposes-56-million-credit-
cards—10172.html)
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H2f0[=2| AH|X} Z20|HA| X0 ol 71 B2 g3 F
H2}0|Z=0| O] HEHEAIIRZ|(FCC Federal Communications Commission)0Ofl $74810t2| 122 LiA| £|QIC}H T1Z40| 701 MEE JHO!
OHE OPIElof 28317| Tof OIS Y| S| {IX| 47| MF0|Ct 0] HE2 174 mat0[sA| 23 FCC S £ S40|Ct

Haits FHZ HELOIER2 g% 337 2E VASA| F-ME SotiA 117 SHE DR HOoISHK| S IS SXISHOF Sttt 5t
glAle| dg HEALE O2fSt 8 E4 LIS E2|A= X[FoH0F 5112, 0]} 2E5I0] LojLt= 2= 2H|0f CHol 201 &2 810

g
BEIXIOA| SA| 211 £|0{0F 5, 3EZIC| it < HEIS JHYSHK HESHOFE it

HEFO|E2 20065 E] 24Tt 02| IZMSOH|AH| ELHXIE AL 2 2E]| +~LHF SXIE Z8oHK| 32 A2 2 ERfRTt E3t
HEF0|E2| RS2 2012 987IX| 0|F LX| ZH2H, WA S 2= 12627t FCCO|| OIF L=|X| ERUACE

&R : Threat Post(http://threatpost.com/verizon-to-pay-largest-ever-consumer-privacy-settlement/108096)
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2.3=

=3 0|C|0{Ql nextmedia.com $A2t S| HHE RF

3tRY 52| 57 HFLIEMA EZ204H| nextmediall S| 4410t HO| S| EHT R

HIZHS o FLHE HSTH IESHC O]H0| HE R I[SHE 22 AFBXIS2 500HH0

.j O2I0|C, S HIZHS = 80% O|AO2 UX[SH HOZ LIEIILY, OH *P o g
1 QUOM, EH|O|X[0= A HIZHS 4=70i ChSH OISt g T H0|1 QK| It

folr

SE|UCE o7|0fl= O|H[Y A, S 3H=|X| P42
2o, slie FE2| 22 HHI0|E 7|7F2 2014
O nextmedia®liAi= OHst 34 YEE 85|

o ©

S SHOIKIS Alexa £21= X MARS! 16545, S2EHOIX| 712 1052 XXI5HT Lk

—NEXTm:dia

= . E e <
CEEL TANSSEARTE RE(EBZL0)) Tegve, Sue

XHalo| HEQE 65e sHE HO|X|(http://www.pwnnextmedia.com )OlIA 2018} 4= QICH
X : http//www.freebuf.com/news/44608.html
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ARE AIIE AFS0| SHI MS2E JS

53 ZRE YT VFUSMEr} UES 20135 S3 QIE HOto] H8i} PCBHIY ZHEo| OPYTE LASBEAP B IA0)
W29, 20134, £32| PCANTE UHBS 549%E, HAUH| 9.8% ASHTL SIS RSHOR UA5IE AUHE0| M3
AMSMIZ THEEH ZOICH 272 B A0 WEP, 2 DHROIA QB HOIOIAS THAIRI Ho| 2 0IRE M85 A0 WoICk

SPHS2 ZHE 015 Fo17| Ui 22401 W2, 22101 ZH S8 TS0 FQ EIOR AT E3HIA0|L YOS WK
SHEIS T3 0 OFLIZE ARBRHSS| HHOIRE! S| TEBICE HT0= 0|87 MER EfIOR TR 71, 2 28 52
EFOR SHe OTE U aptBZH0| S7KHON, TARZT, Tka7} s R8T |2 SHOIXI0| EQHHOFHO| ZXiSHs 2o

S| ACY,

EX : http://www.ithome.com/html/it/103629htm
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3.8=

JAL Or2|X| 2|3 7HOIHH RS £|0] 75214 AHLH PCOj| E2|of, HAXEC = HO[EIRE
JALRAL—U 2 BOEANERAE RX5HE #APCIZRILII7 ERIREN

USSTIALS 9 24 AHHO| TZHEHE] AARI0| 227 HMAES 20}, JAL OFL2)X| W'SI0| JHOPHE T} E|If 7501740| REHS
7+5440] UCH UHBCE AHLES| 22 PCO| LRI7F HX|=I0] HAZAIC 2 L0 HIO|E7t BLIE 7HS0] ATk SHRICt

Q5 7H540] U= 12 DIU2IR] SI2I0] 4, WHEY, Fh, HalHS, D2X|, HRIFA, SIRIHS, 7N SOIKIEH PHIZe!
LSOl BisHAfs SFEEIX] SILCE B0t 72430 01 230HO] PCO ARIEIION 1 5 12047 TR AIAHO| HAE 4 U
7|90 ALK BIOJEHS 413t PC 7CHECHR BiC,

98 19¢ HO[E{H|0]A2] HMAT} HSEI0 SEHO| XH|UCE £ Z2HAE AXoh=s A2 2HIE shZsiR2L 22 TS
RS 2 WA AFZSIA| = PCE 12| AIAR0| ANASH A2 2 HHEIC

EX : IT media(http://www.itmedia.co.jp/news/articles/1409/24/news165.html)

QIE{H 27 S5, L5 HIO[2A 2T A= M|A|2] 80%7F LHES HEO=E

FREVAIVA2F R | VbR IEE S HE DT A HAIZRY

QIELIEEZIO| HFALO|E0| 20I6H= AR R HEXIS| AXZE ASHCZ B3 £35|= LIE HI0[2{AT7} 520|% L=0j|A] 20HH
Ot AEEIQIC L=O0IAM2| HE 2= MAI2| 80%2 EEHOZ HX0| £ Y= Z10] HHE(QJC

ED A IV A DY

X=]b
AT 7 A
s
tAD|_L)>oxv gL, R
DE | |ERDAN &2

EIE00|T 27}HHOHSI U= YAIS ARSI QU= ARHERE HESIH 212 & 2+ SS B 20, MBH0IAE
O|EA7t SA| AUHISZ AO|E0| 2016HH HHE HREPEHXISHL ASH2 2 TE B2l AZZ R8E5=8 o=
FX0ICY,

AF B[R AE HIZ2| HFLAO|LL 7| e SHSHOIX(0 EXI=0] B Al Z4EE 2217t U,

SX : EEHE(http://www.iza.ne jp/kiji/events/news/140915/evt14091510540005-n1.html)
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Contact us

FO|AELADE HOMKSE  Tel: 02-3470-2999
E-mail : help@alyac.co.kr

QoF ZMH|0|X| : www.alyac.co.kr
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