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20104 9& 1¥ ~ 2010 9& 30¢]

29| olgmE FEHY 71E|n2| (;’gl
1 12 V.ADV.Admoke Adware 55,195
2 11 S.SPY.Lineag-GLG Spyware 46,529
3 17 V.DWN.el.39xxxx Trojan 33,490
4 12 V.TRJ.Patched.imm Trojan 27,240
5 i1 A.ADV.BHO.IESearch Adware 26,463
6 12 S.SPY.OnlineGames.kb Spyware 21,642
7 t4 V.WOM.Conficker Worm 21,728
8 New Trojan.Generic.4667513 Trojan 20,078
9 New S.SPY.OnlineGames-H Spyware 19,099
10 New Trojan.Generic.4758434 Trojan 14,837
11 16 V.DWN.Agent.Pinsearch Trojan 14,729
12 New Adware.Generic.139910 Adware 13,050
13 New Backdoor.Generic.456135 Backdoor 11,707
14 15 Trojan.Generic.4567643 Trojan 8,132
15 New Trojan.Generic.4755171 Trojan 8,086
X A =8, AAE ALBAe HESAE st dETt =2 Y
g8 AEIAE Top 15= AMEAL PCOIM EX|E HHIAEE 7|8toz MESH SA0|C
98lo| Z+ A4 HdAE TOP 15= VADVAdmokeO| 55195749 2 TOP 15 & 19|E XIX|SHY
D1, S.SPY.Lineag-GLG7} 46,5292 2 22|, V.DWN.el.39%xxxx7} 3349012 £ 3%|& X}X|o}§a|:f

o

Ol= 9&€0| M= Top 150 FIot o€
AMALE Z0= MS QEU AAZZ P FAF(MS10-002, MS10-018)2 0|3l PCO||
Sta, ARP Spoofing =41t 222 A A™ES 23ste odase ZHo| 55t

PC AHEAFS2| 2|7t T RILY.
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(2) 7iH1E2[E 483t |

4 .= 0 (Backdoor)

2l (Worm)
3%

6%

B E 20| 20} (Trojan)
W ADO|9 O] (Spyware)

=
E20| =0t B 0 = 9| 0f(Adware)

O =01 (Trojan)
(Adware) 37% ® 5}0| X 74 (Hijacker)

28% H 2l (Worm)

B Z| ok (Exploit)

H Hio|2{A (Virus)
B ud = 0f(Backdoor)

AHo|g) of
(Spyware)
26%

]
X
HJ
[n
00I-
0
0

d HlE2 E=Z0| F0KTrojan)7} 37%2 7t B2 HlES XHX|5ta
HE-?IO1 Adware)7} 28%, AILO|Q0{(Spyware)7t 26%°| H|E& ZtZt XtX|stn QULCH
O||HOl 37%2| 7t =& H|E2 AX|gt EZ0|F0K(Trojan)= 20| F 9ot &l ALO|E0
M RZE 27 BO| ZARACE

3) 7|8 4 SAE HE TE Hu

S}O| X 7 (Hijacker)
66.48%

= )
E 20| 50} (Trojan) 37.01%

# 9 (Exploit)

2l (Worm)

Hge
O E¢|| 0 (Adware)
Hog
AT0[90f (Spyware)
gH &= O (Backdoor)
HEO|2{ A (Virus) ) ) ) )
0% 20% 40% 60% 80% 100%

|22 HgRE HES TE HUWSHH, E=ZO0[FOKTrojan)| F2 HEHO Bl

2947% HE B8R LA, ALO|Q0{o| ZL(Spyware) 10.23% HE S 7t8}iLt.
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== Adware =&=Spyware —&=Hijacker =>KeylLogger
=¥ Exploit —@—=RAT =+=Trojan ~—Worm
~==Backdoor = =®=Downloader ~#=Dropper == Misc

982 Y& 0{(Backdoor) A 2| HE LAUO| 7IY WOl S5
%Ol

2 9o, 2oz ¥ (Worm)o|

V.BKD.PcClient.vx0| 7}& Qt0| SE|QIC}.
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2. QYA E Ol Y -2t
M

X2 ARP Spoofingt

% S ForMS ol 220 AW HAUE HYHSES BAE oY
BT AL Of AYACO| XS UYPH sAEY £Y HEYA Y e

otdAC HMmo| A2 yahoojs THYO|LC}.
0| m}ee ad.htm, news.html, counthtml 0f M&st= A3ZE IO
M&ohe OIS 22 MS HoIHES ALZSH0] sexeS CHRRFOPA A

sexes= £ 7o mYUS CtRErT Al

0%

siC}

—

xcvaverQ.dll nvsvc.exe

2) S.exe

Sexe= EEIH(droppen)Ch Mt IR0 A= 2|2 FHOA DLL mtUS Dropdtd] Of
cf Z20f 4-gSHCt

%USERPROFILE%#MicrosoftiWsmx4pnp.dil

de[d 28 A 522 HAL7| 25 X AES S SEottt.
SOFTWAREWMicrosoftWWindowsWCurrentVersion¥WRun
smx4pnp;rundli32.exe "%USERPROFILE%WMicrosoftWsmx4pnp.dil®, Launch
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& ALYa cr0} B2t HOIS 8 ST 1

OrX|2H O 2 rundll32.exeE 0|23}0] DLLE AT X7| RfAl(s.exe)S AbA|
KEAI

Al
IS MASt=H bat TS TSOA ZHDBIX]

=280l otMaAC L X7| A}

AHdAEOl AL+ RTL(Return To Library)0|2t= 7|22 AFEIULCE

O] 7|&2 20000 =8t A|AHE SHZoA o2 7hel 8 =AH2=z 2dsty| 2o

Moz BLO] AFEEIRICE O AE= ofafjel ZLf.

&& (Context.ContextFlags = 8x188687u,
Context.Drl = 8,
memnset{&Context.Dr1, 0, @8x2Chu),
GetThreadContext({ProcessInformation.hThread, &Context),
duPathSize = GetModuleFileMameW{®, &ExePath, @x184u),
uv3 = GetModuleHandleW{L"Kernel32.d11"), // base addr of kernel32
Context.Eip = (DWORD)GetProcAddress{v3, "WaitForSingleObject"),
Context.Esp
DeleteFileW = GetProcAddress{v3, “DeleteFiley"),
WaitForSingleObject_argl = hProcess,
WaitForSingleObject_arg2 = -1,
ExitProcess = GetProcAddress{v3, "ExitProcess"),

&& (ExitProcess_argl = 8,
vi3 = 8,

/{ - buffer

/7 BB12FB98 60 00 12 60 B0 GO 60 0O 60 68 6@ 68
I [Dele..arg] | [Exit..arg]
&& SetThreadContext(Processinformation.hThread, &Context) )
{

ResumeThread{FProcessinformation. hThread);

if { CreateProcessW(®, &CommandLine, @, 8, 1, 4, 8, 8, &StartupInfo, &ProcessInformation)// 4: CREATE_SUSPENDED

(int)VirtualallocEx(Processinfornation.hProcess, @, 8x80000u, 8x1086u, Ox4Bu) + Bx40000,

DeleteFilel _argl = VirtualAllocEx(Processinformation.hProcess, @, 2 * duPathSize + 2, 0x1006u, 0x40u),// 4&
WriteProcesstemory{Processinfornation.hProcess, DeleteFilell argl, &ExePath, 2 * duPathSize + 2, @))/7 48 12
WriteProcesstemory{FrocessInfornation.hProcess, (LPUOID)Context.Esp, &DeleteFilell, 8x1Cu, 8))//

/7 0B12FB88 3D F7 81 7C 30 08 60 68 FF FF FF FF A2 CA 81 7C
It [DeleteFileW] [WaitForSingleObj..arg] [ExitProcess]

O ZZMA(H7|M calcexe)S SUSPENDED AENZ MM3ID EIPQ} ESPE
A EE MASICL EIPE WaitForSingleObject() 42 M 37| W20 O

AWE| 0 OrS0{Rl AEHO| Q|8 A DeleteFileW &4, OFX|BFO 2 ExitProcess
ot gy Al EC

3) smx4pnp.dil
smx4pnp.dll= CH2 2 (downloader)Ct. Of2 AFO|EO|AM 2 mao| HAZ Tt

oS O "her}

http://k***i.i*:8*/s.txt

4% o2
847t etx
847t elxt
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30
rir

Pl ohEol= ofd ool s AHW F=7t Mol U0 O|HdS CH2ROF H-AetCt.

136
http://98.126.** ***:8* /ma.exe
http://98.126.**.***:8*/tt.exe

smx4pnpdil= SFYIAEES CHREON HAlSH= LT S}

4) ma.exe
ma.exe= EEIH(dropper)O|H %SYSTEM%O0| xcvaver0.dIIotY S MdBtC}
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VcmnDIlIModuleName; C:WWINDOWSWsystem32¥xcvaver0.dll

VemnExeModuleName;

C:WDocuments and SettingsWAdministratorH} &l S}HWma.exe

VcmnSobjEventName;BNMJJHYUIOPTREMN_0

2|0 MM xevaver0.dilE EESID Vout() B4-E AlMSICH
OpX|9to 2 explorerexe =2 M A0 Mt xcvaver0.dl
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E
ne
o
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xcvaver0.dll2 AILto|Q)0f(spyware)Ct. OfO|2, EHHMQ
SFotct Ch2 AOIEOIM E7F THO{E AASHA A
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HIHO[E, HO|ZAEZS AE EE
d2 Y2 E =Ct
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&= ol
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password
6) tt.exe
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%SYSTEM%WWanPacket.dll : wpcap 21 Zto|E2{Z|
%SYSTEM%Wwpcap.dil : wpcap 281 20| EHz2{Z|
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HCUWSOFTWAREWMicrosoftWWindowsWCurrentVersion#WRun
nvsvc; %SYSTEM%Wnvsvc.exe
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3. S|L|T/ERE 2N
(1) 8¢ Top10 =E
B TCP 1433
4%

135
m21
3306
1433
25
3389
E380
m23
=4899
E110

® TCP 3306
5%

®TCcp21

13%
TCP 135

73%

8O XEHoz X AHQ FAHES YL=Z o TCP 135 ZE FY A7t 7+
HACE KO HSHM= 14% ZHASHAX|TH TCP 2110 Cioh QY A|=7F HEO| H|gf 4
Hi O|& Z=7}8IQICt TCP 135 ZE0]| CH3t Xl QA== RPC(Remote Procedure Call) HHI{ @H

20| Jtset 2ot FHHE F= O|EStr,.
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r
o
i

(2) &9 Top5 ZE EH FO|
[20104 7& ~ 20104 9g]
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m21
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25
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2o FAEE ile W2 ozt AKX FTPLE A8 S0 fleh Mol Aot &
5 A&7t S7HC
AZH Qa HE0 PCAEO| HE S7iots W7) A28 2, H2[Xts #2 WAL,

T2 FGHS 7IE0 LT ZE =oF 2o oisl ot O ™Y SHoFAlCt
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B AlYac oo} Y7t HOMESF B4 (S

2E S dE2 AdIRE R S AW YLO| HHH LM KX[St= HIES LIEHE

ejzo|ct.
99| A Y2 97.6%, HO|2A MY 23%E XHX|SHIALCE 80| H|sH AHMAO| 0.3%
=7}, HIO|{A M[YUO| 0.3% HIEE ZHABIAULCE

(3) A% Y o] tdAE HE

[20104 9& 1Y ~ 20104 9& 30¢]

=4 ofdaE TTHE H| & 4~ [7H] H| Z[%]
1 W32/Virut-T 6,902 41.00%
2 W32/MyDoom-H 3,008 17.87%
3 Mal/ZipMal-B 1,774 10.54%
4 JS/WndRed-B 884 5.25%
5 Mal/BredoZp-B 707 4.20%
6 W32/Mytob-C 645 3.83%
7 W32/Sality-1 426 2.53%
8 W32/Bagz-C 419 2.49%
9 W32/Mytob-R 287 1.70%
10 Troj/CryptBx-ZP 271 1.61%

AR Y el YR E 2 9 HIO|HA HYNAM EHE AYIE F Top 102 &2
T2 ZO|C} SR W32/Virut-TO| 41%2 A< 192 KIX|8t1 QC}.

A= 17.87%E KX W32/MyDoom-H, 39|= 10.54%E XtX|$t Mal/ZipMal-BO|LCt.

922 SNS(social Network Service) AMH|A QI Ij|O| A £ (Facebook)O| A "Hello® "Hi* "Cool’ X|&
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Part II 98I9| O] EE7|
1. 9€l9o| HO O|+4

8Ol Adobe 218 x1|§t1|0| #|oEg 0|8sts 2= 2alY PDF A4NYIE S§I} o[
22l

- O|EH| 2|4 XZOo| YW 0|8t BT 2|4 PDF AYIAL Fol
gaol s HFE FHAMAZ = U= MAAEQ ZAH GHIOHIE 2| EH|E{(David
Leadbetter)2| =& 2|4 WHE2=E [Tt Y £0| O{=H| Ot =Ei(Adobe Acrobat)
MZOo] FHAYEES 0|85t= 244 PDF mtUO| RO FESH ALHE LAYSLICL
F|2H(CVE-2010-2833)2 O{=H| Of3=ZEHO| TrueType Font(TTF) MZ| ™A AR
EE 4ddAZ = = ZX0o|H 108 780 34 Eot IjX|7t HEEUSLH
otd PDF mt2 M2 CHREC(Downloader) 4 HIAEE CIREE oF 7, 2 22
CIREEME MER AEIEE WY 87| {6 o715t §ES 7K &L L
AN | * w5 David Leadbetter's One Point Lesson - DIA[X] (HTML) A x
2/ "Hax | == AdobePDF @

3 SY & B
= = | & e

o

Onehlote

wo |

E

[ [

[

 2010-09-09 (5) 27 11:06

oy ol

E- N}
Jopari e

David Leadbetter's One Point Lesson

A DAX] | T golf clinic.pdf (746 KB)

vl

Should know Cause & Effect of the World's Leading
Gold Instructor, David Leadbetter.

Want to improve vour score?

In these golf tips David Leadbetter shows you
some important principles Cause & Effect, which
have been helpful to thousands of amateur golfers
around world.

In this lesson, David focuses on his unique techniques
or experience.

‘Whatever your handicap, Whatever your age of
ability, the tips will improve your game!

v

<12l : o= H| of3 =4i(Adobe Acrobat) XH|ZG|0] F 2™ (CVE-2010-2833)2 &t
HO|H| E | EH|E{(David Leadbetter) 2 22| AMAE 0|HY>
SCADA A|AHIZ E}HIOZ 3t Stuxnet ANIAC
A

2
ot e[S Sl AHU HELX| 2 SCADA Al

x4 Qg 7|2 e 8g Bt
Stuxnet R ET}F O|2Fe| RAXE HTAOM HAJUCHE B=7F 9 M/UASLICH
Stuxnet I EL= 2E 29} Siemense SCADA A|AHEIO| Z|Qk™ USB Az AlsH(Autorun)
= a0 FZEEH, EA0M= o|0] 7O Stuxnete| AT YHO|EE %Eﬁﬂﬁl—lﬁh

T UM E Stuxnetd] Z+EE PCIt EXot Aoz mrefx|a on, 0|0 ZHE PCo|
Me ekt Bitdefender MEHIAM S E3 Stuxnet AHIAEE X RSHA £ JUSL|CH

ook HOorRX| : http://alyac.altools.co.kr/SecurityCenter/Analysis/NoticeView.aspx?id=62
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L he rootki
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_ E"
o [ RealTime Pratection Status
el i [ Shield Status
- 3, [ ] Engines Status
s o
s «n s -cl - Scannin a: : C:Config Msi11b3c8E rbf
I
) TS
@Cammland stats Options . Reports
| Trariiem ] Westrunn ] Trends I n—uml Sarvier J | —

<X|Hl A (Siemens) Simatic WinCC 7|8t SCADA == 724 5! Bitdefender M2t l>

22t A H[2HSE K= ARP Spoofing 2td3ic [
2007~2008E Ato|off 2 A LS&IUE ARP Spoofing &5240| CtA| &St UESL|Ct.
108 AMK| = AEIRE MEAZE X&H HES

SHX|0F O|EHO| ARP Spoofing2 Allist=
CHer THA] EX|QF XA HTEO| Hiloz FSFI

otok E°F-T'— | http://alyac.altools.c kr/SecuntyCenter/AnaIy5|s/Not|ceV|ewaspx7|d 58

P R 8 = B

<otMIAE 7+ PCOJA| T}=8H ARP Reply Djzl0| LMl 31>
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Part II 92| O|f ER7|
2. 9o HUYH ol
« Microsoft 98 7| Hot AGH0|E
$|5$ *|Qf7<'| D2 AEY A1H|¢, MPEG-4 3 H, °I—|i5 A3YE ZZNM 5=
o Z:
of

<ol HE>

» Windows XP, Server 2003~2008

» Windows Vista, Windows 7
 Microsoft Office XP - Outlook 2002

« IIS(Internet Information Server) 5.1~7.5

<#ord =8>
[MS10-061] Q14 AZ2| AH|A0| FofHoz Qg 9 AC MY 2

=
[MS10-062] MPEG-4 R EO| XetMoz OIst Y74 AL Als ZHH

[MS10-063] Unicode Scripts ProcessorQ| FAMOZ OIst &4 IE Ml ZX A
[MS10-064] Microsoft Outlook®| F|A4HMo=Z Qlst 2174 A Ml ZHH
[MS10-065] Microsoft IS(PIE{ Ll ME AMH|A)Q| FAUMOZ Qlst 24 IFE Al ExHA

2 5
[MS10-066] ®14 Z2A|N =0 FAFo =z Qlot 4 ZE 4 ZHFH
[MS10-067) YEME BAE WS7|o| FOFHOZ QI3 A A My 2HH
[MS10-068] 22 B0t 7|3 19| AlAE Au|A0| FOFHOZ I3t et 45 2XH
[MS10-069] Windows CSRSS(Client/Server Runtime Subsystem)Q| FAdHoZ Olst #Hst
o5 =HH

Windows UpdateE £S5 LL Microsoft 29t 3X| Q9 AIO|EQM T FUPEES

WEHO oiX| oS H22E #E & AFLIL

rot

= : http://www.microsoft.com/korea/technet/security/Bulletin/ms10-sep.mspx

08

& : http://www.microsoft.com/technet/security/Bulletin/ms10-sep.mspx

Adobe Acrobat/Flash A€ H|= EQ AHO|E A1

=
Adobe Acrobat/Flash A E2o| ME0f CHet ZE Al #H FAHES IX|St= £t

=
BARE ST WS 480 Y g ATEQOS HIHYNOZ FRATIAL
dolo| HHZ HASIH A|A”HO Cioh Aot 252 = ASLCH
22 H O] Adobe Flash Player/Adobe Air A O 2 AMHALC ZHE S9| At7Tf ghAlist
T A2 B2 AER| Fof A Z[AMHFE HXE HgtLCt
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<y MEZ>

- Adobe Acrobat / Reader 9.3.4 0|8} A (Windows, Mac OS, Unix)

<Hoy 28>

CVE-2010-2883

Note: There are
CVE-2010-2884

CVE-2010-2887

CVE-2010-2888

CVE-2010-2889

CVE-2010-2890

CVE-2010-3619

CVE-2010-3620

CVE-2010-3621

CVE-2010-3622

CVE-2010-3623

CVE-2010-3624 :

CVE-2010-3625

CVE-2010-3626

CVE-2010-3627

CVE-2010-3628

CVE-2010-3629

: This update resolves a font-parsing input validation vulnerability that
could lead to code execution

reports that this issue is being actively exploited in the wild.

: This update resolves a memory corruption vulnerability in the authplay.
dll component that could lead to code execution.

: This update resolves multiple potential Linux-only privilege escalation
issues

: This update resolves multiple input validation errors that could lead to
code execution (Windows, ActiveX only)

: This update resolves a font-parsing input validation vulnerability that
could lead to code execution.

: This update resolves a memory corruption vulnerability that could lead
to code execution.

: This update resolves a memory corruption vulnerability that could lead
to code execution.

: This update resolves an image-parsing input validation vulnerability that
could lead to code execution.

: This update resolves a memory corruption vulnerability that could lead
to code execution.

: This update resolves a memory corruption vulnerability that could lead
to code execution.

: This update resolves a memory corruption vulnerability that could lead

to code execution (Macintosh platform only)

This update resolves an image-parsing input validation vulnerability that

could lead to code execution (Macintosh platform only)

: This update resolves a prefix protocol handler vulnerability that could
lead to code execution

: This update resolves a font-parsing input validation vulnerability that
could lead to code execution.

: This update resolves an input validation vulnerability that could lead to
code execution.

: This update resolves a memory corruption vulnerability that could lead
to code execution.

: This update resolves an image-parsing input validation vulnerability that

could lead to code execution.
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CVE-2010-3630 : This update resolves a denial of service vulnerability; arbitrary code
execution has not been demonstrated, but may be possible.

CVE-2010-3631 : This update resolves an array-indexing vulnerability that could lead to
code execution (Macintosh platform only)

CVE-2010-3632 : This update resolves a memory corruption vulnerability that could lead
to code execution.

CVE-2010-3658 : This update resolves a memory corruption vulnerability that could lead
to code execution.

This update resolves a denial of service issue (CVE-2010-3656).

This update resolves a denial of service issue (CVE-2010-3657).
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Contact us...
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Tel : 02-881-2364
E-mail : help@alyac.co.kr
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