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RunBefore=supermoon.xlsx OMTE M A
5D} =271 Run=cp.exe =
ol et A3

* cp.exe
=1 @ 4F  @¢ HF 0 00=
81 @ ITep @k ATep 0 00=
g1 Gh E 278 002 79 ]
81 Gh B 751 002 79 &
21 Hi g 60,000 00% A
21 K¢ A 200,793 20,000 07 2
s21 M M 26,455 00% 9 Ol-um
81 (-"—] Vi EL 66,480 00% k|
521 (®EHE  or Ell 2 00s o
EE1 #IHHE a5 s 1 CE 7]
E21 (®)FHE  a ¢ 0 008 50 £
21 @)wHE bt B 0 0 04 2
E&1 #)wHE  bb = 0 007 st
B8 (&) ch A 1457 0 0= 751 o|
s21 cH kK 0 00% 4 2|
g1 ck ] 50,168 003 561 E]
g1 ch Tt 1,111 007 012 =
g1 ch ] & 7.170 004 3 2
21 dt s 0 0 04 J ¥

supermoon xlsx

[T22! 3] smodbxisx A5 7HR
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2.4 cp.exe &M 24
241 TEMA OIHIA

=2 OPYTACE XP| Xpie| Z2AIA0| kY WIS lich=s A58 MYsit 2|1 XFXOZ 2Ssh=
oRMTACLE NanoCore A|2|X2 Ha| 224X RAT IZiK[0] 2AMTE0|CT

o}
SIS SHA, AL, J2|T QIABIA RS 5515101 SAGIH Cha 2t

sTARTUP_INFORMATION. Zize = { ) 0 i { RunPE.

(! . (cmd))
test = text + " " + cmd;

{ 'RunPE. {path, te
TUP_IHFORMAT [OH, PROCESS_ |MFORMAT IOM ) )

{data, 60
(data, num + 52}

{ IRunPE. (pRO _INFORMAT IOW, ThreadHandle, ar

Except iond J:

{ 'RunPE. ( pROCESE_ INFORMATION, ThreadHandle, arrav))

Ex

(22! 4] 22| QA
242 o0 B2{701 S0l 9c Y 2

2IAAN ASSE|0] Q= Ao SE2{7010t C&C FA, ZE S0o| YT MHE SS3I5IC} W HEy} oS3|El
Olf= HX 24 diol| 2xo= FHEC J2|1 AFdT 0= 7[2X21 QIE{HI0|A(nterface) 7 [SS MIBSk=
NanoCore 221191 Zi& PCOjIA ¢4 PC 2 EXSH MHE HM&Sh= SurveillanceExClientPlugin S2{1919t
SIQIE| ALY,
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ream input Larray \
ar binaryReader ar r{ input
[] bvte_ = bin 1, ReadB inaryReader.ReadInt32
quid G ;

(bwte_, guid}:
eader.Read Int32{ )

MUm:
[1 arravd ' Jarrav3[num] - 1 + 1]
num++:
Array, far 3, num, arrayd, 0, arravd.

[T 5] ok Z2{701 So| e e 2
243 X} SH| L HXIAER] A% & S5

%APPDATAY%0| =S AX| A| ‘4 dxl= UUID 2421 MachineGuid 0|22 EHE 44t

text = . f . [ JEpecialFolder.,

ut
guid_0.TaStrinal ). Tolpperd ) )

(Exception exp

FTIIIHI t[lntn.

“GetandCreatedpplicationFolderPath™ )

[ 6] MachineGuid ZtC2 B 44

4 =0

%APPDATA%\(MachineGUID )

712]11 Random HIAEES 53l 7Pt '=(Pesudo Random Number-Pseudo) 242 AASiCt Zat 240]] w2} [ 1]
HEA(Prefi2t FOIAKSuffix}E 215101 e I I E0 0|SS AYSICL AX| 2ETFS0fM= 0152 HoiE
Zetet 82, “AGP Service”, “agpsvcexe’2h= O|E0| LI2LY, OiX| £ E2{0|Het 2EEE MY S2 AH|AQI
ZAXE HO[7|of, FRHO R LA S 20 5= UL
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Random random = Randaom . fguid_0) ).
num = random, Mextf FileName_5 ¥
uffi=lnum]
.FolderNa Suffiwlnum]:
CEmpty

Prefisl random, Mext

(text2[text?, - 1] == text[O] N

FolderMName = . cefor 11k, te LTolpper( ), ara),
FileMame . CUi0 {1}, exe”, text2, teuxt)

o o 20 S8 HFAL ol 0| HOJAL
dhcp, upnp, tcp, udp, saas,iss,smtp, SS, mon, mgr, sv, sv¢, host
dos,dpi,pci,scsi,wan,lan,nat,imap, £04 0|F H™o[A
nas,ntfs,wpa,dsl,agp,arp,ddp,dns Subsystem, Monitor, Manager, Service, Service, Host

(2 1] o 3 E0 FHEAL R H0JA

15
Sw
ol
=
>
oz

El= FETET 212|XH HEHUAOLE MAT=X[0f| M2t 20 =2 ABEE= AP SHE= E=7t
s 2|Xt HtOZ A3H0| O|RUHS FS APt =X =7t C:\Program Files 22 E[X|2H JHX| 42
F0ll= [OE 6oiM e EME EICE C\Program Files 2| 2 HEIXt St =0t AMSHE|TS &[0]

UKL Y%Appdata%s] B ik} Het TR Qlo] HAE|7| ME0ICH 2231 2= X AJEF A XS WS
HXIAEZ|Q| AIZF 273 AZ20| SESICL,

it
i)
A
0

[m]
i
iy

—

{IConfig.

(Config.lsidmin)

HandlerClass.

HandlerClass.

[22! 8| Z2Ixt o]l 2t LIFOIXE= XL =8 2=
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opyTE

HI

A H 1

32

Za| X} Hsto= AlsHo| =X

fulo

Xt7t 28 A2 : C:\Program Files\AGP Service\agpsvc.exe

E-“xlA E EI A‘I 71§
HKLM\Software\Microsoft\Windows\CurrentVersion\Run

AGP Service = "C:\Program Files\AGP Service\agpsvc.exe”

BaX HHOR MMO| EX| U2 FP

X7t BH 42 : %Appdata%\(MachineGUID)\AGP Service\agpsvc.exe
HXAEE WY =

HKCU\Software\Microsoft\Windows\CurrentVersion\Run

AGP Service = "%Appdata%\(MachineGUID)\AGP Service\agpsvc.exe”

24498 S22 2=

UHTCT} MRS 2, EIAAM ESSI5H UM TISE $llok= E2{1213 HIR2|o| 2=, 2|1
storage.dat I}I0] [12! 62| HZ0]| EXHSHCHH [12! 10]2} 20| Sl 2t E21791 H|L2IE 2538610
HIZ2 2|0 2=SICY,

("Initializing cached plugins.. "
enumerator = Cl dictionary_0.GetEnumerator( )

current = enumerator.

.guid- uid_0;
.bo 5

enumerator;:

[72! 9 22121 =715}
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string_d, s

{path))

- 1:

g_60_0; i <= num i += 4)

[(22! 10] storagedat 01 X E2101 5551 & 2

245CCHEA H Ad S22 UREE

2ZXte| B2 X0 MH(CROZ aaa.pp355.net:54984(103.1.249.162:54984)2 HZSICL,

Connec ket socket_1)

.boo

.bool

O 1M]@RCHz

stablished ab_ConnectEstablished = GO_ConnectEstabl ished;
QD_LunnEEtE:tnDII- ed I= ]

gO_ConnectEstablished]

T CRC Ol HAHOZ HAEIUS B, 2 E2{1101S2| HIO|HZIE [12! 6]2] MHE= =20 -?—Iil?_*
storage.dat 0l XiZBITt. storage.dat = BI=P FE Al YT} MHEH [0 12]9 Z0] oFd E2{19
ECSi= X2 7K1 = Ao = HOIC}
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{“Loading plugins., . "

numeratar = |ist.GetEnumerator( )

srator, MoveNext( )

current = enumerator. 5
(current . byte_0, current ).

(73 17) Chete =2i701 Hea) 2o
24.6 33 Mo

NanoCore & HIZ22| 0| 2E2 =Xlok= Z2{721(Plugin)2] 7|S0l| it #4124 PCOIA Zi PC 2 LISt ofo|X0l
HHS R = AUCE SEX|TH 24Xl CRC L HeHo = HZ0| O|FO{X|X| 9211 U7[0f| SurveillanceExClientPlugin Of]
CHOHADE AT IX} SICT,

SurveillanceExClientPlugin = S5t IjZlS B} I +3=l= ReadPacket H|A~=2| HEHO| 2}, 3l HatRX,
O|H|Y S20|AHE HH 27 M F|HE i M DNS HHE =ilol= 7[5S $3SiC.

ReadPacket! string_0, [1 object_0}

({CommandType jobject_0[0] )
{object_07.
{object_07.

{object_0)

({object_0):

(322! 13) IS PCOjl CHEH 22 2 Hjo{ £

Cr22 "0 Cist AHO|CT,

1. PasswordCommand : O|H| S2{0|SHE X ¢l HEfX| M Z!

IHAQIE MH ERE| H2S 8| 2 4L 38 20| 2ERI0] AX |k Q= CIRELZ| N EXlst= EXsH Alst mlof|
NirSoft OllA] X[ZHst Mail PassView 2 1S QIMIMSH} 72|31 O|H|Y S20|HE 2 8l HE|RX MEE

+Eiolil OIS YAl ECIQ| £ DU XEet 7, MH=Z HSolTt.
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(1, strina_, byte_0,

LEmpt

int_1, enpty )]

(724 14] Ol SRHOINE L B HRISK He 2

2. LoggingCommand : 271 715 5} A 2 T /AR
=712 S5l 7|== Y DNS 27 (H])2rdst PC ol MAE 27 MY NS U AN| 7[SS $3Sit,

‘tLoggingCommand JEc | cobject_0[117
ciLoggingCommand .
cobject_0);

bject _0);

Lobject_0);

v LoggingCommand.,
object_1)

tiLoggingCommand. (Ec s, object_0):

[22! 15] LoggingCommiand £7|

3. KeyboardCommand : 7|HE 3! SEIHCE HH +H
7|HE 20| delxlo] US 42, 7|18E HHE A SEEE HHE Eo
Mgt & 7|HE2 125t HIO[EE MHE MESIT}

ﬂF
=
P
n
1
nz
oZ
E&
i
rOII
=
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SetRawlnputDeyicer )

Win32, rawlnputDeyice:
FawlnputDeyi e
rawlnputD
rawlnputD
rawlnputl
Win3z, ( Winae .

rawlnputleyice
(Winaz.

[ 16] 7|2= OMIE 2]

4. DnsCommand : DNS H& =%
1 PC 2| DNS 7HA| GIOJE{ E|0|22 X3|510] £XIEl DNS HEE M MASIC}

short_0)

{ptr, (Win32.

{dngRecord, MextRecord, (Min32.

list.Add{dnsRecord. Mame ):

list.ToArr

[ 17]DNS "E 2H 7[5

247 %7t e

Bl QTR BIRIGI0] 7O TASH 2} CIZ 4 AO|E, T2[T AX[0] S 231 Bi7} &7l
OIREIUSS EI0IE 4 QUQICH = Ta3| USIROR OMYTACE QUSH= 30| OfL|2t 23| ChumoR
HSHSS HOET ULt

ESTsecurity



F2)xlsx - Microsoft Excel

Y ABAE
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=

{ofn

Ir

ey
=
o=

e
% 1

F]

fin
ok

i
i

wll
mm

H17

i) i)
zl zl
g0
Ko
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M| _ |-
rEgdfed aladgl
#u | KO | RO KD RO RD
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d:ﬂpnﬁ =0 | am
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KF || |
= |lw | —|r—=|u
[(N) (=) [dm] (T o~d
w|©F
bk || |
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T e N
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K
W b
i
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t

il
B0

N

o
o
=

WERES

Microsoft Excel

A xlsx -

=

|9 X] 1919t

1

5

IE-RICEER
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=
Erg

| B2 25t
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00 .0
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3.8

NanoCore #Z{K|0] e=1= 0|0] 22 HRE] sHe] I3 S0l 32 HTH0| S7HEIACE B2 A0]H HE|XIS0] 0]
EHE 48510 AHTE [0 0[85h= 242 0]0] & M UCH, =7 0fM UEE AETE: S5 = +
oI}

M=l

Tt =9 TEF AOIE| 2SSt LIGS & A[EN| Solisk= 'UAlS Solf 2 0I2XAIE2] AElE wR25| 0183t
g +E2 B7| =20} Eot 4 F F7HYEeL 20| HOREX| CIE fARRE ST SEE &+ UCH= HollM

zEst atsict

l

MM OIZAISE SltiAdi2 HIY 22 TiUS Adloly| T MRS + U= WO Z HAlsl= 32| 22t S&s
7FXOF BiCt.
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SMSVova 2I0[HIE =21 710} &, 712 S0 220N +H St BX|x|X]

Fake app hiding a SMSVova spyware went undetected for years in the Google Play Stores

ATEQ0] OIS HIX} SH= 4+ HAHO| AISXIS0| B4 72 ZOIAEIZ 53 SMSVova ATHOI017}

E3IE| 42 CIREC 5t 4O LIEKITL

[— = — |

Zscarler 2| HE7IE2 A (ISAHOIIZ 2FFet 71t 221 “System Update™S LML S13ICE O] A2

AEXE0A 2l AEZ0|= ATEQ M HEXS HEeHi T80kl UALCL.

JUIXCFRPRzFzbnpMdjEXVANHCNLYTVONjM1Y0ZY

&« C | B} https//play.google.com/store/apps/details?id=comservice locationservice&reviewld=Z3A6Q

B Google Play ' ey

‘ Apps Categories v Home Top Charts New Releases

My apps

Shop
System Update

Games PD.A.C. Tech Personalization LA 2 24 97 &

< Family ]
Editors’ Choice A v

Account

SMSVova ATHOIRIO1 7|2 Qi= 0] 71t OFZ2IHI0KME Xiict 2014 1 72 Sai0] AE0f| YREEIOD,
SRS

1 849t 3|~ 5 4HOF S|o| CIRZLE 22 7|=23MCL MEJIS2 1220 0[] CHal MEHeH, 222 S

AEO{0f|A AMKISHCE,

SMSVova ATO[HI01= AKEXIR| E2|H IXIE X6 | 6] HLEIICH, SZIXH= 0| SMS HAIXIE Sal
MO ST}, Zscaler 7 EA1et ZAujo]| IEH, 0| HX|E = AEBXP| US Fef A=olH Of2He| HIA|X[Zt EA|EICE:
‘Unfortunately, Update Service has stopped. (RZAEAIL, SCI0|E MH|AT} SX| EIASLICEY
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Unfortunately, Update Service has stopped

ox

Ol Y2 M2 2fHOM XRL| EXHE =710, 7|712] MyLocationService = AXfoll #IX| HIO|EIS +=Ziol ZHIX
71712] Shared Preferences Z=0 AE2ICt. HIZ{HAIX7H 2SO S+tolal, 0] ADO|HI0f= A=Z0|=
MH|ARL BEEIHAE BIAHE MAHSICL

® MylocationService: OfX|[2O 2 24Tl JIX|Z 1K=

® IncomingSMS (Receiver): =215t SMS HIA XS A7HSt

SMSVova = F4IEl= SMS HIMNXIS S Zi0[7t 23 X} O[O 1 “vova—" & “getfaq.” HIAEES H3SI= EAIES
HHEE.

Zscaler = “UTh O] AMOII07} miGHX} 717 [0f] 2X|=H, SHAX} ‘get fag'2h= SMS HIAIXIS 71710 H'i2 HL
AP0 = 22| BHOSZE SEHE A0ICH 1 BiACt ATO[RI0] i A= HEIXEL 2ff #IX] ClO[EIS
TEoh=Al= OFRITIX] LAX|X] RAUTH. ot 3H% SMS 7[2te] 2] R =7| HAI2| 62| 40| VirusTotal 2| 2IE|
HIO|ZHA AEISOIN BXIEIX] IUCE B =g Tl

ESTsecurity



Sk

04 ofi2] Hot St

SMSVova ATPO[|0{2] HEIXIS2 QtEIH[0|2A S24S1t 1= S2012] B0 CIE=ES] BXIE io}7| 2ol
SAZIUCE 0] W2 2014 H 12 & OIX|BCZ HHIOIE E[AUCH, 11 A #120] F2i2t Mo FXl= ICHA|

HHGHK| UL

[ File information
© Identification @ Detalls & Content U Analyses & Submissions QITW ®, Comments
MD5 4f718c75ef7a0e2accc67fb6fcb7583b
SHA-1 126a9486d669c2bad527 1db68df 1 1b7¢c34b7 1089
SHA-256 €300bf8al65a58ec7dbe0602e09b24e75c2a984 14e40a4bf 15ddb66e78al5008
ssdeep 49152:XhrOp9egBgi+VexK8YrSqlx|7gd/c ToviXIWIHDwKL:Xh4egi+ VexK8Y7Z7gd’kvQUYDwkL
Size 1.6 MB (1688312 bytes)
Type Android
Magic Zip archive data, at least v2.0 to extract
TriD Android Package (73.9%)
Java Archive (20.4%)
ZIP compressed archive (5.6%)
0/54

Detection ratio
[Ex{ http://securityaffairs.co/wordpress/ 58244/ malware/smsvova—spyware-google-store html

hittps://ww.zscaler.com/blogs/research/android-spyware-smsvova-posing-system—update—play-store

ESTsecuriry Copyright by ESTsecurity corp. All rights reserved.
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04 olie| 2ot Zef

oA =R E HS57| Lo, Ak2Xt 7|718 oiidstk= =24l &A
To Protect Your Devices, A Hacker Wants to Hack You Before Someone Else Does

0| K&t si7f2k= 0|22 22! =717} kst loT 7|7|SS siZsl ULt Olf= EHIE SHZSH QFHSHA|
7| $IRt0ICt, Of Z[ |oT 24l HT == Hajime 2t BHEIAUCMH, 00| Z|2 10,000 7H Of42| = 2ILH,
OIE{Ll 7HH|2}S Z &S ADLE 7I7|—§ ZEAIZICE

SIX|2t 0= Mirai 2t CHE M SIRCERE 7|71 ES517| st Ao = UKLt Mirai = A 10 2 DNS XIS
2AXI2! Dyn Of 7|S%{21 DoS SAZ 7f5H QLIS 9I2iSt loT 24UO|Ct, 0] ZHI2 CIZE IHARIEE AIESH= loT
71715 BMSIES MAEIRACE,

Hajime loT 20| S=i5k=

Hajime 2412 Mirai 2} 1S SAISHA| SEISITE 0= QL ZETL Fe{QW CIEE TIAIES AEdl= QHHSIHX]

242 loT 717|S01| BHZE|H, Mirai £24100] AF25H= AP Y IHARIE X8t 521 SUSH ZES AFESICL Hajime

2ulo| 20|22 M2, Mirai 2 22| loT 717 |2 3Z5k=0| AL2E 32 HIEISE 24Tl 4 7| ZLE(23, 7537, 5555,
oI5

I—ﬂl—

5358)01l CHEt EZS ER 77 [0fM XIHetQ2M Mirai 2t CIE

Hajime = Mirai 2t 22| 24 p2p HIEHZ(CRC M CHANE AR5 ZEE 71710fl BEO U HC0|ES
Leliolal, ISP Lt QIE|Y vi= SEXPL RS M7{olk= WS G OEE= E . O 2{0f|=, Hajime 242 ZEE
71717F £ THE FItet 77 1SS BM = Z4BAFI= IS 01210 DDoS ':':E CHE oiid T=5 ZeloIX| =Lt

3t 0] K4

o gl |

2fsst ME = HIMXIS OH 10 20HCE ZEAISIC] HAIX[= OF2Het 2T,

rio

“Sl0|ESHY FO|H, A|AHIS HS5HT QUL

S5 HAIX|= 0[2F 20| MH & Zo|cH

Hajime 2| MX}.

O=|E.|'0| %I:l- L] % Igl-El- ”

SIXI2E Hajime = 717|2] RAM 0] 2EE= K& HIFHLISS &5t AX| Q2L MEEA loT ZX[7 KHREEIH CrA|
QIMSIX| P42 MEHE EISOIZICL,

LS

oliZS 97| floll F+=71= o2 'ﬁEZﬂ%%ﬂ 042 o|ct, M2t IS FBI 7t Ao R RE Z719

{m |

C

-'-g.a o= —|
HBE(O| s HOIEIS HI5HL, 2ZHOR LIS 4 U= HBIS 2= Rule 41 0l el S245HTL ATk 8t
Hajime ] RIEIXIZH 28 B2KQ1 7i5S £7161K] 242 ZO[K BT girt,

[EX] hitp:/ /thehackemews.com/2017/04 vigilante-hacker-iot-botnet hitml
https://mmw.symantec.com/connect/blogs/hajime-worm-battles-mirai-control-intemet-things
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Karmen Ransomware, 2tE| 24 7|52 F1eidk= X &gt RaaS A{H|A

Kammen Ransomware, a cheap RaaS service that implements anti—analysis features

Recorded Future 2| H=271S0] A28t Mu| A 2HMYY0{(RaaS)2! Karmen HHMYNS YZAULY, Ol HEHAS
EXIolH SA| Z=2t £ ANt 0] MHIAS F0HslH, £ 71= Sl01= 2 HAT AX|H A0 AHRIS
EEH dgE = U =t

TOHXIE2 ZEE AMA-O| £, HOEQ =2, QYT 9| Jisst HHIOIE S3 &olet = UE e &
CHAIE7H L0f “Clients @S S3H AEE AARS FXE 4 QUL Kammen RaaS = $175 = i XIS,
TOHXIS2 o] 7HaS ZFES

of|
2 &= U, TR =2 XISshokoh= 7RIS 2%E = ULt Kammen 24ERI0=
2015 A 8 & Ef712] =t S22l Utku Sen 0] WSELCE Jiligh 2EAA HHYO0IS 7[-ICZ It

r

5 HI Kammen ZE2 X[ 2016 9 12 2ol B0 EQlon, =it 0|=e| 717 |[S0i| ZS=IULCT,
Karmen #H&2|0l= Cks 225, CFS 20| BHAAI0{0] NET 4.0 S XISk AES-256 YS=t BES ARSI}
0] 2F4F == NET Of| 2=SHH, PHP 5.6 2F MySQL 0] 2Q3}Ct.

Recorded future &= “2017 41 38 4 2, 21419] 70| AOJ 1| HRLIE|S| B! “Dereck]”0] MZ2 HAIRIO
BIZO1 “KAmen”0fl S ZUCE S71H91 TALS Safl 2IAIOIOIS AHSSHS AOJH X}l “DevBitox™7t
2017 1 3 8 QIE{I2HRE H0| Kamen AT S| THKIICHS 40| $H4EICL” “T2{LE Karmen 2| 5 HAy
2% A= 201613 12 @ ST} 02| MHKISZLE 0[0] £ EIQICE" T $RCE

Dashboard statistics overview

_—
=0 128

@ Updales & Infos

66BEEE

ATt 71715 HBA7 = 0] 2delol= Zx| o] ZetE S ES HAeH, CHE 2Hdl0iSi= 2e
Karmen 2 ME8IA 2140|Lt 7[Ef 24 2T ER|0)7t HX|E 2 XISe=z ==t E5 AMARIt.
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04 ali2] Hot S2

DevBitox 7| HiSgt 0] Ha|0{2] 7[S2 ot2let ZL}:
HE| AYE
Ci=s 210
NET4.0 & O] HH X|
Ass} AN12|E: AES-256
X 7k=5t 0{=0l Iy
BE C]AT W Il 5
01 X[ AFR

2} ISHRIOICH S2)E) HIES
X2 AO|E

26 XIS A
OPMTE XIS A (E0] RIZEINS B9

MO Mot HE z|as}

215t Rjofat
20| RIZE $ XIS T =55
T2W Sgt
Ife! SR SUGHA KA 2
OFE| LEHH/ 2417 |/7FASTHA RN EEX|

WSHRES| ZIFE] SHZIOIM MEHEA S1200] BRI B =55t S XIS Al

X: =5} 2 QE 20 XEt =

2fO|E HH: =

IT |:|-|I-| _,_kl AI[E.?__"O-I EI'I'
OIE| A 7]50| EEIE|IQIX] 2LCk

© © 06 0 0 06 0 06 060 0 0 0 0 0 0 0 o0 o
I->Iu‘

SHMU01= 2I0|E, & K HEHE Tl k|, 210|E HT2
[EX] http:/ /securityaffairs.co/wordpress/58114/malware/karmen—ransomware—taas.html
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