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ntdll.dll = GetModuleHandleW({&oduleName);
NtQueryInformationProcess = GetProcAddress(ntdll.dll, &ProcName);
if ( NtQueryInformationProcess )
goto LABEL_16;
vll = @;
if { !'{NtQueryInformationProcess)(-1, 7, &11, 4, @) }// ProcessDebugPort

if ( w1l )
goto LABEL_17;
¥

vlg = @;
if ( !{NtQueryInformationProcess)(-1, 3@, &v1&8, 4, @) }// ProcessDebugObjectHandle
1
if ( vie )
goto LABEL_17;
¥
vE = @
if ( !'(ntQueryInformationProcess)(-1, 31, &9, 4, @) && !v9 )// ProcessDebugFlags
goto LABEL 17;
v3 = 24;
do
vS[--v3] = @;
while { v3 };
(NtQueryInformationProcess) (-1, @, v5, 24, @);
DecString 48299C(8x50u, &v7); /! devenv.exe
if ( wve && FindProcess_481998(ve) )

LABEL_17:
result = 13
else
LABEL 16:
result = @;

return result;
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1 Blockinput() &t~ 32
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CheckRemoteDebuggerPresent
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-ollydbg.exe, ProcessHacker.exe, tcpview.exe, autoruns.exe autorunsc.exe,
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7 =4 £ AE =2l
ImmunityDebugger.exe, Wireshark.exe, dumpcap.exe, HookExplorer.exe
ImportREC.exe, PETools.exe, LordPE.exe, Sysinspector.exe, proc_analyser.exe,
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O{RE ZH5ITt,
NTQuryInformationProcess &2 SE510{ LI 2FHQIX| SIS,
- ProcessDebugPort,(0x07)

15

- ProcessDebugObjectHandle(Ox1E)

- ProcessDebugFlags(Ox1F)
St devenv.exe ZTEMAS ZMGH i ATEQQ! VisualStudio ZET1ZH0|

NTQurylnformationProcess gl $&
EE
SAFBQIX| ERlsHT
i GetThreadContext B2 SZ5104 CIH 1 2f|XIAE ZHDrO~DR3)E MIF 5104
16 | Hardware BreakPoint {21
CHZE RFE =RI6HC.
17 | sampleexe I 015 20! SixH Astizl= I 0|50] sample.exe & AKSSI=X| 2R ISHT
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&
12
0x
i
Ll
1x
i

i SRY| Alshzl= 10| Anubis MHERIAOIM AkSH= BZ2! CinsideTM\ SF2{0f|A]
18 | C\insideTM 2 &0l

BT QIX| SIRISHCY,

MEHEA SHE0M AESHE ARZAL AFYSS BIwoHo 24X oig AP0l 212 (0]

O

UEK| 2i2I610 LHE 7FE 2RIBIC,

19 | AMEAHAE =Rl

—SANDBOX, MALTEST, MALWARE, VIRUS, TEQUILABOOMBOOM

20 | EH 3=
—SAMPLE, VIRUS, SANDBOX

[ 1] Q| T 71

2) DENA QN S MU EF
7| RS KpA T2 MAZ ABHSHTE O]l Process Hollowing 7|2 0[&5HA] XF7| XRA T2 A Q1HIM St

—_

7 Y%appdata% Z=0f HHEZEFt HEIIUE exe RS E5010] 2Fd ARAE AR 24

ZA0l= Y%appdata¥%\Gewaaq\heit.exe 0|2 MME|RUCE,
F11= Process Hollowing 7|'8H0[2t B 2| 2t| &t PE S ZO0{LH1T 11 Q0] 2 PEE ®iR= 7[H=2 HXIE

2|mlets| ol AFEF =0 AREdk= 70|,

2.2 MAM =EE]0] HAEZL= heitexe = explorer.exe 0 212 510 YS2t 7|sS +=3l6lH 02 =23t siFE=

CH7I= HIEZQ ZHIE RESICh

1) S5 OMHIE 43 &0l
SaEl= OMIE 2t WR[st7| flofl Mutex & AFESHT}. Mutex 2] 0152 ArEXA}T HREIS| GUID & 0[E01H
ALtE 20|H, S=E S0[2tH S= 4 O[HIES S=oltt. OHIEI 2t2E S0|= ReleaseMutex £ SE3ICL

vS = CreateMutexW(&EventAttributes, 1, &Name);
if { vS )

i
1
if ( GetlastError() == ERROR_ALREADY EXISTS )
1
CloseHandle(vs)h;
wE o= @3
1

[0 4] 5= OHIE A4 =01
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03 opgTE

HI

M HT

2) A7} QY ALIS 95t BRI S5 2 A3

Ytmp%tmp_52ce971chat TUS =F2ICt LSS EH AMQ| Bhi= It oifl =St BiX[IUS AMRloh= 2=
OILCF.

tmp_52ce971cbat LIS

@echo off
1
del "C:\Users\IAF2 XA\ Desktop\3D1D76720AE326(CC704C182ABEOCA3S

ifexist "C:\Users\AFR XA\ Desktop\ 3D 1D76720AE 326CCC704C182ABEOCA35' goto |
del /F"C:\Users\AXHAR]\AppData\Local\ Temp\tmp_52ce971c.bat"

[22] EEE IR L&
3) HXIAER| S

X AELD] AREZ 30| %AppData%0ll =& IS S=eltt. Ol= MEE 2 ZR0|T HEY0E LAk |
FIEoICt,

& axaE2 BE7|

: -IEI -FH

o EEE E7NV) SAHZZA) ESTH

- Policies “| og 5 10| Ef

e a8 (7] 228 REG_SZ 2t 2% o )

Jr,_Run{I) [|| ae)45Cc7BCER2-5.. REG_SZ C#Users®  #WAppDataWRoamingWGewaagwheit exe

|, RunCnce
[ -y Screensavers -
1 |

r 4 |

LI

4
74
(=]

| | '
ZEWHKEY_CURRENT USERWSoftwareWMicrosoftwWindowsWCurrentVersionWRun

[J%! 5] HXAER| S2 51

4)C&C B
253} 67| T Of2f URLO| H&S of & YssE TSt
URL H= P &= =7} He
dowgsuhédxnlsokm.onion.sx 110.10.176.128 gt=
[E3RCHE
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Frame 33: 473 bytes on wire (3784 bits), 473 bytes captured (3784 bits) on interface @
Ethernet II, Src: Vmware a7:be:d7 (80:8c:29:a7:6e:d7), Dst: Vmware ed:db:3e (08:58:56:ed:db:3e)
Internet Protocol Version 4, Src: 192.168.16.133, Dst: 118.16.176.123
Transmission Control Protoceol, Src Port: 49513, Dst Port: 88, Seq: 1, Ack: 1, Len: 419
~ Hypertext Transfer Protocol
POST /g.php HTTP/1.1%r\n
Accept: */*\r\n
Cache-Control: no-cachelyr\n
User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 5.1; SV1)yr\n
Host: dcwgsuhb6dxnlsokm.onion.sx\rin

[T 6] CRC H&

5) eS8} Ciief T ZA

=2t o= 2= =2| =2t0[HE EelolH Eat0(E Lo isst 240 Felol= DIYSS BlAERIC
=el Ui Aol =0l A2 2FYAL M|Q| I H 20 ZAE0ICE a2 M2l the Z=2t fssl Ui 2Rt
==0|ct.

2ot Hie| Ty B2 A1

windows, $recyclebin,

o453} L 1AL

"gbx’,'csh’,'beo’,'ext’, dtd", tf', ", tiff’, moneywell’, key', design’,'en’,'r3d", nx','ads', blend", XIsX', dxg’, otg’, 3ds', idx', dac’, cgm’, html’, ‘gby’,'d
oc, pl',d",xml’;asm’,'dds", wmv','sti", cfp’, pot’, potx, baf’, whb2", ott’, cdrw’, ds 2", rdb", btw, mfw",'pas’, pdb",'sxw', acedr’, xitm','gen’, odf','s
da’)'sxi", des’, bpw/, bkf', acr’, nsg’, mp4",'mdf','sxc’, 1df','sd0", oil', thd", 'cr2", cer’, prf','sldasm’, ‘dotx’, jsp', myd', ‘db—

journal’,'fo7", bip", w2",xiw'", fdb","ccd”, tif' kdc', p7b", i, 'st6', phtml’, iz, ce2", '’ 'm", 'hpp', php”, fid", g1y, apj', mov', fiv', pages’, mst’, thm"
cerf rat’,'nd",'pab’,'ds’, hbK’, xla", bank’, vhd", backup", flac’, ", cs', tib'", max’,'accdb’, pptm’,'dxf’, 'st4","gray”, h', 'sas7bdat’, 'sql’, Xim",'st8",'p
ef’'otp’,ef'nop’,'odt’, k2", art’,'odc’, msg’, gbm’, 'sldm’,'indd",'awg’, ‘gbb’, s’ oth’,"agdl’, 'sve’, cpp’, ‘dwg’, fpc’, aw’, csl’, pspimage’, erbsal,
vmdK, nxl’, ach’,'adb’, htm’, ptX, bay’, Xlsm', docm’,'m’,'ps’, wallet','sxm’, pptx, cdr6', aspx’, pem’, pet’, war',al', class', ai', ods', ped’, xg','s
wi','mdb’","pst’,'sqlite”, ddoc’,'cdX’,"asp’,'st5', 3gp’, 'st7", backupdb', jpe’, bz, nwhb','ns2","ots', p7c’,'sit’, avi', plc’, 'gbr","ait', 72,1 23", 'odm”, 'wav
"rdar”, 'kbx','hp', X, Java', ppsx’, bak'if', ppsm’, k1", pfx’, xtt', ‘gba’, psd’, mpg”, pps', dvul’, 'sdf’, 'nsd”, ‘craw’, ns3', 3", fimb", pdf’, p12", php5",
g’ x3f, orf','db3", act’, exf','sldprt’, tar', mdc’,'sif’, gbw/, dxb’, Jar', back’, db’, ost’, cdr’, ‘asx’, XIs', dbX’,'say", der’,'cdr5', rar’, ksp', ddd'’, dc2",'s
sn','dbf’,arw”,"db",'gif', pbl’,'stw','spf’,'nsf', incpas’, step’, dif’, zip", potm’,'sldx, ab4", dat’, bgt’, fox’,'amd’, mav', wps', raf’, nef' 'asf', dgc’, mm
w','stw",'sqlite3", fif', bik’, tex’, jpeg’, odb’, py’, 'stx’,'3dm’, txt’, ppt’, xlsb",'sxd", dot’, 'png’, %is", 'eml’, jin", ppam”, mef',dt’, oab”, XIr", yuv'", ‘ibank’,
"std','dcs’, x11",'ce1",'bdb’, xitx', ua’, fla, drw’,'sr2", 'csv', yehera', odp”, cdr3', ndd', tga', mos’, 'nx2",'sch’,'sxg’, edf', 'pdd", vob ', ty", docx’, 32"
jpg’, kpdx', cpi’, wpd', ‘accdt’, accde”, xd', bkp', pat’, s, ig', ns4',eps’, ddrw', obf’, nrw, raw’,'mp3", nsh’,'s3db’", mm, 'kdbx','grey’, psafe3",'c
mt",3pr’,'dotm’, cdr4’,'dng’,'odg’, nyf', Xk, 'sqlitedb’, xlam”, ibd", ke2', vib','ac’, ‘abK’, 'dbK’, bkn'", bkc”, fow, thk', bke', b, 'sikK', mbk', bpp”, dtb
" VoK', 'rpb",'fo","ovt’, sk’ U, bup”, ke, 'old”, whbkK', jou'", umb', 'spi",'sav', bk, Vib",'swp"

0 4] AS 3t HIQ| T ZE 3 CHe SRR}
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I'g c

HI

M HT

6) e 53}
O MY ASSI0ll= AES 256 S AKBSHT, AES Key = RSA2048 5 0185101 AS31S it

@O

® Y=t A= EE0| A&E _HELP_DECRYPT_FILES.html2k= 0|52 #d -EE E™

SSP7t 22 =™ 022t 20| [FHEEAIE] stn 0] TIUHI} SFHAIHO| MAM=ICE

aD_HELP_DECR‘T‘PT_FILES.htmI 2017-12-06 2= HTML 2
|| cuigymufzukua.stn 2017-12-06 2= STH mHe
desktop.ini 2017-07-19 2= = e —F i
desktop.ini 2008-07-14 2= = e —F i
|| fui.stn 2017-12-06 2= STh I
|_| ifguradoleykehytocgimibicybaughuuhakeostn 2017-12-06 2= STMN mp
|| ipupwiczvyetyhewowfyguebogle stn 2017-12-06 2= ST mp
|| isopommacp.stn 2017-12-06 2% ST I
|| kiciizywwuhoiberuc stn 2017-12-06 2= STM I
|| ostn 2017-12-06 2= STN mbg
|_| opinikheece.stn 2017-12-06 2= STM I
|| ugestn 2017-12-06 2= ST It

[0 7] T o5t 242 3

SI=R0IE Zelst & 24712 A0 = E|0QUCY.

42KB
O18KB
1KB

1KB

14KB
70,013KB
5,335KB
Q8KB
S4KB
14KB

E2 B4 FATL QUL

TN =[]

| :v) @‘ 2 CUserswjykwDesktopw0_HELP_DECRY O - C ” & How to decrypt your files % | {n oad 53
Ul TS0l 0|Z I 221012 A
Sl BE MY 2 ABS-256 0 RSA-2048 2 Soll Y= EHS A s UCH

Lo gt MEZ ZEUCLotATHENE 2aUA =2 XSl e 2 SHEET ASULL

Witds HZH sdEs0LIR

Solo] IO @5 YFEES YTE HSTUE YTEE DUl Jh9IFI0E SEUCH SA2] T2 JhYI5| 9 S=0| 20
TreF AL S REHOIolE 2HH, okl 28 E2 228 OebhM R:

https://satan6dl123napb5 onton.to/L 0 C .. Mang=lr

http-//satan6dll2 3napb5 onton link/L - - . 7lang=kr

http://satan6d1123napb5 onion pw/ 0T THIE) lang=kr

1.Tor BrowserE Cf‘i‘i':ﬁ._'ﬂ
2HEROIEUD BUFHE
AR A= EEE EEELJ

OrOF 21597}t R SHHA| 2222, Ol THHIS WekshAl R:

Uoll I'll>

TELC
HEFLICE

an6dl123napb5.onton/T 77 T T ang=ks
f,

Ol B =B CH htp:

[_|N

i

[0 8l #d E 3IH
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1x
i

3. 8=

0| SHloe] 24 Z=7t HES| Y KIK| §AUCLE 7|E 2|0 AFE=0! UAZSZEQ! 7 |ELL ARBKIE
AE[TSH 7 [2S ARG O|HYUR HHE RS A= FHEICL

0| HMYYO}= AHIAS 2HMY|0{(Ransomware as a Service)O|C LEIHO 2= SHMRI] HZIX7| 2 SZKIKLCE
T12{Lt RaaS 2| SE2 MKt SZAP} = EXSHC, M= He HIES BHX| 41 S2X} 7H7HQ19] 2101
HE UHEAOE = == U= & HO|X|2t Tl & FX 5 Cifet TOIE XISt 34X= 71X s3, HIE
10| M0 SAS FHAIR &= U, HEK K= TIGHAR | 20 FUS KIS0HH 11 FAU2| 30%E Klgite
SEHOILCY,

LESH O SHER0] 71= A2} THEA| THefet 1| Tl 7|MSat Z2AA Qe FE QMM 718 SS
ArZot0] BiX| 2| A 2AVIEC| EM= HE ol |7let PESS AEeith= S80] UL HH-E= oh=01E
HSkot O|ZE(0t0], OFR0] S 24 /12| Tfet A0S X|Fei,. o HAKISE KSR FES +8olH

HLI0|ES st A7 [0l Tk fI&e] 7[2H0] E = UL

HEAZ Kol | 2loiM= 712 22t 215 Eolil, 2=, OfSEAH|0 KIS 2192 HO0|EsHOf it FEst
St Aize Y/He= I Iix|LE SHRE AMH|A SOi #iiotiA TiohS
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04 ofie| 2ot St

1. S0IA

Vault 8: $712[3A, CIA 2] ZH=I0] H|0] A|ARIC! Hive A4 S7licH
Vault 8: WikiLeaks Releases Source Code For Hive — CIA's Malware Control System

Vault 7 Al2|2E SoHl CIA 2| HIZAR siZ & T2 ME 23 719| MEARISS SVIgHK| 2 2 2], 271213271
Vault 8 A|2|2S HHIUC. 217|2|3A= 015 Sali CIA oiFHS0]| 7Hidret A= QT2 Tt AAT QL HES
S/ 70|,

Vault 8 A|Z|Z2| HHM=Z, 052 (A7t 20| AHFT=S HH2= H|0fo}7| 2lof Akget HA= HEHED
Project Hive 2] AATE S JHE 212 SIHRYCE

= 4 8 $17|21324= Project Hive Of] Chet Z=fet HEE SHoH 0] Z=MET obd =0 SAISH EFI0 £
AUS Hlot== FES HUH ERIOA FEet 2SS wlok= 18 RCAHEt= EE S/

Hive = BIEIRX] 2121 NARIOR Ci4-0| CIA 2HIS0| 2ZHOR Ci-o| oYTES TofH=E| MSE 4 Tt
Hive 2] QImat= S5| VPN S St LI S4 3 T2ies ZoH H 7t A0IES E3lol= HAS 37| o
MASICL

171213 A= "B EREUM ASTETH EA EUCIET, Hive & A R AT} QIEHIC| CIE MH{212
SLS HIE= A U 015 (A LE SRV I= OfiE AYILICH 1 BiRACL

1|0 T240A 2 4 US0|, 0] QPHTE UL S VPSFHL T20JS! AH)E 083t 7t BAOIERt HHE
SAIBILICEL O] FAOIES B BT i QEHS T Do) HoICt
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04 slie] 2ot S5k
VPS Server
Apache with
Mod Proxy
IPTABLES Forwarding

SSL Session

1
VPN Newvork
Connections

=1 Linun -bas ed infras tructure -

ofX|Z HERE0N O] 20l= 215 = 7t HAIES SAESHE At SLIE 4= A ElCt. 0= 0]
2 EfIS QRS VPN HES Salf “S/4T" (A M2l Blot = Z{IFSH. 0|= 0] Blot MHi= E2ifis
‘Honeycomb'2h= YEHE 2F 2| A0IEL0|= 2HCL

HERZ E=|X=2| XIS Llot7| flofiM, 0 20 YSEEE Kaspersky Lab 2| 7t} CIXIE 2ISME ALZSHC.

712|32+= “UA = 7|E UEEISS 7F6 S2 it LR USME G it 24T 0|

H UZRESO| 0152 93t
T3} E MBS 37 Kaspersky Lab ] 7Hit QISAE HIESHLICE T $HCE 5t Project Hive 0| AATES

S/Moll =Lt = & UA=S

Vault 8 A|l2{Z=0fM S/H & 2ATE= CAZHH0fok= MHOA Hiot=s &A| E AZEL0{THS ST,

ot 97|25 A= THE MES0| A4S AP U= Ot MIZH|0|L 22t FIOFHSE S7HoHK| BTt it

[EX] https://thehackemews.com/2017/11/da—hive-malware-code.html
https://wikileaks.org/vault8/#Hive
https://wikileaks.org/vault8/document/repo_hive/
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04 89| Hot =5}

45| S7I5I U= MER loT 24, QIE S Lol

Google Collects Android Location Data Even When Location Service Is Disabled

Quartz 7} 2AIRH ZAI0| =M, 20| S5 =RE AX| MH|AV 20| HIZEs} & L2t SRRt 2=
AEZ0|E 7|719] 21X HO[HE +Hold A R2= LIELGT,

x| HE +ES floiMe, AEZ0|= 717(0IN S8 US AESHK| 01T, X AH|A SMS 7K| 2Ot 2IX|0
SIMZIE7} 7714M QUX| 42 HEOIME 717(0f] QIELITH G E|0] QO™ FEIC}, QIEZ0|= ANEEES0| 7P/
7|X=e] FAE 5K, 0| HIO|B= 7PK2 7|XKI= 371 0f42| HIO[HE 0|83l 7172 $IXIE 201517 | fsH ‘Be|
AEl= 718921 7K = MZE2HCell Tower Triangulation) 0f] OI2EIUS 4= QUL

A=Z0|= 71717t MZ2 7 [KI=2] EHRoll S0= U Ot 717 1= 7IX=2] F4AE 86t 7|717F Wik HERIS|
AZ EQAL A=2] HI0JEf S£10] 7IsE M O] CO|EIS 120 2RC

FIX| GIO|E == E3ok= HEHEE= 0S 2| FA| HE A HAXIS Eelok= 2'=20]=2] 30 Firebase Cloud
Messaging AMHIAM| ZXHEELICE Ol= HIZFdeP T 27FS0IH, AR US AX[Sh=E 2IESHK| =L
MBI ADIEES S Z7|2t 5H7LE SIM7IEE M- R0 HI2kdet T|X| =L,
Quartz 7 7+=20i| 0| 0|7:01| L FHES QFGIK}, 22| iR ‘R2l= HAX| T £ &
floll Cell ID T=5 7t LS 2 AZol | ARRSLLE 1 3Tt 71X[=2| HO[E7F OEA 7=
et MZIERE LXK ZAX|T, 2FS AHE2 722 OS 7H ARZALS] {IX| BIO|EIE =Hotl AN, 0=

HulSH AJ2XALC| 74Ol M XISH2t 2 4 QUC}

Ho

19 ox
0|I'

11]{0]

ol

0%

>

U

N

=
=
>
rx
uel
mjo

ro

== 71X SRl Tigh He! HE 25 FH| Xt =22 MHIAS AtEok= 7|7 |=FE] 21X §=2E +E6HKIT

= FIX| MHIAT HIgkdet IS FR0x HI0[HE Eeitts 22 SAIGH] pIACH ot 0] 91X FE
Shc 58 UER0(E = ZREO(LE MEZEA] =t ZIX| BERUACEL =22 ZE AEZ0|E 77IE0M 7IKI= HE2EE
TElolal AUE A= HOIMt =22 GEA ~Eiet ?IX| CIOIEIS OFX7X| AtZotAHL KEHK| UM OX| T
Ol&f HIOIHE +ElotX| 45 G012l BRI

—1
=

-

rlo

QIEZ0|E 0| 0fH & U 0|32 7|KIZ2| YIX| HOJEIS 47 U FASHK| 242 Z0[RIT BRCH

[EX] https://thehackemews.com/2017/11 /android-location-tracking html
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2.3~

S ABXISE ERICOR 5= 2HiMei0] 2zl

ROR#RREHEEAME 360 R2 2T ETE=H

=

Hl0= = oliele| HEAS 7|22 BICt. SHAIZ 212, SN ST JHEE N2 FYE= & =2

207 f“a?jEI‘”Ef 0] #HHA0t= SElok= O HASO0| 25 =SS BIC=E Fulok HAEI U= 20
E30|H, 5TA21 0|5S SHC= ol Rl
olid 2ER019] 0|52 Xiaoba'=, RH IOI0 FEELE ABKAE £017] PIoH0, 207 U= T,

'H0IX] 2F'0|2k= HYES EHRH, OIE E‘H ANEXSZE ol0iz e SW 7t EX[El= 2rgel Zd'1'=.':1 =QICt,
ofX|ZH I tREMM = AEAS] S RfSs) ofH, f=et 20fi= I 70| Xiaoba =X

4
1.Xisobal 144 1 XIAOHAR T4 S5
2.XisoBaB 74173 1143 ACIEAS Wit B bss

_ 3XisaBaB 200773175 1L IAOBAL 243 24 5B =
4XiuoBaE /L3 AL XIAORAL 243 T ER
S Xisolab ] X oAl =n Bt Foipd
GXisobal = AT RS0 S L 8 NS5
7.XisoBaB € Gocts ﬁ 8 S
2XisoBaB 34
G XimoBak 4 %8
10Xiachad ,/ “f Ll
11 08t - pa— ¢« %
12 XaoBa8 -~ 14n "

, L
' \ L}
y - o

I =i

yre—

"Xiaoba"EH*.:.*S’rJIOPf S=0IM TS0 RO FHEE= Hlok= O=7HX] 01R7t UM 24, HE-EJHS=0= =0
= o Ot} 25 SRUCZ HHMLIS X 4= US MEGIAC ot ARSAL ARO0| Q)= MUHS
ciﬁf =Vt E7ts g & U= L8| Hi0lF 35 F16IRALH.
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Chinese (Simplified) =

"Xiaoba' HHA0= AZAL PCE HBARZ! ZISRE 200 22| 7H2E Ch2E AXISHH, siE AlZH L0 SHEHUE
K=otk =0t Rfset H IUSS

i 2s= 25 Aol HEIC 17| THE| Xiaoba 200 Z4S0| =IACHH,
ZoliEl AR HEHUS XS5, PCE S22 of=0A T i MIAS F2|A740F oIt

=~
x
o

of |2 ZHE AEAL E0INE olid Z1IE XILFE 4= 7] 20 200 = §- SR TASS 25 AK| 20
"Niaoba'= SLEXIEH= MF2| HUES H St MA0| 2F MH|TIUSS LHFH MBS S2EIT.

e

[EX] http://mwwtechweb.com.cn/news/2017-11-07/2603293 shtml
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