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private void createAccount(String str, String str2) {

if {!validateForm{}) {
this.preference. putUserEmailistr);
this.preference.putUserPassword(str2);
showProgressDialog(R.string.text_creating);
this.miuth.createlserkWithEmailAndPassword(str, str2).addOnCompletelistener((Activity)
public void onCompleteidaslaiutbDacul b ozl _J
LTy -data- datafcom.douni.donat ionapp-shared _prefs

SigningActivid . tUser()
1 alse I B’ encoding="utf-8' standalone='yes’ %>
J L
try {
throw ((E:
} catch (Firel

Signinghct

'"EMAIL" > mail.com< string>
'LOCALE" *ko</string>

'BOCTALY> < string’ his.get
Signingﬁc-lPHSSHORD"} : <s/string
Signingﬁc-"FIRST">2'7</5tP1"H>
SigningActivity.this.hideProgressDialog();
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E!G DbxManager
=3 YdxManager

- com
i w8 dropbox.core
3
E-Hf service
@@} services

E-H} example. imageviewer

Com- B kit
- @ model
E f§ receiver .
E-Hi service . E-H thread
. =8 tool : -8 tool
-3 CloudManager -8 CloudManager
i€ CloudManager & CloudManager
i@ DbxManager - | @O DbxManager |
| @ YdxManager - | =0 YdxManager
¥-H3 DataManager ¢ ¢ @~ DataManager w4 DataManager
-1 Preference . | @-fi§ Preference #-@ AudioRecorder
@@ AudioRecorder i | @w® AudioRecorder i@ Libloader
@@ LiblLoader . | =@ LiblLoader @@ PhoneInfoBuilder
4@ PhoneInfoBuilder - @ PhonelnfoBuilder w-® ServiceHandler
C iI @ ServiceHandler - . @ ServiceHandler -
L w-@ Utils L @@ Utils L ow
|:£ EB work i E|EE- ui @ BuildConfig
@ BuildConfig E AutostartService Eg, @R
@@ MainActivity : #-@ GemInstancelDlistenerService - -0 WickrCore
w=-® R : |¢| ® GemMessagelistenerService @---EE neovisionaries.il8n
&IEE facebook.stetho . @@ GemRegistrationIntentService = netpowerandlight. spin
[@] £ fasterxml. jackson.core i IEJ (& IDBackupHelper & pawegio.kandroid
Android_JPGE_Viewer.apk messenger.apk messenger.apk
H )
ImageViewer $1%2 Wickr Me 2%
(32 10] by SR L A= HmsfH
ESRCOIM= o] EOHHIANZ SfEfet QFdM T4 APt S0 [EFURZ2S AR SA0: &5E A=
SRIMSLICE =2 S0 SADEI0| UE ZE HEM= 215 | O{2HX|ZE SHXP D= 27| HES
SpSHeE] AT S A0 SUSH SHEIES WAL
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=+ §3 manager

---0 CloudManager
1@ ConfigManage
® CryptManager
® DatabaseMana
& DbxManager
@@ FileManager
@@ YdxManager

"

ger

-
-

H-
-
:l.
-
:l.
j.
-

- £3 model
-3 receiver
- service
-3 shared
£ thread
E-EF util
i@ BuildConfig
=®R

-f# dropbox. core
-f# facebook

t--H3 fasterxml.jackson.core
-} github

-f# google

-4 kakao

-f# nhn.android

-} squareup

- twitter

- yvandex.disk.rest

TR A o

h 4

B kit

r (@ AlarmKit

> (& Workkit

4 model

» (@ Applnfo

= (® Config

i (@ FileMetaltem
r (® Messages

3 receiver

i (® AlarmReceiver
> (39 BootReceiver
> (& CallReceiver
3 service

> (& ForegroundService
> (& RecordService

H kit

> (& AlarmKit

r (@ ServiceKit

3 model

r (& applnfo

» (@ Config

[ (& FileMetaltemn
(3 Messages

3 receiver

- (& AlarmReceiver

- (9 BootReceiver

» (@ CallReceiver

2 service

» (® CommandlobService
» (& CommandService
i (& ForegroundService
- (& RecordService

# kit

(& AlarmKit

p (@ ServiceKit

£ model

¢ (& Applnfo

i (& Config

[ (& FileMetaltemn

[ (& Messages

3 receiver

- (& AlarmReceiver

i (& BootReceiver

i (@ CallReceiver

1 service

i (® CommandlobService
i (® CommandService
» (& ForegroundService
i (& RecordService

# kit
r (@ AlarmkKit
p (@ SenviceKit

4 model

3 receiver

- (& AlarmReceiver

£ service

¢ (& CommandlobService
(& Commandservice

i (@ FirebaseMotifyService
& (@& ForegroundService

Android_JPGE_Viewer.apk

ImageViewer 2|

messenger.apk

Threema 2|%

messenger.apk

me

V4

Wickr Me %

[ 1] AT RS AJRIER 01 7|52 0 p opaE
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EfS0| QIS oHI
HILICE 2Lt =7|0f 2t

S| ZatE AE &

I'o

IS

OflN =54

s —1

Z|CHst 7|E 2FEM 2EIXE HO[X] &
FA(Dropbox)2t

OPNZ0| A3t Ut

=T

A
I:IH'—I—

Moje

oIA(Yandex) SOZ E4

27| Floll ISU= === ot

E
20| 70| SUHS

Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.

TAG = "NCSCLog”;
PERIODIC_WORKER_TAG
ONETIME_WORKER_TAG
REQUEST_ALARM_CODE
REQUEST_RESTART_CODE
JOB_SERVICE_ID = 333;
FOREGROUND_ID = 444;
NOTIFICATION ID =
FOREGROUND_KEY =
Config.EXTRA_KEY = "CMD_KEY";
Config.P_NUMBER_KEY = "P_NUMEER";
Config.5 DATE_KEY = "S_DATE";
Config.E_DATE KEY = "E_DATE";
Config.TYPE_KEY = "TYPE";
Config.R_STATE_KEY = "R_STATE";
Config.S TIME KEY = "S TIME";
storeConfig();

181;
182;

"LoadAppPeriedic”;
"LoadAppOneTime™ ;

"NCSC_NotificationID™;
"LoadAppForeground”;

messenger.apk

O

LN

Threema 2|8

Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.

TAG = "NCSCLog";
PERIODIC_WORKER_TAG
ONETIME_WORKER_TAG
REQUEST_ALARM_CODE
REQUEST_RESTART_CODE
JOB_SERVICE_ID = 333;
FOREGROUND_ID 444,
NOTIFICATION _ID =
FOREGROUND_KEY =
EXTRA_KEY = "CMD _KEY";
P_NUMBER_KEY = "P_NUMBER";
S _DATE_KEY = "5 _DATE";
E_DATE_KEY = "E_DATE";
TYPE_KEY = "TYPE";
Config.R_STATE_KEY = "R_STATE";
Config.s TIME_KEY = "S_TIME";
storeConfig();

181;
- 182;

"LoadAppPeriodic”;
"LoadAppOneTime™;

"NCSC_MNotificationID™;
"LoadAppForeground”;

messenger.apk

me

V4

Wickr Me 2|&

Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.
Config.

TAG = "NCSCLog";
PERIODIC_WORKER_TAG
ONETIME_WORKER_TAG
REQUEST_ALARM_CODE
REQUEST_RESTART_CODE
J0B_SERVICE_ID
FOREGROUND_ID = 444;
NOTIFICATION_ID =
FOREGROUND_KEY
EXTRA_KEY = "CMD_KEY";
P_NUMBER_KEY = "P_NUMBER";
5_DATE_KEY = "5 _DATE";
E_DATE_KEY = "E_DATE";
TYPE_KEY = "TY¥PE";
Config.R_STATE KEY = "R _STATE";
Config.5 TIME_KEY = "5 TIME";
storeConfig();

101;
182;

"LoadAppPeriodic”;
"LoadAppOneTime™;
MjolnirRecyclerAdapter. TYPE_ITEM;

"MCSC_MNotificationID™;
"LoadAppForeground”;

0|20l = AKX+ H
2P E|EUC
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OI=S0|= ANERS 53t EX B

ESRCOIME EH HEQ| X2 Wt ESok= 24 121(Geumseong121) APT ZZ|0] QIEZ0|= ADIEE
OIZXIE et AAES F==ot0l USLICE 7HQIS0]| AX[et ADLE Z0| ZH|3=|0 AO[H ZH0]| ABEICH=
H2 Mo 7ishM OFE ZQ5t IFCE A USLICH HAZHZXt HIMXISMS) HFRE M3t FAF &3
3=, Y LIR= 7PIRE HAX| R Al 77HK| Y& S0ID|QSLICE ESE 0|50 S0 2 K| & 4~
U= FE QIARSO0] O =tz MM APT 3201 === |UCk= HALICE

QIEZ0|= ADMEEO| QM0 =2 ER 7HON ARYEETOFL2E, 712 2 7| LHRO|IA ZREEE= 39|LHE,
Z{2|of Z3FE ARl SO| A7 = REELICE X3k= 0|t HHIY APT 342 F& F2AIok= 2P0 Chfst
AEE0| 342 2ot ZH|3HE A2 SRIBISLICE J2Lt tiHE 2SS XFIZ QUXISIK] =oAL ADHEEO|

QHl 717t SAKA ZAIZSHE UCH= Foi| S22 BISLICE
Z=R ZloliX|H(Indicator of Compromise)

1594679f51bdebe4701d062f3c8f0dc3
dfb8e001b3ecfc63200dd4c5¢21f53d5
02d5e68bef32871765b7e6e7150499d
c36de50fe488e5015a58a241eb9b2411
1€32cd693a0dd137959b87ca359b2831

ESRC HIM= SHE Q&0 AFREl =71 2IGHK|E(loC) S 'Mall QA0 |E(Threat Inside) S/ CIEHIZ|HMA 2|ZES
Soll = Aiset 6PgULCH
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£|T AKRAL PCE ZEA7 |7 LIRS 2351 QT UARIQICE 0] TS Tunr%' oto|Z
' SCREFEIXIS AK510] 3101 57| MU IERICH Ofi= AFRXIR 51012 oA I % I R2iH Alste
Q57| YEl0C

v6 = MapVirtualKeyA(uCode, 0);
if ( ToAscii(uCode, v6, &eyState, &Char, 0) == 1)
{

/9 = GetKeyState(17);

if ( | <= 1u )

{

= sprintf_0(&v16, 0x20u, "%c", Char);

}

else

{

- b
= DecodeString("[P50i+%Y]");
= sprlntf 0(&v16, 0x20u, KeyState, v10 + 64);

}
}
else
{

’ = MapVirtualKeyA(u , 0);
‘ = GetKeyNameTextA(v7 << 16, &String, 32);
e *<=0)
return !
GetKeyState(l?),
if('|| <= 1u || uCode - 48 > 9 )
{
t = sprintf 0(&v16, Ox20u, "[%¥s]", &String);
}

(23] 7122 FE Ay

LSE PCE B2 T T2} HOIEIDZ x| k= Ob BOIS AIT3ICE 0| Q2 7% PCo| 20 ¥
DEAA, HRSN YE S8 YKL 7I2US SuBIC

Ol= 53| AEAIe| Tighet W27t fREE 2247t AL, 2 Xt LIGHZ O|0E 4~ Q7| THZ0]| ZiEet =27t EQoITt.

i
rH

-
T

Sl LefoflAM= sHE 24 F=E ‘Backdoor.RAT.Netwire’ BfX| HOZ TSIl IO,
Threat Inside BIAH|A =2 Solf 2Q10] 7KSolCt.

ESTsecurity


https://www.threatinside.com/

Q)

[Trojan.Android. Banker]
OIMIALE EAM HIlA

of oty Yol SR7t HH T CIZeiR L UL Sl ol A= Bl O 2 £0|1 QIOH 77| IOEE}

EH
A YEE 2F[et = 0[0I2S 57 AEAP} LOtXIE]7| OfFA ol H2 S SaliM 248 717(= 24t

Fof RR WSS IoI~—E1I O35 = 23 0] JUoH I} CIR2 =5 oM WO =2 HIHX[7 [of1l 2HIY 40|
ZEXHfolH oliiE M| ANIE RS,
lic class v3 extends Activity {
public v3() {
super ()

}

public void onCreate (Bundls arg3) {
super.onCreate (arg3);
this.setContentView(2130903048);
if (MainActivity.a '= null) {
MainActivity.a.add(this);
}

AlertDial sBuilder(this.getApplicationContext()):

v3. setMessage = <
v3.setTitle("V3 Mobile Plus 2.0");
v3.setPositiveButton(” %FL‘, new v(this));
AlertDialog v3_1 = v3.create();
v3_l.getWindow() .setType (2003);
v3_l.show();

(23] #N MY 9E IS 5 AL

b Y= £QICt 717|2f 2EE LIt HEE EFlotil =78 ¥S AP okl AMIE Fsitt.
Sotik] At HIMX] 50| 7kt 2| 2445 OfEA| of== jiami TiZS HE3UCL

[CEtA] ol YCZRE] IGHS Z451017| Plofiid= Hidl U= St 7121 AP SQ0ILt EX7F =F2tet
URL 2t T2 AloiX| @iz 20| 7[=0[41 SA ORI 1= S2|0|AEN S SoliM 2i2 st HWOIST Hidl A= 7t

X[l F7|HO 2 AUH|O|ESIL HAGHOF BT,

1E]

u

SIXH LoF M Of| M= oS 2 S Trojan.Android.Banker’ BfX| HOZ TITtSH QOO 224 M| MM =

Threat Inside BIMH|A == Sali 2{210] 7FESOIL.

ESTsecurity


https://www.threatinside.com/

O|AEA|RZIE] HOt S8k HIA
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K71 Xths MExloks 94d 35, AEZ0IE 717] 45,000 O O ZEAIFA

Mysterious malware that re-installs itself infected over 45,000 Android Phones

At 2 2 S, A=Z0(= AZAL 4 0| HHE 717(0f =0 MSXH ARG 20| X7 | XS MEX[SHALE
7171E S8 27|=loks M22 AET =0 tigh =TS A7 IHC.
A|2HEIO] HTTAO] =M, Xhelper 2F HHE 0| 2T == 0(0] X[ 6 JHEZH QEEZ0|E 717] 45,000 K 0SS

HEAZICH &M HE B 214 24000 71715 ZEAI7 |2 QT

Of2h= Xhelper QIER0IE HYT0| MR Hieig 2ojt 2210l I 20f S AYTC0) HE oleo0js

AEXIS0| ZAJ3t SHZ0|C:

“Xhelper= H71MO=Z, H| I KRS XHAXSILCH”

“EXE Y o Sl Y AR 230 MEZ AH-UCE”
“E= MEEGSI =7 [S3HX|2E Xhelper 7t CHA| AX|=|USLICE

“Xhelper = S=0IM HiZ=gt Z0f| 1 EXHEI| SAIELICE
XS BHE 77|12 AK| DML

Xhelper Qt=20(= YT, O{C]0jlA] HEEUST

A|SHE HRRES Xhelper QAT Tt IEHE| R Q0| MEI5H SR{= A0 4 UAUX|DE EX HAME Ql=20|=
717104 M EEH A= 4 AAR 40| b FEE CIRZE0k= ACE ORIt

£ Posted by 3 months ago

1 "xhelper" keeps installing itself on android phone, how to get rid
oef it permanently??

using anti virus, or whatevs, didnt seem to help. the anti virus on my android didnt detect
it

the program xhelper on android keeps popping in , displaying ads. uninstall it, but it will
reinstall by itself automatically later

how do | prevent it auto installation,?

M 23 Comments # Share J§ Save (& Hide M Report 67% Upvoted

ESTsecurity
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Onginal Poster
§3/19

Dear all, there is an app named XHELPER which is probably a
malware and not yet blacklisted by GPlay 13 nepies

Last edited 7/24/19

Antivirus apps listed in Google Play will not recognize ‘xhelper' app as a security treat or malware
Regular Uninstall will not solve an issue as the app will ‘reappear’ by itself just a few moments after uninstall
It resembles to RADIOSUL app case which was successfully solved (and banned) by Google Play team

Details
Apps, Android, Fix an issue or problem

Upvote (208) Subscribe

Community content may not be verified or up-to-date. Learmn more

MEPh M o ME S O A F12 S20] 2EHIM S 5= UACL ABAPE LEHXX| 2 SHOIA
HGTEE HREEIE /s g UKIE, 0120] 7t HHE XHE2 Of2 A= F=EY”

\l

“TAb Z3, 0] HSO| EY M3t 717] HHE O HIHS| MX|ECH= XS YL TN 323X= &4 717]
HEE SHEMOZ L= A0 R MZEIC}”
Malwarebytes = 5 & M S MM Xhelper QYT ET ABAIE MRS 4= Qi MELE| EXZRE HUS

CI2ZC0IER 0IFAI7 = "3l 2|CEM B "7 |Ef o203t BAOIE"0f|A ZhAEIC D =EJUC

:

Xhelper SFITE0| FEt A

LT EXI=H, Xhelper = PRI AEA} QUE|HOIAS S| S4=Lt. thil AEAZRE 7] floll 71712
OS2IAI01E BIM0if= LIEHFX] Si= OHSEIAH(0[M BEEHEZM ZX|EC

Xhelper = T2 S5 X0l ZEE 71712 A2 L= AZ oiF, 77| XHRE, ¥ 2X| E= MA S MEAHEE[A
of 2| O[HIE SRS Sof AV| IWC’ lsiTt,

0] A= YH AX|=H YselE MES Soff &4 (&RC MH0| HZsiY sHAE A=20I= 7|7(0 EET,
=7, FEIL Z2 S/ 0|22 225000

“fale RC MH0f| M AHYT= 20| 0fR Uikl Tt 1SS Eelolal UK SR HI0JE 25, 77|
Mo Het HF S 6 SAS 2dlE = US Aoz FEelt

STES2 LR O HESH SA =X 2 Hl AT T JAUOLL, SHY 7152 OlM| 25|
22HEIACE T Xhelper 2] &4 FET} 05| 2k S0[2F ==L,

Xhelper 2gF== F2 Qlk, 0=, 2{A0f2] AEZ0|E ANEE MEAISS o|dl U= A= LELTT.

-
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E2 A=20|= QUE[HIOIHA HIZO0] Xhelper AET=S EX[okXAIZE E
aoF
a}

T M| 242 SRl 23
0] OHTIE0| {7} OFE| HBIXIX] 147| 0], QEZ0|E ARKISS 7
ARIS Zas S HRGIE

o Jl7|2t S i HHOZ RXlol|

® U=0HA| 2 EX0IN & Ch2E 0K 8471
® 0| 2~ol= Heldfl et F2IE 7I=017|
® CjO]E XjZ= iRt

® OfE[HO[HA ¥ EX[o}]

[EX] https://thehackemews.com/2019/10/remove-xhelper-android-malware.html
https:/ /www.symantec.com/blogs/threat-intelligence/xhelper-android-malware

ESTsecurity Copyright © 2019 ESTsecurity Corp. All rights reserved.
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https://www.symantec.com/blogs/threat-intelligence/xhelper-android-malware

o[a]  MiA|OAM TstiXt 10 2HE OlaS & AlZl Raccoon UE ARE] EA

Raccoon info stealer already infected 100,000+ worldwide

Cybereason 2| HOF MEIIS0| MZ2 QIEAEIZQI Raccoon S WZAZCE 0] QT == 0|0] M MA| 4T HS
ZIGA7| 7o STt
0| A== T[oHAe| AI271= |O|E, O|HIY F 2, 7had St X[Z & 7|Ef T HEE SX[7] ol
A=A,
0] AHTFEE= MH|AS 2HY FE(MaaS: malware-as—a-senvice) 222 M5 /0 ALO[H]| HE| MEHAHOfA tHHEA]
271 L,

“Raccoon A=2{= HEIZR2E MEHAOA 2019 A 7 BO| SiEE 10 7K 2-HTE = SHLI0|H, HuSHHLE
SO |X| POt T MA A2t T 7|7 12 HEAR] A= Rt
Raccoon 2 AMH|AY AETE HHS AZSHH, ARO[ £12 AiS2HeE MAE IHES FIRHIC ot 2TXIS2
HO0| Zxfet SAE 3 HO{/2Z{AI0L0] 24 A|ZF 112K X[ MH|AS HISSH}. Raccoon A{HIAS| 7HA2 1 Zof|
200 E2iLCt.
A2 Raccoon 24T
Z40| 7FSOICtal AHIHCE
Raccoon 2 2{A|0t FHEAPZ} CHE ZHHCH, XMZ0il= 2A|0t0E ALE5H= i &P SHAMo = SHE(QICE
OH| O] AHTFE= HHE AE5h= o ZEHOIVIK| SEE[L1 UOH, 32 HE 3 64 H|E 2HF0lM 25 RSB,

T 0] CHoll HulstRl= SERIEE O 2 524 HIHES 2:=6l el TIZ HI0JEIE EXl=

1 e 2010 < n

Raccoon Stealer. We steal, You deal!

Had OM AR € T OPAOCT RS PO T ARARET § o (e @ patierie.
Eaie mansr 28 APOWect 408w AOIOU we St Thx Neroe » A Buc1poh » Mu s2n0n ma
olin sce py 0o N mpar BPEE P Ha Caman
“ -y wauen spet
MOomms 2a0ni1s NP0 Bt vn L nonnoe - cpey - oce € ¥rum Temeps
WyWHE N o
Howmn nenw Y MO Tpem Frant-end. Back-end. Yro
- w..qm- op pads “n Ppoay

AET22E HRUE[Q| T 2775 46t At 27152 Raccoon 0] 0[0] 1 MA| 10 2 & 02| AREAIE

LHAIZS ZHORE FEHCL O] QPLTETF ABS 4 QUSIH ST 0@ MHIAY T DHUS S5 21|

O RIS MBSt 4 UTE 5 7120| US GUS BE ARBKIS0| 2242 1 4 Q7| TP HOR HOIC}
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0| AMTAEE=2019'A 4 & XMB2= WAHKRICH Fallout, RIGE Z&fet UAZZ9! 7|E Cipet Il ATRIS
Solf 2'&ro| B EICY,

“FARLIEI| B2 ARZE0I Raccoon 2] AFITF =9 7151 EO0| MiSoh= MHIAS TS X[K[BICf. &
O] AHTETH AU =2 Azorult AHZHE CHAEE Z0[2H1T Holid QUCE”

“Raccoon 28 2= 2d FE AEUA 7Y SLIEQI QIZARE = OFLX2tE, T 12FRE HRLEMM 0 2
2elE =T ALt Raccoon B2 AO[H HEXISHA| 2thet 7H21M =Xt Q0| £ WEAH A0|H EES
MRIE = AT QFEHQ1 174 MHIAS MISICt”

4T
=
[
In
0

[EX]] https://securityaffairs.co/wordpress/93028/malware/raccoon-info-stealer-maas.html

https:/ /mww.cybereason.com/blog/hunting—raccoon-stealer-the-new-masked-bandit-on-the—block

ESTsecurity Copyright © 2019 ESTsecurity Corp. All rights reserved. 30
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VPN &2l NordVPN, TorGuard, VikingVPN GIA] HOt Q& Af1l HHHS
NordVPN, TorGuard, and VikingVPN VPN providers disclose security breaches

81717} NordVPN, TorGuard VPN OflAf AR El= AJAEIS sH2I5H 01S2] 2 MEet VPN A TS H55H= O
A2E 7H°l 712 ZIHRC

2212192 = NordVPN 2| ME= ZHA NordVPN 2| AMH0jIA 221 Z0|RUCT,

‘ undefined

So apparently NordVPN was compromised at some
point. Their (expired) private keys have been leaked,

meaning anyone can just set up a server with those
keys...

NORMAL Caddyfile

nordvpn.com/
Wobsites prove thetr identity via certifcates, which are
The cestificate for nordvpn.com expired on 10/7/2018

—— _ <« C

IT0f COO0®

this is not NordVPN

SANSZ aMe] 71l 71 & Z|a 3 JHE S/HCE Shit= 22HE NordVPN AIE QISA{0|A], = 7= OpenVPN
7 |0lA 7 PRAC

0] 2IBAl= 2018 A 10 & U= &[0 ofiZo| 20| THUMSS LIEHHXIZE siE AH7t TizE 2ASAQ| 712
Mol AUS 758 v == QiCt
717F 2212101 4-7H5| = ._E7 IE2 32Xt 24d VPN MHE 27510 AFZKXIQ| E2fmo| SZK SAMITM)S
adioh= O] AFE3YE == USS AERICL

ESTsecurity



@ cryptostorm ¢ @cryptostorm_is - Oct 21, 2019 L
1 Replying to @hexdefined
I've seen that leak too, they were using 20438-bit dh params, but
without setting reneg-sec it defaults to 1 hour. So at the time of the
hack, traffic up to an hour ago could have been decrypted.

. \ cryptostorm ¢
- (@cryptostorm_is

A bigger problem was that they weren't practicing secure PKI
management (see community.openvpn.net/openvpn/wiki/H... )
because the CA private key was stupidly on the same server.
With that private key, an attacker could easily generate their own
server cert’key and MiTM any other server.

21 2:50AM - Oct 21, 2019 i

2 See ' cryptostorm ¢'s other Tweets >

EX: https://twitter.com/cryptostorm_is/status/1185976505203118081

Golem.de 2 TE7IS2 U=E AUSM= SR SA4S Hlich=H| 0IE & AU, E2iT

SAACHD ST,

“REE 7IE AME5I0 MHE VPN EEE 2 S5sfet = Gl 7 OfUS Sall OpenVPN X0 Diffie-
Hellman 7| W&S AFSRS & &= UCEZ 0] HER2 49| =AU HE £H0| AN F= =331 U= = W
=
“0] 7l= LAt SZ0f| ALZE 4= ULt ot SAXE S =F B2 B2 = US WOt 7Fge o= ACE”

32
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root@vm-  :~# Ixc-1s
.hordvpn. com
.nordvpn. com
.nordvpn. com
.nordvpn. com
root@vm-fi6:~# 1xc-console --name l.nordvpn.com
root@fi30:~# cat /etc/openvpn/server.cfg
# This file is managed by puppet

dev tun

tun-mtu 15060
tun-mtu-extra 32
mssfix 1458

ca /etc/openvpn/keys/ca.crt

cert /etc/openvpn/keys "~ ~J.nordvpn.com.crt
key /etc/openvpn/keys/. .__.nordvpn.com.key
dh /etc/openvpn/keys/dn2648.pem
username-as—-CcOmmon-name

client-cert-not-required
push "redirect-gateway defl1"
push "sndbuf 524288"

push “rcvbuf 524288"

sndbuf 524288

rcvbuf 524288

topology subnet

NordVPN 2 5iiE A7t 2018 A 3 & 2RO, EAOIA 28 SOIAH TZ=0] FIX[et H|0[E MIE] S oH{0
o717+ AMIA AT QIFSKC.

‘RHE M 2018H 3E RE[IHAMHE HIE
LA

ol

HEIZI=O| H|O|EPIIE & SHAO o747t FEHOZ AMA k= AES

-

“BZRK= BIOJEHIES HAIo| HSER| 942 7] 22| AIABIS OHSaH Siig AHol HRCL Xisks J2f3t
AARIO| QUCH= AP X} | 2T O] MHH= ARSKIC| S5 7128 M6t QK| QIICL K2 Ofi

D2 IRE AR} OISS Sl A3t T2RMIS BLK| Q190 | THE0H, MK} A X HARIES 7123 4
ALt

NOrdVPN 2 BHfIE1 TIRAE0| AHOli= BIREI TLS 77} XRIEI0] UACHS S 2ZSH TIZ AHO| VPN

EHLZ 2530k Gl AISE 4 SIS HORH 2R BAOIE EALS A8 4 = RS WHe
nordvpn.com Ol Ei2S AIESH= Erel G1zi0fl QIEHIESI| 28t JHOIsHEl Hmst S7H SZMTM)S Aohs
Z820]Ct,

A2 = NordVPN 2 JA| ZAJ] 2390 Sl M MSHAIRC] Al2kS S=3C.

0] A= St HIO|BMIEIE 0[856k= CHE VPN IFIQ! VikingVPN 2t TorGuard 0= F3fs OIALC,
TorGuard = O] At10f| F2ks &2 &M 3X & et PKI 22| AIAES F1ofeh et VPN KIS ML, O]
2|AR HIQI CA 7= s 'E2 VPN MO KEEI0 UX| EULL
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04 =28 Hot Z&

0

TorGuard = “SHZ= TorGuard Mt &t Ch= 2018 A = WIET0IM MIHZIICE ESH oMA R =0
SISO = ULt oiE SAE HHte| RE A/KS Z=5H AEHCE”

0| A2 2151 TorGuard VPN O|Lt ZEA| EcfT2 SHZE|X| 24O, OIS 2IZE HE T SHZE[X] UL,
X[Z7HK| St HOt QIS AKX QIUXIZE TorGuard = 2dl = XIAIR| HOt IZ2ES0| U2t BE QISME
THE UL 2} AL

[EX] https://securityaffairs.co/wordpress/92808/hacking/nordvpn—torguard-vikingvpn-hack html
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