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M. Keshtiara <rita@elementrychem.com>

New Order List - Proforma invoice Payment

A X| i=| New Order List.doc (186 KB)

Dear Sir,
Attached, please find our new order list..

Please let us have proforma invoice for the attched order list and all
our over-due invoices urgently. We have to arrange payment before
weekend.

Best regards,

Cmico GmbE

M. Keshtiara
Niederkasseler Str. 100
40547 Diusseldorf - Germany
Tel : 0049 211 550 82 850
Fax: 0049 211 550 82 3851
Mobil : 0049 171 8316 300-
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Another Ransomware Will Now Publish Victims' Data If Not Paid

Sodinokibi 2t H=E REvil HERI0{2| 2HAS0| LisHAt BEMLIE XISSHK| S 89 A== ob7|
flofl 2= Tt HO[EE S80It 2R 0152 M==2 T2 Lot == XISoHK| = 82 HOIES
S/Hok= AOICE Maze BHdRlI0] ot itA HIstet AEE 20t 22 BRI Damian 0] S7lgh 2A0F ETE=
oA ZEHO| AR M=H REvil HEH0S] SAERI CHHRI2I UNKN 2 2 XS ?et Mz2 BME
USACH, 0|52 CGyrusOne GO MIEMA et S20| ARLSC| AM0[2t HRACE UNKN 2 0] 2lALS]
HEIE Asstol| M sife| ms SHCID I REvil 2 HEMLIE XS] ¢2 22, X H0[EHE
SMSIALLE ZEAOIA TP O, Ol= HMEMLIE XISdks =20t &M O W2 HIES XI=oH 2
021 HERLY,

UNKN Posted: yesterday at 14:53 (changed) A complaint «
byte
@ If we don’t answer, then it’s not interesting. Or there are no places.

We have opened a separate division, which is engaged in large
U operations. A week ago, access to CyrusOne was made. Judging by the
media, they are not going to pay. Very sorry. The “"spend 100 million to
restore from scratch than 15 to buy” tactics are as effective as Garik
Seller Kukold Kharlamov’s excuses. Then you will explain to investors where the
o3 benefits are. Each attack is accompanied by a copy of commercial

21 posts
Registration

04.07.2019 (ID: 94 090)

information. In case of refusal of payment - the data will either be sold to
competitors or laid out in open sources. GDPR . Do not want to pay us -
pay x10 times more to the government. No problems.

It is very strange that cdhfund.com is still silent. They were also
susceptible to attack, all data was copied and encrypted. In case of failure

- our actions are indicated above.
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2012} HEGHRT A0 SZXIS0| Diotixe] HIOIHE SXE L H|O[EZ f=et=lr] Hof| +Eeith= A2
SSCet HIZ0[RCLE OFRIIA] ERIZ HI0HE &t Aldls AU, SIXIZE X 11 & E Maze THEI07t
Allied Universal & &iffoll BHEMLIZ XISoHK| EH MAS S/HOICH RS A7t UL, OlE2 HEHUE
LOILHX| MM HO|E 2f 700MB 7t otz ZEHM| S7HEIRACE
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[EX] https:/ /www.bleepingcomputer.com/news/security/another-ransomware-will-now-publish~victims—data-if-not-paid/
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Snatch Ransomware Reboots Windows in Safe Mode to Bypass Antivirus
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0= QPR E0fA HRUECE Windows 0S = TE 2E0f|A QHEHIO|2A AT EYS Lotet HEZO| EfAL
AR D2HS 200K RI01 Z|410] Ef0|H2t MH|ARS =56t/ IHZ0|C Snatch = 2018 H HERH
2S5l X2 Sophoslabs 2| SHES2 22 Tt IHAISS Y= O[F0{T Zi2 AfO|H SZ0ATE O]
OFH HE MHE TIsS LA 2HRAC

Snatch EAOl= Windows HXAEZE OI8s10 XP| Apls QFd ZE SE Z Adltl= AH|AQI
‘SuperBackupMan®™ 2 2 MHESI} ZTE{7} XHREIT|H OF DEJ| S3IE|H 0] AMTEE Windows

ALHEQ] netexe & AESHH SuperBackupMan AHIAS %':Ml £ Windows ZAEHEQI vssadminexe £

AMEol ARE W 2= S5 M SAES AX610 HEo= sl IS =S¢ o+~ Y= it Snatch &=

TE0 7|sE OH2t Bl ARRC| V|5 ek Falolil QU0 Hrt fjgdst A2 Ef|RT Snatch = Hulsl

HIO[H ARE PES Haloll U SZXPERI ZEIC=HE] Withst EE S2 o~ Q| #ICL

4k https://vimeo.com/3783637984at=1

-

Snatch = =4 SSHE ¥ WEEC = AT D=T12d 210121 Go HUNHZ ZrIE[IXITE 0] 2R|0t= Windows
SHZ0IMT SEGI=E A EIIC oF HOt =27 k= Snatch = Windows 7~ 10,32 HIE 3! 64 H|E HX0|M 25
HAE o= oM, Ut MS2 FHIXE U= POPI flofl 2 A4 T{Q1 UPX 2 THZE|0] AACLT BTt 0]
Q| Snatch HHAUO 2SKk= U X0 HEAKE HHEoE| Pl 40| 7kset F2HEn ME0S

Hieot CiE AO|H HEXSHA DIEHNS I1I°._|'6f7 |= SICE. OfeH A=Ak 20| AT 12FRE XM= V(Y
HIELT 2 &F, 7[EF 2A0f| RDP \ VNC \ TeamViewer \ WebShell \ SQL Q&M FH0| 7ksSt Mg TEHE &0
UL 2h= 20| ZAEET|E YT

@ BU"EtTDOThTOHy Ony6nukosaHo 12 aerycra

Habupaem apeeptos ¢ noctynamu RDPAWNC\TeamViewer\WebShell\SQL inj k
KONpPOPaTHUBHbLIM CETAM, LUONaM W NPOYMM KOMIMaHWAM

3a nogpobHocTAMKM B PM. B coobleHnr KpaTKo oNMWKTe MHTepecyolMe Bac
BONPOCHI, TN MaTepuana 1 Apyrue AeTanu. 370 NOBLICUT BEPOATHOCTL

6bicTporo oTeeTa. [lagaiTe GyaeM yBaxaTb CBOE M Halle BpemMA

Mone3oeartenes
CooBwenwin: 7 Cnacubo
17: O 21

p.s. Ha6op Ha o6y4eHne 3aBepLueH, rpynna copMUpoBaHa U 3aHATUA YKe
uayT. OTKPLITHE HaGopa B HOBLIE rPYNMbl GYAET aHOHCHMPOBAHO B NEPEOM
Tonuke. MNpockba He nucaTe B PM KacatensHo oBy4eHus

[EX] https://news.sophos.com/en-us/2019/12/09/snatch-ransomware—reboots—pcs-into-safe-mode-to-bypass—protection/
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https://vimeo.com/378363798#at=1

0
d

TANISS BRETY TS MG B3 T2HS 0lZsl0] 7I0] LIS HIEYT0 HI% 5

J-FEIIF 3 ZE HAER E2 Edfl BXIZX| 22 i ofd UEIN HZE= CE 77|18 shsi HEKES2

Process Hacker, IObltUmnstaller PowerTool, PsExec & EFl LIERIA LY 7|70 AX|E Cist HA 22 A3,

UHIMO= QHEHIO|IHA MES HI2Hdef| gt SXHO= Ol2fet 22 AL MU0 TE et A2l
A X

Coveware = Sophos 01| 2019 & 7 2~10 & AfO[0]] S20[HE 12 30| Snatch 2| SHXISLt idE TIRIRICH,
50| 76 ML= HIEFQICZ 2F $2,000 ~ $35,000 AJO|RACHD SR O[2{8H HMYI01e] SHOZHE]
TS E35P| 2eiME SR AMH[AR HOF ZES QIEHI HHESk= XS XYoL, UF Q52 St Z3Et

HARIEZ HOtS Z2loHOF SITt.

[EX] https://thehackemews.com/2019/12/snatch-ransomware—safe-mode.html
https://news.sophos.com/en-us/2019/12/09/snatch-ransomware—reboots—pcs-into-safe-mode—to—bypass—protection/
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Citrix NetScaler OfiA{ 2IAt 8 2t 3201| SIS OIXl= X ISHRI BT A &

This critical Citrix NetScaler bug could affect 80,000 companies

Citrix 7F A 8 0t o] XZlof| ¥ek2 O|X|= Citrix ADC(Application Delivery Controllen2] A1Zi= =2 HIS
S/HSHCE X Of FFHO| CHS IHX = S7H=IX| 22 A=i0|Ct,

Citrix Off =M SZXP7L 0] HIE AU 42 M-t Q15 IS HXIX| P01 Yel= FES &dlist = U=
no=z '—HEF‘*E}

F[orSt MIES NetScaler ADC, Citrix Gateway H= NetScaler Gateway Ch 0] M= CVE-2019-19781 2
SEEICL,

XIZ0]| F2IATIA HEQUS IO Tf Citrix © QP ToH A7 H= B UBBIED 2 4 ULk R, ¥, 55 Fio)
7194 HIEQITO Z57| ARBEI= Cirix IS ZRI3Hs IT BRIKISE IS FOIZ 712000 ST
QIERZAI SIRWIIK| THR|7} WRHE|X| ehe Alglo|n| THA Citix = TR} LEE| F71K] &S 4 = Al
sk DK

“Zloret RIZS IS 29 SA| ApHS MR %S 2

EA| EH 2= Fofeh E2I0IHAS §12|0|= SHOFE 0|t

rulo

! o
r-l-l
&
il
=
o
o
rin
2
M[H
1]
=)
H
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2
T
gl
2

Citrix = St Z2[XIS0IH ME2 HI07t FH|E 29 LS U2 = UTE AT AMHS F=8 AS MR
Citrix 2 2512 047 |01 &folet 2~ ULt

0] H= B= HOF SIAL Positive Technologies 2 S71&21 Mikhail Klyuchnikov 7+ HEot¥CH Qe H
2[ZES SIHSIACL

Klyuchniko = offd H171 158 7Hi=2 8 Tt 2A0H| F¥S DIX|H, B SZXPt e8e 4R WR HEXIE
= O|LHOI| shAet =~ U= ZA0[2} BT

“-7’-747(}7} 0] FES A8 42 CIEHUWON e 22 HERYT= 2 Het = U= Hels &

SAS AL | fleiM= Ot AN HRSIK| ion, Mt 2F 34Kt 1Lt 0] SZ4S Alleh = ULt

Citrix = 0] 19| AZ{=0]| Ll M2 OH7 [Kl= LUKIZE Positive Technologies = 10 & TFE0 10 &Y 0|2t

SHRACE,

0] FoFE2 oliE MEQ| 2E X|Ekl= MM M & SHZ0| IS DITICE Fefst M2 Citrix ADC & Citrix

Gateway 13.0, Citrix ADC & NetScaler Gateway 12.1, Citrix ADC & NetScaler Gateway 12.0, Citrix ADC & NetScaler

Gateway 11.1, Citrix NetScaler ADC & NetScaler Gateway 10.5 L.

[EX https://www.zdnet.com/article/this—criticalitrix-netscaler-bug—could-affect-80000-companies/
https://support.citrix.com/article/ CTX267027
https://support.citrix.com/article/CTX267679
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https://login.citrix.com/?url=https://support.citrix.com/user/alerts
https://support.citrix.com/article/CTX267679
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