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2 t1  VDWN.86016 Trojan 32,398
3 t6  V.DWN.Agent.Pinsearch Trojan 23,153
4 New  V/TRJ.Patched.imm Trojan 21,569
5 43 S.SPY.Lineag-GLG Spyware 21,098
6 2 VDWN.KorAdware.Gen Trojan 17,516
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15 New  Trojan.Generic.6130380 Trojan 9,752
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@ 15.exe
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[Download]

delay=0

dlo=http:// 121.12.*** **:15**/download/CJ052702.css
dil=http:// 121.12.*** **15**/download/tool.css

di2=http:// 121.12.*** **15**/download/shuatjl.css
di3=http:// 121.12.*** **15**/download/ad_release_yese3.css
dl4=http:// 121.12.*** **15**/download/tj1.css

[HideProcess]
hpO=cmd.exe
hpl=ping.exe
hp2=rundll32.exe
hp5=ceshil.css
hp6=seo.css
hp8=CJ052702.css
hp9=tool.css

hpl0=tjl.css

hpl9=tj2.css
hp24=ad_release_yese3.css
hp26=tjlshua.css
hp27=Setup_2011-5-19.css
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[Download]df| U= URLES Cr2HOtA AlASID [HideProcess]Of U= Zf2 hplistixt 2t
£ mol mE MESCL o DAL LEE0| mn_hpdiofd AFSEHCL mn_mon.diidt
mn_hp.dllE CWWINDOWSHsystem320| E&StCt. mn_mon.dll2 winlogon.exelf Q1AM
AZ|D SA ZZ M X(explorerexe)d| =ZE  oiCh OreF ZAnE| X7 MM ZO|H

mn_hp.dllE Q™M A|ZICH

® mn_mon.dll

Winlogon.exe0f| Q1M M EZl mn_mon.dll2 CreateProcessinternalW &5 Ql2}Ql mjX|s}dof
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ZTZMAE MHSE 427 =0 O|AL2 [alt+ctri+del]7| & E2{A ZHBZXIE A

A=
[{O|C}. CreateProcessinternalW &2 S EsIH W22

newCreateProcessinternalW &2 FMIZS}A E=ICH O] €49 I E= CH21t ZLC}

DWORD WINAPT newlreateProcessInternal (
DWORD unknownl,
LPCTSTE 1plkApplicationMName,
LPFTSTE 1pCommandline,
LESECURITY ATTRIBUTES lpFrocessAttributes,
LESECURITY ATTRIBUTES lpThreadfttributes,
BOOL bInheritHandles,
DWORD dwlreationFlags,
LPVOID lpEnvironment,
LPCTSTE lpCurrentDirectory,
LPSTARTUPINFO lpStartupInfo,
LEFFROCESS _INFOBEMATION 1pProcesaInformation,
DWORD unknownl

cldCreateProceasInternali T ==
if 1pCommandline == "taskmgr a;a
taskmgr.exes] mn_hp.dll <=

i .2

[ 2] newCreateProcessinternalW & £=9| =3 CE

MMSlele Z2MA 271 2 22| XH(taskmgrexe)O1X| =HOlst(line #17) Sto ™ At
A 22| XY mn_hp.dilg Q1AM BICH(line #18).
@ mn_hp.dll
A 2| Xt QM ME mn_hp.dll2 NtQuerySystemInformation &£ ©l2tQl mjX|s}
o 2 ZAZKOAN ZZHA BSES oS i hplistixto] HEUSHNE Z2M2 S ES
HRIAZ|= €2 T} hplistixtol= A[AHE 22| Z2OWO|L CHREE & oY 21
ol B=20| YTt XY HXIOA SHYTRIYO| FXYS ¥ 4 YEE s BHog
newNtQuerySystemInformation &t4=9| == I LE = Of2fe} ZL}
int newNtQuerySystemInformation(
SYSTEM TNFORMATION CLASS SystemInformationClass,
EVOID SystemInformation,
ULONG SystenmInformaticonlength,
FULONG BeturnLength
!
- _
71¥& CreateProcesslnternalW 5 =&
if SystemInformationlClass == SystemProcessInformations:
loop{ entry7F &3
if O+& d==£l2] =]5F == hide proceas EE:
=HA Ad=22] NextEntryOffaet += T8 A =E12] NextEntryOffset
tig A=z

[ 2l] newCreateProcessinternalW &t4=9| == 3
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1 W32/Mytob-C 13,227 49.01 %

2 W32/MyDoom-H 5,018 18.59 %

3 Mal/ZipMal-B 4,373 16.20 %
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Part II 6 €2| O|ff =EH7|
2. 68| F4H Ol
« Microsoft 6% 7| 2ot Ao
OLE XI=3lo| FAUAM™Moz Qs A IE A 22X, NET Framework & Microsoft
Silverlighto| FA™o =z Qlst 21z FE Al ZX|, Windows 7{d ZE EZIO|HHO|
ofMoZ Qs A AL MY BH 52 |ZS Microsoft 68 H7| £t JHOES
g

2 HOIASLICH

<o HEZ>

» Windows XP

» Windows Vista

» Windows 7

» Windows Server 2003

» Windows Server 2008

» Windows Server 2008 R2

<X|okM 22>

OLE X33} FHA™Moz 9l
0] HQt AHO|E= H|Z/WES icrosoft Windows OLE(Object Linking and
Embedding) AtE2to| FHE sHATLICE AMEALZL E45A =2 Windows H|ERt
2 (WMF) O|0|X|7} =gtEl 3 Ao

AL Al 2HH(2476490)
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Z
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GHZ AEXL7E of2igh B Aol

5182 & UgLICE 2Lt olet R0 SFAt ot

EE Y2t E TS + RISULH Y SHX= AAEAZE TAF Y HAIX] E= O
MX gEgel @35 2E5IY AoXQl @ AIO|EE WESI=E REdts 20| LAY
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