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2 13 S.SPY.OnlineGames.wsxp Spyware 12,614
3 New  Trojan.PWS.YTO Trojan 5,140
4 New  Variant.Graftor.11053 Etc 4,932
5 New  Trojan.Generic.KDV.484908 Trojan 4,766
6 New  Trojan.Generic.KDV.487267 Trojan 4,484
7 New  Trojan.Generic.KDV.495759 Trojan 4,482
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sub esp, 660

‘mow dword 4897E8, @

push offset Hame ; "My159865478 Client™
push a : bInitialOwner

push a ; lpHutexpttributes

call ds:CreateMutexn

RegisterClass

WndClass E9| - Register Keylogging

Function

Message Loop

?l A2 71279 S& WYLt = AgI2EE Raw input Model & 0| &3t0
F 2UHLE S5 Al F=R S22 HAX] M2 0lM 7|2t

7|2 E RAWINPUTDEVICE 1= 4%

rawlnputDev[0].usUsagePage = 0x01; o15 = 1:
rawlnputDev[0].usUsage = 0x06; v16[8] = 63
rawInputDev[0].dwFlags = RIDEV_INPUTSINK; :::?Di!ﬂ :g _*) &ui6[1]
rawlnputDev[0].hwndTarget = GetSafeHwnd(); )

RIDEV_INPUTSIHNK;

BIX|E 28l 22t &2 "Myl59865478 Client'2t= O|EC 2

rio
H
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3510 RegisterRawlnput
A2 SEBLCE Of

m|5
4) o¢

metM =7t Zgste(X] ot A|A-e| BE 7|HE OHES 2 22 5+ AsH
Ct. (O]t 22 Y42 Windows XP O] 0| A{2F X|&SICL) Mt A|AE2 siE =20
WM_INPUT HA|X|E EW AFEXIZEE Input O|HIET SOZ=XE & = JYSLLCH
push 8 . ; lpParam

push esi : hinstance

push 8 ; hHenu

push 8 ; h¥ndParent

push CW USEDEFAULT : nHeight

push CYW _USEDEFAULT ; nWidth

push CW_USEDEFAULT .

push CYW _USEDEFAULT 4

push BCF B0a8h ; duwstyle

push offset WindowHame ; “tolog”

push of fset ClassHame ; “'log”
push 8 ; duExstyle
call ds:CreateWindowExA

9o 20| 7|HE S | Bt Message-Only UELE
Message-Only 2I=20|7| M2 AEL7t MME XK= &1 GetSystemTime &5 0|8
SHM A|AEIQ| AlZH HEE HO{FLICH

2|1 3O gr2 0|88l AM CHProgram FileswCommon FilesWMicrosoft SharedWdrivers 2|
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82 Mot mAYLICH

gL,

[F8] -> dyb
GetRawlnputData() API £ 0|83l WM_INPUT HA|X|E Q& Hto IE29| 0|8, ¢
HEl 7| o 82 WEZF k10 HY.sys mH0| MEEMH Ol A=36t XL Tt
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. http://technet.microsoft.com/ko-kr/security/bulletin/MS12-jan

=1
=
A= : http://technet.microsoft.com/en-us/security/bulletin/MS12-jan

« Adobe Reader/Acrobat C}&Z F|24H HOIAHLGO|E A

CVE Number : CVE-2011-2462 2|

Adobe Flash Player 3! Acrobat0| TS F= CHEO| FHA™ES o2t 2Ot AHHO|ET}
HE CASL|ICH W2 H A9 Adobe Reader/Acrobat AFEA= A|AHIQ| =

StAL 88 Z2O™ 50| Yojg = A8z AL met ATz HHo|

£ 3}A|7| BT

« 52 O)ZIEA| SHHOA SEHst= Adobe Reader X(10.1.1) & 3}Q| 10.x H X

o AE 2 TIHN AN SZEHSH= Adobe Reader 94.7 & 32| 9x ™
= At5l= Adobe Reader 9.4.6 B! &2 9x HHA

« 52 OIZIEA| SHHOA SXEHst= Adobe Acrobat X(10.1.1) 2 39| 10x HA
Zt5l= Adobe Acrobat 9.4.7 B! 519 9x A

o« DjZIEA| AN SZtS= Adobe Acrobat 946 3 312 9x HH

<o Z 4>

Otz 2| Adobe Download CenterE =50 YHOIE HTS EX5tALL [Hw7l-[==E]

—[OHOo|E=™RIE 0850 Yol

o T2 BIAO|AM T ZESH= Adobe Reader AF2X}

http://www.adobe.com/support/downloads/product.jsp?product=10&platform=Windows

¢ AT R TIAN M ZZEHSH= Adobe Acrobat Standard/Pro A X}

http://www.adobe.com/support/downloads/product.jsp?product=1&platform=Windows

o AE 2 ZTIAN AN SZEHSH= Adobe Acrobat Pro Extended AFEX}

http://www.adobe.com/support/downloads/product.jsp?product=158&platform=Windows

<& AOIE>

http://www.adobe.com/support/security/bulletins/apsb12-01.html
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