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| SSDT Hook
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inline patch
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WINDBG>dt _driver object 80475db0
ntdll! DRIVEE OBJECT

+0x000 Type I

+0x002 Size : 1&g

+0x004 Devicelbject : (null)

+0x0028 Flags : 2

+0x00c Driver3tart : Oxfaf24000

+0x010 Driwver3ize : 0x7100

[+0x014 DriverSection : 0xffbT36c0 ]

+0x018 DriverExtension : 0x30d475e58 _DRIVER EXTENSION
+0x01lc DriverName : _UNICODE STRING "“Driwver‘\ahnurl™

J%2l1. DriverObject?| DriverSection

[ 0x2055d1cO - 0x20d492428 ]

+0x000 Flink : 0x8055dlc0 _LIST_ENTRY [ Ox80£1db20 - [0x££b736c0] ]

+0x004 Blink + 0x80d92428 LIST ENTRY [ |[0xffbT36cl) - 0xE0da3cEd |
[ 0x5055d1lcO - 0x30d%a428 ]

+0x000 Flink : 0x8055dlc0 LIST ENTRY [ Ox80£1db20 - 0x280492428 ]

+0x004 Blink : 0%30492428 LIST ENTRY [ 0x8055d1c0 - 0x30da3cis |

212, DriverSection2 £¢t Driver Linked List =8 (/%)

@ SSDT Hook
otMAEC L XAE HBSH| {8 CH2 9| Native APICHS HookS $hC}.

NtQueryDirectoryFile(+244), NtEnumerateKey(+11c), ZwEnumerateValueKey(+124)

WINDBG>dds KiServiceTakle +244 12

Bldedfec fafidded shnurl+luded ]

804e43f0 8058638l nt!NtQueryDirectorylbject

WINCBG>dds KiServiceTebkle +11lc L2

|304ed47cd  £af24fd? shnurl+0xfd? |

204e47c8 E064aad3 nt!NtEnumerateSystenEnvironmentValuesEx
WINDBG>dds KiServiceTable +124 L2

|304ed47cc  £af250ce shnurl+ixlice |

204ed47d40 B0&27720 nt!NtExtendSecticn

a3 3. SSDT Hook
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WINDBG>u nt!ntmapviewoisection

nt!NtMapViewlfSection:

£0575k61
20575k&3
20575b6E
20575bed
20575b71
80575b77
80575b7b
20575bE1

fadd
62el404£80
eBoeelfaff
83741415
0£8T752e50700
53742402
0f8faThI0GE00
33c0

push
push
call
cmp
Ja

i s]
ig

Hor

WINCBG>u nt!ntmapviewcfsecticon

nt!NtMapViewlfSection:

20575k61
20575b66
280575ba7
80575bea
80575betf
80575b71
2057577
20575b7kb

Patch7} &l

T —
ey FA

=i,

97083978
4f

g0e8ce
egfeffe37d
1415
0£8752e50700
23742402
0£2faThL0&00

jmp
dec
sub
call
adc
Ja
cmp
ig

44h

pffset nt!MMDB+0x50 (204£40e8)

nt!_ S5EH prolog (804e443b)

dword ptr [ekp+ldh],l15h
nt!NtMapViewDiSection+0x141l (205£40c9)
dword ptr [ebp+24h],2
nt!'NtMapViewliSection+0x389 (805=21b28)
E8X, 8K

ghnurl+0xledé (fafSdeds)

edi

al, 0CEh

fddbobes

al,1l5h

nt!NtMapViewliSection+0x14l (205£40c3)
dword ptr [=bp+24h], 2
nt!NtMeapViewDiSection+0x388 (205elb28)

a2 4. NtMapViewOfSection API =3 (H/ZF)

NtMapViewOfSection API= AEO| bufferd] X&EsH FAZ

Do gEe Fa 22AQAY AHES HYsts FYIC DLUNUZS RSO

TN A9

DLL Load

MallLoadCode

Mal DLL

i

ole32.dll

& 5. NtMapViewOfSection Patch
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User Memory

=

ZwAllocateVirtualMemory

ZwWriteVirtualMemory

ZwProtectVirtualMemory
ole32.dll EP =&

ZwProtectVirtualMemory

Kernel Memory

£ 5% 244 DLL 2E
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