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29 tYIE HEH stz o
1 Spyware.OnlineGames.wsxp Spyware 8,063
2 New  Gen:Variant. Adware.Graftor.14823 Adware 3771
3 New  Trojan.Rootkit.LoaderA Trojan 3,641
4 New  Trojan.Generic.7528305 Trojan 2,892
5 New  Trojan.Generic.5663343 Trojan 2,656
6 New  Trojan.Rootkit.LoaderA Trojan 2,071
7 New  Gen:Variant.Graftor.35140 Etc 1,909
8 New  Trojan.Generic.KD.611904 Trojan 1,775
9 New  Trojan.Downloader.86016 Trojan 1,552
10 New  Trojan.KillAV.AB Trojan 1,546
11 New  Spyware.OnlineGames-GLG Spyware 1,481
12 New  Trojan.Generic.7542889 Trojan 1,479
13 New  Trojan.Generic.KDV.651118 Trojan 1473
14 New  Trojan.Generic.7568534 Trojan 1,447
15 New  Trojan.Generic.KDV.647803 Trojan 1,402

¥R ST, ADE AFBRS] ZUSAE BHrctel MBS 299

g8 A93AE Top 15 AMEAL PCOIM BX[E HYAEE 7oz ME
=

6ol Y AdHdALE TOP 15&= Spyware.OnlineGames.wsxp?Z} 80637122 TOP 15 & X[t 4,58
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O Aon WX A[FO|AM OFA Microsoftd| A FofF THX|E otX| @f2 &&0[7] M=o 2tFst
SHZHS OFLIX|EH MSOIA WES YAMHYKIS MG Fix it S2HUS Mot A4S 2
ZratL|Ch 0 URL : http://support.microsoft.com/kb/2719615
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Part I 6E2| 23 &
2. 2dMHIAE Ol &M - “Worm.Zombaque.a”

1) 7

Of AFIEE NMZ LHE X7t M 202 =AX|B, ALEAS| HEF Q4 BFRO=Z 2l
g7t A% 2ot A= dgIE T SHLO|C

T8 9¥2 Bote2 YL AKX YO Wt =2 RS ofH, &2 &
ME P2Pet 22 Moz Ao FdYE PCUZe] 4z FFS e &+ AUCK mt
M CaC(EARD £ = FF Uels MH7E o= AAX| &7 o8A St £380 A
o, SSLEME A8l 24k O @A oLt

(2) &2l =4
M#E|B ipz-dbbinTYS HASHED| O TYUolE 22 oHYIE AYE PC2 =

Tl&= P2 50 L

g¢t ipz-db.binmtAS 2101 M=l PO MZS Al=gtCh

0z 0 ®

alg exe 1064 TCP “eviestd1cbbb.. aviestdlcbbbdd:0 "USTENING
iz exe:2204 TP aviest31chbb.. aviestd] cbibdd:) LISTENING

ipz exed2id TCP atest-31chib. - n prod-nfinitum.com 4899

ipz.exe 2204 TCP aviestI1cbBb.. 211.141.158.230:4899

ipz exe 2204 TCP aviest3Tchib. 11711116 85 4693
ipz exe2204 TCP adest91chBb.. 213157.027 4899
ipz exe 2204 TCP aviest-3TchEb... 113.97.30.118:4899

ipz-dbbinT} &l H&E ipet TE, ip| 25 FY we A2t 50| 7| Eof ULk

push 1] ;o time_t ¥

call _time

cmp [edi+last_omd_time], eax ; compare current time and last_command_time
pop ECX

Jle short do_nothing ; jump if less or equal, current time >= last command time —* do nothing
lea eax, [ebp+var_18]

push eax ;oint

mov eax, [edil

add eax, 14h

push eax ;o size_t

push edi ;o owoid *

call check_command

lea eax, lebptvar_18]

push eax ;o void ¥

push [ebp+last_cmd_time] ; int

call memcmp_memcpy

add esp, 14h

test eax, eax

iz short do_nothing

cmp ebx., 4

b short do_nothing
P2Pe} &2 FHL=2 #Y PCYE| 412 ot X AlZtar DX HHES 22 AltS
H 23t M=z2 HHO| AW HIF mE ARE otht

ES Fsofl  copyright © by ESTzoft Corp. All rights resanved N
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W AlYac R+ | U W2 HOIEY MM THS
@ dYA FH HESIE ALESt= PCO| dHEIE HMZEAZL Aoz MEUSHE PCol mf
AQEE Og, H9EE Azt

<GHIE0M CHYSHE WAHE

2| AE FEf>

@ AZ0 gd&otH Ails S| ME|AZ2 SHIEE FES UWEIL
et AFE AL DA E7F QAL Fofet B2 HEeltt

Get_LanmanWorkstation_Service_statistics: : CODE XREF: sub_41F4D7+88Tj
cmp [ebp+NetStatisticsGet]l., 0O
iz short loc_41FSF8
cmp [ebp+MNetAp i BufferFreel. O
J=z short loc_41F5F3
lea seax. L[ebp+wvar_30]
push eax
xOor eax, esax
push eax
push eax ) )
push offset alLanmanworkstat "LanmanWorkstation’
push sax
call [ebp+NetStatisticsGet]
test cax, cax
anz= short Get_LanmanServer_Serwvice_statistics
fid ds dbl_42835600
push 8
PoR seax
call __a oca_probe
fstp gword ptr [esp+530h+wvar_530]
push oDah ;oint
push [ebp+wvar_30] ;oint
call sub_4060C8
add esp. 10h
push [ebp+war_30]
call [ebp+MaetApi BufferFrael
Get_LanmmanSerwver_Service_statistics: ; CODE XREF: sub_41F4D7+BF T
lea ceax, [ebptwar_30]
push eax ; LPBYTE *bufptr
OV sax. esax
push eax ;. DWORD coptions
push cax ;. DWORD lewvel B
push offset alLamnmanserver . “"LanmanSerwver’
push eax : LPWSTR serwver
call NetStatisticsGet
Test eax, esax
Jnz short loc_41F5F8
fid ds :dbl__4835D8
dd offset al_o " o
dd offset aA "a
dd offset al2Z3 "1
dd offset alZ34 "
dd offset alZ34Ss "
dd offset alZ34A5678 "
dd offset alZ3aA5678F " .
dd offset al123123 "1
dd offset alZ3412349 "
dd offset alZ1Z2Z1212 "
dd offset alZ212Z212 "
dd offset aPassword =
dd offset aB37654321 TBTa54
dd offset aSscret "secret’
dd offset aRadmin "radmin
dd offset aMonke:yw Tmonkew T
dd offset algagaa "gaaaaa
dd offset algaaaaaa " O aaQaaaa
dd offset al111111 o TT1TTT1TT
dd offset alii111111 i B M e B B By B B
dd offset afaaaaa Taaaaaa
dd offset afaaaaaaa Taaaaaaaa
dd offset alwer ty Tgwe r T T
dd offset adS43Z21 TSS43Z2Z1 7
dd offset al0PS8746543Z21 TO9ETES43TI21 7
dd offset aAmer ica Tamer i ca
dd offset aWindows Tww i ndows "
dd offset aMicrosoft "microsoft”
dd offset aMachine “mach ine
dd offset aMinisun "mirnioguan T
dd offset alLuci fer Cluc i Ter T
dd offset allZ345678%90 123456 78F0 7
dd offset aWarcraft Twarcraft”
dd offset alOwvermind Towermiornd T
dd offset aEniasma Teniasma
dd offset aElephant Telephant”
dd offset alazwsx Tgazwsx "
dd offset alazwsxedoc "gazwsxedoc "
dd offset alTopsscret "topsecraet”
dd offset aDoomsdaw “doomsdaw "
dd offset aFuckyou T Fuckwou
dd offset alweasd T"gweasd "
dd offset alweasdzxoc Tgweasdzxc "
dod offset aBendor Thengey T
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ﬂ ALVM el =+ Si= 8§54 QIO §7 HOLES HTIM THS

e o

net stop ipz',0Dh, OAh ; DATA XREF: UPX1:.off_49E4D4}o
ipz —remove', 0Dh, OAh

rmdir /s /q ipz.exe',0Dh, 0Ah

move Sy ipz.tmp %systemrooth\system3Z\ipz.exe', 0Dh, 0Ah
"%systemroothisystem32\ipz. exe” ——install’, 0Dh, OAh
erase /q ipz.tmp', 0Dh, OAh

exit', 0Dh, OAh, 0

AR U 4 s BY2 AHON HXPCE Yolo| THAS A

ot

+ it

cmp dword ptr [esp+B8], 'CEXE'
jnz short do_nothing

push [esp+arg_Cl

push [esp+d+targ 8]

call EXEC_job
pop BCX
pop BCX
; CODE XRE
retn

|pPathName = (LPSTR)mal loc {0x400u) ;
v4 = malloc (0x400u) ;

v5 = (const char *)v4;

if { IpPathName )

if {v4 )
if { GetTempPathA (0x400u, IpPathName) )
if { GetTempFileNamsA{IpPathName, &PrefixString, 0. (LPSTR)w3) )

v = fopenivs, "wb"):

vT = vb;

it (vo)

{

WriteFile(al, 1u, a2, wé):

fclose(v7);

memset (&Startupinfo, 0, O0x44u);

StartupiInfo.cbh = 68;

if { CreateProcessA{(v5, 0, 0, 0, 0, 0, 0, 0, &Startuplinfo, &Frocessinformation) )

CloseHandle{ProcessInformation. hProcess) ;
CloseHandle (Processinformation. hThread) ;

(3) ZE
d8s ogstr| flet =X2, 48 PCH =8 HEIO AZE ZE PCo| HZH=S
MAsHA, F|ofet HIRHSE WASL BHIZHSE AMESHA| e PCe EHEA| HIZHZ
£ AEOLES oo oLt E EROHA| @2 39 oY, ZE2H SRS SHASHoF St
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=42 ofg3ct ZFIEHE | & = [7H] H| Z[%]
1 W32/Mytob-C 4,438 32.12%
2 W32/MyDoom-H 1,958 14.17%
3 Mal/ZipMal-B 1,547 11.20%
4 Troj/Invo-Zip 816 5.91%
5 W32/Bagz-D 663 4.80%
6 W32/Virut-T 507 3.67%
7 Mal/BredoZp-B 486 3.52%
8 W32/MyDoom-N 158 1.14%
9 W32/Mytob-G 154 1.11%
10 W32/MyDoom-Gen 148 1.07%

o = [
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