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10 NEW Trojan.Generic. 10188688 Trojan 1,733
11 NEW Gen:Variant.Graftor.126165 Adware 1,689
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1-1 .2kl EM(install.exe)

QEIC O+ 7R
E3 34 S20]0{2] YO|0|E IA0| HAEE|0 YT ES RESH= UO| ZURUC

IESE

Detection Name File Name MD5 Size(Byte)
Trojan.Agent.***** Install.exe OAE82FD94836815A1E8D284CCB75109D 13314
2S8M7 [X|2f LHE:
[ 2-1-1]9] 21%F s 0lsiEM FHHQ ST+ S0(0] HX| Itat SF S2[0]0 HIEF HE HX|IUS| 0|F 2= fIEet

ofd Ii7|X| TfAHO| SUUSS =g + ULCH, S52 Of2lt £,

% OV e e B | #ampleSGOMRRealgomsample ene- SCOMPLAYERSETASE L= e
128 BL® 2RV SARIA SN S8IN REE B[O 2AV) SARMA EIM SEFH
| =wm v w = X i f wm v =W = X f
| 27 oa®) waz =4 oF  un nw | 1 zREN = =N OF  uq 3w
F | retampleacOnsfsyagomaample exe-» - T L stamplencOMetaalegomiimpie exe- SGOMPLAYERSETASETUR P xew =
@ 3’z eBE 37 <%t e =¥y el 27 o5
Elintructionsss pof 233 019 94716 2013
242 332 .:cn:; 9 £ instructions. po 165 019 80429 2013
® ] install exe 13 314 6588 2013
L @Es g 12 347 $749 2013
_ diltmp 10 299 $171 2013
‘ = J . ‘| = | '
0 mRc NEE ) | 0B8R0 HE
(38 2-1-1] YGH7|X] SEXTHY
sample.exe (SFXIH7Z|X])
***PLAYERJPSETUP_JP.EXE HAHO =2 S 28|0]0] 4| ofU(CXE MEE)
***PLAYERBETASETUP_JP.exe odmdS B U= A SFXIF|X|
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[ 2-1-1]Q] RLEZR T2 AI7|X| SEXIIY £0i SOU= It LHES LIEFHT SHiE 2FEmA LHF0l= & 5702 2fd TH0|
MEE0 ACH =52 Ot 2L,

PLAYERBETASETUP_JPexe (SFXIH7|X|)

instructions64.pdf Payload for x64

instructions.pdf Payload for x86
install.exe Installer

dll64.tmp Payload loader for x64
dil.tmp Payload loader for x86

Q| 5742 MAUSL SFXZ AUEE|] UL, Q=5HK| A| SFXFHUMET} Z|= ABHE|IHA 0]0] install.exeZ} RS =Lt
Ol2h= 101 SHESH= SFX Z{BHES LIERH Z10|C} Z4aPX{0 2 oA SEXI}FRI0] AlSHE|H install.exe?} XHEEICT

Setup=install.exe %sfxcmd%

TempMode
Silent=1
Overwrite=1

|72 2-1-2] o] SET = install.exel] FAXQI AMdl SECE LIEHHCE
HX IsWow6b4Process APIS 01235104 Sl ASiE01 2H40| 64H|E £HECIX| |38 20|, 10i 3= dll.tmp S2 dl64.tmpE
=N Ox142 XORYU S 2t £ Q= 1= C|FHG= &= 7

[33 2-1-2] install.exe 28 SE&

ESTSﬂft '?él = E:,EJ_«"\" copyright by Estsoft Corp.All rights reserved.
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I 2
I} &[0 et Ox14 XORELHS ¢ 0|2 0= EX 2l PELIARYS =2let = UL

(MZZAE)nfof Chet C|2E O|R 0= IfY AI=7} 7| E2] Dt C=A| S715HA| #ct.

A dilLtmpIt2| APO|ZE= 10299 Bytes O[X|2H 2| TS 2QIGHEH SiF ALO|Z7} OMd, DEXO Z “26214400 Bytes 2HE
IUS o= AS Q1= 4= ULt (WriteFile B4=2] ZERIXY

Offsec(h) 00

00000000 9
00000010 AC
00000020 14
00000030 14
00000040 1A

00000030 7D rgedf{sfuydwuzz{
00000060 €0 “qygéfaz4)z4P[G4
Q0000070 79 o

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070

(O3 21-3| C2E =

BA PE 89 0]20]= D5 022 MUK UCh

hOb ject = CreateFileA(&ExistingFileName, GENERIC WRITE, 0, 0, 2u, 0, 0);
if ( hObject == =1 )

OutputDebugStr ingA("CreateFile err”);
GetLastError () ;

else
{
vB4 = v51 + v50 - 1024;
v54 = operator new();
memset (v54, 46, v50);
memcpy (v54, v51, v50);
memcpy ((v54 + 26213376), vEB4, O0x400u);
NumberOfBytesWritten = 0;
if ( WriteFile(hObject, v54, 26214400u, &NumberOfBytesWritten, 0) )
OutputDebugStringA("WriteFile err”);
CloseHandle (hOb ject) ;
v55 = CopyFileA(S8ExistingFileName, &ZNewFileName, 0);

(323 2-1-4] Decoding0|% TFY A

ZiECe 2 CIFFHE dil.tmpe Ot2He| Z=0i| MEEICE,

gz 37| MD5
32H|E Y%WINDOWS%\temp\install.ocx 26,214,400 Bytes 09F822EBDA94CFO7BA7D3F95674412EF
64HIE Y%WINDOWS%\temp\install.ocx 26,214,400 Bytes 237402A86FE033BF5A34066BDC5D0B4A

ESTsuft %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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HIX[AEZ|S| HX[E Sot 2R AR Al XIS Al

(2] 2-1-5]= It MM 0|1F Y XA EZ|E MAM6H= F E0|C} ThreadingModel, ApartmentS &3 2X1ES

Stolgt 4= it ARHE QEME B9 (Component Object Model, COM)UIM AFEEl= SEX 22| 0|7 QIEH|0| AL} EHEE
I X[AEZ] S=, HKEY_USERSO[SI2] 2= {X[0 AX|E|=F HIEEHO = SEBILL,

28 GetModuleHandleA({"kernel32”) :
9 Get Prcn:nr"'l r"*;l[..':" “1sWowb4Process ) ;

|f ( (Iv29 |] (v30 = GetCurrentProcess(), (v29) (v30, &v38))) && v38 )
v31 = RﬁhﬂrﬁateﬁeyExE{HKET_USEHS, &SubKey, 0, 0, 0, 0x20106u, 0, &hKey, &dwDisposition);
else
|: = H;;;{Jrsatcﬁﬂyhi{HHET _USERS, &SubKey, 0, 0, 0, 0x20006u, 0, BhKey, &dwDisposition);
i f v31
fﬂ 'dL?'baaFcﬁfﬂxlﬂﬂﬂu 0, v31, 0, &Buffer, Ox400u, 0):
I.; = I*‘rlﬂrn{ J‘
i1 f ( RegSetVal lLFRﬁ{ ey, ValueMNams, 0, 2u, v32, v33 + 1) )
Hﬂgﬂlﬂﬁ¢ht3( ¥);
4 = |strilenA(” Apartment }
|f ( RegSetVal LEErA{ ey, Thrﬂadingﬂudclu, 0, 1u, “Apartment”, v34 + 1) )
RegCloseKey (hKey)
else

Ou ;:-uL[}'e:tJugE ringA ("RegSetValueEx success”);
RegCloseKey (hKey) ;

(28 2-1-5] XA ER| dX|

(1% 2-1-6]2 AX|E HXAER| & UEE LIEHH Z40]C}

HKEY_CLASSES _ROOT A D 28 H0IE

HKEY_CURRENT_USER 8] (22321 REG.EXPAND.SZ  C:WWINDOWSWiempWinstall ocx

:EE::ng;Jé.MAWNE [ab) ThreadingModel REG.SZ Apantment

1 .DEFAULT
3 S-1-5-18
] $-1-5-19
+ ] AppEvents
] Console
# ] Control Panel
) Environment
# (] EUDC
] ldentities
# ] Keyboard Layout
+ (] Printers
= ] Software
= ) Classes
= CLSID
= ] {B12AEB98-D0S6-43T8-A04:
g | InFrocsenersd

(23 2-1-6] eIX|AE=]| AX|

Ol2j= HIE2XP SP3

r*ﬂl'

S0IM 2xIE X AEL] S=S0]0t,

- HKEY_USERS\.DEFAULT\Software\Classes\CLSID\{B12AE898-D056-4378-A844-6D393FE37956}\InProcServer32
- HKEY_USERS\S-1-5-18\Software\Classes\CLSID\{B12AE898-D056-4378-A844-6D393FE379564\InProcServer32
- HKEY_USERS\S-1-5-19\Software\Classes\CLSID\{B12AE898-D056-4378-A844-6D393FE379564\InProcServer32
- HKEY_USERS\S-1-5-19_Classes\CLSID\{B12AE898-D056-4378-A844-6D393FE37956\InProcServer32

- HKEY_USERS\S-1-5-20\Software\Classes\CLSID\{B12AE898-D056-4378-A844-6D393FE37956\InProcServer32

- HKEY_USERS\S-1-5-20_Classes\CLSID\{B12AE898-D056-4378-A844-6D393FE37956\InProcServer32

- HKEY USERS\S5-1-5-21-854245398-2052111302-1417001333-1003\Software\Classes\CLSID\{B12AE898-
D056-4378-A844-6D393FE37956}\InProcServer32

- HKEY_USERS\S-1-5-21-854245398-2052111302-1417001333-1003_Classes\CLSID\{B12AE898-D056-4378-
A844-6D393FE379564\InProcServer32

Es Tjﬂff’ %ﬂ%@ﬂﬂi1 copyright by Estsoft Corp.All rights reserved.
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9| YIXISO| SSEI= YX|AER| G2 BEHO= OfzHe} 2Tt

Detection Name 5 G|0[E
Default REG_EXPAND_SZ %WINDOWS%\temp\install.ocx
ThreadingModel REG_SZ Apartment

TR MY TEMA THAIZES Sot T E Al

(2 2-1-7]01l LIEF-t HERF 240, ZIZXO = install.exelllAl= explorer.exeE ZS&(taskkill)gt 0|1F CHA| Aldll(start)SHA| Zl=H,
0| kA AX[oHE 2| X|IAEL|Z Qlal explorerexefA] HXIAELN| SSE COM2I0[EE|E 25611,

0|2 QI5HA] 292 E(install.ocx)0| explorer.exe0f QIHME|0] AHEICE

if ( v61 == 1 && Shel |Excute )
(Shel IExcute) (

0,

“open”,

“"cmd. exe”,

"/C taskkill /f /im explorer.exe &ing -n 3 127.1>nul& start Swindir%\\explorer.exe",

0,
0);
operator delete(val);
CloseHandle (v58) ;

(3™ 2-1-7] explorer.exe HHAE

Exporer.exeXfAEiA| DE0| 2E EUSS E0I5IHOH [1! 2-1-8]2 0|74 LIEHLY
DLL2| Exportf+2l DLLGetClassObjectet= 0|5 S 71Tl &7t Al S =0I5HCY

~ Modules | Memory = Environment | Handles | Comment |

. General | Stafistics | Performance |  Threads | Token |
TID CPU ContextS...  StartAddress ~ Priotity
3512 advapi32.dli'WmiFreeBuffer40xa? Normal
3804 explorer.exe+0x1asst Normal
install.ocx 1Dl Install4-0x10 Normal
1228 kernel32.dl!CreateThread+0x22  Normal
3236 kernel32.dl!CreateThread+0x22  Normal
3812 kernel32.dliCreateThread+0x22  Normal
3956 kernei32.dliCreateThread+0x22  Normal
4048 ntdl.dl!RtlalocateHeap+0x18¢ Normal
3972 ntdl.dl!RtDowncaseUnicodeStri,..  Normal

13 2-1-8| RE 2E E9I

ESTSﬂﬂ' %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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1-2.efMdmd 24(dIL.tmp)

IR
Detection Name File Name MD5 Size(Byte)
Trojan.Agent ***** Dll.tmp D5548E1913950A42A04DEBCAC4222BD2 10299
meIZHQ

24 2-1] install.exe0l|Al, 22 Z=0f| =XH 5h= dIl.tmpIF0)| CHSH I AO|=E 52
%WINDOWS%\tempZAZ0| install.ocx2t= DU Z M= IHU0|Ct

Instructionds.pdf OfIo| 2= 2! AlSH
+HIPH2 O THE06LC instructions.pdfE HOIA 220 S Fof| A7 |7 et M| &S 3ot
71 XIIE0)l= XOR TS, IAT BindS0] Z8Hs|0f QICt

3% 2-2-1] dll.tmp =3 24

ESTsuft %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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]II.DI EI:'— C}
ot= 2+ 80|1l, Hi= B

File = CreateFileA(&F i

g Bl = e
L B W iR

butteryi = GetF |ESIEE(

Ve = aperatﬁr new () ;

m:msct(( uux <)v9, 0, bu
Nu ':"""-!r‘.'.-;: = 0;
Re =GF| ¢ { . (LPVOID) v9,
If { [‘-‘I-.% |r‘ﬁ}:'.-.."'
{

vil = fersize;

do

{

*( ErTF €} v10

\ /11:

} while ( 1 )

UYL HH4 8
BAY58858
ARA?S5H68
HAYLSHH/H
MHEYLPMU Y
MUYLBUHY Y
BaYse8ng | 74 26
ARYCSHANBAR |6D A&F
AAYSHHACH | BY? CE 45 4F P
HAEYLSDH | 4 EM 10 FH
Uiy S HE L ﬂf Jﬂﬁ 1C k4
ol FMSL I kT RO &,
AAYSH1IA8 LE? BB 3D AR 1"1
AAYSH1I1H L EE C1 AE AR

MAYS 28 1 46 7D ra
UUYLSe8138 114 14
HA?58148 | EE 91
ARA9EA1I5811F 15
AAYSAGH 1 4C AR
HAYSH1/H 1194 B4
MAYLB188 111 14
8958198 |C3 EC

2D S
EBE

BB 8E
Bl e
BE 1F
6Y 73

Bo
515
HH
ML
6
b5 26
S 2E

-
e
==

hba b TN B sg

i i el ek e T el a
o e Bk ok ok P b Pty
(o T L L L N

[2E 2-2-3] XOR with 0x14

ESTsoft

EISSEIA

g1y
515
1%
114
6F
I
AD
AF
Al

;

BB
B
14
14
FC
31
16
14
14

45| LoadLibrary API % P
=0f| XOR Ox144A
S{XH Ib KB X901 245 517} E|0] Q101 LoadLibrary@

= 0x14u;

515
88
ala
By
67/
7o
ap
-8
rd:

30
10
J0

o=

& ﬂ):

vy | B4
28 | 40
29 | BB

9 | AN
r:u | 21

2 |61
hPi*ﬂi

20| 0

GENERIC_READ,

|_|.I-r':_l._i.-‘j'|_|.1_l'|_l.___.
- - & M

A =2 )
Sl S5 Al

el HI22] &0 TS
= Sol} H2e] M LS AHES

& ofX| 2ol #i2t 20| SEol= Az

X |7
-1

=2
= L
7 HR| 1L U

Ui

lu, 0, 3u, Ox80u, 0):

1r|._|+.: ol
A 1Y

20
a0
an
a1
20
bE
an
28
Hi.

“%hhf‘ B‘v"

B
AD
14

313
515
il
g
4C
b3
28
(313
1 l'

a8
(H
14
14
14
114
14
14
14

14

FF
515
515
o
(M
61
14
M
F3

1

C4
o
14

rr
55
55
40
21
bE
1F

313
515
AiA
A
4
bk 1% progran canno |
53 280/t be run in DOS
Al AR nnﬁn___,'

HEF 28 = FOR®E (@

AF 28 1C|NEem {227 0

i 7 e
e TIN oy

-'g? {87 25¢

.I:::m#{. _,_}# l
Fowl &< ""I]"iHHHF[I'H‘lI
TIRTFNNDQ I § <)
? 2 MINNNRN? .5
v 597 9917 R
L& ST TN WIFe |
1 THHL T |
CRRRIDN? B9 |
S WIS W1

BB 5 1
HR .-n: Ma
14 14
14
35
14
1
14
14
14

O)=(VirtualAlloc -) ReadFile)=
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o2 2HXIMI2| PE LoaderE Soll EEF 20| OILE =, HaXOI |AT7} EXho K| L=

I2EA] |ATOf| CHSH BINDEIAE dIlL.tmpUIA] 21T ElistT

10081717 > BP0 UORD ] D€ :(EAX ) Tey te bind IAT

1088119 B5CH . ntdll.Rt1CetLastVWVini2Error
10801710 e €7 07
10881710 . 2% FFrrooes
10801722 FR an
10801724 EN4Z4 14
1881 720 :E-HIII n2

10801°72C

Pidad Mamss Dy-Ded 1noa "duafl ]l s=18"
1 989172 D . 5% U [r.-.,.q..h PCHBRENE ke rne 132>
psig 72l . FFIS DCYDBO1I '] AR DAORD FITR DE:(<AXKERMELYZ . Gs

10881711 . B50C8 ntdll.RtlCetLastVWVinlZError

1 el . T4 36

10801718 . BBACZA 1B

l" I:I = :;H"E WORD T R IFS ) o F X ntdll.Rtl1CGetLastVindI2Error
] : . BDIARD PR

10881747 RIXCAE MO

18881 /48

« BDUABE
101 4K o ?5 ﬂ?

[23 2-2-4] instructions.pdfe| IAT BIND

OEX[BIC &2 instruction.pdfe| OEPES = £1HS =alSHC}
| 5

0|F ZE0IA OIWI 2oz M|22] FH0|| Cist 24 cHMIE o= 20| EMoIX[T, S5 F OEPUHIA = AHE 44d 0]
AHET SaH 22 2RI 0| 2BEl= AEE THX|11 U, instruction.pdfZ E7t 25 £=8H0| &|7| Hofl= EE| [ R}

1RMA14EC
181 4ED
101 4EY
108149
1RM14F1
LBl
10 4Pa BYM 34
10814FD g4l 18
1015 . D48 20
1 RS0 hA

101505 ba B

1015/
10815
19901 5 AR

'.;I- MICH |'J-|:I*F'r'-'lfi'*'r - mllﬁ.

ba 40 PUSH B x4 MewProtect = PAGE_EXECUTE_READVRITE

5% PUSH Size ZhUy (188416.)

27 PusH Address = 90710000

FFIS JRI08A11 » P8 NIAR DAOTR R DS:[<{ANERNELIZ .VirtualProtect))

BRS3 1A DS : IFRX +Ax1@) -= PMICE fecess attributes have been changed -~

L L] L] L] - L L]

L L] L - L] L]

CALL INSTRUCTIONS.PPF's OFEP

[32] 2-2-5] instructions.pdfe] OEP Al&H
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1-3. 28I 2 M (instructions.pdf)

I8E

Detection Name File Name MD5 Size(Byte)

Trojan.Agent ***** Instruction.pdf 56907 1C45F47B7FB7A75F30BC07D5739 169019

TeHe
ol T2 O A{H{Of|A] BHELE b E0] sy MAZ, OFH7EAl= Dropper 22 HI2I Z=8 +3ol/| 0 & HA 82
AFIE ofACH, offd MAUS 2N e HetS of= L 0|t T == TFHR! BOT2| FEHE 71K U= A= =0T,

URLYE ZE [T

DLL MAINSES 2% AT 2| £/ sub_100045A04X10ll AMAAAAAA, PPPPPPPP 52| 2XI1HE QIf60] 848 55 6=
HES 20Ig 4~ QUL S &r4= instructions.pdf DS 411 C|FH SHX| L2 MEHUM SHE SAIES 012310 HIO|L2] HAIE
ot 0|20 2AtES FA| =L

v = sub_100045A0 ("AAAARRAARAT) ;
if ( v0 )

sub_100037F0(v0 + B) ;
sub_WDﬂdﬁAD{ PPPPPPPP”) ;

3)

v4 = sub_100037F0(v3 + B);

vb? = atoi (v4) ;

strcpy_s (8Dst, O0x100u, v2);

CreateThread(0, 0, Regstry_Modify, 0, 0,] 0);
memcpy (&v5, &Dst, O0x104u);

sub_10003E20(

~ Il 11

(23 2-3-1] DLL MAIN

S3E BXEE S7E 510] “testqweasd.tk"2H= URLS 4445111, 0|F S2USH &<=0il ‘PPPPPPPP'2H=

a8 2-3-2]s &3 &
dM Ol 2215t 0|2 4430[ct= ZE HiSE 2= AS =3I

=AIES 0IZol¢

sub asp. 108h
OV ecax, dword_10026470
KGr 6ax, osp
mOV [esp+108h*var_ 4], ecax
push 1Y
push edi
push offsot akaaaaaaa ; “AAAAAARAT
call BinarySearch
add esp, 4 , |ARAAAAAABwLwB+ TOAVTWATIZ+JB= I
test eax, eax
inz short loc_1
add eax, B
push AN
call sub_100037F0 ; testgweasd. tk

(O8] 2-3-2] URL &I

ESTsuft %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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EZ0f| MX[E SBL S20]0] T HH HxE

=5 5{0] 4T3t 0| 2740 AS7HAO] E|Df KIHT) A0 SHA ZH0|0] BLO| EXH5HS *ini TIUS 2510] B
MRS S HHOR UR|Z WG Ti5 S TINT ULk

VERSIONZ 22002 2, MINORVERSIONZ £271 22392 AX|Z X|Hol== ot=0|, 0= LI=S0| AHSHIA oS 2HECH =AIT
MBI ECIA| 2IE[0[E DR HAS 0|S3M TS 24 KT8 Q7| 20| 0[2{3 KIS 4851 2O SEECE

I — |

Elc-:-:? {m};

Fi:lelame 2 ﬂ

me=sst (8411, @ OxfFa);

i€ E‘t-;ﬁ:": ";'I'E’-"mf LOCAL _WACHIKE, ~“Softsarae\Cratech\\GORSLAYER™, 0, €, 0, Ox2001%9z, 0, L:Xsy, Zoelisposition)
Il («C = B2g@=ryValosExAKey, "Progra=folder™, 0, 8iyps. 85:lsNa=e, 8:20s72), SstlastfrrorD. +0) )

(1 + 1) = dsord 10023100

«1E8] = byte_10023104;

¥2: = CetPrivateProfilelntA(TGENERAL", "VERSION®, G &Fil=Na=e):

¥t = GatPrivateProtilelntA(CGENERAL", "WINOEVIBSION™, O, &5ilsNase):
'l:r‘! (3 i1= 2200 || +2 != 2239 )

BritePrivateProfileStricgA(CEENERAL™, “VEBSION®, "2200°, &5 lsNa==):

) NriteFrivateProfileStringA(TCENERAL", “NWINCRVERSION®, “2239°, &Fiichise);

(28 2-3-3] ***ini Y HASH= MYS2E

o4 A HE R H4 F Y

= 2 M AE Ofli= URLS QIXKR 5104 A440] I0{ AL S URL Ofl H&3Hs 7158 71k
URL O T&5Hs TS 201 SHspi| T4S SHe IR 21 5HK YU, A URLESS 27t
Ol F7IHOE H&2 AT5HH, F&0| 42 HH9l BOT| HEHE 7K1 O, el 248
A2 SNG4 SO

UL},
5t AJEHOICY,
i AHOIM S B wtS

olr I'J

Ofm

memcpy (&URL, &al, 260u);

v64 = CreateThread(0, 0, StartAddress, &URL, 0, 0);
WaitForSingleObiect(v64, OxFFFFFFFFu) :

(22 2-3-4] URLO|| B A|S5H= MPYIEE MMSIH= B

ESTsoft %ﬂ%@ﬂﬂ copyright by Estsoft Corp.All rights reserved.
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HAMHZRE] HMET} 2™ 10| siFdh= HHO| Ad=l= 28 713, (13 2-3-5] = 2Lt

THHQ ALIX| HO|AZC| X FEHE Floll USS 2le &= UCH, 11 HEHM XL =2 EF XSt HUE 27(K|E

SfOIst £~ QUL Ox2E2}F Ox2A%=H, Ox2E HMES]| AR0= QEUIC ZHE] MIUS CHR2EE RH0LM (InternetReadFile) Cre-
ateProcessA APIE O|&5A H&liSk= FEIS 7IX|1 QUACE Ox2AHME = MG E QIXIE 2I0LA DeleteFileAS A3l5H= REHS
7L QUL 2PHO = Ox2E= I 22 2 238 715, 0x2AE X AUYUAS 7[S0[2f) FFoi=E =+ UL,

(28 2-3-5] E0{ Xf2| 2E

ESTsoft &7M=S A copyright by Estsoft Corp.All rights reserved.
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A s

8=
O] AMHTE= M S| INITFY HH HEIt 220 KHEE iniel HH YE L O™ £X 2 H0|E Z2 AT XIS R
A= FHIESE H6H0F BT, SAX= 0] HE 0I8oliA SFX AIS5ad SEi= AHIT =S FEIM
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122 E2t Ol

20| &= TOP Ol

- OF= 810AH ohiF, =3B AIdZE /2
OSSO LTMH7} AMTE QEED D 20| T MA| 4= M & AIRXIS0| UM T E0)| ZFESHCH Z2HRM= AFRXP M| ™A6H| =|H
Of0| &S Sl siE HO|X|ofl 7t BEAIE=H], 1 HEE E22= HTTPFA & YTV 4TI EE REs= S22 UMY,
AEZOIE Sofl olfidd ML= TYet HdI =7 == EX[E== F

- 8t SHO[X|0|A] 28l F=
Z2 AN SAHMXIZ SEEE DI ohEoI0| E1 At SHO|XIME AT O S SHO|X| sHUS 55101 QEHSD]
ADIEE ALBXIE EZIOR #C} HE HAIO|ES PCOIA 4513 HAKO 2 SHO[X|7} ERIX[ZH QHER0|S 7(7[0fA] Had A=
ADIEE T HOIIE|0|E, PlayAE0] CHRU|" 272 OMoH CI2R TS QESIC) [E5t Tty |0 SHE OHS KXMRIKIE S=3
OIRAPt ALHIEE | OETE 3t SEI0| ULt

- AUE7IE I HE OfEf 7= 2XHIol 25
YIS, SIS, 2OIFIEO| DKL T IO QEEHC 08 AJAS FHEAL] A [ARIS 715 9
IHYEE wiEc|EA UL O REE EE0= IR H 7IEHN LY, HESE S 48+ ¢
2X} Oloff7t Pe=l= S &0IC

Ql

e R
U3t 238FEI EFE| U

[0

—

]

- HEXPHRESE FET 78X Md|A A
DOIAZATET 2= 48 8Y S=6V|= HEH B=XP X[ AMH|A S U5 EOEEE40) 8510 20154 78 14U7HK| X|HE HEsP |2 34
Ol= EX=XP OS Atx||2] S X[HE 2l0[ok= 210 OFT, Ot0| 1|08 =287 o1/ | et £|4e2| X[==O|CY. 02 22 HES 7IE ol
AT EL0] ARZXI0] eFato] X[, 20144 48 82 0| Z=XPO| OH0 |2 E2A X EQ| OHE|-HYI0] HIZZ 4 EXIE 4 GICt
£, 73 S8t 0S XHH[ofl CHgt Hots HElSt BE IHX|/YHI0|1E= 71E HIFEL0l| S2 5|0, OSAHA|7+ OFLl OI0|Z 24T EO| AR HORSZ 0]
CHSt CIIO| ERF AESH= ZI0|C). m2pA BhE Al 2tofl £ 2SH|KIZ 00| 18|0|6H= 20| HEECT

- EHARIOQ] ‘FRIEEH
23, 21 A L MHEBIAL S Ch20) TS B0 HRESCH O ATELE 03 HAIKE QUE 202 FHE|,
2Pt EMIIUS 22I510] YT 0| LS E 2O R SIQISHCE 5t O[H0| WS TYEFHS BA|, O, MIQIEQIE MY S0t o5 5
SHXISH HIOIHA X|2 S0 S TFI0| R ME|E|0] 1 M7t 2 2O ABFCL

- 485 BX| Pi= EN ADEE 9 AN 7Fs
DIRHERR TSI 239 ADIEEO| SAE U 0J2| A|E MEIRY 0| CHt 0 SXf0| MRS HESHT, MEIR] 0| TS HES OIXP}
RS 2 UES SHe ADIEE 4 MEITo B3t 710|S21Qr'S UHACH Ok MEITH B AFE 4 UTE SHs MPAl 2E2| 7j0|= 2pe102,
O 4HUSE] SAIEl= ADIER0) MBS}

- A0IE 7)7|2 O|Eet A0 54 2
0= 0 ADIE TV, AOLE WEIIE siZohs A7 20 sig A0 SA=2 XI oif 128 232 E S5l 18 6277| T MIA| 24 2fd
O|HYS HiESH S = SR SHX = ADIE TV, ADIE @& § ANE 717719 IPE AO|H S0 8%t JC = LIEISICH,
= LPt= AEER A= Of=et A0 |t S40| G5 S/ A2 = fl&ED.
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°_I O | xlo FA

Microsoft 12 H7| HoF HH|O|E

- Microsoft Word % Office Web Apps2| FAHCE QI5t #14 FE 43 EHIF (2916605)
0| E2I AHH|0|E= Microsoft OfficeO|A AE| HIZIHX O 2 | 15| £|OFH 3H25HZESCtH
FerHe 2 Q5 Hak2 W= Microsoft Word B2 G2 B 7[EF Microsoft Office A2 ESIHUIA S5 ZEE OIS & A4 ¥4 I
20| 5182 5= USUCL 0 FYE LU0 d=Tt SHA = X ALEAIL Yt HThS ®S 5 USLICE AL theh ARZAL EHeto| T4
L APEL| AFEXH= #e|X} HIIRE Hioh= AFEXI0]| HisH S & A 2L,

- Windows 72| F|ot& O 2 QI5H Hst AL 2H|™ (2914368)
0] 221 EHH|0|E= Microsoft Windows2| 70 FU4ES sZeLICEL S4AAIARN 21256101 Sa06tAH Z&E S8 T2 1Hs 2l
5 0| FAHL = Qlof] et 2450| oi8E = UsLIL 0] FUES UZB6HTH SHAP REst 202 A S8 7K1 =8 21028 =+
QUC{OF BHLC

- Windows7{g 2E E2}0[H2| F[HO 2 Qlst Hst 45 ZXIH (2913602)
0] HOt @JE0|E= HIZ/HRO 2 B 1E Microsoft Windows2l FOFKS SHZIBHLICE AHBRIZ} AJARI] 212511 S451H X21E S8
T2 S MaS A 0] HOPYOR Ol T3 AIS0| HIRE 4 UALICH 0] ZOPHES OIR5IN ZAP| RE5 212 X2 FHES 7|1
2 228 4 Qojof BLCt

- Microsoft Dynamics AX2| FUHO Z QIS MH|A HE 2X|E (2880826)
O] E2t Y0 |E= HIS/HE2 = 2 10F Microsoft Dynamics AX2] F2FE 1S siEZELICE QIS SV BES Ee
Microsoft Dynamics AX Application Object Server(AQS)2IAEAN| 4514 ZZ= HI0|HE HiETH A 0] FUYTHS 2 Qlal] Ad|A HETt
g 4+ UASULCL FAE 20| 33 SA = e A0S QIAEAL| S2H0|AUE QA tist SHS AR &= USLILL

Microsoft E29I &[0 E ol ZH
Windows Update& =aliofHLt Microsoft E2F SX| 22F AIO|ENA SHY FUESC| 7HEHQ) IX| IS CI2EE U 4

USLL.
St=2 : http://technet.microsoft.com/ko—-kr/security/bulletin/ms14-jan

& . http://technet.microsoft.com/en—us/security/bulletin/ms14-jan

bl

CiscoRM 37| B2 Xt HSHEEF| FUH™ Fo| HI

- Cisco 574 37712 HIAEE WME0{(TCP 32764 ZE)=Z QI5H Zia|Xt st B 2 (CVE-2014-0659)
SAXE FAEE AE0I0 Y W M2 MK} HetsS 2 e = URSE, KO UH0|EH S71E 7K CHE MIiZ AHS 1

ESTsuft %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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Cisco wri&w/| Helk et 25 FUENEE

ofld FH0 3 2= MiES 2Foll U= Ee|k= B2 HH0|EZ | S/hE WK THE MiE Al S 1

L

[Zt 0 AFOIE] http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140110-shd

Oracle Critical Patch Update 1!

Oracle Critical Patch Update(CPU)= Oracleit2| MZS A2 L2 Hot IHX|E WHSH= £ +H. Oracle CPULE O|%
2H SHAFEO| £51C 2 QISH I|ol7} Ofl &f=l= H Oracle M[ZE2| CHE F2H0| Chet IfXIE H1T
- ANEE

20143 12 Oracle CPUMIAM= Oracle APAF HIZ2| HOEFCFY 1447101 CHSt THX IS 2E, ¥4 2 22 342 55610 Ffst MHE

SZGH=0) QI TH540| QU FOIRIS TEH610] DBO| 7HBAY/7I2AY/2 AN S E 4 s FHOHE A

Oracle Critical Patch Update siZH

oid FoFE0 S = MSE 230l U= EelAt= EIAOIEN BA=N] U= "Affected Products and Components™ &
“Patch Availability Table” &S &It IX| HE

[ZIALO|E] http://www.oracle.com/technetwork/topics/security/cpujan2014-1972949.html

Adobe Flash Player 21+ F25& H2IHHI0|E HL

Oracle Critical Patch Update(CPU)= Oracleiit2 HiES WML Z L2 HOt IFX|E WHSH= £ £ Oracle CPU 2E 0|£,
£ SHTEL| S50 2 QIst LIGH7 | 0| &l= B} Oracle MIE8| OHE F[2FH0| Oist IHX|E A1
- Adobeiit= Adobe Flash Player0fl ¥&tS F= F|U4H

= T FAES cligst H2 Q0| EE 2E

TARH= 2OPHS 012310 AAOR AIARI| HOHES S8 4 IS
- SMEE

Adobeift= Adobe Flash Player2] F2Fd 27H0f Chat Hot HE|0|EE &, HOPV |52 2

H2e H57|52 L3 4= U= FUE(CVE-2014-0492)

=1=15 0| =
AA

= ZOF(CVE-2014-0491)

Adobe Flash Player 21+ F 27 HOIHH|0|E of| 2

- 2= M Z|=A $1749| Adobe Flash Player AF2X}

Adobe Flash Player Download Center(http://get.adobe.com/flashplayer/)H 22510 Z|Al HEHZ HX[SHHLE, X5 YHI0|EE 025101
2140|=

- PI=L, W 21240 Adobe AIR AFE2X}
Adobe Flash Player Download Center(http://get.adobe.com/air/)0ll 4&5t04 ZA HHS HX[GHHLE, XtE HUI0|ES 018510 Y10|=
- Q= 20| £1Z2| Adobe AIR AFEXL

Adobe AIR7} 2x[E UEZ0|= Z0jM = S2|0] 220 8= — Ml 418 — L OhZ2/70]4 4951 — Adobe AIR 2IEZ0|E 2jH HECZ
2HOE stAL AS R0 ES 3180t E140(=

ESTsuft %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,
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- Adobe AIR SDK AMEX}
http://www.adobe.com/devnet/air/air-sdk-download.html0fl &2 Adobe AIR SDK Z|A S AX|

- Adobe AIR SDK&Compiler AF2X}
http://www.adobe.com/devnet/air/air-sdk-download.html0| 8526} Adobe AIR SDK&Compiler Z[41 S AX|

[&IALO|E] http://helpx.adobe.com/security/products/flash-player/apsb14-02.html

Adobe Digital Editions 41 F 2 E9IZH|0|E H
Adobeiit= Adobe Flash Player0f| gt = FUES olidst 22 HO0|EE 4R
2 HF2| Adobe Digital Editions AFEAH= AT E 24N Fefet o U B = AR M2} £ AT E HY|0|E HT

=

- MR
Adobeiiti= Adobe Flash Player2| F2fZF 17H0f CHE! Ot YE|0|EE 'WH, TEMMO R 0[01E 5= U= Hl22] &4 FIH(CVE-2014-0494)

Adobe Digital Edition ¢+ F4E HOIH0|E ohE®-

- =2 £149| Adobe Digital Editions AH2Xt
210101 E &3 (http://download.adobe.com/pub/adobe/digitaleditions/ADE_3.0_Installer.exe)S 0|25 & HEIS MX|

- oH 31749| Adobe Digital Editions AF2X}
2AH|0|1E &A(http://download.adobe.com/pub/adobe/digitaleditions/ADE_3.0_Installer.dmg)E 08310 Z|A S X

[&IALO|E] http://helpx.adobe.com/security/products/Digital-Editions/apsb14-03.html
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1.30]2

Al2{O} TX=22| O]= A4 O]C{0] offZ

Syrian Electronic Army Hacks Microsoft's Twitter Accounts and Blog A[2[0FMXIZ0| X[EHO = O|=9| A4 O|C|0] A™E
SF3ICL Ol 2 XS EF S A710|2 ERIEIS O|Edl O0|A 2 AR ET| ALSXIL| AES AAISH! H5 0| E1T Tt FZ3MCL
A2JOFEXb0| AEE W7 IX| 5t F, A710|2= XHA1S0] “ALO[H OE"S &t 22 X F X2 HEE= SARK| L/ULCT
HHSIHA offF A2 YTE E[RUCE A710|2= 201130 00|32 AZE0| Ql~F MEHO|CE 2L BE F, DO|3 2 AT ES9)
EQE AE, A 221, Xbox X[ APHO0| A[2|0PHX}=20f| SloH A== 0| L4ALSiCt 00| 2 AT E= AlelZsHY 34 = o0l
Oj&s Soll 00|32 0 E AR| XS AE R 717t 45 SR A AS0| =T THEHEE KEEX] E2 A=
UL,

=3 : Mashable(http://mashable.com/2014/01/11/syrian-electronic-army-hack-microsoft)

OF<, O|H[&0| Xt =2t HE A&

OIE71 MY MH|]AE 0|8dt= 2E SXIS0| ChSHH HTTPSE CSEZ MEZUCL Ol= X|H6H o 03T LIEO|XE NSAL] 2430 Chst
SO = HOIC OFF &2 “0FF MY AMH[A = RA2] F& HHA0 HEE0] HIO[HE 100% LS 3Fet Z10|0, O|HIYS S8 HPIY,
et 2 71sS0[7EX] 0|18 MEet 24702k $RiCt 2Lt HotHA| LE0|AM = OFF2| HTTPS ++840| O4F5| & 7K 7|&X¢Ql
TAIE Q11 UCH= BEEQI 9|14 85|77 | 3iCt

=% : Business Today(http://businesstoday.intoday.in/story/yahoo-email-
automatic—encryption-begins-to-thwart-snooping/

1/202218.html)
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2.53=

78 RO, 730| BEZH ST TE AMH|A 24

LPI2= 78S HO[ot0, #AH0iM BISE TS MH|AS AEL. SI0M= 1178 I == B S0 20IM 7| THE0

MH|A S| 51 E5HtH7HEE0|C 0] MH|AE 0|25, ZH| A|AE] tenpay] XHAIC) *=*43?f E ?l =71E TSAI7 =010}
oIt 1 = FM0M == LK} 5h= e = &S Eotl S AERIAE H0] TE6HH #it I50A EU= HE2 5
77 U= 250 Sl AES0A Sl == ZHhel == LE M, 150 SoHU= A +=2E SFE L0 AT, Ee
= AHFE0| BN 2Soh= URO0| A2, OIFA 22 =2 32 = QIS0 ALEE = ULt 21 0] M| A= HE|SHCH= AFSAL

|
PRI 32| U2 ALBRISE 7O R 2 O17IE BT IO0, 0213 O17|E RSOIS W2t SRS AR ANTEE 561 Uct

;

I'IF

AR BT ®
T EMEELIFFRE

s, BXYISEL. R F L8

S ‘ 100.005
HFSEFLLE EpUEARD) =
IR | RAMGE
AESFEERR, BAMTRRMEEEAIN
¥ 0755-86013860 | BETARR., /MAR I MFIZEM

OIC 20|E Bootkit0] &

= -
HI2L] CIAT SE 0l MAEICE 55| #AI0] ST ES EIX[SH S XIZFHE FUHES SLGHH CA| AN Tt SEHGH= SO
QICE O] YT EO| 2L SES 24Z WS L0t ALEXIS] HIOJEIS SHIA = ZHOICE O] SO SMSEE % B 75E 7D
QUL O] YT ELE R HE SOIA S=2710Ml 215101 LYKE 202 2O|H, BiTH S LHO) S0RHH7H et FOHZO| ZEI0] U=

HoR FHEIY

T O —

=X : http://finance.ifeng.com/a/20140122/11520338_0.shtml
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3.2=

18 O 521 A= 460044} T8 S7|00 518

2= 5 Ot/ 18 Ty 20 2320l THoll 23Kt 2 2000 =3, 22401 AJ0|L 587t SEE 217 1E
S0l 2XA TSI 18 DY ES|2 S0 DS A 1 2= 4656710 E3UCE 0= 1A 128 ThH| 3244710| O B7t6t
TAIE, 7[E 2 IX|{E 14127210 H1T 7 7|55 Aot 02K 37t FME B 2d S712} HlwolH f 518H 20|, 0]0f
T2 M= ASAHA| 72l BV [ot= S tISoll UXITE, T AO|EJtHZ X[l CHA| =2 AOIET} IH2E|0 24d
H[Z0] EH=El QU= ZFO|Ch ot XHERE] LEFIE oA ISPL| EiH|Y, - AO|ES HFoh= TI-0| Al Edliskl ULt
I AOI|E 700l AFE-El 1157 URL 2= 54372 = FE O] 1837 RERUT. L0l HEE EHE 2= TE TiH] 17§ 420105
16Z10|ct. Ol= &7 B0 20| HSEL! U= A2 = oA E 0t TIACEEECl=l0M = T2 = TS |0 S22l
OlyAe|2 ARE Kol 47 2= 3o HEs A2 AR0= ©lle] X MU|A AFEX 210 E2[ot== 401 RUCL.

Z7x : http://www.security-next.com/046284

=1
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Contact us

FO0|AEADE HOM|SE Tel : 02-3470-2999
E-mail : help@alyac.co.kr

oroF =0 X| : www.alyac.co.kr



