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214 OPM A TOP1 5
#HE AEIE Top 15= ARBKFPCOIM EX[EH YT ES 7 [HIC = LA=sHSAOICE,

20144 28| ZH P4 E TOP 1504|AM= XS 112 XEX[BHH Variant Graftor.8654 2FET E= 20133 1N 0|2 42 GECE 9IS
XX[gHon, X[ 39IE XIX[GHH Trojan.Downloader. KorAdware Gen? | SHHH| A53510 221 715340
Trojan.DownloaderKorAdware.Gen2 OEHIH 22 AZM D2 THSS AHEAL S2| §l0| o= FETEE LI

3¢= MEA S22t Gen:Variant Adware Graftor. 1290027} XEX[GHLY, O |= HaZ01 AT EQ0|= 7 PErSt 0HEY|02| HEB0|Ct
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=% = ofg3c THE 72 SAZEX)
1 - Variant.Graftor.8654 Trojan 3,595
2 A Trojan.Downloader.KorAdware,Gen Trojan 2,368
3 NEW Gen:Variant. Adware.Graftor,129002 Adware 1,813
4 NEW Gen:Variant.Graftor128868 Trojan 1,801
5 NEW Gen:Variant.Adware.Graftor,125598 Adware 1,610
6 NEW Gen:Variant.Graftor128793 Trojan 1,371
7 NEW Gen:Variant,Graftor,129002 Trojan 1,278
8 NEW Gen:Trojan.Heur )P.uuW@a4mPwmhO Trojan 1139
9 NEW Trojan.GenerickD, 1470680 Trojan 1116
10 NEW Trojan.GenerickKD.1472625 Trojan 1114
11 NEW Trojan.GenerickD1470681 Trojan 1,025
12 NEW Trojan.GenerickD1470677 Trojan 1,019
13 NEW Gen:Variant. Adware.Graftor.124966 Adware 1,009
14 NEW Trojan.GenericKD.1470679 Trojan 956
15 NEW Trojan.GenericKD.1470671 Trojan 946
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1.2+d3E FX(Trojan.SnakeS)
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© File identification

MD5
SHA1
SHA2%6
ssdeep
imphash
File size
File type

Magic literal
TrlD

Tags
# VirusTotal metadata

First submission
Last submission
He o8

b 1bddZed dtd bl be 2EedaB3alc 1502

4bd Ted 32abkc 309 Tebd TaeQ0TE02 T 122920176

05dc66031e42T60c 2001074308c 0008 3604 06408 THOLIE 1 TiefbB5a4 TO2ET3
1536 ndCJHIIOW 1gK T8z 1Y e 9GKTHT/UoR4Gigigluoava 911/002BMMaVdg/uo:
BORZETISMTEIEI 36 1TTI9E2D 16341

96.0 KB { 98304 bytes )

Win32 DLL

PE32 executable for MS Windows (DLL) (GUN) Intel 80386 32-bit

Win32 Executable M3 Visual C++ (genenc) (67.3%)
Win32 Dynamec Link Library (genenc) (14.2%)
Win32 Executable (genenc) (9.7%)

Ganenc Win/DOS Executable [4.3%)

DOS Executable Genenc (4.3%)

srmacsso | peas

2007-08-14 11:04.04 UTC (64, THE H )
20140225 1T 4308 UTC (2R 12 #)

Trogan Win32 Agent bve
b 1bdd02edd5d bibe 28eda¥9alc 1502

© File identification
KOS 44080210744 100300992 1138303ca%:9
SHA1 8194105028084 TT2AT 386 40019535 Thave
SHA256 5d21324eddb5 111846 30a464T86 T IATITTT 3834620 Jac 2c 966092221256
sadecp 6144 rCsUOF x0qzKbDkdnl9T zracingF mDJoe THEC hicBhofpthDA2Ug 2CaLOF:00g+ Jkoowt
imphash dedib032T 142920402 Tc 1596434 12d
File size 428 0 KB [ 438272 bytes )
File type Win32 DLL
Magic literal PE32 executable for M5 Windows (DLL) [console) intel BO35E 32.ba
TelD Win32 Executable MS Visual C++ (genenc) (67.3%)
Win32 Dynamic Link Library (genenc) (14.2%)
Win32 Executable (genenc) (3.T%)
Genenc Win/DOS Executable (4.3%)
DOS Executable Genenc (4. 3%)
Tags  pean

# VirusTotal metadata

First submission 2049115200 UTC (VIR .15 8)
Last submission 2014-03-12 08:40.02 UTC { 16AI2F 592 H )
0e o8 224735096 _54213240ddb51 14446 308464786 T 3T ITTT IR 3626 Jac 2e IEEI022ATI21256

il & S

(23 171 XIS 2007

TR 35} I 48 BH S5 QTSN AFREIS 710 HEE 2 4 QUC} 0[S 2007410) £E AT A

g & 3=

(13 2] L2 F7HE 20149 Y& 8

MuJH

d} 0 ARSI,

{
if ( au )

yYy =
++y5 3

}

¥
if ( a4 )
*{ DWORD

if { a2 && a3 )

vl = *{ DWORD =*)({this + @xC);

#{ BYTE =){v5 + a2} =
if { vh >= w»(_ DUYODRD #)"b™ )

while ( vs € a2 );

atdm3uulj7fuwlsjnboc[vi++];

#){this + BxC) = ul;

if ( src )

d

(T

= ad;

if ¢ a3 )

{

if ( a4 )
ub = ={ DWORD =){this + 4);
else
whH = B3
if [ a3 )
{
do
<
BYTE3(Src) = ={ BYTE =)uh
result = memcpy{vh, (char
++Uh;
if ( ud »= "b™ )
uh = @3
uly = {char =)uls + 1;
—u5:

" atdm3uubj7?Fus B[ui];
»)&Src + 3, 1u);

¥
while { v% );
this = v8;
¥
if ¢ au )
={ DWORD =){this + &) = v6;

(23 3120079 M| 58t 3

(23 4122 HHE Y482 H=5 5

else

return vii;

sub_10888F4F6{vi11);
dword_10643BES =
sub_1008288A(vi1);

if { byte_100845066 == u? )
sub_1808F35F (u11);

uili;

/f Query SoftwareWiicrosoftWinternet Account HanagerWAccountsh

Zf find file %ZlLocalaAppbataiMicrosofti¥Windows MailWlocal FoldersH oeaccount

(13 5] OrE] AW HE &84 2835}

01212 = NE5t= 2& S 0IRS
O

tE| ALY

—

w2s
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3983 SMEA

b Im EM(zxcvb.exe)

HQ! EXEQ) @%a SatojH T} S U MHIA S2O[C S0, £5 844l ST E0A MY 817 HEE HXAE||
JIBBICE B ONTE S TS A VIEHOIAZ & 4 9

Feg Key Added HELMWSYSTEMWCurrentControlSet®WServicesWmap

Feq Val Added HELMWSYSTEMWCurrentContralset®ServicesWmnapWhDisplayName map

Heg Key Added HELMWSYSTEMWCurrentControlSet®servicesW®Wmap®Enum

Feg Yal Added HELMWSYSTEMWCurrentControlSet®WServicesWmapWEnumi# 0 Root®LEGACY _MAPY0000

Feq Val Added HELMWSYSTEMWCurrentControlSet®ServicesWmapWEnum®Count 1

Heg Val Added HELMW®SYSTEMWCurrentControlSet®services®map®Enum®Nextinstance 1

Feg Yal Added HELM#&SYSTEMWCurrentControlSet®ServicesWmapWErrorControl 0

Reg Yal Added HELM®SYSTEMWCurrentControlSet®WServicesWmap®WimagePath W77 CWWINDOWSHWsystem3IZWDRIVERSWmap.sys

Reg Key Added HELMW@SYSTEMWCurrentControlSet®ServicesWmapWParameters

Reg Val Added HELMWSYSTEMWCurrentControlSet®ServicesWmapWParameters®WdParam EBINARY SIZE=3 MDS=36963E37ECCTADIOFEIFO990ESISECTE
Reg Key Added HELM#SYSTEMWCurrentControlSet®Services®Wmap®¥Security

Beq Val Added HELMWSYSTEMWCurrentControlSet®ServicesWmapWSecurity®WSecurity EINARY ZS1ZE=168 MDS=E6F319739CETF03AZFAF8TS408ECCTDS2
Reg Yal Added HELMWSYSTEMWCurrentControlzetWservicesWmap@®start 1

Fegq Yal Added HELMWSYSTEMWCurrentControlSetWServicesWmapWType 1

[ 1] 24 =2}0[H Mu]A &3

Q| 3iQ|= QT C o) ERITHO| A QA ECI0|HE S5 HX|AER|SE S235H MEO|C E&TH= QP IAE SXH0f| A|XH0| &=
Halz cF 3 Y X[AEZ| ™S #iﬂﬂl ZZE Z2 Fwclt.exe MES ERI5H 5| AIBHSIC} ST MES Qlaix| ZHZ 0| Mg
AX|ots A2 OFF2|EICt, M2t & ‘%EEEE oF H MaliFE O|0f= 2= RE AT EE 558 + ¢itt

giEst ECtOlH= 27| 2E A RXZENM SEioh= sl oI EE SO, [explorerexel, [services.exe], R 7|Ef E2tRX{0]
OFA

OIRINE 435101 O WIS AIXISHA| Bt

bt FM(zxcvb.sys)

0: kd> !devobj 864fb2b8
Device object (864fb2b8) 1s for:

FaDevice® \Driver\sdbas DriverObject 86359508
Current Irp 00000000 RefCount 0 Type 00000022 Flags 00000850
Dacl el48e48c DevExt 864fb370 DevObjExt 864fb3d8
ExtensionFlags (00000006000)
Devlce queue 1s not busy.

(13 2] 4T E0M FX|E Cuo|A HE

X X[ ClHFO|A B2 \Driver\sdbas X|Zf sdbaset= O0I52 == EETHOIA =861 g3 =0) Cig 2| W OFCt HFEIC,

ESTSﬂﬂ' “Qél } =5k EJ_.-H copyright by Estsoft Corp.All rights reserved,
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int  cdecl DropFiles()
i
int wl; /7 eax@2
int vi; ff eax@2
char filePathHame[2]; // [sp+8h] [bp-108h]E3
char vh4; ff [sp+Ah] [bp-FEh]@3
__dint16 w5; /F [sp+186h] [bp-2h]E@3

if { *dword 6D54LL )
{
duvord_6D54G4 = 13
vl = sub_1D660{&Encoded_Path_commodule, 60);
byte G6CA3C = B;
Decode_{uvd, {int)&Encoded_PE_commodule, {int)&unk_37063);
ul = sub 1D668{&Encoded Path msidfn, 68);
byte GCY9BC = B@;
Decode {u1, {int)&Encoded PE msidfn32, 3584);
H
#{ WORD =)filePathHame = @;
memset{&ui, @, OxFCu);
us = B3
/4 WSystemRootWsystem32Wmsidfn3d2.d11l
Decode(filePathHane, &Encoded_Path_msidfn, strlen{(const char =)&Encoded_Path_msidfn));
if { DropFile{{const wchar t =)}filePathHame, &Encoded PE msidfn32, 0xEB0u) )
{
sub_1DB42{{const WCHAR =)}filePathHame};
dword_6EB84 = 13
’
else
i
LOG_{(word_15262, filePathHame};
H
Decode{filePathHame, &Encoded Path_commodule, strlen{{const char =)&Encoded Path_commodule}};
// WSystemRootWsystem32Wconmodule .dll
if { DropFile{{const wchar t =)}filePathHame, &Encoded PE commodule, {(ULOHG)&unk 370863) )
sub_10B42{{const WCHAR =)filePathHame};
else
LOG_{word_1526E, filePathHame};
dwvord 6E884 = 13
return @;

[32 3] 9T E S2lo|H LS| PE S8t 3E

ST} M| ClHIO|A e \Driver\sdbas X[t sdbasahs 0|22 £/% SRIHON S2f

= ol I =0 Chgh 2| T OFC BHEC.

25 NtClose Ox80SEE4EC rlinee bk, 0x80SEBE4EC C: WWINDOWS Weystem32 Witlrnipa.exe

53 NtCreateThread 0x80S02FD4 infine hook, 0xB80S02FD4 C: YWWINDOWS Weystem32 Wntkrnipa.exe

173 NtQuerySystemInformation 0x8061308C infine hook, 0x8061308C C: WWINDOWS Weystem32 Wntkrnipa.exe

249 NtShutdown Sy stem OxB0614644 infine hook, 0x80614644 C: YWWINDOWS Weystem32Wntkrnipa, exe

257 NtTerminateProcess 0x80SD499E infine hook 0x80SD499E C: WWINDOWS Wsystem32 Wntkrnipa. exe
22 4] 2EX

MM TACE= AJAH! LHOJA 25 ABIA J)15 SEHS 151617 | 25 RingO(kernel Level) OllA HookS O|23}F0] XAl

2| WS SO

Service System Descript Table(SSDT)0|| Hook £ AX|5H= BfAI0] OFH, Ring0 Ol A Nt A€ &40 FEE £H5H= iAo =2

SX51 Q131 = 57119 ek=0f 0| AX|=|] U,

nt!NtClo
205bedec

805beaf1 mov eax,dword ptr fs:[00000124h]
805beaf7 theEBdBElEEBE movsx eax,byte ptr [eax+140h]
805beafe 6a00 push ¢]

2805be500 50 push eax

805bes501 ff7508 push dword ptr [ebp+8]

[23 5] HEE 212l £

ESTsoft ';JF.'JEJE_T'_H copyright by Estsoft Corp.All rights reserved.
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Ol M= At2E ZE= NtClose & 17l O|X[2F, CHE €+ RS SUSHUIAO 2 |nterrupt ZEE HX|5
Interrupt 55H= 0|26} AX|= £E s &6l ULt

FIF
=
|0
HU
O
a2
ro
il
Hd
4n

de:  80542c3c nt!KiUnexpectedInterrupt30
4f: 80542c46 nt!KiUnexpectedInterrupt3l
50: 806e793c hal!HalpApicRebootService

31: 80542c5a nt!KiUnexpectedInterrupt33
52: 80542c64 nt!KiUnexpectedInterrupt34
53: BBSdEcEe ntlKlUnexpectedInterruptSE
54: sctedInterrupt36
e s edEB3eaf sdbas+Ex11EAF

26: 80542¢c8c nt!KiUnexpectedInterrupt38g
57: 80542c96 nt!KiUnexpectedInterrupt39
58: 80542caf nt!KiUnexpectedInterrupt40
59: 80542caa nt!KiUnexpectedInterrupt4l
Sa:  80542cb4 nt!KiUnexpectedInterrupt42

[23 6] 84 Interrupt X &2l

0x55(10%!4= 85) X0l Interrupt & XIS 0| HX|E Nt H/E gt £= Al QYT =S| REZ Eej0[H7| SS&|H AHA
7150] SAEM. AE1E XiA2] X I% 7171 #1510 ?i2t €2 SEE St Ring0 2= TH|M2] £F R InterruptS 0S5
AFdZE SEol= UM HHE 57141 AU

Zt 271 = NT AIE ek

— NtClose

— NtCreateThread

—  NtQuerySystemInformation
—  NtShutDownSystem

— NtTerminateProcess

S4E 571 e 25 S8t g I 52 25 oM =Lt 2&E 0]F0l= S DeviceloControl = 080l S¢S ZE0A]
AEE EXE 2| PID S B 7HX| HEE 27| &I 3l SASY = MAE S0t

int InBuffer; // [sp+4h] [bp-8hl@1
int v4; // [sp+8h] [bp—-4h]@1

InBuffer = hProcess;
v4 = PID;
return DeviceloControl_Logic{(0x222048u, &InBuffer, 8u, 0, 0);

[13 7] Y4E PID % HANDLE & &&

MME T2 MAL| PID 2 HANDLE E2t0|HZ F&SICY,

hLibModule = atoi (&String2[v168]);

time (&Time) ;

RegSetValueExA (hKey, "B_STM", 0, 4u, &Time, 4u);

vi28 = 86400 * hLibModule;

v1i37 = Time + 86400 * hLibModule;

RegSetValueExA(hKey, "E_STM", 0, 4u, &vi137, 4u);

RegSetValueExA(hKey, "D_STM", 0, 4u, &v128, 4u);

RegCloseKey (hKey) ;

StelthMode (hLibModule) ;

Log_process (&unk_10073920, 1, "Go to stealth mode for %d days."”, hLibModule);

(13 8] EAI5H= DLL 9 3=

ESTsoft ';JF.'JEJE_T'_H copyright by Estsoft Corp.All rights reserved.
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AEA BDE 2= 71S0| S5 39 Ad ZE= 0rFE GES ofk| B0, SH0| ZX| g XSH2 = PCO| &=sttt. ofd /IS0l
SH S0 # 2 A oI=A0f tigt 2= XX = J|SEH.

if ( dword_6CC38
&% (RtllnitUnicodeString(&DestinationString, L"\\SystemRoot\\system32\\winstat0. pdr”),
Db jectAttributes. ObjectName = &DestinationString,
ObjectAttributes. Length = 24,
ObjectAttributes. RootDirectory = 0,
Db jectAttributes. Attributes = 64,
Ob jectAttributes. Securitylescriptor = 0,
Ob jectAttributes. SecurityQualityOfService = 0,
( ZwCreateFile(&FileHandle, 0x40100000u, &0bjectAttributes, &loStatusBlock, 0, 0x80u, 0, 3u, 0x20u, 0, 0) >=0) )
ByteOffset. HighPart = sub_1E01Z(FileHandle) ;
if ( ByteOffset. HighPart > dword_6CC38 )

sub_1EQ03CG(Fi leHandle, 0i64);

| ByteOffset. HighPart = 0;

[3 9] I B7|

AGA 715 0120l FHEEMHAM EF I0CTL ZEE& 0|80tH S4lg B2, winstatO.pdr 2t= IIEs dd =2 2E010 =8

571l U= AS =HOU £ UL,

while ( v4 );

v = v3 — (&Buffer + 1);

EncoderLogic (ByteOffset. HighPart, &Buffer, v3 - (&Buffer + 1));

ByteOffset = —1164;

IZwWhriteFile(FileHandle, 0, 0, 0, &LocalTime, &Buffer, v5, &ByteOffset, 0);
ZwClose (FileHandle) ;

result = 1;

[ 10] T A7)

Ojd @ 0|20l FAZEMA 22 BIOJE0 WS CotX, ol EXA120| tist (2 =tE st =l EAES Do 0.

S IS B B2 510] MBS SHHE 1S 2O 4 i)

A I E7| 87| ZE2| Z20|= DLL 2f 6= X0A ARZE[L 120, 248 EXIES QA= ol E2t0|H=Z TSohs As =l
== ULt O 71X EX18 H +=2E H|0[EIS 7|22 = S0t TS0 EIH, E2f0|HoIM KMHL = Y2 =t =3t 0|
Op 20 ML, et MEE |02t =2t0]H XHHL = SEUFFIA 420 §EE HEYTHT.

orMIA! EM(commodule.dll)
= oPMIIAL services.exe 12| T explorerexe®t ZHE B HRAQH0| QIMME(0] 2t7| C12 HEt2 ST, J2|T 2t TR H|AZH
Ol= S4lI= sl NamedPipeE AtZst=0|, Ctsat 20| HHELCE

— User Process - UCM{ComputerName}
— System Process - SCM{ComputerName}

lea eax, [ebp+pchbBuffer]

push  eax ; nsize push  eax : pcbBuffer
lea eax, [ebp+ComputerHame] lea eax, [ebp+UserHane]

push eax ; lpBuffer push eax ; 1lpBuffer
call ds:GetComputerHamen call ds :GetlUserHamei

[O8 1] S PC2 0|1, H=R AH 0B &S 3=
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if ( ?lstrlenA(lpString) )
{
OutLog{={{ DWORD »*)ui + 1), 1, "%s: Error start server, because it pipe has no name.", u5);
return 8;
H
if ¢ =(( _DWORD =)ui + 136) )
1
OutLog{={{ DWORD #=)ul + 1), 1, "%s: already started.”, v5);
H
else
{
ResetEvent{*{{HANMDLE =)uy + 2}));
if ( =(( DWYORD =)uls + 135) )
v6 = CreateThread{®, B8, (LPTHREAD START_ROUTIHME)ServerPipe, vi, 08, &ThreadId);
else
v6 = CreateThread({@, @, (LPTHREAD START_ROUTIHE)ClientPipe, vi4, @, &Threadld);
*{((_DWORD =)ul + 136) =
if { tvb )
{
wfy = GetLastError();
OutLog{={{ DWORD =)ul + 1), 1, "%s: Error(%d) Start pipe server thread", v5, v7¥):
return 8;

H
OutLog{={{ DWORD =)us + 1), 1, "%s: Pipe server thread start, ", uv5);

[22] 12] EA1E NamedPipe 44

111l DLL Type: Manager, User:.system, service:0, BrowserStarter:(
19:20:42 SCHMVYM-28D4D51701F1: Pipe server thread start.

1111 DLL Type: Manager, User:administrator, service:0, BrowserStarter:(
19:21:00 UCHVM-28D4D51701F1: Pipe server thread start,

[78 13] SLE Pipe 44 =1

QX ZZHAGM 2 T £7h0I W S2 55510 21 IIUS AAFITE 01 At 21| TRAIAA CRC A
DS WO LI22E, Q2E S RUI0| HES SUBI0 I UHPCO| HES 2SI

CRC A =4

1. http://pressbrig***.com
2. http://www.sc***pages.at
3. http://su*** 5u.com

4. Wea***ine.hopto.org

CRCAMH{2I2]| SLUM= HTTP, FTP S 0 Z2EES 0|82 &~ UL=S 350 /lSS =AM G20 MY IP X
F2lol7| #lgt A2 = HO|= DEA| =7t EXSHT

|-rl

CRC AH{0f| A stE o= FF2 Chsdt 2L,

1. LIEOERE

2. MU AHZE

3. Db Al

4, TIIY A

5. It HA

6. AEA DEXEE 7(7HSOE OEHSt QB HZET H3EHK| 22
7. E2i0[H ™H0IE
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if ( =( DWORD =)dword_ 18073470 )
OutLog{ve, 1,
else
OutLog{vt, 1,
if ( tRegCreateKeyn(:
1
cbData 1;
RegQueryValueExA{hKey, "prot_test"™,
ReqCloseKey{hKey);
¥
sub_10B18ECE((int)" &, &* 08 FQWLBE{ ;0 Fg-{:6-;"",
w52 #( DWORD =)dword 18873470;
for ( | = 0; ] < dword _10068B60 && *{ DWORD »*)dword 10073470;
{
if ( v7(*=(LPCSTR =)&1pString[4 = j]) && =( DWORD =)dword_ 10073470 )
FTP _Upload{]);

“UpLoad: no files to ftp upload");
:hKey, (LPCSTR)&byte_10874EBC, &hKey) )

8, 8, &byte 100873918, &cbbData);

b, 1)

++j )

“UpLoad: ftp upload %d file(s)*, #*{ DWORD #*)dword_18073470);

[22 14] CRC =AM 23 FTP ZEESS 0|25t Y2C FC

MakeFile Error(%ed) copy %s to 9%s
Module:0x%08X,Res:%d¥n

Pgp Encrypt: error(%d) buffer size %d/%d
Pgp Encrypt: error(%d) get encrypt buffer size %d,%d
Pipe request exception

Run instruction: %d ID:2%6u%010u(%602d:2%:02d:9:02d 9602d/9%02d/%:04d)
Run cmd: 9%s

Run at start %es.

Run at start %s ... %d, error(%ed).

Run [PID:%d]%s ... OK

Request completed OK

CommandsCnly Mode: %d

Days before goto PM %ed

Enable proxy mode%d, port:%:d

Set Http Mode: %d

Set Max Upload File Size: 9d(B)

Set PM MinDataSize: %d(B)

Set RegValue %6sw#ded(%s) ... OK

Set Search custom proxy %d

Set Service Mode: %d, result %d

Set Smtp Address:%:d

Set Use custom proxy-%ed

Set browser owner:%d

[212 15] &8 2P = O] KA K]
[ 13] 2 &0 61H AHIAETHEH s 0|F0f ClH 1 HIA|XIE S25t= A2 2A| &elgh 4= QICt [O2 152 0| 7|8e
X1 7|8 £ HME| O HIA|X[E &9 ol= 25 &2l 20|} ﬁH'é. HIAIX[2} HIAJX] 24 0]H2] gfrE= =20
7152 SZ0|20f| 6, F7MHC E HAIXIE L5t AS 2CIE 4= QUULCE (0| HHTI HE 0|20 = Ci=7t EX4SHC)

. text:10001AB4 68 71 78 OD QA+ db ‘mMPG'.9, 'MPEG',9, 'mpg’, ODh, OAh

text:10001AB4 4A 56 57 52 09+ db ‘MSWD*,9, ‘W8BN', 9, ‘doc', 0Dh, OAh

. text:10001AB4 4A 50 45 47 09+ db ‘MSWD',9, 'W6BN', 9, 'doc’, ODh, OAh

. text:10001AB4 6A 70 67 OD OA+ db "MSWD',9, ‘WDBN', 9, *doc', 0Dh, OAh

text:10001AB4 4A 56 57 52 09+ db ‘MSWD',9, 'WTBN',9, ‘dot’, ODh, OAh

.text:10001AB4 47 49 46 66 09+ db 'MSWD',9, 'TEXT',9, "txt', ODh, OAh

text:10001AB4 &7 69 66 OD QA+ db ‘MSWD',9, ‘RTF *,9, 'rtf’, ODh, OAh

. text:10001AB4 53 49 54 21 09+ db 'MSWD',9, '**xx' 9 'doc’, ODh, OAh

.text:10001AB4 42 49 4E 41 09+ db 'OTEX',9, ‘ODVI‘, 9, *dvi‘, ODh, OAh

. text:10001AB4 7A 69 70 OD QA+ db 'OTEX',9, 'TEXT',9, 'tex’, ODh, OAh

.text:10001AB4 53 49 54 21 09+ db "pepM’, 9, 'peDS', 9, "si1g’, ODh, OAh

text:10001AB4 42 49 4E 41 09+ db 'pgpM’',9, 'pgEF',9, 'pep’, ODh, OAh

.text:10001AB4 67 7A 0D QA 53+ db ‘pgpM’,?, 'pgsF’, ?, "pep’, 0Dh, OAR
[23 16] =F == O 2R}
[ 16]2 &= DY SHEIXP O MEE 22 2015 LIE0|CE 2101E I 2HEXLe| Ji4~= CHEF 1407 H=0|0, s
CI22E 2 U2 E 7|5 SH0IA aliE 22X AllS &HE61H0] =F! H=0| CRC AHAIA otEE 42 US +~Elot= 7|1sS 8lish

2SS
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4. B=

OO EAst AHFIZE 7ABRE AN REE AHSIEZ HRIKRUT, 2 A HlI2 AII 0 e 7Sl 1S
A= If%"é'ﬁé A} I3'I|11I 2l ?.-:!E FYEH Ol 7[252 R F2s =33t 0] 22X i ZM(PDF, DOC, )2 EH
A 7|2 S F2 HEE §501| flet 222 20[= =& 7|5 XHH 7|2 S 0IFE S4s +oHK| Y= H=IIsS

LLSISILY. EEJr-H et 85 FFIE SH2 = o= gD LRl g == QO

71250 2 i AMTFEE Interrupt Descriptor Table(0[t IDT) 2] Unexpected Interrupt €1 0x55(0n85) Hoj| CIEEEE
SSo, NT AE2 A|AH] S8 B SEE CIHEEE SolH A ZEI SE5= 7IsS 7KL UL TEfN FEgTFE
X XiA|7H A SESIC. 0l= Ee| Y2l MELIE] AV HIF S 7B 48 B9t BF 0|2]0fl= X xIEl= 4971 E& AH0|C,

PN = AT A AV HIF 0[20f P2t 22 ARIE & 3R0= AMLEYN BEE0RU= U2 SHS F+1olL, IDT 0lA oHS
H2E MHSH 0|, QHBE/ Bl 32 2=&= IDT 0| S5 48 FHol¢ ofd =ef0[H] HMA R MH|AE S=3I.
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20| oL 04

20| &= TOP Ol

- 201685 E HERT Y| 2RI
HEIHHEXT |0 tishM = SHESE717 [E(CO0| T2 E2RISS HET KfE0|Ct XS] (CAUS2 77FEEH ITHRAQISAT=0IA
HESIHO L FUUXIAAE 22 EOIHIZS Y220 MG O 2 SHRIX|2E 20163 18RE= 7|X|= EH| S HE/TR HET (C2US 0]
=L,

- 31742 32 712 B O NI DAT U
012, %2, S, YA, 53, 55 5 307K Y8712, UAR, OLIX| BAH S8 121 R0 P ‘DIAT 7} UISICH 0] O TS 2ol
S| ASAY B9} ST} ORRDIKIZ B2 2Lt A8 HOIA 27} XRI0IA HISHE HOZ SMECE FLATIAT [ £ TM0| T2B 0] AYFE
£ Xt 2007415E] S| AIZI5101, S3H 287HK| 3IH20MM AHBSH= 120K IPFA 5 3803S B8t 2O TARICH BACNS 71,
THOIBR, HALR, OLARI/AIR/7HABIAL, B, ABHIE, Ket #E7H S OJCk SO/3HHS WR5HR HI2 AT E 20| 0|20{XIES FA5Hs
CHA S RIALOIE L S BT 5o AASZOIS S POl SAE) SHEM, 02 WA Ho| SHSIK| 242 40[Ck

- ATM, POSE H|C|= ZI=XP, H2F Z|CH 53 XA
QF 43 8Y X|H0| B&= B2t EIHZ POS TR |, ATMSO| S5t BI=XP YH|CI= OSOl gt 3o 2ot |01 Z|Ci 5EMEX| XFEEHT,
PCEOE MOf= HEXPot H2| #IE XP YHICIS 0S0] 22, BA| A7 7} fIE XPECHHS2 2, HHI0|E XIYSE AT 7|E 2TXPLCH <Lt
S = XP YHICIE HIZ2 & 5 £H0|0, 2 HIZ0ICt YH|0[E X[ AIR0| CI27| IH20)|, XIREZ A 212t SI0I5H0F 3HC} 0] 7[7H S0t 25
S8 738 HHAS X[FE7| Plotid= BEE AH2FS PR0{0F ST,

- '0|2§5:, SWRIHIO|E &M|[A| 2t 70| =211 B
2% 192, DIRYAIR ISR SWRIHIO|E ZIQFHS Ot8510] QT 7t SISl 242 0i517| i5H SWRIGI0IE &2 ot 710|=2fQ1 i
AIZIHC} SWRIHIOIE H|| HOt 70| S21012 SWIHL 7[00I XHE IHI0|E 71 THi A| Z43H0F 8 HOISHE U Fo|ASlS TI2X| QS AL
SASH A QL QI3 SHZION QIR E ALl L 2| SHZ Wt RIAISHCY

- QUEUEZ AP| X 2 F71218 =2

=8H0| 2= 485 HIZ2H GYs floto] =7 2
oAloHE =t }E SMSL} ARSZ Z2IRIX| HRE F7
SE2E 7sS F7130

U‘H

QU517 |2 R, OfFH0] PRSI 37+ 215 AIALIS 230| HID2) 512 Al 014 I3
BQI5H= AIAROICH S, X|Lta KOl 7|C HOHT 2 240 DJH|ASLS HRtst

Jok - ujn

- X 0I7E ALO|H FE7L 300 A
7} QUIE 3 HOITIE H5H7| SIsH A0 HS7t 300202 TAIE AMO|HEOHISE S SIS HOCt AO|HEOHREIIS TA|
Of= S2KHE 221E0| XIAD) T2t HEE S B2 T|&MDILL AT, MOl ZsH 8 S} Al 8 ¢17 S T2t WOSH US| ZofaoF Bt
RUGHARTL A, 212101 O|RIZH ZIGHAIT ZZIQI0] ARRVEIO S2I5H HEHS 501 IO} AT 2012 A 4= ULk
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—‘?—_|O| x|OI=I'I

Microsoft 22 H7| HOF HH|O|E

- Internet Explorer 5% HOt 20| E(2909921)
0| 221 HHIO|E= Internet Explorer?] Z7HE! F2FH 1740 HIZ7HE 2 10E FH 23712 sHASILICE 71 ISt F2FHO 2 QIsH AF2XAP} Internet
ExplorerE ALE5I0 S0l 221 € H0|X|E & 3% #4 I & 30| 5182 + UsUC 7t% et £/ 480 d=gt S4X = X
AEAIR SUTH HokE EE 5= USLICE AAF0 Chet ArSAF H3H0| HA| -dE AEL| ArEALs 2d|At HEI2 2 Eok= ARSAN| Hiel Fe=
| BrELCE

- VBScript ASEE Q| FYHOZ QI5H #Z I E Al FXIT(2928390)
a| &0t AB|O|E= Microsoft Windows| VBScript ATRIE] AIZI0IA] HIZ/HAO 2 1 TE| FOFHS SHZBILICE 0] ZIUHO QIsf ALRA}
251 ZEHE f AO|ES YRS A 97 A Us0| SBE 4 YBLICL BZHKH= ZHZ ABAY} ] A0|ES WRSHE 8 4 QALY
(YA B2ARHE ARG} FIR B AIK] i OLASIE AR BAIKI) B8 346101 Z2KS] 8 AOIES WSSISE R8s 20
QUEFRQ|L I},

- Direct2De| FAUH2 = Qlgt ¥4 T = H¥ EXIT(2912390)
Of E2H HHI0|E= HIS7HEL =2 EA1E Microsoft Windows2| FAHES sHEELICE 0] F2FE2 ALEAR | Internet ExplorerE A+E6HH S5
ZEE g Ho[XIE = 3% 24 ZE 23S o8e & UsU S4A= 4HE AEAP S0 22 2H=E E 5 U o= glsUt Tl
S4A= MEIF  SAX2] 8 AO|EN| BEaE= £At HE HIAXIL HAX HAXIHM @32 S=16MH oA LA HIRE Sofl 2 &5 s
HEE 6l= 82 £XIE Fol=S FoH0f =LC,

s 2X|&(2927022)
S| REPE| FX}HQ HIA|X|7F ATHE AR 2§12 T A0

- Exchange& Microsoft Forefront Protection2] FIFHC = Qlst ¢l FE 4
0| 221H|0|E= HIB7iE e 2 H 11E Microsoft Forefronte] £2UES siAELICE E4
SIS 2= QlSLICE

'L'.I'

- Microsoft .NET Framework?| F2fZEC &2 215t Hst 4E EHIE(2916607)
0| 119+ 2IE|O|E= Microsoft NET Frameworke] 27HEl FI2f% 2247} HIZZWAOR K IE FOPH 1242 SHZRLICE ALBAP} S4:51 Z2HE &
MOIE Ei S45p1 ZE1E ) SHRE oY AJO|ES WRSHS HS TH Yeist 2IEOE Ol Bt AS0| WAE 4 USLICH T21LE OjHEt
20| SGX= ZRIZE AFSAR | 0|23t Bl A0 |ES WiEol=] TS 4= GlgLICh il S4X = ArEAR T FIAL HI HAXK] = QIAEHE [ K
HAX|2| 2132 S5t SHXIL] 40| ==& # A0|EE WESI=E R55t= 210] YEFRILICY

- Microsoft XML Core Services2| FHAXC = 215t HH {F EXH(2916036)
0| E2F YO0 |E= Microsoft Windows0l Z&H=l Microsoft XML Core Services2| 27H=l F2ES SHAEILICE 0] FAF2 ALEXP | Internet Explorer
= ME5IH EoH ZEE g HOIXIE 2 4% HE /52 o888 = UsSULL. S4X= ZHE ABAP EoP| ZAEH FHEE HEE IS £
SisUCE il SAX= ALEAR S ZRS] # A |E0| HERl= TA}F MR HIAXIL WL HAXIIM 2328 2261 AL ZIAL HIYS Solf 2iH
MY OIS HEE 5= 59| XX|E F6IE STaH0f SHLCt

- IPv62| FAYFHO = QI MH|A HE EXIE(2904659)
0] 22 AH0]E= Microsoft Windows2| &7liE FHFES ofliE=iLL. 0] FHE2= Qol| SHAV LhE2| S0l Z4E IPv6 Tils 82s B=
AMAECE HE A% AH|A A ZEE 4 USLICL 0 FSES AS0IHE SAX2| ALE0] thed AL SETH AEHI0]| S3H0F L,
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Microsoft 22t RH|0|E sl 2"

Windows UpdateE ~3SHLE Microsoft 22t SX| Q2F ALO|EO||A siiE FFES2| 7HEMQ! IfX| OIYS CIREE BFs = USLICL
$t= : http://technet.microsoft.com/ko-kr/security/bulletin/ms14-feb

AE : http://technet.microsoft.com/en-us/security/bulletin/ms14—feb

Of2letE YOITE U FoFH B9t YH[0|E I

=
HIE : H/2 2014, 3t/ 2014, /4 2014 , 3H/2 2010, /2 2007, UA 2007, £210]= 2007, /2 2005, g/2 2004, /2

- JMPEE
SISO ES| 0l25I2 S QU|A T2 I QS| TEAISH0| 7Hs st FQFE0| W=
SAA= Soll A e 0K ¥E 7 E= 8 AAS, UIE, HiXe] 23 S5 Sl S+oli 25 EA8 BHEES Riol(] YT LS
UM E = US. B B BT ArSA= I 4G0 FHYUY = ASD = ofZLU 20| Tt 2 YO0 [ES B IF

- ﬁ“éltH
SFEZFE SHIOX|0A E2HL0|E IHUS 2 22 2ot HX[6H0 B 2X| M= HE(ECH16, H2H17)2 = H|0|E
CHR2EE AR | http://www.hancom.co.kr/downLoad.downPU.do?mcd=001
e lETE A= S0 |ES Sofl ztIHEL = EHI0|E
A& — = D2 — shailERE — ehEAwE As gH0[E

[ ZIALO[E] hitp://www.hancom.co.kr/downLoad.downPU.do?mcd=001

Adobe Flash Player 214 F 24 HOt 2{G[0|E

M|Z : Adobe Flash Player(fI=2= 2! 04) 12.0.0.43 2! 0| HX

Adobe Flash Player(Zl=2) 11.2.202.335 % 0| HH

Adobe Flash Player(Z&) 12.0.0.41 % 0 H7

Adobe Flash Player(21=2Z8.0 HF2| 2IEul A ZZ2{10) 12.0.0.38 & 0| HH
Adobe Flash Player(ZI=2Z8.1 HH2| QIEHI 2 ASZ2{11) 12.0.0.38 & 0| HZ

- SMEE
Adobeiit= Adobe Flash Player2| #|2f 17H0i| Ciigt 22 |IHI0|ES &1
Y2IC HHO 2 0|0 = U= ¥ AULE2R 72 ((VE-2014-0497)
~ 5zt
S U 2lsA 2742| Adobe Flash Player AF2XAt
Adobe Flash Player Download Center(http://get.adobe.com/flashplayer/)0l| 22510 £+ HEHS MX|SIHLE AtS H|0|ES 0|61 Y130|1=

= 35 B4 ALSA
s EeRA Als BH0IE &8

H=28.0 HENAM SEol= QBN AASZ2{10 HH ALSAL

8.1 BTN SEot= AR HASZ 11 BT ALZXA}
=S A= HH0IE &E

- ZAOIE
http://helpx.adobe.com/security/products/flash-player/apsb14-04 html
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Adobe Flash Player 417 F2Fd HOt AH|0|E #H11 (2)

- NE
Adobe Flash Player(RI=S= 2 04) 12.0.0.44 L O] HH
Adobe Flash Player(2ls4) 11.2.202.336 % 0| HH
Adobe AIR(ZIEZ0|E) 4.0.0.1390 % O™ HZ
Adobe AIR SDK 3.9.0.1390 % 0| &
Adobe AIR SDK&Compiler 3.9.0.1390 % 0| KT

Adobeiit= Adobe Flash Player0] Fgt2 = FAHES SfZsH 2Ot HH|0|EE YE
LAX= XM S 0125610 RA|EO 2 A|AHIO| HHRESHS 2I=ESH 24 912

[ T A

me HI

- AMEE
Adobeiit= Adobe Flash Player2| F|2f5 3710i| Chgh H2F R0 |ES 21
Qo|TC MO R 0|0E 4= U= AEH QHERL F2FH (CVE-2014-0498)
ASLRS &g 5= Q= N2 2] 5= F2FH (CVE-2014-0499)
YoFE ABHO 2 0|HE 5= U= 0= aiH| FUH (CVE-2014-0502)

- ol ZY
e o 2l=A 5129| Adobe Flash Player AF2XA}
Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0fl 22510 ZL HTS HX|SIHLE 1S HI0|ES 0182561
2140|=
T2 dS HetSXA ALEXL
3= Bt X5 Ak g0 E HE

T28 0 HHOA SXI5H= QIE{H QAUAZZ{10 HH AL2X}
T2 1 HHOIN SESH= QIEL QAAS2311 HH ALRX}
AES XS QE|O|E X

Adobe AIR SDK A}ZX}
http://www.adobe.com/devnet/air/air-sdk-download.htmlt|] 22510 Adobe AIR SDK Z|4 HHHZ AX|

Adobe AIR SDK&Compiler ArEX}
http://www.adobe.com/devnet/air/air-sdk-download.html0f| 2250 Adobe AIR SDK&Compiler Z[AI HEHZ AX|

Ot= 20| = &HZ2] Adobe AIR AF2X}
Adobe AIR7} EX|El CIEZ0|1E 20X 2 220| AEN' FE — Uiy ME — L 0E2|H|I0]M 448 — Adobe AIR 2IEZ0|E E[L HEC 2
SO0 |E otAHLr A+FRH0|ES 5186 Y 1d4|0|=

- 2AOIE
http://helpx.adobe.com/security/products/flash—-player/apsb14-07.html
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Apache Tomcat AMH|A AHE F4H B HH|O|E HL

- H=
Apache Tomcat 7.0.0 - 7.0.50 H%
Apache Tomcat 8.0.0-RC1 - 8.0.1 HH™

- 2t MIHE
OHItx| A X EQ0 T2 Apache Tomcatll] G2fs = MUH|A HE FUYE S olide HOF IGO0 EE SR
DAX= HTTP IGi= E"‘*aml IS FOFSH AARIN| QEE AR AH|A HEE SEUAIZ £ UZ HTTP SIH2| ‘Content-Type' &= 4= 5N
MH|A HEE 210Z] 4= 9= FFE(CVE-2014-0050)

- ol g

Apache Tomcat 7.x H{Z AF2A}
Apache Tomcat 2 7.0.51 HE2Z HT[0|1=
Apache Tomcat 7.x H{& AFEX}
Apache Tomcat HE2 8.0.2 HEHLZ ¢T4|0|1=
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Alleged Bitcoin Theft on Mt.Gox; US Attorney, FBI Investigate Outage
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