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[201014 4% 1Y ~ 2010 4¥ 309

29| otymE FEHY 71elma| (;’gl

1 11 S.SPY.Lineag-GLG Spyware 59,195

2 i1 A.ADV.Admoke Adware 58,704

3 14 S.SPY.OnlineGames-H Spyware 24,497

4 12 V.WOM.Conficker Worm 22,461

5 New V.DWN.CodeDoctor Trojan 22,559

6 13 S.SPY.WoWar Spyware 21,756

7 ‘4 V.DWN.el.39xxxx Trojan 20,228

8 New Trojan.Peed.Gen Trojan 19,259

9 t1 Exploit.Cosmu.A Exploit 16,967

10 New Trojan.Fakealert.8101 Trojan 16,398

11 New A.ADV.BHO.IESearch Adware 16,076

12 New V.DWN.Agent.339968 Trojan 13,487

13 19 V.DWN.SystemAny Trojan 12,134

14 New V.WOM.Nugg.D Worm 12,105

15 New V.DWN.Agent.262144 Trojan 10,963

X AHE, A0E ARERS| ZYEAE Pitotd HES =Y

g8 AGIAE Top 15 AFEAL PCOIM EX[E AFIEES 7|82 LHEst A O[T

48o| Z4H A4HAE TOP 15= S.SPY.Lineag-GLGO| 59,1952 2 TOP 15 & 19|E AtX|S

o, AADVAdmokeO| 58704712 2 22|, S.SPY.OnlineGames-HO| 24497712 2 32| I}X|o}
SCh ooz 420 A{Z Top 150 T3t AdHdIAEE 750|C}

Ot Sto| EO|AIEHS S.SPY.Lineag-GLG7} CHA| Z+Q £9| 192 =raksict= Ho|Ch
S.SPY.Lineag-GLGE= S =l YAIO|EQA {EL|HLE USB 0|54l CIATE ESiA YL 2R
USBO| RFEAIBH 7|& XICH 9 USB AHX|Q| QHA AL ZAFS HIT A| 284sjiof SHC}
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BB ALY T

UOf It BUETH HuM HHE

(2) 7iH1E2[E 483t |

F 2™ (Exploit)
5%

2 (Worm)
10%

Off =9l o
(Adware)
22%

AT}0| g of
(Spyware)

30% E=zo0| 20}
(Trojan)

33%

B o = 2| 0f (Adware)

B E 20| 20} (Trojan)
B A110|¢0f (Spyware)
2l (Worm)

B 3}0| X§ 7 (Hijacker)

E Hio|2{A (Virus)

B x| okx( (Exploit)

ot t2 Hlg2 XX,
of S ztzt [t YLk
ojHof 39 %QI 7#” =2 HES XX|$t EZO|=E0K(Trojan)= E Q0| F kst ¥ ALO|EO
M FEE 497t BO| YA RUCH
(3) 7iHn2|E 4¢€3E HE HE H
SlO| X 7 (Hijacker)
) 39.25%
E 20| =0t (Trojan) 30.13%
F 2 (Exploit)
2! (Worm) 50166
16.26% m3g
O E 9| 0{(Adware) 21.65%
74% m4gl
AIHO|RY O] (Spyware) 330%
BH = 0 (Backdoor)
HFO|2{ A (Virus) ) ) )
0% 20% 40% 60% 80% 100%
9rEILEI ol AL Hge MY HmEH, VDWN.CodeDoctor 5 M2 ZIQst ot
2 QIsf FofH(Exploit)0| H|E0| of 9%HE S7I5t¥ 1, HEAE HAO|EOM L2
2E EIE otdmZ QIS AmO|Y0{(Spyware) HEDH 2F 8% O|& S7HSHRACH
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BB AlYse mEiz 4 gis gx oo} H7 BOIES BN S

(4) & dolj n 0|

[2009H 5& ~ 2010 4E]

= 9¢ 108 11€ 128 1¥ 2¢ 38 4€

& o ALBRIO| AIMS BHHSIA A ZTMEM, YY M U4E
LIERE J2jmolct 4go] @ MYHLH AT A47t SUMON MEL HAHS S8 3
7 9 oA F7E QI3 Qoo

[20091 058 ~ 20104 4]

200905 200906 200907 200908 200909 200910 200911 200912 201001 201002 201003 201004

== Adware =&=Spyware —&=Hijacker =>=KeylLogger
—=Exploit —®—RAT —+Trojan —Worm
~=Backdoor =#=Downloader ~#=Dropper “#=Misc

E S TSﬂft Copyright 2009 © by ESTsoft Corp. All rights resenved. H 0| X| | 4



Part I 489 &AL 57
2. 2dALC Ol BM — “Resume O|HAME QZst tMdaE"
zZ EF ME 2

2 & 2= Resume(0|ZA) MYZE Yot AHIFE OYO| FEE[UCH
m A 2

=
= 2o & AEXL PCO| 2H| OfHA A 2of 2O
EOX[A EXT ot WEol A

=
e
=2
o2t
4r
ul
(@)
>

<Resume O|ZA 9| StMACO| 2 &A>

resume.chm

%‘w payload.exe

Spoolss.dil [EEEEEEEEE, >

__] System32 Folder

udpmon.dll

1
1
1
1
1
1
i
v

3

= A

resume.chm I} S AHSIH AJEES E| payload.exe(L| Eot)7t FI1HoZ Al

— =
1 0|2 44&= udpmondllE Sdlf &g HRAE otA ELC
o

0%

T

o}
ANz 2 &=XMO|AM spoolss.dll TFYL udpmon.dll THAO| AHLSHA MSHE|7| QSh Lt
2 spoolsvexe ZZMAJ 2EE(Load)ste E& LtO|LCE

1) Resume.chm 23 E 2XM

=~

£? Hesume (=1
~
SeriyLee’s Resume m
[Basic Infa]
Name : SeriyLee Gender = Female
Age: 25 Date Of Birth : 1886-03-11
Height : TESCM Marital Status : Unmarried
Current Location : Korea Registered Residence : Kuorea
Work Exp. : 40 Computer Level : Expert
Speciality : Computer Science and Technology,
Current Job Function : IT/MIS Manager
Current Industry : Intermets Computer / Software i |
Accommodation Req . : Accommodation Not Reguired
Expecting Location : Korea
Expecting Job Function : ProductiProject Manager ITiTechnical DirectoCTO/CIO Networkdnfarmalion Security Engineer
Expecting Industry :
[Caontact Infa]
Comntact Number : 031138 Mobile Number : 850-2358 =
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2) payload.exe 23 E

CHM 1} (Microsoft Compiled HTML Help)2 HTML 2A{Q} O|0|X| S& dtLto mMYZE &
Of E2E HALR HOF= #X0|CE & HTML M & ALESH| E0f A3EE A

Of 7}sdotl 0| Sof AFREE =4 U & £t 7tSOto.

CHM It oto| HTML EAE EA & CHZ2| JScript7t &= 3tE|0 QUL

<script language="JScript.Encode">

HO@O~NAQEAAA==QH#@&@#@&SkK
NWSRkOIDEd'EP~~,PP,~P,PP,~~P,P,P~P~~ P~P,~P,P~~ ,PP~~ BI@#@&@# @&
\CMPkwc,',ENu&)F8Fqq8FF 0%R%0OmMCCI F8FqOQqg8FgF8qJp@+#@&-
mDPd2yPxPr% mOu ZxlIs+uffu {Ip@#@&-mDPD2*,'Pr4nVal]yGY
TAMNAIp@#@&7].~bw&~x,Ja+u+F]fA]2ZzK4rl @#@&\CD,/2f,'Prdk9]&GY+G1V
KKEI@#@&71.Pk2F,'~-Eu&ZG8ri@#@&7CMP"a,,'PrF8+&u
{y"G9+AmEi@#@&\m.~kaF,'-Jdnu&9]y{WmXSEp@#@&-
CMPrwy—~{PEKIOR+ri@#@&\mD~0T!~x,JL "Yu&2rl@#@&@#@&kw4+s2,'~/a
q_kw+QDw*Qda&Q/a*3y20 bwF3ka+ bwf 60TI@#@&@#@&[WI1E: UORSDb
Yn~ ;U /Nan” kw4n™Mw#bl @#@&3NEAAA=="#—@

?lel 23 EES C|2E(Decode)str| £ LHFO| U= payloadexe & ddstit= AS

<object name='help' classid='clsid:11111111-8888-aaaa-1111-111111111123"
codebase='payload.exe'></object>

A
A

ME

A

o}
Payload.exee F7}H QI

0} (alg.log)S Dropdta, AHAIS CHA| ZE(Load)sl ASHA|7|= &
g2 sdotct
.text:0040812A3 53 push ebx ; hTemplateFile
Ltext:a04012a% 60 62 push 2 ; duFlagsAndattributes
.text:004812n6 6A B2 push 2 ; duCreationDisposition
.text:08040812A8 53 push ebx ; 1pSecurityattributes
.text:804812A9 53 push ebx ; duSharehlode
.text:804012AA 68 60 08 08+ push 480888886h ; duDesiredficcess
.text:0B4812AF 68 EC 75 48+ push offset FileName ; "alg.log™
.text:004012B4 FF 15 38 4B+ call ds:CreateFilen
<12l :alg.log ot MM>
text:pBu8135C BE EC 75 Lo+ mov esi, offset FileMame ; "alg.log”
.text: 00461361 56 push esi ; 1pLibFileName

.text:0pu61362 FF 15 3C 46+ call ds:loadlibrarys

<13 :alg.log Y =C HE>

O] melo] d&at2 Spooler MH|AE AOF 25 A|7|12 spoolss.dilg BHZESIH udpmon.dllE

.text:100018AD BF 84 408 do0+ mov edi, offset ServiceName ; "Spooler”
.text:10001882 57 push edi ; lpServiceName
.text: 10001883 E8 4E 85 0@+ call Change Spooler Service CFG

<12l : Spooler A{H|A 2 HZA>

I Soft Holx| | 6




[T} '} y
o5 Al Vs, b BITE O EE Y L
4 f O E&F H1M B

MH[AE Auto_StartZ 7310 0|2 SFIAETL ASHo 2 HAlLA oot

-text:1000196F E8 CO FA FF+ call _check_spoolss

.text:10001914 84 CO test al, al ; BIES spoolssCE| H| L
-text:100681916 75 13 jnz short loc_1000192B

-text:10001918 E8 D9 F7 FF+ call _modify_spoolss_dll

<13 : spoolss.dil m}o| HxE>

.text:1006193D ES 84 00 g0+ call _create_udpmon ; udpmon.d112| A4
text:100681942 385 CO test eax, eax

-text:10001944 74 24 jz short loc_1888196A

.text:108681946 57 push edi ; lpServiceName
-text:-10001947 E8 A4 85 00+ call Change_Spooler_Service CFG_2
-text:1006194C 57 push edi ; lpServiceName
.text:1080194D ES 39 06 00+ call _Start_Service ; MH| A A

<18 :udpmondil MM = Spooler AMH|A A|ZEt>

4) spoolss.dll &HIAE 2
spoolss.dll2 spoolsvexe?t Loadst= =2 spoolsvexes ZZIE| MH|AE Aot L0
Ct. 2t Z2IH MH|AE A|E A] spoolsv.exe= spoolss.dilE loaddtA| &|11 spoolss.dil2
CtAl udpmon.dllE loadd}A EICt.

spoolss.dllo] HZEL|AH £|H EPQL .textMMO| sizeZ HHSID textM Mo &t&t =
LUt Ao SiE EE =QI5IH 20 T2 AT spoolsv@lX| =I5 udpmon.dll

2 E(Load)$HL}.

4

5) udpmon.dil 2/d3E 2M
O] ma= HH

=H jof N TAOITh TS| M, AX| S2
Hoz Mojg 4 Uk Bl

= -1 o Al
= AIO|E &= "http://j*toe***.com” O|LC}.

—H0

6) 42
Resume O|HAMZ Q&S AMTACO| EXS CHA| Ha|si2d Cheat Zct
(23 EE H¥ Jt5)

of
@ CHM mge| £33 0|8
@ Spooler MH|AQ| E
® oy mMYUS ¥, 2E3tE ZE Y
(=) =
=

@ send/recv &=

A T AL RAMYO| FEO| BAE 2 ¢

S5, BiAfel QA HERHE MTHOE YRt BUE0] U0 HF IHUS Woj2 TH5Y
O BUCH FIOIE KA ZY AR L += Uct

2b BIAtol Hot HEAE QA Y ARRTH LIEILER] RES ALY Hot DS A/Mo| U
Nl 82 B ZY A¥S A AN & AS Holch

molx| | 7



W AlYac mHR Yo} B2t HOISH MM 5 S

Part I 49| 2/d3ALE E4
3. BLIT/EHT 24
(1) 8¢ Top10 =E
1433 TCP 6111 UDP
3%

135 TCP
W21 TCP
1433 TCP
M6111 UDP
W 3306 TCP
M 4899 TCP
135 TCP 2967 TCP
90% 161 UDP
80 TCP
8080 TCP

21 TCP
6%

420l= FTP7t ALt 7| EEQI 21 TCPE k2l EZiHo| IA 57t 20, ofo|C|et
DA QEQ| E|AEE AtM(Dictionary) @Aloz JiX|1 QCH7t CHYSHE = Brute-force Al
oz AE3ich

6111 UDP E2jTo| 22 =73 Aol ALEE EE0|22 & § BE0| LR =OIC)

(2) M2 Top5 ZE g4 0|
201013 28 ~ 201013 4]

350000

300000

250000 mi3s

200000 my

150000 - 1433

100000 - m110
50000 - 3306

0 -

2010-02 2010-03 2010-04

MH™ol Egjmol &2 0f ZAZMOLL FTPIL 7|22 2 AHESh= 21X E0| Cist AT Cf
Q! (Brute-force) HtAlQ] 37t RULt

135 ZE Z2 42 F2 AL FHAMS 2[7] 20 LuX|7t 20 UX|

of AdMHIC0 RAtSC2 ZHAIZ|7] &Lk LIHX| ZE ot Al AHH O 52 g

o —)
(Brute-force)2 S+ AE =FE ZICh

oFo o
ST g_l_
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=

(3) o9 E2HT Y o)
[2009H 9 ~ 20104 4]
350000
300000 =
250000
200000
150000
100000
50000
O T T T T T T T 1
2009-09 2009-10 2009-11 2009-12 2010-01 2010-02 2010-03 2010-04
X 2ol Higi ofd EzfE RYUO0| IA dALt Ol MM AEIE I HAE 9
OjstCta 27|= O &Lt
oM EE 90| ZAMEEE 27 AR} S| AlRlE A2 OfL|7| G0 grEAl of
O|AEZAZEQ| HOF miX|tat OfL|2} Acrobat Reader(PDF), Flash (SWF) & GfO| AFEE|D
Ue 2ZEQO{o| EOIAGO|ERE A MOF ST
2t PC ALEX YUEO|AM O AAZ ZHOLM YO|O|E St= Z10| OfFCHH sy == 13
Of Xt& YHIO|E 7|sO|Lt HEY LES A8 YH0|ESH= AS HYTICL
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ML ALYac Tk + g GRS Yo} 57t HOISH HIM 5 US

Part I 49| ¢HIAE E7
3. 2% g

1) ¢ 23 3 Ho|{A S B

o
=
£

350,000
300,000
250,000
200,000
150,000 LN ETES
B Aol
100,000 --
50,000
0 -
= M ;MmN O = MmN O = MmN O
e F A g qad
g ¥ ¥ ¥ ¥ ¥ ¥ 35 ¥ g ¥ g g g =
LI~
O O O O O O O O O o o o o o o
o4 d4 d4 4 o4 o o od oA o4 o o o o o
o O O O O O O O O O O o o o o
N 8 A R & 8§ 8 8 R R & &8 & & X
2 A% S HOIZA 7 e AZE ot RY AR AEIE HE, AL T
£ UEf O2j=0o|Ck 48ol 2 AHM YN AHIET HEE oY 250 MO HIS
A StotReH 2dE 22 AUHYES /g 2HH Y0 T2 FRE7|= SHAC

(2) 22 84 ¢
(20094 118 ~ 20104 48]

2,500,000
1.5%
2,000,000
3.4% 6.6%
1,500,000 34%
2.6% Ay U
1,000,000 3.7% 98.4 P
A IH
96.5 93.3 » _
96.5 i 2
500,000 24 o7 3
96.2
O T T T T T
118 12¢ 19 2¥ 3 44
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’ﬁ ."':! {-Yﬁt' 2 :--.' HUST EUM HES
22 S/ vEg2 983 ¥ W AW Yo THNMH UMM XtX[SH= HIES LIEIL=
ejzo|ct.

ATY AT Y2 984% HIO[ZA YL 15%S AX|SHACE 3O o AHH Yol o
o

o2 1.
11% S7IotR e, Hioj{ A o Eot o 1.1% S7HSHACE

(3) 2% HY o] AYRE HY

o

[20104 4& 1Y ~ 20104 4& 30¢]

=4 g3t ZTEHE | & == [7H] H| Z[%]
1 W32/Virut-T 15,924 43.12%
2 Mal/ZipMal-B 5,210 15.74%
3 W32/MyDoom-H 3,803 11.49%
4 W32/Mytob-C 2,968 8.97%
5 VPS-090709-DDoS-2 1,300 3.93%
6 Troj/CryptBx-ZP 763 2.31%
7 W32/MyDoom-BZ 581 1.76%
8 Troj/BredoZp-S 565 1.71%
9 W32/Sality-I 416 1.26%
10 W32/MyDoom-Gen 219 0.66%

A MY el HEIE 2 38 Ho[H A UM ZHE AHIE F Top 102 &2

2 =0|Ct. X} W32/Virut-TO| 43.82%2 A 19 E XHX|stn RULCH
2= 15.74%E XtX|SF Mal/ZipMal-B, 39| = 11.49%E XtX|$t W32/MyDoom-HO|LC}.
S0, 480l MyDoomTt BT AW HYS0| NHXO2 LIELIAL MEA SHHC

— I}l = = 11—
Of MyDoom S{TE SHAtO] BUES o 4 QUCk

AN

== 15011 TliIOIXI | 11
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1. 42l0| HO 0|4

hu
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o
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Pl

N

e = 2
1E

A7l 7|27 (Keylogger

o .
oor NAXALS Sof

ro
I
pers

==
Y

=
of
r=
&

D/oj &
CtS syste

[0 >

B system - H&2%E

THob7| o2 ol32

o
=

ActiveX MX| mto|zt

H| O x| SH
oz i

CE
—=

system.ini I} 0f
MIAET}

= I

o
T

m.ini OIS <
Ex|
E

S i

| o

2 oM ActiveX LS

-

OpiEy WEE) M0 2I SS2(H)

= K2mn?HftTofn2 612 722 Qg TR E o TO4EE MNEE T 2C+ M7 S nUN? Ean 0™y | p

wo qmimomon

A
e

LA

I esTsoft

<UASs KNe| £ YEoZ SEL|= 219 HE(system.ini) o>

IP o hnslname:|g noticed 1 W, com

Query
@ 211 =
@ notice.=

Status
Completed
Completed

Country
@ Japan
o Japan

Country Code
JP
JP

Continent
Asia

& com Asla

<REEE MHZ|

=15 B9

=718 IPFH Zap>
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- HE SHOIX| siF = HRIIE AHT FHd ofH LA
HFol 2 WY ZHO|XE siE 2 TE7|E U SHOIXE A& F3H s 20|
AR YHZASL O
dE2 0|50| Y SHO|X|E SiZStHA SQL Injection 54 7|2 AIEU2M CHE
HONX] FIHEQl SiZ S Al=dh "ol ZRQIctn gL
Z[Z2 SQL Injection, XSS & & 12 AlEE £ U= 34 50| HEL FERSHA
FZE|D Qon, GUIZ HZEZ|of 0| siZoj Tt e MEX|A0| gloje S8
® HUOZRE HA 34 A7t It Ct
LM = I = SQL Injection 524 A[=7} BO| Edstn = HE0|H, F5 A
ot MX| 3 YAO|EQ| HUH HAH ¥ 52 F29| HAsHorgt o 7tseLCh

W) XF ()

XD Sn e FHe BNg TAD

7
0@ wrEn v [¢

[Fmms  [=8

[ ARRHTBE 192002 MEFE WO
IETC) IEXR

AP

<

o <13 M0 TR

<GUIZ HZtE|o] ECHE WP X|4 gloj= A& 7}S% SQL Injection &2 &>
- 2T BEEZ ITYF 220M oiF, AEIE LX| ol
BESUAEE UM E = 580N = S xo* gFet 20104 ot YEHS I
= 2I°/8 S s 4R, A, VAR FE SO U F=0| S5 LSt
2 gostAE ULt
o 3oloME felLete] FRUSERHS 5 HAZYEI ST0AM MesHH LE2kE=
=M S Tgeh Atetoll gt §F Aol ok s =27t TdE A= gHNen,
HAISEYS, siE-Ho|2L, SHAY S AHAAYSS dj45t7] floh Ma M=
A 7l=0f oieh oA ngs UeAsU T
OfM &= JFtol old ug 8 SR7F TAZ A 2UZH XAHRAGA CHEOE £ U
LH-E 0l I3H5H/\1E 80l 7ks3iA =L AEHUW 3l Atn Z20 o = 7|08 &
AQIZ| 7|CHE 2ou JYFLICH
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o

Li2t=0| BoF M22 3iZ ?lg =7t2 Hez2i s dFYU Lt
x| orZE|ZHo M= of 19CHe| PCO| 22 ALz mpofkn
7t ASRE0 HEE LEIEHHE O
PCE2] Qf*o*i': HMA 50| 24

= ML

ASH 0|E 80%2| PC
| 7ks3ll Ol=

42 omemm
EELLE"

..........

- I POSOAM MEFIE HHE 2 sfFH FOHLIOMAM HA

Ach 8FREH 23 187X =W SAFM Fra S0l 2XE POS A[AH| fEg3RE
Xt = HME7IE 22X 14| YES T 77t ROrL O HAE AL EL
tLiOF ©iX| BEO|A melX S2 ZME B A= diFHe o Atdat

f
ol golH, i‘ﬂl 2oiz=Z R L olAlorRlo CisiM = QIEEN &

jm]

w 9o, oo, 3 UEJIS AEE HE, AZNE FE
T LA 3

O[S 2 494 0A 149 HEo| BH AXE AEYD 0 F 69 7HEHY NTO| AK
of 4B HO2 Coxton] UMK 108G AEIE YEIt REH HO2 B
e wn YLt

. BHO}I| Windows XP M4+ md g.x_lgz 2 PC HE A WM

4% 219 Wotm(McAfee)2| HAHTE DB QHO[E IHOIM HAMO g9 Y
7l Otg|e PCS

SESEShl
(svchostexe)2 AUMIACZ QXIS ™AXOI HEIO| £|X| UL} QIE{LIO|
Of 22 YWHSASLICH

O=0M= 28 Fo| 911 A1 MH|A7} O HEASS == AAHEO0| OIF
OXlz= & 2 £30| HoNSLIC

ZUWOIME ot OEM HAZ ALESt= PCOIM = ImS{7t LIEIL} OEM Hi410] A
X|E PC O|&XtZ0| A/SHMEO| HESHAHL A=RE MMEX|ote 529 & £HE HAU
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Part II 4€9| Ol EH7|

2. 479l FU¥H O%

« Microsoft 48 7| EQt AGH0|E
Windows Media PlayerQ| #|%tx oz 0lsh A
SMTP FSfEHo=z QIgh MH[A & 2|, SMB
b

E 2d 22X o2 s =Zget 48 F7| 22

Ac Aa 2X|, Exchange & Windows
Zato|glEg| FotHoz o3 A
A
H

[
HOIEES ZHOIASLICE

<ol HE>

Microsoft Windows 2000 SP4, Windows XP, Windows Vista, Windows 7

Microsoft Windows 2003 Server, Windows 2008 Server (MS10-019~MS10-022)
Microsoft Office XP/2003/2007 (MS10-023)

Microsoft Windows 2000 SP4, Windows XP, Windows 2003, Windows 2008, Exchange
Server 2000/2003/2007/2010 (MS10-024)

Microsoft Windows 2000 SP4 (MS10-025)

Microsoft Windows 2000 SP4, Windows XP, Windows Vista, Windows 2003 Server,
Windows 2008 Server (MS10-026)

Microsoft Windows 2000 SP4, Windows XP (MS10-027)

Microsoft Visio 2002/2003/2007 (MS10-028)

Microsoft Windows XP, Windows 2003, Windows Vista, Windows 2008 Server (MS10-029)

<#lord 28>

MS10-019 (981210) : WindowsQ| FA4™oZ Qs /A4 AE AW ZXH

MS10-020 (980232) : SMB ZZ|0|EQ| FAUMOZ Ol A IAE Al 2XH

MS10-025 (980858) : Windows Media ServicesQ| FAMOZ Olst AAAC Al ZHA

MS10-026 (977816) : MPEG Layer-3 T HIO| FA™MoZ Qlst /A4 AL AWM ZHH

MS10-027 (979402) : Windows Media Player®| #|fHo 2 Olst 214 I Al XX
:Windows 29| FAF2 Qg Aot &5 =M

MS10-022 (981169
MS10-023 (981160
MS10-024 (981832
MS10-028 (980094
MS10-029 (978338

- VBScripto| %[ HoZ Olst 2174 A Al F|obH
: Office Publisher?| #F X oz Ol Q174 I C AlsH
S

(
(
(
(
(
MS10-021 (979683
(
(
(
(
(

)
)
)
)
)
)

< ZH>
Windows UpdateE £#5}7{L} Microsoft HQt ZX| 29k ALO|EO|A BT FHAME2
WEXQ X TS CREE 2 5+ USHC

. http://www.microsoft.com/korea/technet/security/Bulletin/ms10-apr.mspx

o=
A& : http://www.microsoft.com/technet/security/Bulletin/ms10-apr.mspx
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« Adobe Flash Player, Acrobat d7| EQF HH|0|E
Adobe AtO| O3 ZHH(Acrobat) X|Z0|A AZEQINE HPMNHEOZ FTZA|7|AHLE Y9
of HHZS HAUAI7|= F AT Tt Hot IfX|7t UHEOf YPHO|E HXE HIAYLICH

<FUY 22>

- Cross-site scripting vulnerability (CVE-2010-0190)

- Prefix protocol handler vulnerability (CVE-2010-0191)

- Denial of service vulnerability (CVE-2010-0192, CVE-2010-0193, CVE-2010-0196)

- Memory corruption vulnerability (CVE-2010-0194, CVE-2010-0197, CVE-2010-0201,
CVE-2010-0204)

- Font handling vulnerability (CVE-2010-0195)

- Buffer overflow vulnerability (CVE-2010-0198, CVE-2010-0199, CVE-2010-0202,
CVE-2010-0203)

- Heap-based overflow vulnerability (CVE-2010-1241)

<y MEZ>

Adobe Acrobat 9.3.1 3! 821 0|5} HH

ELE
- Adobe Flash Player@} AcrobatE Z|AHTFOZ Y 0|= T L}
Flash : http://get.adobe.com/kr/flashplayer/
Air : http://get.adobe.com/kr/air/
Acrobat : http://get.adobe.com/kr/reader/

<@ ZHO|X|>
http://www.adobe.com/support/security/bulletins/apsb10-09.html
http://www.adobe.com/downloads/updates/

* 48 Oracle Critical Patch Update

Oracle Ato| HES &2 2 Cio| 2O XS F0O| 428 1420 LHIIASLIC,
FTHOM= 228 MBa 0SSN MES2 AHEX7E e 22 DBo| 7| 2dgit

FAES EF517| o) FAH WAE ARG HLC

<ozt HE>
Oracle Database 11g/10g/9i

Oracle Application Server 10g

Oracle Collaboration Suite 10g

Oracle E-Business Suite Release 12/11i

Oracle Transportation Manager

Oracle Communications Order and Service Management 2.8.0, 6.2~63.1 &

Fsett Holx| | 16
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- "Orac

le Critical Patch Update - April 2010" 2ME& &Z35t0 HE ZSALE

To=2 Cod

gHetel gol/dE = AHES YL

http://www.oracle.com/technology/deploy/security/critical-patch-

updates/cpuapr2010.html

o= 1

- 2280 A8S MAste 712 ﬂHAOJ— HFgL ot

- HO[HHOo|A~ HZ SHE Feioto] MEXOA A7tk

-DB &

rI_r
Al
o
o
bt
>

ot MZFs XUt

« 30 YWAHAME HEZEE XEQ XSS F UM

=L} PHP Z|HIO| &7 | AHA|EOl HE2EEE XEO|A XSS 3 CSRF FA4AO0|
2 s SHOA| Wx U YHAMNO| Jhs3tn, FrpHom mex ALS
Qe HorEo| Wi YaLct

<sid HZF>

Mz2EE

<ol AxH>
o[o| <t

xe.l.4.0.11.changed.tgz € CIRZEL

func.inc.p

XE 1.4.0.10 O[5} HH™

EPSERS

2AL Of

=S AL
s =

of HHQ| MzEE XEE 29st UAs 87 SHAO|EN #HFO| ThX| &
=] 3
I:

hp I}YS LAZQl XEQ| “/config” C|2E2|0| AX|StL|C}.

Of &=g X3t config.inc.php It uf

EESE communication.controllerphp I 2 2 F0O1 XEQ| “./modules/communication”

CleEa|of ZX[gLC.

M2 7=st= SHO|X|0M HEEEE ARS Z2 HEEE XE 14010 HAES Lz
2top M X|S{oF 2LCt.

Almy =
<A ZE

10| x| >

http://www.xpressengine.com/notice/18875428

« Microsoft Windows Media 9o A 0|E xjMXx| HD
42l 1420| HYZ =l Microsoft 42 &7| HO AUGHO|ENA AES 2000 OSO| mX|7}

Moz HEEX $e M7 A0 MSHOM CHAl =3 X & ZEYS

<3H’a‘*—'.'

= &

Ij

X
b=
o .

rot

02

Windows UpdateE M=&5t7{ Lt Microsoft ZHO|X[0AM s ZFI—.E

SH A

S -

>
oF 2AH|0|EQ| XA k| Windows 2000 SP4 A| AEIO|A{ St

[

oele Cfez e dhop XA X[kt

==

http://www.microsoft.com/technet/security/Bulletin/MS10-025.mspx

http://www.microsoft.com/technet/security/Bulletin/MS10-025.mspx
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Contact us...

[

@O|AEATZE AUok7ITLCH

olo

Tel : 02-881-2364
E-mail : help@alyac.co.kr

QU OFALO|E : www.alyac.co.kr
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