@  www.alyac.co.kr

ESTsoft



Part 1.5 €9| 43 E S

TOP L5 et

3) ZHE| 2]

K
|

=<

10

=

N
ot

K

Hr
ujo

|
1§
0
ol

N
ot

£ V.WOM.Nateon.Baidog" .........ccccoeeueu...

- "HIO|E2L 2 Tt

(1) 2F2] TOP L0 ILE ettt sttt

10

w11

Ir
Ik

oll

il

<l

.11

Al

HHO| 2

i m ]
g

w11

/0
B

IHo

n
ot

.12

il

Part II. 5 €9| HO O|ff EHT|

.13

<

od

1. 5ol &

14

AlYee

Ho|x| |1



20104 5& 1¥ ~ 2010 5& 31¢]

29| otymE FEHY 71E|m2| (;’gl
1 11 A.ADV.Admoke Adware 36,251
2 i1 S.SPY.Lineag-GLG Spyware 31,400
3 New V.DWN.Agent.2456 Trojan 22,907
4 14 Trojan.Peed.Gen Trojan 15,543
5 110 V.DWN.Agent.262144 Trojan 15,180
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S}O| X 7 (Hijacker)
30.13%

E 20| F0t (Trojan) 39.05%

7 oF & (Exploit)

2l (Worm)

O E ¢ 0 (Adware)
.30%

AT10[ Q0] (Spyware) 44%

B o = 2| 0f (Adware)

B E 20| 20} (Trojan)
B A110|¢0f (Spyware)
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40% 60% 80% 100%
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Part I 589 &dMIAC EF
2. 2H3AE O|lff M - "olJERoz HMilk|= V.WOM.Nateon.Baidog”
HOIEE2 HAINME 0|83l M™tkl= VWOM.Nateon.Baidog 4/ dIAE= 7[E0 HO|[ER

232 A8E gxlotol 58 MOIEY EUi= ZA0| CHEZOIAXT x| 20= HOE2
A 20t ofL2 EEMLOlE et dE ZHOIX| A= EFSHs
ACHt o] 2ot HFALIZS #
Nl

sk F7HE|UCh

7]
|5t ZEE =S HS YT /AHOS

1=

tot

<V.WOM.Nateon.Baidog 243 9| SE>

drep move copy
N FONISYWpsystem.tif EE— %FONTS%WLin.log

drop
el FONTSEWWInDat.tt
create

— CEN .

el WIND OWS %W systemW SysMan. sys

CWdel[R andom].bat —> TingString.dil

create

X Alnt(exe)E HEMSIH PCOf| Oz mo| 7@ HEED, 07| 7Y Sa% o
2 & 79| DLL mte(Psystem.ttf, WinDat.ttf; Li:= DLL YE{)dt ot 74Ol .sys Lt O|LCt.
7|4 DLL mAE52 AEE EFlots 7Is2 7f7<|-n- A2, sys mU(SysMan.sys)= PC

of 2Xl& #H MFJS FH=AAMZ|I= 7|sS FHCH

—

%FONTS%#psystem.ttf
%FONTS%¥tLin.log
%WINDOWS%#tsystem¥Klpk.exe

C:H#5.ini
@ Z|aAEH psystem.ttf I}=2 Drop$iL}.
® S.ini WUS MMESI0 exe US| AEZE XNZESHL]
@ psystem.ttfE MMA|ZICH
® Psystem.ttfQ| export &40l KaiShio| FAE M S =TI}
® At7| RAHAE AESH7| f8H del[Random].batE S0 MBSHCE.
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2) psystem.ttf o 2
psystemittf2 2= ZZ M A0 &YU(injection)z|0] AHFH

SE=
x| Zx AMsint(exe)2 psystemttfE ZESILI KaiShi &4+ S E3IC}

KaiShiz= =02 'A|&SICH el 552 7HA[ RUCH
HHOOK _ cdecl KaiShi()
{

HHOOK result; /7 eaxiE@1

result = SetWindowsHookExA{3, (HOOKPROC)fn, hModule, 8);// 3 : WH GETHMESSAGE
hhk = result;
return result;

} I

<12 : Hex-rays2 £ KaiShi &

KaiShi= SetWindowsHookExA &5 A28 WH_GETMESSAGE OA|X|0| CHSt hookE &
OjELC} CIE T2 M AO|AM ST HA|X| 7t 2MSIH HOOKPROCO! fnata2 mESH7| |l
fn 347} Qe dil IS 2EsA Ech

=, TEMAY dil ool &4 £ dil mto] EEL|= JIPH0|AM DIIEntryPointgta=7F Al
#EICh of B40ls AFS LB A4 ST EXfSiC

BOOL _ stdcall D11EntryPoint{HINSTANCE hinstDLL, DWORD fdwReason, LPUDID lpReserved)

-~

if ( fduReason == 1}
{
hHodule = hinstDLL;
GetModuleFileHameA{#, HoduleFilename, B8x164u);
GetFileTitleA{ModuleFilename, FileTitle, @x64u);
strlwr(FileTitle);
if { StrStra(FileTitle, “explorer") )
CreateThread{d, 8, Thread explorer, 8, 8, 8);
if { Strstra(FileTitle, “dnf"}) )
CreateThread{@, B, Thread_dnf, 8, 8, 8);
if { StrStra(FileTitle, “iexplore™) )
CreateThread{®, 8, Thread_iexplorer, 8, 8, 8);
if { StrStrA{FileTitle, "nateonmain''}) )
CreateThread{B®, B, Thread_nateonmain, 8, 8, 8);
H
return 1;
¥

<1#& : DlIEntryPoint & 4=>

DIIO| MU= ZZ M AT} EFAMT|(explorer), HEOMIIO|E{(dnf), QIEHl AAZ Z B (iexplore)

AH 7
AH
HO|E2(nateonmain)Y & MY EE YdG5t0] 3id FES HATHCY.
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= Oigo| 2las HFoM F 712 TtYE Dropdtd dAldt= €=
|Al WinDat.ttf@} SysMan.Sys I}&-2 Drop$tCt.
ol '‘MZ"2 A5, SysMan.sys& SystemFilse2t= AHIAZ SE51
Aottt 2 é SysMan.sys IS AFH|SHCE
OF HHAIZ OJAE|= EZMAZF EXE 42 HLMO|SoftwareMicrosoftWWindows
NTWCurrentVersion#WinlogonWNotifyQj| A{ systment 7| AbX||SHCY.

i MEF0| PCO| glck THEHE B2 (2| 7|0 of2fe| gt - Jetrt.

inl
L]
b
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—'— 0
e
s 9

@

m > 4n rot
K
no
1o

StartShell;QiDongHan
DLLName;WinDat.ttf
Asynchronous;1

Impersonate;0

® ZZMA 222 AASIO dnfexe, iexplore.exe, nateonmain.exe T2 A A7 Z=XfSHH
HXIAEZ| HLMS| SOFTWAREWMicrosoft#Windows#CurrentVersion#RunOj|A{ 2 EiAl
M Z9| Tray Process 7|2 AbF|SILCY.
OfX|2t O 2 Linlogmto| &G E "ML'2 HFF 1 KipkexegZl= 0|20 2 EA}SICH

o dnf Thread
@© CHHIOIE ZEMAOA CHEel ZEE &=Lt

IE 1>

8D 8E 95 00 00 00 lea ecx, [esi+95h]

51 push ecx

53 push ebx

52 push edx

FF 50 58 call dword ptr [eax+58h]

& 2>

89 75 FO mov [ebp-10h], esi

C7 45 E8 04 00 00 00 mov dword ptr [ebp-18h], 4

C7 45 EC 00 00 00 00 mov dword ptr [ebp-14h], O

C7 45 E4 FF FF FF FF mov dword ptr [ebp-1Ch],
OFFFFFFFFQ

8D BE C8 01 00 00 lea edi, [esi+1C8h]

78 31 js short near ptr unk_1000506D

@ RtlLeaveCriticalSection &£ inline patch(22)5l0] AtEXL ANES B SiCt
EtX|ot HEE ofgfo| ¥AloZ TingSting.dllof X ZErStCt.

o
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QuBie -> ZuoBian | YouBian

I Z http://www.axxxxxxx.com/dxxxxx/sxx.asp 2 AH1t I{AKEE MESHCL (B XH0|3)
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2. 589 FAH ol%
» Microsoft 5€ 7| HOF A 0|E
Outlook Express, Windows Mail, Visual Basic for Applications(VBA)2

8% 7 48 BX 92 52 Zew 53 H0 w0t QOIS WEASLIL
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E
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<ol HE>

Microsoft Outlook Express (MS10-030)

Microsoft Windows Mail (MS10-030)

Microsoft Windows Live Mail (MS10-030)

Microsoft Office XP/2003/2007 (MS10-031)

Microsoft Visual Basic for Applications, SDK (MS10-031)

<oty 28>

MS10-030 (978542) : Outlook Express 3 Windows MailQ| €14 ZE AW EXH
MS10-031 (978213) : Microsoft Visual Basic for Applications@| &2 I Ald 2™

<ol x>
Windows UpdateZ £=33}7L} Microsoft HQOt ZX| QO AIO|EO|AM SHE FAUHMEC

WEHO oiX| oS O22E #E & AFLICL

rot

F= : http://www.microsoft.com/korea/technet/security/Bulletin/ms10-may.mspx
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& : http://www.microsoft.com/technet/security/Bulletin/ms10-may.mspx

» Microsoft Windows Canonical Display Driver (cdd.dll) 2™
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2 o8 B2 5 ULt ALHE FHX| 22 MA[ZH(reboot) & £ UEL|CH
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Microsoft Windows 7 x64 CPU =+4

Microsoft Server 2008 R2 (x86, Itanium CPU =t4)

(Windows 2000/XP/2003/Vista/2008/7 32bit CPU 242 of| = E|X| UESLIC)
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